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Abstract. The C/C++11 (C11) standard offers a spectrum of ordering
guarantees on memory access operations. The combinations of such or-
derings pose a challenge in developing correct and efficient weak memory
programs. A common solution to preclude those program outcomes that
violate the correctness specification is using C'11 synchronization-fences,
which establish ordering on program events. The challenge is in choosing
a combination of fences that (i) restores the correctness of the input pro-
gram, with (ii) as little impact on efficiency as possible (i.e., the smallest
set of weakest fences). This problem is the optimal fence synthesis prob-
lem and is NP-hard for straight-line programs. In this work, we propose
the first fence synthesis technique for C11 programs called FenSying
and show its optimality. We additionally propose a near-optimal effi-
cient alternative called fFenSying. We prove the optimality of FenSying
and the soundness of fFenSying and present an implementation of both
techniques. Finally, we contrast the performance of the two techniques
and empirically demonstrate fFenSying’s effectiveness.
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1 Introduction

Developing weak memory programs requires careful placement of fences and
memory barriers to preserve ordering between program instructions and exclude
undesirable program outcomes. However, computing the correct combination of
the type and location of fences is challenging. Too few or incorrectly placed fences
may not preserve the necessary ordering, while too many fences can negatively
impact the performance. Striking a balance between preserving the correctness
and obtaining performance is highly non-trivial even for expert programmers.
This paper presents an automated fence synthesis solution for weak mem-
ory programs developed using the C/C++11 standard (C11). C11 provides a
spectrum of ordering guarantees called memory orders. In a program, a memory
access operation is associated with a memory order which specifies how other
memory accesses are ordered with respect to the operation. The memory orders
range from relazed (rlx) (that imposes no ordering restriction) to sequentially-
consistent (sc) (that may restore sequential consistency). Understanding all the
subtle complexities of C11 orderings and predicting the program outcomes can
quickly become exacting. Consider the program (RWRW) (§2), where the orders
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are shown as subscripts. When all the memory accesses are ordered rlx, there
exists a program outcome that violates the correctness specification (specified
as an assert statement). However, when all accesses are ordered sc, the program
is provably correct.

In addition, the C11 memory model supports C11fences that serve as tools
for imposing ordering restrictions. Notably, C11 associates fences with memory
orders, thus, supporting various degrees of ordering guarantees through fences.

This work proposes an optimal fence synthesis technique for C11 called
FenSying. It involves finding solutions to two problems: (i) computing an opti-
mal (minimal) set of locations to synthesize fences and (ii) computing an optimal
(weakest) memory order to be associated with the fences (formally defined in
83). FenSying takes as input all program runs that violate user-specified asser-
tions and attempts optimal C11 fence synthesis to stop the violating outcomes.
FenSying reports when C11 fences alone cannot fix a violation. In general, com-
puting a minimal number of fences with multiple types of fences is shown to
be NP-hard for straight-line programs [23]. We note, rather unsurprisingly, that
this hardness manifests in the proposed optimal fence synthesis solution even for
the simplest C11 programs. Our experiments (§7) show an exponential increase
in the analysis time with the increase in the program size.

Further, to address scalability, this paper proposes a near-optimal fence syn-
thesis technique called fFenSying (fast FenSying) that fixes one violating out-
come at a time optimally. Note that fixing one outcome optimally may not
guarantee optimality across all violating outcomes. In the process, this tech-
nique may add a small number of extra fences than what an optimal solution
would compute. Our experiments reveal that fFenSying performs exponentially
better than FenSying in terms of the analysis time while adding no extra fences
in over 99.5% of the experiments.

Both FenSying and fFenSying, compute the solution from a set of combina-
tions of fences that can stop the violating outcomes, also called candidate solu-
tions. The candidate solutions are encoded in a head-cycle-free CNF SAT query [8].
Computing an optimal solution from candidates then becomes finding a solution
to a min-model finding problem.

Many prior works have focused on automating fence synthesis (discussed
in §8). However, the techniques presented in this paper are distinct from prior
works in the following two ways: (i) prior techniques do not support C11 memory
orders, and (ii) the proposed techniques in this paper synthesize fences that are
portable and not architecture-specific.

Contributions. To summarize, this work makes the following contributions:

— The paper presents FenSying and fFenSying (§6). To the best of our knowl-
edge, these are the first fence synthesis techniques for C11.

— The paper shows (using Theorems 1 and 2) that the techniques are sound,
i.e., if the input program can be fixed by C11 fences, then the techniques
will indeed find a solution. The paper also shows (using Theorem 3) that
FenSying produces an optimal result in the number and type of fences.
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— Finally, the paper presents an implementation of the said techniques and
presents an empirical validation using a set of 1389 litmus tests. Further, the
paper empirically shows the effectiveness of fFenSying on a set of challenging
benchmarks from prior works. fFenSying performs on an average 67x faster
than FenSying.

2 Overview of FenSying and fFenSying

Given a program P, a trace 7 of P (formally defined in §3); is considered buggy
if it violates an assertion of P. FenSying takes all buggy traces of P as input.
The difference in fFenSying is that the input is a single buggy trace of P.
Consider the input program (RWRW), where = and y are shared objects with
initial values 0, and a and b are local objects. Let W™ (o, v) and R™ (o, v) repre-
sent the write and read of object o and value v with the memory order m. Let
I(o,v) represent the initialization event for object o with value v. The parallel
bars (||) represent the parallel composition of events from separate threads. Fig-
ure (RWRW-bt) represents a buggy trace 7 of (RWRW) under C11 semantics. For con-
venience, the relations — sequenced-before (—:"), reads-from (—:), modification-
order (—°) (formally defined in §3,54) — among the events of 7 are shown. The
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assert condition of (RWRW) is violated as the read events are not ordered before
the write events of the same object, allowing reads from later writes.

Consider the following three sets of fences that can invalidate the trace
(RWRW-bt): ¢ = {IF55, F5S}, co = {53t Fosl} and c3 = {F3$} (the superscripts in-
dicate the memory orders and the subscripts represent the synthesis locations for
fences). The solutions are depicted in Figures (RWRW-inv-to), (RWRW-inv-sync)
and (RWRW-inv-sync-opt) for c¢j, co and c3, respectively. The candidate solu-
tion ¢; prevents a total order on the sc ordered events [9,12], thus, invalidating
(RWRW-inv-to) under C1! semantics. With candidate solution ce, a happens-
before (—2") ordering is formed (refer §4) between R*¢(y, 1) and W=¢(y, 1). This
forbids a read from an ordered-later write, thus, invalidating (RWRW-inv-sync).
Candidate solution c3 establishes a similar —2" ordering by exploiting the strong
memory order of R*¢(x, 1) and invalidates (RWRW-inv-sync-opt).

The candidate solution ¢, is preferred over ¢, as it contains weaker fences.
On the other hand, candidate cs represents an optimal solution as it uses the
smallest number of weakest fences. We formally define the optimality of fence
synthesis in §3. While FenSying will compute the solution c¢3, fFenSying may
compute one from the many candidate solutions.

Both FenSying and fFenSying start by transforming each buggy trace 7 to
an intermediate version, 7I™ by inserting untyped C11 fences (called candidate
fences) above and below the trace events. (RWRW-imm) shows an intermediate
version corresponding to (RWRW-bt). The addition of fences (assuming they are
of the strongest variety) leads to the creation of new —" ordering edges. This
may result in cycles in the dependency graph under the C11 semantics (refer
84). The set of fences in a cycle constitutes a candidate solution. For example,
an ordering from Fis to Fay in (RWRW-imm) induces a cyclic relation W**(y, 1)
—I Rse(y, 1) —BP Wrx(y, 1) violating the —1f; =P irreflexivity (refer §4).

The candidate solutions are collected in a SAT query (®). Assuming ¢, ¢o
and c3 are the only candidate solutions for (RWRW-bt), then & = (F15 A Faz) V
(Fi2 A Fag) V (F12), where for a fence F*, F; represents the same fence with
unassigned memory order. fFenSying uses a SAT solver to compute the min-
model of @, min® = {F15}. Further, fFenSying applies the C11 ordering rules
on fences to determine the weakest memory order for the fences in min®. For
instance, Fi9 in min® is computed to have the order rel (refer §6). fFenSying
then inserts Fio with memory order rel in (RWRW) at the location depicted in
(RWRW-inv-sync-opt). This process repeats for the next buggy trace.

In contrast, since FenSying works with all buggy traces at once, it requires
the conjunction of the SAT queries @; corresponding to each buggy trace 7;. The
min-model of the conjunction is computed, which provides optimality.

3 Preliminaries

Consider a multi-threaded C11 program (P). Each thread of P performs a se-
quence of events that are runtime instances of memory access operations (reads,
writes, and rmws) on shared objects and C11 fences. Note that an event is
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uniquely identified in a trace; however, multiple events may be associated with
the same program location. The events may be atomic or non-atomic. Given the
set O of shared objects accessed by P and the set M of C11 memory orders, an
event is formally defined as:

Definition 1 (Event). An event e is a tuple (thr(e), idx(e) act(e), obj(e),
ord(e), loc(e)) where,

thr(e) € P, represents the thread of e;

idx(e) represents the identifier of e unique to thr(e);

act(e) € {read, write, rmw (read-modify-write), fence}, is the event action;

obj(e) C O, is the set of memory objects accessed by e;

ord(e) € M, is the C11 memory order associated with e; and

loc(e) is the program location corresponding to e.
C11 memory orders. The atomic events and fence operations are associated
with memory orders that define the ordering restriction on atomic and non-
atomic events around them. Let M = {na, rlx, rel, acq, ar, sc}, represent the
orders relaxed (rlx), release (rel), acquire/consume (acq), acquire-release (ar)
and sequentially consistent (sc) for atomic events. A non-atomic event is recog-
nized by the na memory order. Let C C M x M represent the relation weaker
such that mqCms represents that the m is weaker than ms. As a consequence,
annotating an event with my may order two events that remain unordered with
my. The orders in M are related as na C rlx T {rel,acq} C ar C sc. We also
define the relation C to represent weaker or equally weak. Similarly, we define J
to represent stronger and J to represent stronger or equally strong.

We use EW C & to denote the set of events that perform write to shared
memory objects i.e., events e s.t. act(e) = write or rmw. Similarly, we use
ER C £ to denote events e that read from a shared memory object i.e., act(e) =
read or rmw, and £¥ to denote the fence events e s.t. act(e) = fence. We also
use £ € £ (and accordingly V(™) €R(m) and £F(™)) to represent the events
with the memory order m € M; as an example EF(¢) represents the set of fences
with the memory order sc.

rf
r

Definition 2 (Trace). A trace, 7, of P is a tuple (£,, =2 —mo

Er C & represents the set of events in the trace 7;

—5b (Happens-before) C &, x &, is a partial order which captures the event
interactions and inter-thread synchronizations, discussed in §4;

—19 (Modification-order) C £Y x £V is a total order on the writes of an object;

—I (Reads-from) C €Y x ER is a relation from a write event to a read event
signifying that the read event takes its value from the write event in 7.

Note that, we use £, EX and £F (and also Syv(m), XM and 5™ where

m € M) for the respective sets of events for a trace 7.

Relational Operators. R~! represents the inverse and R* represents the tran-

sitive closure of a relation R. Further, R;; Ry represents the composition of re-

lations R; and Ry. Let R|s. represent a subset of a relation R on sc ordered

events; i.e. (e1,e3) € Rlse <= (e1,e2) € R A e1,es € £69. Note that we also

use the infix notation e; Rey for (eq,e2) € R. Lastly, a relation R has a cycle (or

is cyclic) if ey, es € € s.t. ey Rea A eaRey.

), where
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A note on optimality. The notion of optimality may vary with context. Con-
sider two candidate solutions {F$°} and {F5°*, F;“*} where the superscripts rep-
resent the memory orders. The two solutions are incomparable under C11, and
their performance efficiency is subject to the input program and the underlying
architecture. FenSying chooses a candidate solution ¢ as an optimal solution if:
(i) ¢ has the smallest number of candidate fences, and (ii) each fence of ¢ has the
weakest memory order compared to other candidate solutions that satisfy (i).

Let sz(c) represent the size of the candidate solution ¢ and given the set of
all candidate solutions {cy, ..., ¢, } to fix P, let sz(P) = min(sz(c1), ..., sz(cn)).
Further, we assign weights wt(c) to each candidate solution ¢, computed as the
summation of the weights of its fences where a fence ordered rel or acq is
assigned the weight 1, a fence ordered ar is assigned 2, and a fence ordered sc
is assigned 3. Optimality for FenSying is formally defined as:

Definition 3. Optimality of fence synthesis. Consider a set of candidate
solutions ¢1, ..., ¢,. A solution ¢; (for i € [1,n]) is considered optimal if:
(i) sz(c;) = sz(P) A (ii) Vj € [1,n] s.t. sz(c;) = sz(P), wt(c;) < wi(cy).

4 Background: C11 Memory Model

The C11 memory model defines a trace using a set of event relations, described
in Definition 2. The most significant relation that defines a C11 trace 7 is the
irreflexive and acyclic happens-before relation, =" C £, x &,. The —!" relation
is composed of the following relations [12].
(Sequenced-before): total occurrence order on the events of a thread; i.e.
Vei,es € & s.t. thr(e1) = thr(es) and ey occurs before es in their thread
= e1—, €2.
=W (Synchronizes-with) Inter-thread synchronization between a write e,, (or-
dered J rel) and a read e, (ordered J acq) when e, —fe,; i.e.
Ve, € EV, e, € ER s.t. ord(e,)drel and ord(e,)Jacq, e,—ie, =
ew—r3"er.
(Dependency-ordered-before): Inter-thread synchronization between a write
ew (ordered J rel) and aread e, (ordered J acq) when e/, —=fe, for e/, €
release-sequence’of e,, in 7 [9,12]; i.e.
Ve, el € EV e, € ER s.t. ord(e,)drel and ord(e,)Jacq, €, € release-
sequence of e, and e/, — e, = e,—3Pe,.
(Inter-thread-hb): Inter-thread relation computed by extending —3% and
—dob with —-"; d.e.
Veq,eq,e3 € 57—,
1. e;—=5%es, or
2. el—>§°b62, or
3. e1—"e3 N e3—; ez, or
4. e1—=Vez A e3—ithPey o

ithb

3 release-sequence of e,, in 7: maximal contiguous sub-sequence of —2'° that starts at
ew and contains: (i) write events of thr(ey ), (ii) rmw events of other threads [9,12].
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1thb63 A es _>1thb

1thb

5. e1—
- e1—,
bb (Happens- before) Inter-thread relation deﬁned as =, U =1
The —"P relation along with the —° and —:f relatlons (Deﬁmtlon 2) is
used in specifying the set of six coherence conditions [12,17]:

N 1thb

—>£‘b is irreflexive. (co-h)
—f hb g irreflexive. (co-th)
—>‘T“°, —>}T‘b is irreﬂexive. (co-mh)
—ymo, yrf, _yh 1s irreflexive. (co-mrh)
—me; —>hb —rf is irreflexive. (co-mhi)
—mor Y —>hb —rf ~ s irreflexive. (co-mrhi)

Additionally, all sc ordered events in a trace 7 must be related by a total
order (—%°) that concurs with the coherence conditions. We use an irreflexive
relation called from-reads (—& £ —>§f71
writes. Consequently, —%° must satisfy the following condition [

order(P,R) = (a R(a,a)) A (R* CR) A (RC P x P); and,

total(P,R) £VYa,b€ P = a=0bV R(a,b) V R(b,a).

All sc ordered events must form a total order —%° s.t. the following conditions
are satisfied:

;—9) for ordering reads with later

24]:

1. order(£69), =) A total(E(°), =) A =P| . U —»°|. C =t (coto)
2. Ve, —e, st. e, € Eisc)

— either, e, € £85I A imm-scr(7, ey, €r). (rftol)
— o1, ey & ESY A Pel, € eV st ey —be! A imm-scr(T, €l e;).
(rfto2)

where, imm-scr(7,a,b) = a € E;W(SC), be SB(SC), a—%°b and obj(a) = obj(b)
Adee &) st objlc) = obj(a) A a—tc—top.

3. Vew—Ife, st e, € 8 TF € £5C) st. F—: e, A ey—toF A fiel, € V)
where e,,—°e! —t°F. (frfto)

We represent the conjunction of the four conditions by (to-sc); intuitively,
— Vei®,esf € gl if e5¢—L9esC then (5%, e5°) & —IP U =m0 U —If U I and,
— an sc read (or any read Wlth an sc fence —7” ordered before it) must not
read from an sc write that is not immediately —° ordered before it.
Conjunction of (coherence conditions) and (to-sc) forms the sufficient con-
dition to determine if a trace 7 is valid under C11.
HB with C11 fences. C11 fences form —*"P with other events [,12]. A fence
can be associated with the memory orders rel, acq, ar and sc. An appropriately
placed fence can form —5% and —2°P relation from an —f relation between
events of different threads, formally:
The —5" relation is formed with C11 fences as follows:
Vei,es € E, s.t. 61—>:_f€2,
— iford(e;)drel, JF2d € £F s.t. ord(F2°d)Jacq and eg—>"F2°d then e, —5VF2%d;
— iford(ez)Jdacq, JF™! € EF s.t. ord(F*t)drel and F**1—>"¢; then Frel—5Vey;
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Fig. 1. -5 and —2°P relations with fences

— if JFTel F2cd € £F s.t. ord(Fr®1)drel, ord(F2°d)Jacq, F***—-"¢; and ey—; "Fad
then Frel—sWiFacq,

The conditions described above, leading to a —5" between program events, are
diagrammatically represented in Figure 1(a-d).
Similarly, the —2°P relation is formed with C11 fences as follows:
Vei,eg € &, s.t. 614)5?62, if 3¢ € Syv s.t. eq is in release-sequence of e}; and
JFacd € EF s.t. ord(F*°9)dacq and ey—;"F2°d then e} —d°PFaca,
The conditions leading to a —2°" between program events, are diagrammatically
represented in Figure 1(e-f).

5 Invalidating buggy traces with ci11 fences

The key idea behind the proposed techniques is to introduce fences such that

either (coherence conditions) or (to-sc) are violated. This section introduces

two approaches for determining if the trace is rendered invalid with fences.
Consider 7™ of a buggy trace 7. The candidate fences of 7™ inflate —

T )
—5W, —dob and —1*hP relations (fences do not contribute to —1o, —If, and

—>£’§m). The inflated relations are denoted as — i, =5, —>f$}n’ and —>iTti£‘mb. We
propose Weak-FenSying and Strong-FenSying to detect the invalidity of 71™.

Weak-FenSying. Weak-FenSying computes compositions of relations that cor-
respond to the (coherence conditions). It then checks if there exist cycles in the
compositions (using Johnson’s algorithm [13]). The approach assumes the mem-
ory order ar for all candidate fences. Consider a buggy trace (WRIR) where x and y

have 0 as initial values. Weak-FenSying detects a cycle in —2; —f; hb. —>£f_1
with the addition of candidate fences F}* and F§™ as shown in (WRIR-invalidated).
This violates the condition (co-mrhi), thus, invalidating (WRIR). Lemma 1 shows
the correctness of Weak-FenSying.

Strong-FenSying. This technique works with the assumption that all candidate
fences have the order sc. Strong-FenSying detects the infeasibility in construct-

ing a —!%, that adheres to (to-sc). In order to detect violation of (to-sc),
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Strong-FenSying introduces a possibly reflexive relation on sc-ordered events
of 7™ called sc-order (—35%). The —>i?mm relation is such that a total order
cannot be formed on the sc events of 7™ iff a cycle exists in —>Tlm All sc
event pairs ordered by —'D., —7o, =, and -, are contained in —5%,.
Notably, pairs of sc events that do not have a deﬁmte order are not ordered by
—>%m. This is because if such a pair of events is involved in a cycle then we can
freely flip their order and eliminate the cycle. Consider the buggy trace (SB),
Wse(z,1)—Wse(y,1) and W¢(y,1)— t"I/Vsc(ﬂc 1) are both valid total-orders
on the sc events of the trace. The set —3%.. does not contain either of the two
event pairs and would be empty for this example.

As a consequence, pairs of events that do not have definite total order cannot
contribute to the reflexivity of —5° and can be safely ignored. Thus, —3°+ C —to
for a trace 7. Further, if a total order cannot be formed on sc ordered events then
a corresponding cycle exists in —3%.,. The observations are formally presented
with supporting proofs in Lemmas 2,3. Lemma 3 further proves that Strong-
FenSying is sound.

Definition 4 formally presents —3%.. based on the above stated considerations.

Definition 4. sc-order (—3%.

Ver,eq € & st (61,62) € R, where R = —IP Uy e gy if g o
— ifer,eq € 5$S then e; —5%ne2; (soee)
— ife; € Eisc), JFsc e EITFi(,,,SmC) s.t. ea—= 5 F%¢ then e =59, F%¢; (soef)

(sofe)
)

—ifey € 5556), dFse e Efi(msmc) s.t. F*¢—"aer then F5€—5%,eo; sofe

— AR, T € 157 st FSo—ie; and ep—: b F5° then F5*—52, F5. (soff

The trace depicted in (SB) can be invalidated with strong fences as shown in
(SB-inv). The sc events of (SB-inv) cannot be totally ordered and Strong-
FenSying detects the same through a cycle in —3° (formed by (soee) and (sofe)).
Scope of FenSying/fFenSying.
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e?c eic R e FSC ]Fic so ]cm
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35 13
iriw-invalid iriw-valid

This work synthesizes C11 fences and stands fundamentally different from
techniques that modify the memory orders of program events. sc C11 fences
cannot restore sequential consistency [17], hence, strengthening memory orders
may invalidate buggy traces that the strongest C11 fences cannot.

The examples (iriw-invalid) and (iriw-valid) highlight the difference, where
— depicts the total-order on sc events. The fences of (iriw-valid) do not in-
troduce an ordering between the write events and the corresponding read events
thereby allowing reads from initial events. Thus, the trace shown in (iriw-valid)
cannot be invalidated by C11 fences. However, changing the memory order of
read and write events achieve the desired ordering and invalidate the outcome,
as shown in (iriw-invalid).

FenSying and fFenSying invalidate traces by synthesizing C11 fences, thus,
(iriw-valid) cannot be stopped by FenSying or fFenSying. However, architec-
tures translate the strong memory access events to memory access operation and
supporting barriers. The translation of strongly ordered event to barriers may
be sub-optimal.

The examples (SB-inv-mo) and (SB-inv-fen) highlight the difference. The
trace shown in the examples is invalidated by strengthening the memory orders
of writes and reads in (SB-inv-mo) and by synthesizing sc fences in (SB-inv-fen).
The translation of (SB-inv-mo) to Power and ARMv7 is depicted in (SB-inv-mo-power)
and (SB-inv-mo-ARM) respectively. The translation of (SB-inv-fen) to Power and
ARMv7 is depicted in (SB-inv-fen-power) and (SB-inv-fen-ARM) respectively.
Clearly each of the two architectures place additional (and unnecessary) barri-
ers on interpreting barrier requirement from memory orders.

4 isync+ refers to cmp; bc; isync
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Initially, c =0,y =0

SB-inv-mo

We<(a, 1) We<(y,1) W) | W)
| > |
R*(y,0) R (2,0) R%(y,0) R%(2,0)

Initially, © =0,y =0

SB-inv-fen

Initially, © = 0,y =0 | Tnatially, 2 =0,y =0\ 1oy z=0,y=0 | Initialy, x=0,y=0

DMB ish DMB ish | DVSYRC husyne

str(z,1) str(y, 1) str(w, 1) str(y, 1) str(z, 1) str(y,1) | str(z,1) str(y, 1)

DMB ish DMB ish | hwsync husync || pMp ish DMB ish | hwsync hwsync
ld(y) ld(x) ld(y) ld(z) 1d(y) ld(z) ld(y) ld(z)

DMB ish DMB ish | isync+ isync+

SB-inv-mo-ARM

" i1
SB-inv-mo-power

SB-inv-fen-ARM

SB-inv-fen-power

6 Methodology

Buggy traces and candidate fences. Algorithms 1 and 2 present FenSying
and fFenSying, respectively. The algorithms rely on an external buggy trace
generator (BTG) for the buggy trace(s) of P (lines 2,8). The candidate fences are
inserted (to obtain 7™), and the event relations are updated (lines 16-17).
Detecting violation of trace coherence. The algorithms detect possible
violations of trace coherence conditions resulting from the candidate fences
at lines 18-19 of the function synthesisCore. Figures (RWRW-inv-sync) and
(RWRW-inv-sync-opt) represent two instances of violations of (co-rh) detected by
Weak-FenSying (through a cycle W**(y, 1)—r5, R¥>(y, 1) = L, W=*(y, 1)). The
candidate solutions corresponding to these cycles (which include only candidate
fences) are {Fi2,Foo} and {IF12}. Further, for the same example, (RWRW-inv-to)
represents a violation detected by Strong-FenSying with the candidate solution
{F12,Fa2}. The algorithms discard all candidate fences other than Fi5 and Fao
from future considerations (assuming no other violations were detected). Now 7
can be invalidated as the set of cycles is nonempty (line 20).

The complexity of detecting all cycles for a trace is O((|€;|4+E).(C+1)) where
C represents the number of cycles of 7 and E represents the number of pairs of
events in &,. Note that E is in O(|&;]?) and C is in O(|&,]!). Thus, Weak- and
Strong-Fensying have exponential complexities in the number of traces and the
number of events per trace.
Reduction for optimality. The algorithms use a SAT solver to determine the
optimal number of candidate fences. The candidate fences from each candidate
solution of 7 are conjuncted to form a SAT query. Further, to retain at least
one solution corresponding to 7 the algorithms take a disjunction of the con-
juncts. The SAT query is represented in the algorithm as @, := Q(weakCycles_V
strongCycles_) (line 22) and presented in Equation 1 (where W, and S, rep-
resent weakCycles_  and strongCycles_  and W' and S¥ represent the set of
candidate fences in cycles W and S respectively). Further, FenSying combines
the SAT formulas corresponding to each buggy trace via conjunction (line 4),
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Algorithm 1: FenSying (P) Algorithm 2: fFenSying (P)
1P:=T;C:=0 8 if 37 € buggyTraces(P) then
2 forall 7 € buggyTraces(P) do 9 &, C:= synthesisCore (1)
3 @, C-:= synthesisCore(7) 10 min® := minModel (P)
4 D= ND,; C:=CUC, 11 F := assignM0(min®, C)
5 min® := minModel (P) 12 P’ = syn(P, F)
6 J := assignM0(min®, C) 13 return fFenSying (P’)
7 return syn(P, F) 14 else return P
15 Function synthesisCore (1) /% T = (Er, 00 T x/:
16 E;im = &; U candidateFences (1)
17 (=", =, =, Hif;ml , =) := computeRelations (7, &, im)
18 weakCycles, := weakFensying(7'™)
19 strongCycles, := strongFensying (7™™)
20 if weakCycles, = () A strongCycles, = () then
21 ‘ return /* ABORT: cannot stop 7 with C11 fences */
22 &, := Q(weakCycles, V strongCycles, ); C, :=weakCycles, U strongCycles,
23 return ¢, C,

shown in Equation 2. However, note that for fFenSying ® = &,.

¢T:(\/ /\Fw)v(\/ /\Fs) (1) QZ/\é‘r (2>

WeEW . F,euf SES; FyesF TEBT

We use a SAT solver to compute the min-model (mind) of the query & (lines
5,10). For instance, the query for (RWRW-bt) is @ = (F12) V (F12 A Fa2) V (Fi2 A
Fs5) and min-model, min® = {F;5}. The solution to the SAT query returns the
smallest set of fences to be synthesized.

The complexity of constructing the query @, is O(C.F), where C is the number
of cycles per trace and F is the number of fences per cycle. The structure of the
query @ corresponds to the Head-cycle-free (HCF) class of CNF theories; hence,
the min-model computation falls in the FP complexity class [3].

Determining optimal memory orders of fences. The set min® gives a sound
solution that is optimal only in the number of fences. The function assignM0
(lines 6,11) assigns the weakest memory order to the fences in min® that is
sound. Let min-cycles represent a set of cycles such that every candidate fence
in the cycles belongs to min®. The assignMO function computes memory order
for fences of min-cycles of each trace as follows: If a cycle ¢ € min-cycles is
detected, then its fences must form a =¥, or —>f‘§,}3 with an event of 73™ (since,
candidate fences only modify —;", =5 and —9°P). Let R = —5%, U—92>. The
scheme to compute fence types is as follows:

— If a fence F in a weak cycle c is related to an event e of ¢ by R as eRF, then

F is assigned the memory order acgq;

— if an event e in c is related to F as FRe then F is assigned rel;
— if events e, e’ of ¢ are related to F as eRFRe’ then F is assigned ar.
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Tic1(4): FYE A TS

T1€2(4): Fiel A F;Cq A F5°
cycles of 7y

T2C1 (3) Fiel A F;Cq N F;Cq
cycle of 7o

T12011(5): FE{I A\ Fgr A F;Cq

7'12021(4)2 Fiﬂ A ]F;Cq A ]F?f

candidate-fences

cycles in 71 (Cr,):
{Fh I, 61} and {Fl, F37F4}
@, = (F1 AF2)V(F1 AF3 AFs)

cycles in 75 (Cr,): {Fs3,F4}
&.,= (Fs AFy)

3-fence

— All the fences in a strong cycle are assigned the memory order sc.

Consider a cycle c¢: e i1 = Fo =2 F3— i e’—>§fimme representing a vio-

lation of —>f_fim; —>:_‘,bim irreflexivity (condition (co-rh)). According to the scheme
discussed above, the fences Fy, s and F3 are assigned the memory orders rel,
ar and acq respectively and wt(c) = 4 (refer §3).

Further, assignM0 iterates over all buggy traces and detects the sound weak-
est memory order for each fence across all traces as follows. Assume a cycle ¢; in
713 and a cycle ¢y in ™. The function computes a union of the fences of 7
and 7o while choosing the stronger memory order for each fence that is present
in both the cycles. In doing so, both 7 and 75 are invalidated. Further, when
two candidate solutions have the same set of fences, the function selects the one
with the lower weight.

Consider the cycles of buggy traces 7 and 75 shown in (candidate-fences).
Let min® = {Fy,F2,Fs}. The memory orders of the fences for each trace are
shown with superscripts and the weights of the cycle 1 ¢1, Tco and mocy are
written against the name of the cycles. The candidate solutions 71¢; and 7yco
are combined with o¢q to form 7i2¢11 and T12¢21 of weights 5 and 4, respectively.
The solution 7y2¢17 is of higher weight and is discarded. In 7y2¢21, the optimal
memory orders rel, acq and ar are assigned to fences F1, Fy and F3, respectively.
It is possible that min-cycles may contain fences originally in P. If the process
discussed above computes a stronger memory order for a program fence than
its original order in P, then the technique strengthens the memory order of the
fence to the computed order. Note that this reasoning across traces does not
occur in fFenSying as it considers only one trace at a time.

Determining the optimal memory orders has a complexity in O(BT.C.F+MET),
where BT if the number of buggy traces of P, C and F are defined as before, and
M is the number of min-cycles per trace.

In our experimental observation (refer to §7), the number of buggy traces

analyzed by fFenSying is significantly less than |BT|. Therefore, in practice,
the complexity of various steps of fFenSying that are dependent on BT reduces
exponentially by a factor of |BT]|.
Nonoptimality of fFenSying. Consider the example (3-fence). It shows cycles
in two buggy traces 7 and 75 of an input program. FenSying provides the
formula @,, A &., to the SAT solver and the optimal solution obtained is (F; A
F5 A Fy). However, fFenSying considers the formula @, and &., in separate
iterations and may return a nonoptimal result (F; AF3) A (F3 AFy).
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We prove the soundness of fFenSying and FenSying with Theorems 1 and
2 respectively and the optimality of FenSying with Theorem 3.
Notations for Theorem proofs. For an input program P, let P’ = prg(P,£’),
represent a transformation of P constructed by adding the events £ to the
original events of P, where £’ is a set of fence events i.e. Ve € £’ act(e) = fence.
Further, let bt(P) represent the set of buggy traces of P. Let 73" represent the
invalidated version of 7 with synthesized fences of a candidate solution and let
P represent the fixed version of P with no more buggy traces. Let C represent
the set of relation compositions corresponding to the (coherence conditions)
i.e.
C = { (517, (S552E0), (o105t foll), (5103 o0P), (ooi-hbor),

1 .
(o yhb. 171 For a fence F € mind, let F™ represent the same fence

T T

with memory order m assigned by the assignMO0 routine (line 14 of Algorithm 1).

Lemma 1. Weak-FenSying is sound:

Given an input program P, V7 € bt(P), Jecond € C s.t. cond is reflexive <
weak-cycles, # 0.

There exists a violation of a coherence condition if-and-only-if Weak-FenSying
detects a cycle in the corresponding relation compositions.

Proof. Case = : cond € C s.t. cond is reflexive = weak-cycles, # .

Weak-FenSying checks the validity of coherence conditions on event relations
between program events and synthesized fences. The validity is checked by de-
tecting cycles in relation compositions of coherence conditions using Johnson’s
algorithm (refer §6). Since, Johnson’s algorithm soundly detects all cycles, Weak-
FenSying is sound if the event relations —>£‘};.I,., —>§fim, — i and —>£f;m1 are cor-
rectly computed (i.e. 3961, €2 € E:mm s.t. a cycle would be formed containing an

ordering of eq, e5 but the pair is not in the corresponding relation —)L’Rm or —>§fm

. —1 . . .
or =12 or =, . (Note that —,, relation is not invoked by any coherence
condition.)

Given a buggy trace 7, we get the relations —2P —rf —me and —>£f_1 from
the buggy trace generator. We compute the —>lT‘}?m relation after introducing the
synthesized fences in the intermediate trace 7™, hence, the soundness condition
can be defined as:

FenS;;ing soundly detects all weak cycle without recomputing —=f, —° and
—77 relations for the events of 7i™ (ie. —t, = —If Mo = M apd

T

rf™1 _ rf—1
4)7'1“‘“‘ = )

w1 w1 __hb o 1 w1 ;f) r1 w1 —rf 5 r1
hb mo mo mo hb
mo 1 nb 1
w2 wo wa Wy «F—x o
coWW coWR coRW coRR
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— The relation is formed from write (or rmw) events to read (or rmw)
events, since fences cannot be both, the —Xf relations remains unchanged
ie. =, = —1F

! The relation remains unchanged as —%f remains unchanged i.e. _>Tmm
= e

—mo  Assume Jw,w’ € £, s.t. as a consequence of synthesizing fences in the
buggy trace 7 to form 7™, w is modification-ordered before w'. However,
(w,w") € —a since we consider —2n = —7°.

We show by case analysis on the coherence conditions involving —im
that FenSying does not miss a weak cycle by not expanding the modification-
order after synthesizing fences.

Consider the following four cases of coherence involving =i (borrowed

from [9]):
CoWW: V C11 traces 7', Jwq, wy € EWH s.t. wq —>IT‘P11 wa and wo—1% wy.
Now, let Jwq,ws € EW s.t. wl—>hﬁmw2
If wy—*°w, then there does not exist a violation.
However, if wy—"°w; then we will detect the violation as a
cycle in —>;’1‘,§;,—>}Tl},§m (depicted diagrammatically in (coww))
CoWR: V C11 traces 7611, ﬂwl,wg egW fei1s T1 € ER cenn St w1—>Tcur1,
wy—% wy and wa—rE 7y
Now, let Ir, € ER Elwl,wg €&V sut. wlﬁTmrl and wgﬁrm
If w1 —"ws then there does not exist a violation.

However, if we—"°w, then we will detect the violation as a cy-

-1 . . . .
cle in —>‘T’1‘,§?n,—>};}?m;—>£fm (depicted diagrammatlcally in (coWR)).

CoRW: V C11 traces 7¢!! ﬂwl,wg e EW re11s T1 € 5 .11 S.t. 7“1—>T311w2,
we— 1wy and w1—>7611r1
Now, let Ir1 € ER, Jwi,we € EV st wlﬁTmrl and 7”1~>1T11t,)m
If wy—"%ws then there does not exist a violation.
However, if we—"?w; then we will detect the violation as a cy-
cle in —>‘T’l‘m‘fn,—>£fm;—>}7‘f,’m (depicted diagrammatically in (con)).
CoRR: V C11 traces 7¢11, ﬂwl,wQ e, T‘1,T2 € &R stor—=hur,
wa— M wy, w1 =y and wo—tE 7.
Now, let Hrl,rg € ER, Jwy,wy € EV st wl—ﬁfmrl, w2—>£fm7"2
and r1— 2o
If wy = ws then there does not exist a violation.

However, if wy—"°w; then we will detect the violation as a
. —1 . . .
cycle in =70 = b T (depicted diagrammatically

in (coRR)).

Thus, FenSying does not miss a cycle in any coherence rule that is violated.

Case <= :dcond € C s.t. cond is reﬂexive < weak-cycles, # 0.

FenSying expands —!" to %}T‘},’m, while —*f, i = = it — i = —"? and —>Tmm =
-1 .
—". The computation of —", is borrowed from C11 standard [12,9] and

thus, is sound.
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Further, Johnson’s algorithm (used for detecting cycles in the computed event
relations) is sound. Thus, if the algorithm returns a cycle eCe where e € &£ im
and C € C then the condition C is reflexive.

Hence, if FenSying detects a weak cycle then a corresponding coherence
condition is violated.

Lemma 2. —:°T C o
For any valid C11 trace T, each pair of events related by —5° are ordered by —1°.
In other words, —3° does not order events if the ordering violates (to-sc).

Proof. By definition of —%°, e§°—3°e5° where

(e5¢,e5°) € —bb U Mmooy f U S and

soee: e3¢, e5° € £ = e3°3t05¢ (since e3° €3 violates (coto) or (rftol)).

soef: e3¢ € 89 esc € €559 — escytoese (since e5°—t0esC violates (coto)
or (rftol)).

sofe: esc € E89) esc € €559 — eseytoese (since e5°—t0esC violates (coto)
or (rftol) or (rfto2)).

soff: €3¢, es¢ € £ —s e5c—t0e5e (since e5°—L°e5 violates (coto) or (frftol)).

Since, —t° is total, thus, —5°T C —to,

Lemma 3. Strong-FenSying is sound:
= (total(E(59), —+19,,) A order(£09, —12,.)) <= strong-cycles, # 0.
There does not exist a total order on the sc ordered events of an intermediate
trace 7™ if-and-only-if there exists a cycle in —5%,.
Proof. Case = : —(total(£49),—,) A order(£t9),—19,)) = strong-
cycles, # 0.
Consider e1,e3 € £59) st both e1—ey and ez —E%e; do not violate the con-
ditions (coto), (rftol), (rfto2) and (frfto). To form the total order we can
assume either one of the two orders [12]. Assume e;—°es.

Further, consider a total order cannot be formed on sc events of 7i™ s.t.
e —>:‘r?m —>fr?m el —>:?m €9 _>:?m —>:?m e then we simply flip 61—)5_?,,,,,,62 to
624)5_?,“,61 and eliminate the cycle.

Further, if a cycle in —>';’i’m includes e1—%%.e2 and another cycle includes
e %men tltlen there exists a cycle e1— ... % ea—5% ... = %e1 (by by defi-

o

nition of —!%,., as shown in the figure below). Thus, pairs of sc ordered events
that don’t have a fixed —° order cannot contribute to a strong cycle.  inf(i).
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Now, if there does not exist a total order on the sc ordered events of 7™

then

—(total (£, —9.) A order(£59), —12,.)), i.c.
S(total(E(9), —12,)) V e € 5 st emtoie V o(—t0 C —t9,)

(by definition of order(£(°), —%3,)).

By definition of —%,, —total(£¢9), —%2,) and (=% C —2,) are not
feasible.
Thus, Je € ES,fm) s.t. e—te
= sc events of 7™ violate (coto), (rftol), (rfto2) or (frfto).

[coto]

[rftol]

[rfto2]

[frfto]

-imm

Let Jde®c € ES,;) s.t. (e,e) € (—Ph. U =22). Thus, (coto) is violated

by e®°.

As we know that, — i |sc U —>£‘13nm sc C —>i?mm+ thus we have a cycle

€% =50 = meC.

Let Jwse, wi € 7 pse ¢ gRlE) o qpsesto yyse sto psc and
f1 s Wy pimm 5 T rimn -L. 1 rimn Wo Fim T

Wi m T

Thus, (rftol) is violated by wi®, ws® and r§°.

Since, 7 is a valid trace, ~w§*—t°ws® V ~w§t—torse.

Further, since inserting fences only modifies the —"" relation, if ~w$¢—towse

then w§*—"2, w5 (because w§c—19,wse). Similarly, if —w§*—trse then
w§E—rse.

Also, w§ =, ws* = wi*— inws® (assuming (co-mh) is not violated)

— rif—lawie

As we know that, %ﬁﬂm sc U %Bﬁm sc C %i?m: thus we have a cycle
PEe 550 w559, rEC.

Let Jwy,w§® € EVm, 15° € Eﬁﬁc) st. ord(w§e) is sc, wi—Irse,
w1 — L wse and w§t—t9,r5e.

Thus, (rfto2) is violated by wi, w3® and ric.

Since, 7 is a valid trace, —w; —2Pwse v —wse—torse,

Further, since inserting fences only modifies the —!" relation, if ~w§—torse
then w§*—"2.r5¢ (because w§e—E0,75¢).

Also, wi—=PRws® = w1 —Mows® (assuming (co-mh) is not violated)
== r§°—>£‘§mw§°.

As we know that, —>£‘§m sc U —>}Tﬂ,}m sc C —>i?m: thus we have a cycle
73— Wi =50 ric.

Let Jws®, ws® € 5§Y,fmsc), r1 € ER, ¢ € Efi(mic) s.b. w0, wse 0, e,
Fs¢—-5ary and w—riry.

Thus, (frfto) is violated by w®, w5, r1 and Fs°.

Since, 7 is a valid trace, —w§*—E°ws® V —w§—LoFse,

Further, since inserting fences only modifies the —" relation, if ~w$°—tewse
then w§*—"L,ws® (because w§*— 19, ws). Similarly, if —w§®—L°Fs¢ then
wge s .

Also, w§* = w5 = wi*— o ws® (assuming (co-mh) is not violated)
= r—=TLws® = F*5%,ws° (using (sofe)).

As we know that, =72, [sc € —5%, thus we have a cycle r§¢ =50, w5 —5%,r5°.



18 S. Singh, D. Sharma, I. Jaju, S. Sharma

Case <= : —(total(£69), =%9,) A order(£69),—%,.)) <= strong-cycles,
# 0.
strong-cycles, # 0 = Je € Erim s.4. e%i‘i’;e — e—!9e (using Lemma 2).
Thus, =(order(£¢9), —=%%,)) = —(total(EG), —+%.) A order(£(9), —1%,)).

Lemma 4. AssignM0 is sound:
V cycles ¢ = eRy...e; RoFRses...Rye € min-cycles (where R; € {—>'T"£’,,.,.,, — i

-1
rf rf
T ims T im Hf-li)mm ), elRQFngeg.

If a min-cycle ¢ is formed due to event relations introduced by a fence F then
after assigning a memory order m for F using assignM0 the event relations still
hold; i.e.

FenSying does not assign a memory order to a fence that is too weak to stop the
buggy trace.

Proof. By definition of (coherence conditions) if there exists a weak cycle in
the intermediate trace 72™ then 3 e—SW,e’ V e—d0P¢’

s.t. me—SVe! A me—d°Pe’ (since, the buggy trace 7 was returned by the
buggy trace generator).
By definitions of e—S%.e’ and e—doP¢’ if e is a fence then its memory order
must be rel or stronger, if €’ is a fence then its memory order must be acq or
stronger.
Since, assignMO0 assigns rel for e and acq for €/, thus, the locally assigned mem-

ory orders are sufficiently strong. inf(i)

If there exists a fence, F, that was locally assigned a memory order m and
after coalescing with other buggy trace the final memory order of F is m’ then
either m’ = m or m’ is stronger than m (by construction of coalesced candidate
solutions).

Since we know that m was sufficiently strong (using inf(i)) then the final memory
order m/’ is also sufficiently strong.

Lemma 5. FenSying is sound for 1 trace.
Given an input program P s.t. bt(P) = {r}. 3" s.t. bi(prg(P,E)) =0 =
FenSying can construct 717,

Theorem 1. fFenSying is sound Given an input program P, 3t € bt(P). s.t.
3E" s.t. bt(prg(P,E)) =0 = fFenSying can construct 7.

Proof. Firstly, using Lemma 1 and Lemma 3 we can state that (i) a violation in
(coherence conditions) or sc total order is not missed by FenSying/fFenSying,
and (ii) a violation detected by FenSying/fFenSying is indeed a true violation
of either one of the (coherence conditions) or (tosc).
Secondly, the fences introduced for at least 1 of the violations exist in the final
solution (by construction of SAT query). i.e.

Je € weak-cycles, U strong-cycles, s.t. VF (fences included in ¢) € X, \EX
F € mind.
Thirdly, The memory order assigned to the fences in min® is sufficiently strong
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to stop the buggy trace (Lemma 4(inf(i))).
Hence, FenSying is sound for 1 trace, and fFenSying is sound.

Theorem 2. FenSying is sound.
Given an input program P s.t. bt(P) # 0. 3&'" s.t. bi(prg(P,E')) =0 = Vr e
bt(P) we can construct 7. If P can be fized by synthesizing or strengthening
C11 fences then FenSying fixes P.

Proof. Let BT = bt(P). Consider induction on |BT|.
Base Case: Consider |BT| = 1. Let BT = {7}
Using Lemma 5, FenSying is sound for 1 trace.

Induction Hypothesis: Assume that FenSying is sound for [BT| = N.

Induction Step: Consider |BT| = N+1.

Since, we take a conjunction on the SAT formulas from various traces thus
at least 1 cycle from each trace exists in the min-model (by construction of SAT
query).

Further, we know from Lemma 4 that FenSying assigns memory orders that can
stop all the corresponding traces.
Thus, FenSying is sound for N+1 buggy traces.

Lemma 6. min-model returns the optimal number of fences. Let EFH represent
the set of synthesized fences of P™ (i.e. EFFF = EF\EL.., where EF., represents
the set of fences of P™*) then 3E° s.t. |£°| < |EF™| and bt(prg(P,£°)) = 0.

Proof. Let F represent the set of fences returned by min-model and let F°
represent the optimal set of fences. Assume |F°| < |F|.

The min-model of the nonoptimal solution is computed using a SAT solver
(23) and the computation is assumed to be correct. As the consequence, |F°| <
|F| = the optimal result was not a part of the SAT query formula.

Using Lemma 1 and Lemma 3 we know that FenSying does not miss any
weak or strong cycle = every set of fences that forms a correct solution,
including the optimal solution, is contained in the SAT query formula.

Thus, by contradiction, |F| = |F|° i.e.min-model returns the optimal number
of fences.

Theorem 3. FenSying synthesizes the optimal number of fences with the opti-
mal memory orders. Let EFex represent the set of synthesized fences of P** (i.e.
SF = EEfX\S[F, where ngx represents the set of fences of P™*) then AE° s.t.
|E°] < |€fo| or (Je° € £°% e € X st thr(e®) = thr(e), idx(e®) = idxz(e),
act(e®) = act(e), obj(e®) = obj(e) and loc(e®) = loc(e) but ord(e®)Cord(e)) and
bt(prg(P,£°)) = 0.

Proof. We know that AssignM0 iterates over cycles in min-cycles and takes
union over fences of cycles from min-cycles. As min® consists of the optimal
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number of fences (Lemma 6) then union over cycles of min-cycles has the same
set of fences as min®.
Thus, FenSying is optimal in the number of fences.

Let BT represent the set of buggy traces. Consider induction on |BT|.

Base Case: Consider [BT| = 1. By definition of AssignMO each fence is locally
assigned the weakest memory order that is sound (Lemma 4).
Thus, FenSying is optimal in the memory order of fences for 1 buggy trace.

Induction Hypothesis: Assume, FenSying is optimal in the memory order of
fences when |BT| = N.

Induction Step: Consider [BT| = N+1.
Let s1, ..., sps represent the M coalesced solutions for buggy traces 7, ..., 7y and
Tn1¢i for i € {1,...,q} represent the q cycles of (N + 1)** trace.

Every coalesced solution 7n415; has the same number of fences = fences
of min® because min® returns the minimum number of fences required to stop
Tlyeeey TN41-

If there exists a fence F with memory order m in a cycle 7y 11¢; but the final
solution of FenSying assigns memory order m’ to F s.t. m’ is stronger than m

then, 3s; where memory order of F is m’ (by construction of coalesced solu-
tions),

further, sy where memory order of F is m s.t. wt(Ty41¢i-5k) < wt(TN 4164+
s;j) (where wt(z-y) represents the weight of the solution formed by coalescing
cycle z with candidate solution y).

Thus, FenSying is optimal in the memory order of fences for N4-1 buggy traces.

7 Implementation and Results

Implementation details. The techniques are implemented in Python. Weak-

FenSying and Strong-FenSying use Johnson’s cycle detection algorithm in the

networkz library. We use Z3 theorem prover to find the min-model of SAT queries.

As a BTG, we use CDSChecker [20], an open-source model checker, for the fol-

lowing reasons;

1. CDSChecker supports the C11 semantics. Most other techniques are designed
for a variant [15] or subset [1,3,22] of C11.

2. CDSChecker returns buggy traces along with the corresponding —
and —'° relations.

3. CDSChecker does not halt at the detection of the first buggy trace; instead,
it continues to provide all buggy traces as required by FenSying.

To bridge the gap between CDSChecker’s output and our requirements, we mod-

ify CDSChecker’s code to accept program location as an attribute of the pro-

gram events and to halt at the first buggy trace when specified. FenSying and

hb
T 9

_>rf

T
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Table 1. Litmus Testing Summary

Litmus Tests Summary
Tests| min-BT |max-BT|avg-BT |min-syn | max-syn |avg-syn | min-str | max-str | avg-str
1389 |1 9 1.05 1 4 2.25 0 0 0
BT: #buggy traces, syn: #fences synthesized, str: # fences strengthened
min: minimum, max: maximum, avg: average
Results Summary

completed (syn+no fix) | TO | NO | Tbtg (total) | TF (total) | Ttotal
FenSying 1333 (1185+148)| 56| O 50453.19 | 36896.06 | 87266.09
fFenSying 1355 (1207+148) | 34| 0 30703.71| 49068.61 | 79772.32
Times in seconds. TO: 15min for BTG 4 15min for technique

Thbtg: Time of BTG, TF: Time of FenSying or fFenSying, Ttotal: Thtg+TF

fFenSying are available as an open-source tool that performs fence synthesis for
C11 programs at: https://github.com/singhsanjana/fensying.
Experimental setup. The experiments were performed on an Intel(R) Xeon(R)
CPU E5-1650 v4 @ 3.60GHz with 32GB RAM and 32 cores. We collected a set
of 1389 litmus tests of buggy C11 input programs (borrowed from Tracer [3]) to
validate the correctness of FenSying and fFenSying experimentally. We study
the performance of FenSying and fFenSying on a set of benchmarks borrowed
from previous works on model checking under the €7/ memory model and its
variants [1,3,20,22].
Experimental validation. The summary of the 1389 litmus tests is shown
under Litmus Tests Summary, Table 1. The number of buggy traces for the
litmus tests ranged between 1-9 with an average of 1.05, while the number of
fences synthesized ranged between 2-4. None of the litmus tests contained fences
in the input program. Hence, no fences were strengthened in any of the tests.
We present the results of FenSying and fFenSying under Result Summary,
Table 1. The results have been averaged over five runs for each test. fFenSying
timed out (column ‘T'O’) on a fewer number of tests (34 tests) in comparison
to FenSying (56 tests). The techniques could not fix 148 tests with C11 fences
(‘no fix’). The column ‘NO’ represents the number of tests where the fences
synthesized or strengthened is nonoptimal. To report the values of ‘NO’, we
conducted a sanity test on the fixed program as follows: we create versions
Py,...P, of the fixed program P®* s.t. in each version, one of the fences of
Pf* is either weakened or eliminated. Each version is then tested separately on
BTG. The sanity check is successful if a buggy trace is returned for each version.
Performance analysis. We contrast the performance of the techniques us-
ing a set of benchmarks that produce buggy traces under C11. The results are
averaged over five runs. Table 2 reports the results where ‘#BT’ shows the
number of buggy traces, ‘iter’ shows the minimum:maximum number of itera-
tions performed by fFenSying over the five runs and, ‘F'To” and ‘BTo’ represent
FenSying/fFenSying time-out and BTG time-out, respectively (set to 15 minutes
each). A ‘?” in ‘#BT’ signifies that BTG could not scale for the test, so the number
of buggy traces is unknown. The column (‘syn+str’) under fFenSying reports
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Table 2. Comparative performance analysis

FenSying fFenSying
Id | Name #BT |syn+str Thbtg TF Ttotal|iter syn+str  Thtg TF Ttotal
1 [peterson(2,2) 30140 2.63 54.31 56.94|1:1 1:140:0 0.18 2.07 2.25
2 |peterson(2,3) 198|140 29.96 594.34 624.3|1:1 1:140:0 0.53 3.58 4.11
3 |peterson(4,5) 70— — FTo —[1:1 1:140:0 397.51 21.07 418.58
4 |peterson(5,5) 7 - BTo — —(1:1 1:140:0 BTo 31.52 *931.52
5 |barrier(5) 136|140 1.09 207.74 208.83|1:1 1:14-0:0 0.13 1.40 1.53
6 |barrier(10) 416|140 3.37 565.44 568.81|1:1 1:140:0 0.2 2.70 2.9
7 |barrier(100) 31106 | — — FTo —11:1 1:140:0 34.2 198.54 232.74
8 |barrier(150) 71— — FTo —(1:1 1:140:0 117.09 399.20 516.29
9 |barrier(200) —|— — — —|- - — FTo —
10 | store-buffer(2) 6240 0.08 0.91 0.99(1:1 2:240:0 0.04 0.05 0.09
11 |store-buffer(4) 20(240 1.61 195.35 196.96|1:1 2:24-0:0 1.20 0.05 1.25
12| store-buffer(5) 30| — — FTo —11:1 2:24-0:0 14.07 0.22 14.29
13 |store-buffer(6) 42| — — FTo —11:1 2:240:0 171.09 0.15 171.24
14| store-buffer(10) 70— BTo — —11:1 2:240:0 BTo 0.05 *900.05
15| dekker(2) 54240 0.17 0.27 0.4411:1 2:240:0 0.26 0.04 0.3
16 | dekker(3) 1596 | — — FTo —|1:1 2:240:0 586.46 1.34 587.8
17| dekker-fen(2,3) 54141 0.15 0.29 0.44]1:1 1:141:1 0.25 0.05 0.3
18 | dekker-fen(3,2) 730 | — - FTo —(1:1 1:141:1 159.84 5.56 165.4
19 | dekker-fen(3,4) 3076 | — BTo — —|1:1 1:141:1 BTo  6.06 *906.06
20 |burns(1) 36— — FTo —|7:8 8:10+2:2 0.61 4.69 5.3
21 |burns(2) 10150 | — — FTo —16:7 8:10+0:1 71.53 554.6 626.13
22| burns(3) 7| — BTo - —|- - —  FTo -
23| burns-fen(2) 100708 | — — FTo —15:7 4:643:3 329.41 43.96 373.37
24 | burns-fen(3) 7= BTo — —|5:7 4:64+3:3 BTo 70.14 *970.14
25 [linuxrwlocks(2,1) 10| — — FTo —11:1 2:24-0:0 0.13 0.12 0.25
26 |linuxrwlocks(3,8) 353 | — — FTo —[2:2 3:440:0 686.52 0.41 *686.93
27 [seqlock(2,1,2) 500 — — FTo —(1:1 1:140:0 341.54 2.38 343.92
28 | seqlock(1,2,2) 592 | — — FTo —(1:2 1:240:0 119.88 27.69 147.57
29 |seqlock(2,2,3) 7| — BTo — —|1:2 1:240:0 BTo 88.52 988.52*
30| bakery(2,1) 6140 0.25 25.42 2.8811:1 1:140:0 0.07 0.18 0.25
31 |bakery(4,3) 7272 | — - FTo —(1:1 1:140:0 166.11 5.68 171.79
32| bakery(4,4) 50402 | — — FTo —(1:1 1:14-0:0 BTo 18.17 918.17*
33|lamport(1,1,2) 1| No fix. 0.06 0.05 0.11|1:1 No fix. 0.04 0.05 0.09
34 |lamport(2,2,1) 1|No fix. 411.94 0.05 411.99|1:1 No fix. 53.34 0.05 53.39
35 |lamport(2,2,3) 7 - BTo — —|1:1 No fix. 389.77 0.05 389.82
36 |flipper(5) 297|240 6.22 254.18 260.40|1:1 240 2.51 0.02 2.53
37 |flipper(7) 4493 | — - FTo —11:1 240 119.21 0.02 119.23
38 |flipper(10) ? — FTo —|1:1 240 BTo 0.03 900.03*

Tbtg: Time of BTG, TF: Time of technique (FenSying or fFenSying), Ttotal: Tbtg+TF

the minimum:maximum number of fences synthesized and/or strengthened. We
add a ‘*’ against the time when BTG timed out in detecting that the fixed program
has no more buggy traces.

The performance of FenSying and fFenSying is diagrammatically contrasted
in Figure 2. It is notable that fFenSying significantly outperforms FenSying in
terms of the time of execution and scalability and adds extra fences in only 7
tests with an average of 1.57 additional fences. With the increase in the number
of buggy traces, an exponential rise in FenSying’s time leading to FTo was
observed; except in cases 12, 13, 20, and 25, where FenSying times out with as
low as 10 traces. The tests time-out in Johnson’s cycle detection due to a high
density of the number of related events or the number of cycles.

fFenSying analyzes a remarkably smaller number of buggy traces (‘iter’)
in comparison with ‘#BT’ (<2 traces for ~85% of tests). We conclude that a
solution corresponding to a single buggy trace fixes more than one buggy traces.



Fence Synthesis under the C11 Memory Model 23

== Fensying == fFensying
900

600
300

Time (sec.)

0
33 15 17 10 30 1 11 5 36 34 6 2 20 12 37 28 18 13 31 25 7 27 23 35 3 8 16 21 26 *

Test ID

* represents the remaining Test IDs (tests that timeout for both FenSying and fFenSying)

Fig. 2. Performance comparison between FenSying and fFenSying

As a result, fFenSying can scale to tests with thousands of buggy traces and
we witness an average speedup of over 67x, with over 100x speedup in ~41% of
tests, against FenSying.
Interesting cases. Consider test 16, where BTG times out in 3/5 runs and completes
in ~100s in the remaining 2 runs. A fence is synthesized between two events, e;
and es, that are inside a loop. Additionally, e; is within a condition. Depending
on where the fence is synthesized (within the condition or outside it), BTG either
runs out of time or finishes quickly. Similarly, BTG for test 26 times out in 3/5
runs. However, the reason here is the additional nonoptimal fences synthesized
that increase the analysis overhead of the chosen BTG (CDSChecker).

Note that, for most benchmarks, fFenSying’s scalability is limited by BTo
and observably fFenSying’s time is much lesser than F'To for such cases. There-
fore, an alternative BTG would significantly improve fFenSying’s performance.

8 Related Work

The literature on fence synthesis is rich with techniques targeting the x86-TSO

[2,5,6,7,10] and sparc-PSO [1,18] memory models or both [14,16,19]. The work
in [10] and [16] perform fence synthesis for ARMv7 and RMO memory models.
The works in [4,7,11] are proposed for Power memory model, where [ 1] also

supports TA-32 memory model.

Most fence synthesis techniques introduce additional ordering in the program
events with the help of fences [5,6,7,10,11,14,18,19,23]. However, the axiomatic
definition of ordering varies with memory models. As a consequence, most ex-
isting techniques (such as those for TSO and PSO) may not detect C11 buggy
traces due to a strong implicit ordering. While the techniques [6,7,23] are para-
metric in or oblivious to the memory model, they introduce ordering between
pairs of events that is globally visible (to all threads). Such an ordering constraint
is restrictive for weaker models such as C11 that may require ordering on a set
of events that may be conditionally visible to a thread. Similarly, [14] proposes a
bounded technique applicable to any memory model that supports interleaving
with reordering. Program outcomes under C11 may not be feasible under such a
model. Moreover, any existing technique, cannot fix a C71 input program while
conserving its portability.
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Some earlier works such as [2,7,11] synthesize fences to restrict outcomes
to SC or its variant for store-buffering [5]. Most fence synthesis techniques
[4,14,16,18,19] attempt to remove traces violating a safety property specifica-
tion under their respective axiomatic definition of memory model. Various works
[4,5,10,14,16,19,23] perform optimal fence synthesis where the optimality (in the
absence of types of fences) is simply defined as the smallest set of fences. Tech-
nique [0] assigns weights to various types of fences (similar to our work) and
defines optimality on the summation of fence weights of candidate solutions.
However, their definition of optimality is incomparable with ours, and no prior
work establishes the advantage of one definition over the other.

Lastly, a recent technique [21] fixes a buggy C11 program by strengthening
memory access events instead of synthesizing fences.

9 Conclusion and Future Work

This paper proposed the first fence synthesis techniques for C11 programs: an
optimal (FenSying) and a near-optimal (fFenSying). The work also presented
theoretical arguments that showed the correctness of the synthesis techniques.
The experimental validation demonstrated the effectiveness of fFenSying vis-
a-vis optimal FenSying. As part of future work, we will investigate extending
the presented methods (i) to support richer constructs such as locks and (ii) to
include strengthening memory accesses to fix buggy traces.

References

1. Abdulla, P.A.; Arora, J., Atig, M.F., Krishna, S.: Verification of programs under the
release-acquire semantics. In: Proceedings of the 40th ACM SIGPLAN Conference
on Programming Language Design and Implementation. pp. 1117-1132 (2019)

2. Abdulla, P.A.; Atig, M.F., Chen, Y.F., Leonardsson, C., Rezine, A.: Automatic
fence insertion in integer programs via predicate abstraction. In: International
Static Analysis Symposium. pp. 164-180. Springer (2012)

3. Abdulla, P.A.; Atig, M.F., Jonsson, B., Ngo, T.P.: Optimal stateless model checking
under the release-acquire semantics. Proceedings of the ACM on Programming
Languages 2(OOPSLA), 1-29 (2018)

4. Abdulla, P.A., Atig, M.F., Lang, M., Ngo, T.P.: Precise and sound automatic fence
insertion procedure under pso. In: International Conference on Networked Systems.
pp. 32-47. Springer (2015)

5. Abdulla, P.A., Atig, M.F., Ngo, T.P.: The best of both worlds: Trading efficiency
and optimality in fence insertion for tso. In: European Symposium on Programming
Languages and Systems. pp. 308-332. Springer (2015)

6. Alglave, J., Kroening, D., Nimal, V., Poetzl, D.: Don’t sit on the fence. In: Interna-
tional Conference on Computer Aided Verification. pp. 508-524. Springer (2014)

7. Alglave, J., Maranget, L., Sarkar, S., Sewell, P.: Fences in weak memory models. In:
International Conference on Computer Aided Verification. pp. 258-272. Springer
(2010)



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

Fence Synthesis under the C11 Memory Model 25

Angiulli, F., Ben-Eliyahu-Zohary, R., Fassetti, F., Palopoli, L.: On the tractability
of minimal model computation for some cnf theories. Artificial Intelligence 210,
56-77 (2014)

Batty, M., Owens, S., Sarkar, S., Sewell, P., Weber, T.: Mathematizing c++ con-
currency. ACM SIGPLAN Notices 46(1), 55-66 (2011)

Bender, J., Lesani, M., Palsberg, J.: Declarative fence insertion. ACM SIGPLAN
Notices 50(10), 367-385 (2015)

Fang, X., Lee, J., Midkiff, S.P.: Automatic fence insertion for shared memory mul-
tiprocessing. In: Proceedings of the 17th annual international conference on Super-
computing. pp. 285-294 (2003)

ISO/IEC-JTC1/SC22/WG21: Programming languages — C++ (2013), http://
www.open-std.org/jtcl /sc22/wg21/docs/papers/2013/n3690.pdf

Johnson, D.B.: Finding all the elementary circuits of a directed graph. SIAM Jour-
nal on Computing 4(1), 77-84 (1975)

Joshi, S., Kroening, D.: Property-driven fence insertion using reorder bounded
model checking. In: International Symposium on Formal Methods. pp. 291-307.
Springer (2015)

Kokologiannakis, M., Raad, A., Vafeiadis, V.: Model checking for weakly consistent
libraries. In: Proceedings of the 40th ACM SIGPLAN Conference on Programming
Language Design and Implementation. pp. 96-110 (2019)

Kuperstein, M., Vechev, M., Yahav, E.: Automatic inference of memory fences.
ACM SIGACT News 43(2), 108-123 (2012)

Lahav, O., Vafeiadis, V., Kang, J., Hur, C.K., Dreyer, D.: Repairing sequential
consistency in ¢/c++ 11. vol. 52, pp. 618-632. ACM New York, NY, USA (2017)
Linden, A., Wolper, P.: A verification-based approach to memory fence insertion
in pso memory systems. In: International Conference on Tools and Algorithms for
the Construction and Analysis of Systems. pp. 339-353. Springer (2013)
Meshman, Y., Dan, A., Vechev, M., Yahav, E.: Synthesis of memory fences via
refinement propagation. In: International Static Analysis Symposium. pp. 237-252.
Springer (2014)

Norris, B., Demsky, B.: Cdschecker: checking concurrent data structures written
with c¢/c++ atomics. In: Proceedings of the 2013 ACM SIGPLAN international
conference on Object oriented programming systems languages & applications. pp.
131-150 (2013)

Oberhauser, J., Chehab, R.L.d.L., Behrens, D., Fu, M., Paolillo, A., Oberhauser,
L., Bhat, K., Wen, Y., Chen, H., Kim, J., et al.: Vsync: push-button verification
and optimization for synchronization primitives on weak memory models. In: Pro-
ceedings of the 26th ACM International Conference on Architectural Support for
Programming Languages and Operating Systems. pp. 530-545 (2021)

Singh, S., Sharma, D., Sharma, S.: Dynamic verification of c¢11 concurrency over
multi copy atomics. In: 2021 International Symposium on Theoretical Aspects of
Software Engineering (TASE). pp. 39-46. IEEE (2021)

Taheri, M., Pourdamghani, A., Lesani, M.: Polynomial-time fence insertion for
structured programs. In: 33rd International Symposium on Distributed Computing
(DISC 2019). Schloss Dagstuhl-Leibniz-Zentrum fuer Informatik (2019)

Vafeiadis, V., Balabonski, T., Chakraborty, S., Morisset, R., Zappa Nardelli, F.:
Common compiler optimisations are invalid in the c¢11 memory model and what
we can do about it. In: Proceedings of the 42Nd Annual ACM SIGPLAN-SIGACT
Symposium on Principles of Programming Languages. pp. 209-220 (2015)


http://www.open-std.org/jtc1/sc22/wg21/docs/papers/2013/n3690.pdf
http://www.open-std.org/jtc1/sc22/wg21/docs/papers/2013/n3690.pdf

	Fence Synthesis under the C11 Memory Model

