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Abstract: By using d -level single-particle states, the first multi-party semiquantum private 

comparison (MSQPC) protocol which can judge the size relationship of private inputs from more 

than two classical users within one execution of protocol is put forward. This protocol requires the 

help of one quantum third party (TP) and one classical TP, both of whom are allowed to misbehave 

on their own but cannot conspire with anyone else. Neither quantum entanglement swapping nor 

unitary operations are necessary for implementing this protocol. TPs are only required to perform

d -dimensional single-particle measurements. The correctness analysis validates the accuracy of the 

compared results. The security analysis verifies that both the outside attacks and the participant 

attacks can be resisted.  

Keywords: Semiquantum cryptography; multi-party semiquantum private comparison; size 

relationship comparison; d -level single-particle state. 

 

1 Introduction 

It is well known that quantum mechanics is one of the greatest scientific discoveries up to now. 

A novel kind of cryptography, which is called quantum cryptography, was put forward by combining 

quantum mechanics and classical cryptography in the year of 1984 [1]. In 1982, Yao [2] proposed 

the famous millionaire problem, which aims to determine who is richer on the basis that the wealth 

of two millionaires is not leaked out. The millionaire problem is essentially a problem of classical 

privacy comparison, whose security is based on the computational complexity of solving the 

corresponding mathematical problem. Later, in 2009, Yang and Wen [3] proposed the novel concept 

of quantum private comparison (QPC) by absorbing quantum mechanics into classical privacy 

comparison. Hereafter, a variety of QPC protocols [4-20] were proposed one after another. 

According to the function, there are two different types of QPC protocols, i.e., QPC of size 

relationship [4-10] and QPC of equality [3,11-20]. QPC of size relationship can determine the size 

relationship (i.e., greater than, smaller than and equal to) for the private inputs from different users, 

but QPC of equality just judges whether the private inputs from different users are identical or not. 

To some extent, QPC of size relationship may have wider applications than QPC of equality in 

reality.  
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In practice, not all users have the ability to acquire all kinds of quantum equipment. To get over 

this problem, Boyer et al. [21] proposed the innovative concept of semiquantum. In a semiquantum 

scheme, partial users are exempt from the preparation and measurement of quantum superposition 

states and quantum entangled states. Later, Ye et al. [22,23] employed single photons in two degrees 

of freedom to design two novel semiquantum key distribution (SQKD) protocols. In 2016, the first 

semiquantum private comparison (SQPC) scheme [24] was suggested by introducing the concept 

of semiquantum into QPC. Same to QPC, SQPC can be also classified into two different types: 

SQPC of equality [24-30] and SQPC of size relationship [31-35]. With respect to SQPC of size 

relationship, the ones in Refs.[32,33], Refs.[31,34] and Ref.[35] are based on d - dimensional single-

particle states, d - dimensional Bell states and d -dimensional GHZ states, respectively. Obviously, 

each of the SQPC protocols in Refs.[31-35] is only suitable for two classical users. At present, there 

is no SQPC protocol which can judge the size relationship for private inputs from more than two 

classical users within one execution of protocol.  

Based on the above analysis, in this paper, we adopt d -dimensional single-particle states to 

propose the first multi-party semiquantum private comparison (MSQPC) protocol which can judge 

the size relationship of private inputs from more than two classical users within one execution of 

protocol. One quantum third party (TP) and one classical TP, both of whom are allowed to 

misbehave on their own but cannot conspire with anyone else, help accomplish the comparison task. 

This protocol requires neither quantum entanglement swapping nor unitary operations. This 

protocol only needs TPs to perform d -dimensional single-particle measurements. 

 

2  Protocol description 
In a d -dimensional quantum system, the Z -basis and the X -basis can be described as 

  
 1 0 , 1 , , 1T d= −                           (1) 

and 

  
 2 0 , 1 , , 1T F F F d= − ,                        (2) 

respectively. Here, F  is the d  - dimensional discrete quantum Fourier transform, and
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Assume that there are N  classical users, 1 2, , , NP P P  , where nP  possesses a L  -length private 

integer sequence  1 2, , , L

n n n np p p p=  . Here,  0,1, ,i

np h  ,
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d
h

−
=  , 1, 2, ,n N=  and

1, 2, ,i L=  . Besides, 1 2, , , NP P P  pre-share a secret key sequence  1 2, , , LK k k k=  through a 



secure mediated SQKD protocol [36], where  0,1, , 1ik d −  and 1, 2, ,i L=  . In the proposed 

MSQPC protocol, 1TP is the quantum TP who has full quantum capabilities while 2TP is the classical 

TP who merely possesses limited quantum abilities. By virtue of Ref.[37], 1TP and 2TP are permitted 

to launch all types of attacks according to their own will but cannot collude with anyone else. We 

describe the proposed MSQPC protocol in detail as follows. 

Step 1: 1TP prepares N singe-particle state sequences whose particles are randomly chosen from 

two sets 1T  and 2T  . These N  singe-particle state sequences are represented by 1 2, , , NS S S  , where 

 1 2 16, , , L

n n n nS q q q=  and 1, 2, ,n N=  . Then, 1TP  sends nS  to nP  via a quantum channel. Note that 

except the first particle, 1TP sends out the next particle of nS to nP only after receiving the previous 

one from 2TP .  

Step 2: nP  produces a random binary sequence nr  , where  1 2 16, , , L

n n n nr r r r=  ,  0,1l

nr   ,

1, 2, ,n N= and 1,2, ,16l L= . After receiving the l th particle of nS , nP enters into the REFLRCT 

mode or the MEASURE mode according to l

nr . To be specific, when 0l

nr = , nP selects the REFLECT 

mode; otherwise, nP chooses the MEASURE mode. Here, the RFFLECT mode replies to reflecting 

the received particle back to the sender without any interference, while the MEASURE mode means 

to measuring the received particle in the 1T basis, preparing the same quantum state as found and 

sending it back to the sender. Note that nP needs to record her measurement results when entering 

into the MEASURE mode. The new sequence after nP performs her operations on nS is represented 

by '

nS , where  ' 1' 2 ' 16 ', , , L

n n n nS q q q= . Finally, nP sends '

nS to 2TP via a quantum channel. 

Step 3: 2TP  produces a random binary sequence nv  , where  1 2 16, , , L

n n n nv v v v=  ,  0,1l

nv   ,

1, 2, ,n N= and 1,2, ,16l L= . After receiving the l th particle of '

nS , 2TP enters into the REFLRCT 

mode or the MEASURE mode according to l

nv . Concretely speaking, when 0l

nv = , 2TP selects the 

REFLECT mode; otherwise, nP  chooses the MEASURE mode. Note that when choosing the 

MEASURE mode, 2TP  should record her measurement results. The new sequence after 2TP  ss 

operations on '

nS  is denoted as "

nS  , where  " 1" 2" 16 ", , , L

n n n nS q q q=  . Finally, 2TP  sends "

nS  to 1TP  via a 

quantum channel. 

Step 4: 1TP  publishes the positions of particles prepared within the set 2T  in Step 1. In the 

meanwhile, nP  and 2TP  announce nr  and nv  , respectively, where 1, 2, ,n N=  . Based on the 

announced information, 1TP executes the corresponding operations as listed in Table 1. 

Case 1: In this case, the initial particles are prepared by 1TP within the 1T basis in Step 1; both

nP and 2TP have selected the REFLECT mode; and 1TP measures the corresponding particles in her 



hand with the 1T  basis. By comparing her measurements with the corresponding initial prepared 

states, 1TP can judge whether there is an eavesdropper or not. If there is no eavesdropper, this protocol 

will be proceeded; 

Case 2: In this case, the initial particles are prepared by 1TP within the 2T basis in Step 1; both

nP and 2TP have selected the REFLECT mode; and 1TP measures the corresponding particles in her 

hand with the 2T  basis. By comparing her measurements with the corresponding initial prepared 

states, 1TP can judge whether there is an eavesdropper or not. If there is no eavesdropper, this protocol 

will be proceeded; 

Case 3: In this case, the initial particles are prepared by 1TP within the 1T basis in Step 1; nP and

2TP have chosen the MEASURE mode and the REFLECT mode, respectively; and 1TP measures the 

corresponding particles in her hand with the 1T  basis. nP  needs to tell 1TP  the states of the newly 

generated particles. 1TP compares her measurement results with the states of the newly generated 

particles from nP  and the corresponding initial prepared states. If there is no eavesdropper, this 

protocol will be proceeded;  

Case 4: In this case, the initial particles are prepared by 1TP within the 1T basis in Step 1; nP and

2TP have chosen the REFLECT mode and the MEASURE mode, respectively; and 1TP measures the 

corresponding particles in her hand with the 1T  basis. 2TP  needs to tell 1TP  the states of the newly 

generated particles. 1TP compares her measurement results with the states of the newly generated 

particles from 2TP  and the corresponding initial prepared states. If there is no eavesdropper, this 

protocol will be proceeded;  

Case 5, Case 6 and Case 7: In these three Cases, the initial particles are prepared by 1TP within 

the 2T basis in Step 1; at least one party from nP and 2TP has chosen the MEASURE mode; and 1TP

takes no action. Note that these three Cases are ignored; 

Case 8: In this case, the initial particles are prepared by 1TP within the 1T basis in Step 1; both

nP and 2TP have chosen the MEASURE mode; and 1TP measures the corresponding particles in her 

hand with the 1T basis. If the number of the corresponding particles in this Case on the site of 1TP is 

less than 2L , the protocol will be suspended. 

Step 5: 1TP randomly picks out L particles from the ones belonging to Case 8 in her hand, and 

publishes their positions. Then, nP  and 2TP  announce their measurement results on these chosen 



positions, respectively. Afterward, 1TP checks the error rate for these chosen particles by comparing 

her measurement results with nP  and 2TP  ss measurement results and the corresponding initial 

prepared states. If the error rate is zero, they will continue the protocol. 

Step 6: nP , 1TP and 2TP use the remaining L particles in Case 8 for private comparison. Note that 

all of nP , 1TP and 2TP ss measurement results on the particles in Case 8 are same. nP , 1TP and 2TP ss 

measurement results on the remaining L particles in Case 8 are denoted as  1 2, , , L

n n n nm m m m= , 

where  0,1, , 1i

nm d − , 1, 2, ,n N= and 1, 2, ,i L= . nP calculates 

i i i

n n i nc m k p=   ,                            (3) 

where the symbol  denotes the modulo d  addition. Finally, nP  sends nc  to 1TP  via an authenticated 

classical channel, where  1 2, , , L

n n n nc c c c= . 

Table 1  1TP ss actions under different Cases 

Case 
1TP ss preparation basis 

l

nr  l
nv  1TP ss action 

Case 1 The 1T basis 0 0 Measuring
''l

nq with the 1T basis 

Case 2 The 2T basis 0 0 Measuring
''l

nq with the 2T basis 

Case 3 The 1T basis 1 0 Measuring
''l

nq with the 1T basis 

Case 4 The 1T basis 0 1 Measuring
''l

nq with the 1T basis 

Case 5 The 2T basis 0 1 Ignored 

Case 6 The 2T basis 1 0 Ignored 

Case 7 The 2T basis 1 1 Ignored 

Case 8 The 1T basis 1 1 Measuring
''l

nq with the 1T basis 

Step 7: After receiving nc , for 1, 2, ,n N= and 1, 2, ,i L= , 1TP calculates 

i i

n nf c= ⊝ i

nm .                               (4) 
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1TP publishes the final comparison results to 1 2, , , NP P P . 

To be more clearly, the flow chart of the proposed MSQPC protocol is drawn in Fig.1 after the 

processes of security check are ignored. 

 

3  Correctness analysis  

3.1  Output correctness 

After inserting Eq.(3) and Eq.(4) into Eq.(5), we can obtain 
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Here, ', 1,2, ,n n N=  , 'n n  and 1, 2, ,i L=  . Since  ', 0,1, 2, ,i i
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i

n

i
n pp ' . It can be concluded that the comparison result of the 

proposed MSQPC protocol is correct. 

3.2  Examples 

To further prove the correctness of the proposed MSQPC protocol, we give a specific example. 



Assume that the dimension of quantum system is 19d = ; there are four classical users, 1 2 3 4, , ,P P P P ; 

the first private integers of 1 2 3 4, , ,P P P P are 1

1 5p = , 1

2 3p = , 1

3 5p = and 1

4 6p = , respectively; the first 

private key integer pre-shared among 1 2 3 4, , ,P P P P is 1 16k = ; the measurement results of 1 2 3 4, , ,P P P P

on the first remaining particles in Case 8 are
1

1 7m =  ,
1

2 2m =  ,
1

3 9m =  and
1

4 10m =  , 

respectively. According to Eq.(3), 1 2 3 4, , ,P P P P  can obtain
1

1 7 16 5 9c =   =  ,
1

2 2 16 3 2c =   =  ,

1

3 9 16 5 11c =   =  and
1

4 10 16 6 13c =   =  , respectively. Then, 1 2 3 4, , ,P P P P  send
1 1 1 1

1 2 3 4, , ,c c c c  to 1TP

via an authenticated classical channel, respectively. After receiving
1 1 1 1

1 2 3 4, , ,c c c c , by virtue of Eq.(4),

1TP  can get
1 1

1 1f c= ⊝ 1

1 9m = ⊝ 7 2=  ,
1 1

2 2f c= ⊝ 1

2 2m = ⊝ 2 0=  ,
1 1

3 3f c= ⊝ 1

3 11m = ⊝ 9 2=  and

1 1

4 4f c= ⊝ 1

4 13m = ⊝10 3=  . Afterward, through Eq.(5), 1TP  can obtain
1 1

12 1R f= ⊝ 1

2 2f = ⊝ 0 2=  ,

1 1

13 1R f= ⊝ 1

3 2f = ⊝ 2 0=  ,
1 1

14 1R f= ⊝ 1

4 2f = ⊝ 3 18=  ,
1 1

23 2R f= ⊝ 1

3 0f = ⊝ 2 17=  ,
1 1

24 2R f= ⊝

1

4 0f = ⊝ 3 16=  and
1 1

34 3R f= ⊝ 1

4 2f = ⊝ 3 18=  . According to Eq.(6), 1TP  makes ( )1

12 1y R =  ,

( )1

13 0y R =  , ( )1

14 1y R = −  , ( )1

23 1y R = −  , ( )1

24 1y R = −  and ( )1

34 1y R = −  , which imply
1 1

1 2p p  ,
1 1

1 3p p=  ,

1 1

1 4p p ,
1 1

2 3p p ,
1 1

2 4p p and
1 1

3 4p p , respectively. In short, it has
1 1 1 1

2 1 3 4p p p p =  .  

 

4  Security analysis 

4.1  Outside attacks 

An outsider Eve may do her best to acquire
np  ( 1, 2, ,n N=  ) by launching some famous 

attacks, e.g., the intercept-resend attack, the measure-resend attack and the entangle-measure attack. 

(1) The intercept-resend attack 

There are three types of intercept-resend attacks according to the process of the proposed 

protocol. We will do the detailed analysis for them one by one in the following.  

 Firstly, Eve intercepts the particle of nS and sends the fake one she has already prepared in 

the 1T  basis to nP  in Step 1; after nP  executes her operation, Eve intercepts the particle of '

nS  and 

sends the original genuine one to 2TP in Step 2. When nP has chosen the REFLECT mode, Evess 

attack cannot be detected, no matter what the original genuine particle is and which mode 2TP has 



chosen. Consider the situation that nP  has chosen the MEASURE mode: if the original genuine 

particle is in the 2T basis, as ignored according to Table 1, Evess attack will not be detected in Step 4; 

if the original genuine particle is in the 1T basis, Evess attack will be discovered with the probability 

of
d

d 1−
in Step 4 and the probability of

d

d

2

1−
in Step 5 when 2TP has chosen the REFLECT mode 

and the MEASURE mode in Step 3, respectively.  
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Fig.1  The flow chart of the proposed MSQPC protocol 



Secondly, Eve intercepts the particle of nS and sends the fake one she has generated in advance 

in the 1T basis to nP in Step 1; then in Step 3, Eve intercepts the particle of "

nS and sends the original 

genuine one to 1TP . Considering that the original genuine particle is in the 1T basis, if nP and 2TP have 

chosen the REFLECT mode and the MEASURE mode, respectively, the existence of Eve will be 

detected with the probability of
d

d 1−
in Step 4; if both nP and 2TP have chosen the MEASURE mode, 

the existence of Eve will be detected with the probability of
d

d

2

1−
in Step 5; if nP and 2TP have chosen 

the MEASURE mode and the REFLECT mode, respectively, the existence of Eve will be detected 

with the probability of
d

d 1−
 in Step 4; if both nP  and 2TP  have chosen the REFLECT mode, the 

existence of Eve will not be detected in Step 4. Considering that the original genuine particle is in 

the 2T basis, no matter what mode nP and 2TP have chosen, the existence of Eve cannot be detected in 

Step 4.  

Thirdly, Eve intercepts the particle of '

nS and sends the fake one she has generated in advance 

in the 1T  basis to 2TP  in Step 2; after 2TP  applies her operation on the fake one, Eve intercepts the 

particle sent from 2TP  and sends the genuine one to 1TP  in Step 3. Considering that the original 

genuine particle is in the 1T basis, if both nP and 2TP have chosen the MEASURE mode, the presence 

of Eve will be detected with the probability of
d

d

2

1−
 in Step 5; if nP  and 2TP  have chosen the 

REFLECT mode and the MEASURE mode, respectively, the presence of Eve will be detected with 

the probability of
d

d 1−
in Step 4; if nP and 2TP have chosen the MEASURE mode and the REFLECT 

mode, respectively, the presence of Eve will be detected with the probability of 0 in Step 4; if both

nP  and 2TP  have chosen the REFLECT mode, the presence of Eve will be detected with the 

probability of 0 in Step 4. Considering that the original genuine particle is in the 2T basis, no matter 

what mode nP and 2TP have chosen, the existence of Eve cannot be detected in Step 4. 

(2) The measure-resend attack 

In the following, we analyze three kinds of measure-resend attacks. 

Eve intercepts the particle of nS / '

nS / "

nS , measures it with the 1T basis and sends the resulted 



state to nP / 2TP / 1TP . If the original particle is in the 1T basis, this attack cannot be discovered, no 

matter what mode nP and 2TP have chosen. Considering that the original particle is in the 2T basis, if 

at least one of nP and 2TP has selected the MEASURE mode, Evess attack will not be detected either; 

if both nP and 2TP have chosen the REFLECT mode, Evess attack will be detected in Step 4, as the 

state of original particle was destroyed by Evess measurement. 

(3) The entangle-measure attack 

Eve may launch her entangle-measure attack, as shown in Fig.2, by using two unitaries, EU and

FU , where EU and FU share a common probe space with the state E . Here, Eve applies EU on the 

particle from 1TP to nP and performs FU on the particle from nP to 2TP . As depicted in Ref.[21], Eve 

is allowed by the shared probe to perform the attack on the particle which are transmitted back 

according to the knowledge acquired by EU . 

EU

FU

nS

1TP

E

nP

2TP

 

Fig.2  Evess entangle-measure attack with EU and FU  

Theorem 1. Suppose that Eve applies EU on the particle from 1TP to nP and performs FU on the 

particle from nP to 2TP . For introducing no error in Step 4 and Step 5, the final state of Eve’s probe 

should be independent of not only the operation of nP but also the measurement results of nP and

2TP . As a result, Eve has no access to
nm . 

Proof. For simplicity, we use t and tJ to denote the particle in the sets 1T and 2T , respectively, 

where
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(1) Consider the situation that the particle of nS is prepared in the 1T basis. When 1TP sends out 

the particle of nS , Eve performs EU on it, thus we can get [38] 
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When nP performs the MEASURE operation, the global composite system is collapsed into 

' '

'

tt tt
t e . In order to avoid being discovered during the security checks of Case 3 and Case 8, after 
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    When nP  performs the REFLECT operation, according to Eq.(8) and Eq.(10), the global 

composite system after Eve performs FU is turned into 
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for 0,1, , 1t d= − . In order to avoid being discovered during the security checks of Case 1 and Case 

4, Eve cannot change the state of the original particle of nS . According to Eq.(12), this requirement 

is automatically satisfied. 

(2) Consider the situation that the particle of nS is prepared in the 2T basis. After Eve performs

EU , the global composite system is evolved into 
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When nP chooses the REFLECT operation, the global composite system after Eve performs

FU is turned into 
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Inserting Eq.(12) into Eq.(14) generates 
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By virtue of the inverse quantum Fourier transform, we have 
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where 0,1, , 1d = − . Inserting Eq.(16) into Eq.(15) produces 
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In order that Eve cannot be discovered during the security check of Case 2, it should meet 

2 ( - )1

0

0
i td

de F
  

 



−

=

=                              (18) 

for t  and , 0,1, , 1t d = − . It is obvious that for t  , we have 

2 ( - )1

0

0
i td

de
  



−

=

= .                            (19) 

Thus, by virtue of Eq.(18) and Eq.(19), we have 

00 00 11 11 ( 1)( 1) ( 1)( 1)d d d dF F F F   − − − −= = = = .
            

  (20) 

(3) Applying Eq.(20) into Eq.(10) generates 

( )' '

'

'

'

, ;

0, .
F tt tt

ift F t t
U t e

if t t




 =
= 


.                  (21) 

Applying Eq.(20) into Eq.(12) creates 

( )F EU U t E t F  =   .                        (22) 

Applying Eq.(20) into Eq.(17) produces 

( )F E t tU U J E J F  =   .                      (23) 

Based on Eq.(21), Eq.(22) and Eq.(23), when Eve applies EU on the particle from 1TP to nP and 



performs FU on the particle from nP to 2TP , for introducing no error in Step 4 and Step 5, the final 

state of Evess probe should be independent of not only the operation of nP but also the measurement 

results of nP and 2TP . As a result, Eve has no access to
nm , let alone

np . 

In addition, there are other two scenarios: one is that Eve performs EU on the particle from 1TP

to nP and performs FU on the particle from 2TP to 1TP ; the other is that Eve applies EU on the particle 

from nP to 2TP and applies FU on the particle from 2TP to 1TP . After a similar proof as above, it is easy 

to find that in each of these two scenarios, Eve acquires no information about
nm  either, not to 

mention
np . 

4.2  Participant attacks 

In 2007, Gao et al. [39] put forward a novel concept of attack named as participant attack for 

the first time. Participant attacks are generally more serious and are worth being paid more attentions 

to. In this section, we consider four kinds of participant attacks. 

(1) The participant attack from one dishonest user 

In the proposed MSQPC protocol, it is easy to see that each user is of equal importance. 

Without loss of generality, assume that 1P is the dishonest user who tries to steal the remaining 1N −   

userss private inputs. 1P may try her best to obtain the secret input of jP ( 2,3, ,j N= ) by launch all 

possible attacks. In this protocol, 1P is independent from jP , 1TP and 2TP . As a result, when 1P launches 

her attacks, she essentially plays the role of an outside attacker. As illustrated in Sect.4.1, her illegal 

behaviors can be inevitably detected.  

In addition, 1P may hear of jc when jP sends it to 1TP in Step 6. However, although 1P knows ik , 

she still cannot get i

jp ( 1, 2, ,i L= ) from i

jc , due to lack of i

jm . 1P may hear the final comparison 

results from 1TP in Step 7. However, it is still helpless for her to know i

jp .  

(2) The participant attack from two or more dishonest users 

Here, we discuss the extreme situation that 1N − dishonest users collude together to obtain the 

private input of the remaining one user. Without loss of generality, suppose that 

1 2 1 1, , , , , ,b b NP P P P P− +
try to get the private input of

bP , where 2,3, , 1b N= − . In this protocol, 

each of
1 2 1 1, , , , , ,b b NP P P P P− +

 is independent from
bP  , 1TP  and 2TP  . Hence, when

1 2 1 1, , , , , ,b b NP P P P P− +
conspire to impose their attacks, they act as an outside attacker in fact. As 



a result, as proved in Sect.4.1, their attacks can be discovered undoubtedly.  

In addition,
1 2 1 1, , , , , ,b b NP P P P P− +

 may hear of bc  while it is sent from
bP  to 1TP  in Step 6. 

Although
1 2 1 1, , , , , ,b b NP P P P P− +

 knows ik  ,they still cannot decode out i

bp  ( 1, 2, ,i L=  ) from i

bc  , 

because of being short of i

bm .
1 2 1 1, , , , , ,b b NP P P P P− +

may hear the final comparison results from 1TP

in Step 7. Unfortunately, they still have no way to gain i

bp .  

(3) The participant attack from semi-honest 1TP  

In the proposed MSQPC protocol, 1TP is not allowed to conspire with anyone else. Apparently,

1TP  automatically knows i
nm  , where 1, 2, ,n N=  and 1, 2, ,i L=  . Moreover, 1TP  gets

nc  when nP

sends it to her in Step 6. Nevertheless, 1TP has no idea about ik ,which means that she cannot infer

i
np from i

nc . In addition, although 1TP can calculate out the final comparison results in Step 7, she 

still cannot get i
np . 

(4) The participant attack from semi-honest 2TP  

In the proposed MSQPC protocol, 2TP is not permitted to collude with anyone else. 2TP naturally 

knows i
nm , where 1, 2, ,n N= and 1, 2, ,i L= . In addition, 2TP may hear of nc when nP informs 1TP

of it in Step 6. Unfortunately, 2TP still cannot decode out i
np from i

nc , due to lack of ik . Furthermore,

2TP may hear the final comparison results from 1TP in Step 7, but still has no knowledge about i
np . 

 

5  Discussions and conclusions 

Ref.[32] adopts the qudit efficiency, which is converted from the qubit efficiency defined in 

Ref.[40], to compute the efficiency of a quantum communication protocol adaptive for the d  -

dimensional system. According to Ref.[32], the qudit efficiency can be depicted as 




 
=

+
 ,                             (24) 

where ,  and are the number of qudits used, the length of classical information consumed during 

the classical communication and the length of private inputs compared, respectively. In the 

following, we calculate the qudit efficiency of the proposed MSQPC protocol by neglecting the 

classical resources consumed during the security check processes and the resources consumed for 



producing the pre-shared key sequence K . 

In the proposed MSQPC protocol, the length of
np ( 1, 2, ,n N= ) is L , so we obtain L = . 1TP

needs to prepare
nS , whose length is16L ; after getting the qudits from 1TP , when nP enters into the 

MEASURE mode, she needs to generate 8L qudits; after receiving the qudits from nP , when 2TP

enters into the MEASURE mode, she needs to produce 8L  qudits; so we have

16 8 8 32L N L N L N LN =  +  +  =  . Furthermore, nP  needs to send nc  to 1TP  , so we get 

L N LN =  =  . Therefore, the qudit efficiency of the proposed MSQPC protocol is equal to

1

32 33

L

LN LN N
 = =

+
. 

In addition, we compare the proposed MSQPC protocol with previous SQPC protocols in detail, 

and describe the comparison outcomes in Table 2. From Table 2, we easily know that the proposed 

MSQPC protocol exceeds the protocols of Ref.[31], Ref.[34] and Ref.[35] in quantum resources, as 

d -dimensional single-particle states are much easier to prepare than d -dimensional Bell states and 

d -dimensional GHZ states; the proposed MSQPC protocol defeats the second protocol of Ref.[33] 

in usage of unitary operation, as it doesnst need any unitary operation; the proposed MSQPC 

protocol exceeds the protocols of Ref.[31], Ref.[34] and Ref.[35] in TPss quantum measurement, as 

it doesnst require d  -dimensional Bell state measurements or d  -dimensional GHZ state 

measurements; and the proposed MSQPC protocol is the only protocol which can judge the size 

relationship of private inputs from more than two classical users within one execution of protocol. 

In short, in this paper, the first MSQPC protocol which can judge the size relationship of private 

inputs from more than two classical users within one execution of protocol is designed by using d - 

dimensional single-particle states. This protocol has two TPs, one possessing complete quantum 

capabilities and the other owning limited quantum capabilities. Both TPs are permitted to misbehave 

on their own but cannot conspire with anyone else. This protocol requires neither quantum 

entanglement swapping nor unitary operations. This protocol only requires TPs to implement d -

dimensional single-particle measurements. This protocol can prevent both the outside attacks and 

the participant attacks. 

Table 2  The comparison outcomes of the proposed MSQPC protocol with previous SQPC protocols 

 Ref.[31] Ref.[32] The first 

protocol of 

Ref.[33] 

The second 

protocol of 

Ref.[33] 

Ref.[34] Ref.[35] Our protocol 

Quantum 

resources 

d -

dimensional 

d -

dimensional 

d -

dimensional 

d -

dimensional 

d -

dimensional 

d -

dimensional 

d -

dimensional 



Bell states single-

particle 

states 

single-particle 

states 

single-particle 

states 

Bell states GHZ states single-

particle 

states 

Number of 

users 

2 2 2 2 2 2 N  

Number of 

TP 

1 1 1 1 1 1 2 

Type 

of TP 

Semi-honest Semi-honest Semi-honest Semi-honest Semi-honest Semi-honest Semi-honest 

Usage of 

pre-shared 

key 

Yes Yes Yes Yes Yes Yes Yes 

Comparison 

of size 

relationship 

Yes Yes Yes Yes Yes Yes Yes 

Usage of 

quantum 

entanglemen

t swapping 

No No No No No No No 

Usage of 

unitary 

operation 

No No No Yes No No No 

TPss 

quantum 

measuremen

t 

d - 

dimensional 

Bell state 

measuremen

ts and d -

dimensional 

single- 

particle 

measuremen

ts 

d -

dimensional 

single- 

particle 

measureme

nts 

d -

dimensional 

single-particle 

measurements 

d -

dimensional 

single-particle 

measurements 

d - 

dimensional 

Bell state 

measuremen

ts and d -

dimensional 

single- 

particle 

measuremen

ts 

d -

dimensional 

GHZ state 

measuremen

ts, d - 

dimensional 

Bell state 

measuremen

ts and d -

dimensional 

single- 

particle 

measuremen

d -

dimensional 

single- 

particle 

measuremen

ts 



ts 

Classical 

userss 

quantum 

measuremen

t 

d -

dimensional 

single- 

particle 

measuremen

ts 

d -

dimensional 

single- 

particle 

measureme

nts 

d -

dimensional 

single- particle 

measurements 

d -

dimensional 

single- particle 

measurements 

No d -

dimensional 

single- 

particle 

measuremen

ts 

d -

dimensional 

single- 

particle 

measuremen

ts 

TPss 

knowledge 

about the 

comparison 

result 

Yes No Yes Yes Yes Yes Yes 
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