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A BSTRACT
Robust and reliable anonymization of chest radiographs constitutes an essential step before publishing
large datasets of such for research purposes. The conventional anonymization process is carried out
by obscuring personal information in the images with black boxes and removing or replacing metainformation. However, such simple measures retain biometric information in the chest radiographs,
allowing patients to be re-identified by a linkage attack. Therefore, we see an urgent need to obfuscate
the biometric information appearing in the images. To the best of our knowledge, we propose the
first deep learning-based approach to targetedly anonymize chest radiographs while maintaining data
utility for diagnostic and machine learning purposes. Our model architecture is a composition of
three independent neural networks that, when collectively used, allow for learning a deformation
field that is able to impede patient re-identification. The individual influence of each component is
investigated with an ablation study. Quantitative results on the ChestX-ray14 dataset show a reduction
of patient re-identification from 81.8 % to 58.6 % in the area under the receiver operating characteristic
curve (AUC) with little impact on the abnormality classification performance. This indicates the
ability to preserve underlying abnormality patterns while increasing patient privacy. Furthermore, we
compare the proposed deep learning-based anonymization approach with differentially private image
pixelization, and demonstrate the superiority of our method towards resolving the privacy-utility
trade-off for chest radiographs.
Keywords Image Anonymization · Patient Privacy · Data Utility

1

Introduction

Deep learning (DL) [1] has positively contributed to the development of diagnostic algorithms for the detection and
classification of lung diseases in recent years [2, 3]. Yet, DL methods can also be used maliciously for linkage or
reverse-engineering attacks [4, 5]. For the creation of robust learning-based systems, large data collections are required.
To enable the development of better-performing computer-aided detection algorithms, increasingly large chest X-ray
datasets have been made available to the public over the past few years [6, 7, 8, 9]. Especially during the COVID-19
pandemic [10], many research projects took advantage of the broad accessibility of chest X-ray data collections that
have been published at that time [11, 12, 13, 14, 15].
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Fig. 2: Schematic illustration of the privacy-utility
trade-off. The worst-case scenario is drawn in red,
whereas the ideal case is depicted in green.

Fig. 1: Schematic illustration of a linkage attack: A
DL-based patient verification system can be exploited
to obtain all database images belonging to the same
identity as a given reference scan. Each individual
patient is highlighted with a separate color. The given
chest radiograph is marked with an asterix.

As the acquisition of chest radiographs is a technique to measure anatomical features of a patient, the resulting images
naturally contain personal information. Therefore, robust and reliable anonymization techniques are crucial to protect
patient privacy prior to data publication. Conventional anonymization techniques aim to eliminate patient identifiers by
simply obscuring critical image areas with black boxes and removing certain meta-information or replacing it with
pseudonyms. However, such simple measures do not affect biometric signatures embedded in the images themselves.
Hence, a source of identifying information is retained in the images, which may potentially be used to infer the true
identity of specific patients.
While it has long been known in the image forensic community that chest radiographs contain biometric information
that can be used, for instance, for forensic medical image matching [16] or to identify unknown deceased persons [17],
in one of our previous works [5], we drew attention to the associated privacy risks and empirically showed that DL
techniques can be exploited to automatically extract biometric information from chest radiographs. In that work, a
siamese neural network (SNN) architecture is employed to demonstrate the feasibility of a DL-based linkage attack (see
Fig. 1). In such an attack scenario, a DL-based patient verification system could be used to obtain all images in a data
collection that belong to the same identity as a given reference scan. Consequently, this would allow patient-related
information, e. g., age, gender, or disease findings to be revealed. Especially for public chest X-ray datasets that are
accompanied by such metadata, sensitive information could be successfully assigned to a known patient of interest.
These discoveries indicate an urgent need for stronger privacy mechanisms for thoracic radiography data to alleviate the
potential risk of linkage attacks. Failure to comply with such requirements could lead to disastrous privacy loss that
may have far-reaching consequences in the social lives of affected patients. Plausible examples in this regard would be
the exclusion of patients from certain health insurance benefits or the financial enrichment of third parties.
In the scope of privacy-enhancing techniques [18], perturbation-based approaches – such as differential privacy (DP) [19,
20] – represent one possibility to remove biometric identifiers from sensitive images. Such approaches are based
on the postulate that the global statistical distribution of a dataset is retained while personal information is reduced.
However, due to systematic modifications in the image domain itself, one major drawback of perturbation-based image
anonymization is the potential degradation of image quality and an associated reduction in image utility. This effect is
known as the privacy-utility trade-off [21] (see Fig. 2), which is exceedingly high – especially for medical images used
for clinical decision-making. Therefore, finding a Pareto-optimal solution for this problem is paramount to achieve
patient privacy as well as data utility simultaneously.
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In this work, we aim to resolve the privacy-utility trade-off by proposing the – to the best of our knowledge – first
DL-based image anonymization approach for chest radiography data. Our proposed model architecture is a composition
of three independent neural networks that collectively allow for the learning of targeted image deformations to deceive a
well-trained patient verification model. To investigate the individual influence of each network component, an ablation
study is conducted. We apply our method to the publicly available ChestX-ray14 dataset [9] and evaluate the impact
of different deformation degrees on anonymization capability and utility preservation. To evaluate the effectiveness
of image anonymization, we perform linkage attacks on anonymized data and analyze the respective success rates.
Furthermore, to quantify the extent of data utility preservation despite the induced image deformations, we compared
the performance of a trained thoracic abnormality classification system on anonymized images versus the performance
on real data. Throughout our work, we leveraged a differentially private image pixelization method [22, 23] as a
baseline, and performed an in-depth comparison with our proposed DL-based anonymization approach.

2
2.1

Related Work
Traditional Image Obfuscation Methods

Traditional image obfuscation methods include blurring and pixelization to remove or obscure sensitive information
in images. Due to their simplicity and ease of use, they are widely applied, especially in the field of, e. g., face
anonymization [24]. In the medical domain, however, such approaches have not become established, since the quality
of the data and thus its utility suffer as a result of the perturbation. Therefore, in practice, obfuscation-based methods
in the medical field are usually limited to manipulating sensitive text, e. g., names that may still be readable in the
image domain, to become unrecognizable by means of masking techniques. In most cases, this is done by detecting
the corresponding areas using automatic character recognition and then covering them with black or white boxes [25].
However, as shown in [5], such anonymization strategies are not sufficient to remove biometric information from the
images and to protect patient data from linkage attacks.
2.2

Differential Privacy

By providing comprehensive and quantifiable privacy guarantees, DP [19, 20] has become the gold standard for
sanitizing statistical databases. In brief, it ensures that the inclusion or exclusion of individual patients does not
substantially compromise the capability of statistical reasoning about a dataset. This is typically achieved by applying
systematic randomized data modifications, i. e., noise, that reduce personally identifiable information while maintaining
the global statistical distribution of the data [18]. In principle, the concept of DP can be categorized into three
types: Local DP directly operates on input data, e. g., by adding different types of noise prior to further processing
steps [19, 26, 27]. This gives full control to the data owner, making it well-suited for use cases in healthcare. In
contrast, global DP is applied to the computational results after processing the data. Therefore, a trusted data curator
is required who perturbs the results before they are released to the users querying the database. Lastly, the third
variant includes solutions that utilize DP within algorithms, e. g., by training deep neural networks with differentially
private stochastic gradient descent (DP-SGD) [28, 29, 30]. Although DP was originally proposed for statistical data,
the standard concept has been extended to non-aggregated data such as images with the differentially private image
pixelization method [22, 23]. Nevertheless, DP in medical imaging may be challenging, as induced data perturbations
can lead to strong degradations.

3
3.1

Methods
Data

We used X-ray data from the ChestX-ray14 dataset [9], a large-scale collection of 112,120 frontal-view chest radiographs
from 30,805 unique patients. The 8-bit gray-scale images are provided with a resolution of 1024×1024 pixels. We
resized the images to a size of 256×256 pixels for further processing. On average, the dataset contains ≈3.6 images per
patient. The corresponding 14 abnormality labels include Atelectasis, Cardiomegaly, Consolidation, Edema, Effusion,
Emphysema, Fibrosis, Hernia, Infiltration, Mass, Nodule, Pleural Thickening, Pneumonia, and Pneumothorax. A
patient-wise splitting strategy was applied to divide the data into a training, validation and test set by ratio 70:10:20,
respectively. Based on this split, we utilized available follow-up scans to randomly construct positive image pairs (two
unique images from the same patient) – 5,000 for training, 1,000 for validation and 2,500 for testing. The same amount
of additional negative image pairs were formed for evaluation purposes only.
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Fig. 3: Example images after applying the differentially private pixelization method, illustrating the effect of different
cell sizes b. The m-neighborhood and the privacy budget  were both set to 1. The visual appearance of the images
explains the loss of data utility.
3.2

Differentially Private Image Pixelization

As a perturbation baseline, we utilized the differentially private image pixelization method proposed in [22, 23]. To
give the reader a better understanding of the method, we briefly summarize the underlying theory, followed by an
explanation of the main concepts of the algorithm. First, a formal definition of image DP is given below:
Definition 1. (-Image DP) [22, 23]: A randomized mechanism A gives -DP if for any neighboring images I1 and I2 ,
and for any possible output Ie ∈ Range(A),
h
i
h
i
Pr A (I1 ) = Ie ≤ e × Pr A (I2 ) = Ie ,
(1)
where the probability is taken over the randomness of A.
In this definition, the privacy budget  determines the degree of privacy offered by mechanism A, with smaller values
guaranteeing more privacy. The mechanism A proposed in [22, 23] constitutes a combination of image pixelization and
added Laplace noise. Moreover, the concept of neighboring images represents the central component of the adapted
privacy notion, and can be defined as follows:
Definition 2. (m-neighborhood) [22, 23]: Two images I1 and I2 are neighboring images if they have the same
dimension and they differ by at most m pixels.
Allowing up to m pixels of variation between two neighboring images enables us to protect the biometric information
of a patient, represented by those pixels in an image. In practice, a reasonable m-neighborhood is chosen by the data
owner who can thus determine the level of privacy protection.
To achieve -DP, the baseline method first performs image pixelization by computing the average pixel value for
each b × b grid cell, and successively perturbs the pixelized image by applying the Laplace mechanism, i. e., adding
Laplace noise with 0 mean and ∆f
 scale. In this context, ∆f represents the global sensitivity [19] which captures the
maximum difference between any neighboring images. For the differentially private image pixelization method, the
255m
global sensitivity results from ∆f = 255m
b2 , and thus calibrates the standard deviation of the Laplace noise to b2  .
This indicates that the appearance of the resulting perturbed images highly depends on the chosen parameter values for
the m-neighborhood, the cell size b, and the privacy budget . Corresponding example images are shown in Fig. 3.
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Fig. 4: Proposed image anonymization architecture consisting of (1) a flow field generator, (2) an auxiliary classifier,
and (3) a patient verification network. The flow field generator is realized using a U-Net, the auxiliary classifier is
represented by CheXNet (a DenseNet-121), and the patient verification network is implemented as a SNN that utilizes a
ResNet-50 in both network branches.

3.3

Deep Learning-based Anonymization

Our proposed DL-based anonymization approach is depicted in Fig. 4. It is composed of three main components: (1) A
U-Net generator G that predicts a flow field F used to deform the original image x1 of abnormality class yc , (2) a
pre-trained auxiliary classifier that takes the modified image F (x1 ) resulting in corresponding class predictions ŷc ,
and (3) a pre-trained SNN (patient verification model) that receives the deformed image F (x1 ) as well as another real
image x2 of the same patient and yields the verification similarity score ŷv . The U-Net generator is the only model with
trainable parameters in this architecture whereas the auxiliary classifier and the patient verification model have frozen
weights and solely contribute as guidance to optimize the flow field generator.
3.3.1

U-Net

We employ the U-Net [31] architecture that is implemented according to Buda et al. [32]. The last sigmoid activation
function is replaced by a hyperbolic tangent activation function to predict a 2-channel flow field F that is limited to a
value range of [−1, 1]. During training, especially in early stages, the raw output of the U-Net may lead to random
deformations that destroy the content of the original images, thus revoking the diagnostic utility. To circumvent this
issue, the following constraints are imposed for F . First, to ensure that the learned flow field F does not substantially
deviate from the identity Fid , it is weighted with factor µ and subsequently subtracted from the identity according to
F = Fid − µF .

(2)

Factor µ controls the degree of deformation, with larger values allowing for more deformation. Note that the exclusive
use of Fid would result in the original image, i. e., x = F (x) assuming the deformation factor is being set to µ = 0.
The resulting flow field F is Gaussian filtered (kernel size 9, σ = 2) to ensure smooth deformations in the final image.
The corresponding parameters were selected manually in preliminary experiments.
3.3.2

Auxiliary Classifier Network

An auxiliary classifier is integrated into the anonymization model to ensure that underlying abnormality patterns, and
thus image utility, are preserved during the deformation process. The work at hand utilizes CheXNet [33], a densely
connected convolutional network [34] (DenseNet) consisting of 121 layers. Its final classification layer outputs a
14-dimensional probability vector indicating the presence or absence of each abnormality appearing in the ChestX-ray14
dataset. Since the auxiliary classifier solely contributes as a loss term, we use a pre-trained model that is not optimized
when training the anonymization model. For pre-training, we utilized code from [35] with our patient-wise data
split resulting in an abnormality classifier with a mean area under the receiver operating characteristic curve (AUC)
of 80.5 %.
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Patient Verification Network

The incorporated patient verification model is represented by the SNN architecture presented by Packhäuser et al. [5].
Its two network branches are based on a ResNet-50 [36] and are merged by computing the absolute difference of
the resulting 128-dimensional feature vectors. An additional fully-connected layer followed by a sigmoid activation
function yields the final verification score in the value range of [0, 1], thus, indicating the probability of whether or not
the two input images belong to the same patient. Analogously to the auxiliary classifier, the SNN solely contributes as a
loss term to the anonymization model. Therefore, we employ a pre-trained network that has been created according to
Packhäuser et al. [5] yielding an AUC value of 99.4 % for a patient verification task.
3.4

Objective Function

Similar to the multi-part nature of the anonymization model, the total objective function is comprised of multiple
individual loss terms. To enforce the anonymization model not to eliminate important class information while deforming
a chest radiograph, we apply the class-wise binary cross entropy (BCE) loss to the outputs of the auxiliary classifier
according to Eq. 3
14
X
Laux (G) = −
[yc,i log(ŷc,i ) + (1 − yc,i ) log(1 − ŷc,i )] ,
(3)
i=1

where i represents one out of 14 abnormality classes. To guide the generator with deceiving the incorporated patient
verification model, we decided to use its output as an additional verification loss term (see Eq. 4):

Lver (G) = − log(1 − ŷv ) , with ŷv = SNN F (x1 ), x2
(4)
The total loss to be minimized (see Eq. 5) results from the sum of the two partial losses Laux (G) and Lver (G). To
further control the influence of both loss terms, we multiply them by factors λ1 and λ2 .
arg min L(G) = λ1 · Laux (G) + λ2 · Lver (G)

(5)

G

4

Experiments and Results

4.1

Experimental Setup

For all experiments, we used PyTorch (1.10.2) [37] and Python (3.6.8). We followed a multi-part experimental setup
consisting of the following four steps.
4.1.1

Pre-training of the Flow Field Generator G

The incorporated U-Net architecture was pre-trained on an autoencoder-like reconstruction task for 200 epochs using the
mean squared error (MSE) loss, Adam [38], a batch size of 64 and a learning rate of 10−4 to enable faster convergence
in the actual training task. The model that performed best on the validation set was then used for weight initialization in
step 2.
4.1.2

Training of the Anonymization Model

After pre-training of the flow field generator G, the entire anonymization model was trained for 500 epochs using the
Adam optimizer [38], a batch size of 64 and a learning rate of 10−4 using the objective function presented above. To
evaluate the effect of the deformation degree µ on anonymization capability and image utility, we performed multiple
training runs with various values µ ∈ {0, 0.001, 0.005, 0.01, 0.02, 0.05}. To further investigate the influence of the two
partial loss terms Laux and Lver , we conducted an ablation study consisting of training runs with both loss terms being
activated (λ1 = 1, λ2 = 1), training runs that only used the auxiliary classifier loss for optimization (λ1 = 1, λ2 = 0),
and training runs that only used the verification loss for optimization (λ1 = 0, λ2 = 1). For each configuration, the
U-Net that performed best on the validation set was then used for further evaluations in steps 3 and 4.
4.1.3

Re-training and Evaluation of the Verification Model

To assess the anonymization capability of the proposed network architecture and to determine whether the anonymized
images can reliably deceive the used patient verification model, we re-trained the incorporated SNN architecture for
each model configuration by using deformed images only. We then simulated multiple linkage attacks by comparing
deformed images with real ones. Training was conducted until early stopping (patience p = 5) using the BCE loss, the
6
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Adam optimizer [38], a batch size of 32 and a learning rate of 10−4 . To guarantee a balanced training procedure, we
took both positive and negative image pairs into account. For each model configuration, we performed 10 independent
training and testing runs. We report the means and standard deviations of the resulting AUC values.
Additionally, in order to compare the anonymization capability of our proposed DL approach with a baseline, this step
was equally conducted by applying the differentially private image pixelization technique proposed in [22, 23] instead
of deforming the images using the trained DL models. For this purpose, we investigated various parameter settings, and
analyzed the effect of different cell sizes b ∈ {1, 2, 4, 8, 16} and privacy budgets  ∈ {0.1, 1, 10}. The m-neighborhood
was set to the smallest possible value (m = 1) to prevent the added Laplace noise from destroying the complete content
of the original images.
4.1.4

Evaluation of the Abnormality Classification Model on Anonymized Data

To assess the extent to which underlying abnormalities, and thus data utility, were preserved during the anonymization
process, each individually trained anonymization network was used to perturb the images of our test set. Then, the
incorporated auxiliary classifier was evaluated using the resulting images. We report the mean of the 14 class-wise AUC
values. To quantify the uncertainty, the 95 % confidence intervals resulting from 1,000 bootstrap runs were computed.
Similar to step 3, the differentially private image pixelization technique [22, 23] was used as a baseline method. Hence,
we additionally performed multiple classification experiments on pixelized images. The selected parameter settings
were the same as described above.
4.2
4.2.1

Differentially Private Image Pixelization
Anonymization Capability

The results of the performed linkage attacks after re-training the patient verification network with pixelized images are
summarized in Table 1. Compared to attacks on real (non-anonymized) data, which enable a successful re-identification
with an AUC of 81.8 %, the patient verification performance significantly decreases after applying the differentially
private image pixelization technique. As shown in the table, we observe AUC values in the range of 48.4 % to 70.5 %,
indicating a positive effect towards protecting patient privacy for most parameter combinations for b, m, and .
Especially for small cell sizes b where the influence of the Laplace noise is more pronounced, the differentially private
image pixelization method leads to large degradations in the patient verification performance. Similarly, the verification
capability declines for large cell sizes b due to a more prominent pixelization pattern. Lastly, for most of our experiments,
we observe the trend of increasing verification performance as the privacy budget  grows. Note that in the present
work, the verification performance on real data is lower than reported in [5] due to a smaller training set.
4.2.2

Utility Preservation

The abnormality classification results for images perturbed with the differentially private image pixelization method
are shown in Table 2. While the classification performance on real (non-anonymized) data reaches a mean AUC of
80.5 %, it decreases significantly when the differentially private image pixelization method is applied. Depending on the
chosen parameters b, m, and , the mean AUC lies between 50.0 % and 68.0 %. For small cell sizes b, we observe large
degradations in the abnormality classification performance as the influence of the Laplace noise is more pronounced. In
contrast, for large cell sizes b, the Laplace noise is less prominent. Still, in such cases, the abnormality classification
performance is characterized by a large decline since important details are lost during the image pixelization process.
Moreover, for most of our experiments, we observe better classification performances with increasing privacy budgets .
Overall, however, the obtained results demonstrate that data utility is significantly compromised by the application of
the differentially private image pixelization method, and that a Pareto-optimal solution for solving the privacy-utility
trade-off cannot be achieved using this technique.
4.3
4.3.1

Deep Learning-based Anonymization
Anonymization Capability

The results of the conducted linkage attacks on data that has been anonymized according to our proposed DL-based
approach are presented in Table 3. Compared to the performance on (non-anonymized) real data (µ = 0), the patient
verification capability decreases for increasing deformation degrees of up to µ = 0.01. Interestingly, the performance
increases again for larger deformation degrees of µ = 0.02 and µ = 0.05, which indicates that larger values do not
necessarily lead to a more robust anonymization. During training, the number of local minima rapidly grows with
increasing deformation degrees µ. Therefore, we hypothesize that the anonymization network learns stronger yet
7
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Table 1: Patient Verification Performance: AUC values when evaluating the SNN after re-training with differentially
private images at various configurations for m, , and b. The performance on non-anonymized real data (without
applying the differentially private image pixelization method) is given in the first column for reference.

AUC

b
m; 

real

1

2

4

8

16

1; 0.1

81.8 ± 0.6

50.0 ± 0.7

50.4 ± 0.6

51.8 ± 1.3

52.5 ± 3.2

60.2 ± 2.9

1; 1

81.8 ± 0.6

48.6 ± 1.7

48.8 ± 1.4

55.0 ± 6.5

68.0 ± 1.6

65.0 ± 3.4

1; 10

81.8 ± 0.6

48.4 ± 2.8

53.4 ± 3.7

70.5 ± 1.1

69.1 ± 1.2

65.6 ± 3.0

Table 2: Abnormality Identification Performance: Mean AUC values when testing the incorporated abnormality
classifier with differentially private images. The 95 % confidence intervals result from 1,000 bootstrap runs. The
classification performance on real data is given in the first column for reference.
b

AUC

m; 

real

1; 0.1

80.5

1; 1

80.5

1; 10

80.5

80.9
80.1
80.9
80.1
80.9
80.1

1
50.0
52.1
58.9

2
50.6
49.4
52.7
51.6
59.5
58.3

50.3
51.5
62.9

4
51.0
49.7
52.2
50.9
63.5
62.3

52.7
56.0
68.0

8
53.3
52.0
56.6
55.4
68.6
67.5

52.9
58.3
61.8

16
53.5
52.2
58.9
57.8
62.3
61.2

55.5
53.2
52.9

56.1
54.9
53.8
52.6
53.5
52.3

Table 3: Patient Verification Performance: AUC values when evaluating the SNN after re-training with anonymized
data generated by different model checkpoints at various configurations for (λ1 ; λ2 ) and µ. The reference performance
(µ = 0) results from re-training/testing the SNN with non-anonymized real data.

AUC

µ
λ1 ; λ2

0 (real)

0.001

0.005

0.01

0.02

0.05

1; 1

81.8 ± 0.6

80.2 ± 1.9

75.8 ± 3.8

58.6 ± 4.8

67.6 ± 6.0

72.7 ± 1.9

1; 0

81.8 ± 0.6

77.3 ± 2.4

78.4 ± 3.1

79.6 ± 2.3

77.6 ± 2.6

76.3 ± 2.4

0; 1

81.8 ± 0.6

81.9 ± 0.6

63.3 ± 2.6

61.9 ± 3.3

69.2 ± 2.4

57.5 ± 2.9

Table 4: Abnormality Identification Performance: Mean AUC values when testing the incorporated abnormality
classifier with anonymized images compared to the reference performance (µ = 0). The 95 % confidence intervals
result from 1,000 bootstrap runs. The classification performance on real data is given in the first column for reference.
µ

AUC

λ1 ; λ2

0 (real)

1; 1

80.5

1; 0

80.5

0; 1

80.5

80.9
80.1
80.9
80.1
80.9
80.1

0.001
80.3
80.2
80.3

80.7
79.9
80.6
79.8
80.7
79.9

0.005
79.7
80.3
78.4

80.1
79.3
80.7
79.9
78.8
78.0

8

0.01
78.1
80.2
73.5

78.5
77.7
80.6
79.7
73.9
73.0

0.02
77.8
80.2
73.5

78.3
77.3
80.6
79.8
74.0
73.0

0.05
76.4
80.2
63.8

76.9
76.0
80.7
79.8
64.3
63.2
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real

µ = 0.001

real

µ = 0.001

µ = 0.005

µ = 0.01

µ = 0.005

µ = 0.01

µ = 0.02

µ = 0.05

µ = 0.02

µ = 0.05

(a) Example 1

(b) Example 2

Fig. 5: Chest radiographs that resulted from DL-based anonymization models trained with both the auxiliary classifier
loss Laux as well as the verification loss Lver for different deformation degrees µ. The images were cropped to better
highlight the diagnostically relevant area.

less sophisticated deformation fields that are easier to compensate once the SNN is re-trained on the perturbed data.
In contrast, when limiting the deformations to lower amplitudes, the flow field generator is enforced to learn more
subtle deformations yet confusing patterns, which are more difficult to identify in the re-training afterwards. The best
anonymization performance results for µ = 0.01, leading to a decrease in AUC from 81.8 % to 58.6 %. The ablation
study shows lower performance drops for training runs with disabled verification loss Lver . For the experiments where
only the verification loss is activated, we observe larger performance drops for large deformation degrees µ. In contrast,
low deformation degrees even lead to improved performances as the learned deformations may act as augmentations
in these cases. Examples of perturbed chest radiographs are shown in Fig. 5, which indicate the effect of varying
deformation degrees µ.
4.3.2

Utility Preservation

The abnormality classification results for images perturbed with our proposed DL-based anonymization approach are
shown in Table 4. For the experiments that use the verification loss Lver during the optimization of the anonymization
network, the mean AUC successively decreases with increasing deformation degrees µ. In comparison, however, this
decrease is significantly smaller for the experiments where the auxiliary classifier loss Laux was used in addition to Lver .
Lastly, for the exclusive utilization of Laux , we observe almost no decline in performance. The best anonymization
capability (global system) was achieved for µ = 0.01. For this configuration, we only observe a small decrease in AUC
from 80.5 % to 78.1 %.
9
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Fig. 6: Visual illustration of the results and the associated privacy-utility trade-off. The patient verification performance
(y-axis) measures the amount of privacy, whereas the abnormality classification performance (x-axis) represents the
level of data utility. Only the proposed DL-based anonymization approach (green) is able to simultaneously achieve
patient privacy and data utility. The data point corresponding to the best experiment is marked with the symbol "+".

4.4

Privacy-Utility Trade-Off

A direct comparison between the differentially private image pixelization baseline and our proposed DL-based
anonymization approach is given in Fig. 6, which illustrates the relationship between patient privacy and data utility
for both methods. The differentially private image pixelization results (shown in Tables 1 and 2) are drawn in blue,
whereas the DL-based anonymization results (global system, shown in Tables 3 and 4) are depicted in green. In addition,
the performance on original (non-anonymized) data is drawn in red for reference. As can be seen in the figure, the
data point representing original images lies in the lower right corner, indicating the maximum amount of data utility
and the lowest level of patient privacy. In contrast, for pixelized images, the data points extend from the upper left
corner through the middle left side to the central area of the plot. This demonstrates that the differentially private
image pixelization method achieves privacy at a substantial cost of data utility. In other words, if data utility is to be
nearly preserved, this comes with a risk to patient privacy. In comparison, the green data points reflecting our proposed
DL-based anonymization results show more desirable behavior. They extend from the bottom to the top at the right
outer edge of the plot, indicating the ability of our method to largely preserve the utility of the data. Moreover, as the
data points approach the upper bound of the plot, it becomes visible that learned image deformations are able to protect
patient privacy. The data point corresponding to our best DL-based anonymization experiment lies near the top right
corner, highlighting the capability to closely satisfy both objectives in the privacy-utility trade-off.

5

Discussion and Conclusion

Perturbation-based anonymization is an important measure to protect patient privacy in a potential linkage attack. Our
proposed approach yields promising results that highlight the feasibility for utility-preserving anonymization of thoracic
radiography data. To the best of our knowledge, we presented the first DL-based approach to anonymize thoracic images
while preserving data utility for diagnostic purposes. Our proposed anonymization approach is a composition of three
independent neural networks consisting of (1) a flow field generator, (2) an auxiliary classifier, and (3) a re-identification
network. In this work, we were able to show that collective utilization of these three components enables learning
of a flow field that targetedly deforms chest radiographs and thus reliably deceives a patient verification model, even
after re-training was performed. For our best hyper-parameter configuration, the re-identification performance drops
from 81.8 % to 58.6 % in AUC for a simulated linkage attack, whereas the abnormality classification performance only
decreases from 80.5 % to 78.1 %, which indicates the effectiveness of the proposed approach.
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