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Abstract. Play-to-earn is one of the prospective categories of decentral-
ized applications. The play-to-earn projects combine blockchain technol-
ogy with entertaining games and finance, attracting various participants.
While huge amounts of capital have been poured into these projects, the
new crypto niche is considered controversial, and the traditional gaming
industry is hesitant to embrace blockchain technology. In addition, there
is little systematic research on these projects. In this paper, we delineate
play-to-earn projects in terms of economic & governance models and im-
plementation and analyze how blockchain technology can benefit these
projects by providing system robustness, transparency, composability,
and decentralized governance. We begin by identifying the participants
and characterizing the tokens, which are products of composability. We
then summarize the roadmap and governance model to exposit there
is a transition from centralized governance to decentralized governance.
We also classify the implementation of the play-to-earn projects with
different extents of robustness and transparency. Finally, we discuss the
security & societal challenges for future research in terms of possible
attacks, the economics of tokens, and governance.

Keywords: Play-to-Earn · Gamefi · Tokenomics.

1 Introduction

The development of blockchain, especially the emergence of fungible tokens(FTs)
and non-fungible tokens (NFTs), is seeing big changes in the business model of
gaming industries. By giving value back to the players, the novel play-to-earn
(P2E) model has attracted huge attention from the market. In September 2022,
there are over 900 thousand active wallets interacting with blockchain-based
gaming projects and over 20 million transactions are sent [24].

The earliest blockchain-based gaming projects date back to 2015. These
projects store the ownership of players’ in-game assets in blockchains to pro-
vide crypto-assets to the players. Launched in 2015, Spells of Genesis [38] is the
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1st blockchain-based mobile game and is partnered with Counterparty [13]. In
the game, players have to collect cards and fight their enemies. Players interact
with the game server governed by the creator EverdreamSoft, except that there
is a ‘blockchainization’ button that converts in-game cards to blockchain-based
digital assets. When a player with digital wallets of the corresponding blockchain
chooses a card and clicks the button, the server will send a transaction to the
blockchain to record the ownership of the card on it. Launched in 2017, Cryp-
toKitties is a successful game based on Ethereum smart contract [100], hitting
over 14,914 users a day at its peak [19]. In the game, players can trade and breed
their CryptoKitties through the smart contract by sending transactions to the
Ethereum network.

The development of token standards and decentralized finance (Defi) [97] lead
to the emergence of various token designs attracting various investors, e.g. Mak-
erDAO [27] established its stablecoin [81] in 2017. Defi projects affect the designs
of blockchain-based games and also provide secondary markets for game assets
trading. The combination of Defi and game is also called Gamefi. Launched in
2018, Axie Infinity [6] is one of the most popular Gamefis, hitting a total NFT
transaction volume of over $2 billion by September 2021 [46]. It is a battling
game and allows players to collect, raise, breed, battle, and trade digital pets
known as Axies. The game attracted 2.8 million monthly active users at its
peak by rewarding players with tokens [5]. On the other hand, the high return
and the high entry cost incur criticism that there are economic bubbles in these
projects, and some may consider these projects as Crypto Ponzi schemes. There-
fore, many projects also offer a free-to-play mechanism to reduce the entry cost,
e.g., Illuvium and a new version of Axie called Axie Origin [6]. In addition, the
transparency of the blockchain may mitigate financial fraud.

A P2E project is a typical Gamefi project where players can earn crypto-
assets depending on the engagement level in the game as its rule suggests. The
rule is called game protocol in this paper and is created by the project founder,
e.g., in CryptoKitties, the entrepreneur creates the smart contract. The in-game
assets like virtual land, characters, as well as skins, are in the form of crypto
tokens, either FTs or NFTs. Also, there can be tokens for the monetary system
of the game, such as gems, points, or coins, with which players can purchase
the assets. The information of ownership, transaction activities of these tokens
are stored on blockchains, which could be public blockchains like Ethereum, or
program-specific chains with preferred features. Other than entertaining games
mentioned above, some projects called Metaverse [92], X-to-earn5 or crypto-game
ecosystems are also included in our definition of P2E projects, as long as there is
a rule or a protocol and players can earn crypto-assets by taking actions defined
in the protocol.

The P2E project is different from the traditional game in terms of the fol-
lowing properties:

5 There are move-to-earn and read-to-earn projects, such as stepN [40] and
ReadON [34].
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– Robustness against single-point failure: any single party can not affect
the state of the game. For example, malicious behaviors of the entrepreneur
or the failure of a single entity’s servers that execute the game will not change
the asset ownership of players.

– Transparency: the execution of the smart contract is tractable by anyone.
– Composability [97] to secondary markets: the function of the smart con-

tract of tokens is callable by other contracts so that any standard token can
be traded in secondary markets.

– Decentralized governance: the updates of the game are decided by the
players instead of the project founder.

Traditional games are played in a centralized ecosystem where developers
retain almost all power over the experience. Players devote their time and effort
to their favorite games and collect various characters, weapons, extra powers, and
more. These achievements, however, only value within games. When the game
ends, the precious collections will be worthless. People cannot transfer their
hard-earned items to another game, exchange them on third-party marketplaces
or simply cash them out. In a traditional game model, players do not own the
value they created. By contrast, in a P2E project, the four features mentioned
above make the tokens valuable outside of the game and realize true ownership of
tokens for the players. These features depend on the implementation and token
designs, which will be discussed in the remaining of the paper.

To the best of our knowledge, this paper is the first systematical paper to
review P2E projects. We identify the participants, characterize the economic &
governance model, and summarize various purposes of tokens. We discuss the
technical roadmap and implementation realization and propose a classification
of popular projects. We discuss the security & societal challenges of the projects.
The rest of the paper is organized as follows: In Section 2, we discuss the economic
& governance model. In Section 3, we discuss the implementation, especially how
the data are stored and processed, which reflects different design principles. In
Section 4, we discuss the challenges and solutions.

2 Play-to-Earn Games

In this section, we discuss the economic & governance model. In Section 2.1, we
identify the participants. In Section 2.2, we summarize the tokens in terms of
their purposes. Section 2.3 summarizes the flow of tokens in P2E projects and
Section 2.4 discusses their development roadmap. In Section 2.5, we discuss the
decentralized governance of P2E projects.

2.1 Participants

In this paper, we call the world in the game universe and focus on three mainly
involved parties of a P2E game: entrepreneur, investor, and player.
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– The entrepreneur is an individual or a team who designs the game proto-
col and launches the game universe. By realizing a series of new ideas, the
entrepreneur aggregates capital and provides the game service for profit.

– An investor is the person who provides the game project with capital in the
form of fiat money or cryptocurrency like Bitcoin. Meanwhile, the investor
receives the token issued by the game. This investment process is mainly
done through initial coin offerings (ICOs), which is a popular way for the
entrepreneur to raise funds in the blockchain. Usually, investors do so out
of the expectation that the received tokens will appreciate and bring high
returns for them in the future.

– A player is the user of the game. He engages in activities allowed in the game
ecosystem for entertainment. In this process, the player can obtain various
tokens in the game.

The players and the investors are differentiated by whether they play the game,
or say, take actions that are defined by the game protocol. Investors will buy
tokens before the game protocol is created, while the players won’t.

2.2 Tokens

In this subsection, we discuss different token designs in P2E projects. For ex-
ample, some projects use the same fungible token for funding and incentivizing
players, while others like Axie Infinity [6] and stepN [40] use dual fungible tokens.

There are usually many kinds of tokens in a P2E game. The aforementioned
token involved in ICOs (also referred to as ICO token in this paper) is fungible
and its total circulation is limited or scheduled, e.g., AXS of Axie Infinity [6].
Besides, the game may issue other fungible tokens, e.g., SLP of Axie Infinity
(which is called utility token), mainly for players’ use in the game. Its total
supply can be unlimited. In addition, some NFTs will be generated during the
play. All tokens in a game including the ICO token, utility token, and NFTs are
collectively referred to as project tokens. The possible design purposes of project
tokens are summarized as follows.

– Funding: to raise money for creating or updating the game universe. For
example, ICO tokens can work as funding tokens.

– Incentive for players: to reward players for participating in games (e.g.,
winning a tournament, or creating content).

– Payment: for players to pay to the universe for assets or playing games.
– Voting: for voters to participate in the voting when governing the universe.

Tokens with the voting function are also called governance token.
– Incentive for investors: to reward investors for their staking of funding

tokens they bought.
– Tokenizing user-generated content (UGC): to represent user-generated

content and make the content tradable as assets. It is usually the non-fungible
tokens that achieve this function.
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– Incentive for implementation: to reward users for their implementation
of the project. For example, for the project using project-specific consensus,
miners receive the tokens with this purpose as the reward for mining.

– Stake proof for consensus: to elect leaders or voters when adopting Proof-
of-Stake (PoS) [78,87] for the consensus.

Table 2 lists the design of token purposes in several popular P2E projects. As
can be seen, each project can be characterized by its token designs, e.g., whether
to use different tokens as the incentive for players and investors, whether the
governance token can be earned by playing, and whether there are tokens that
cannot be earned by playing. In addition, we can see that one token can be used
for multi-purpose [82], and there can be multiple tokens for the same purpose.
This allows game designers to combine tokens with various features to design
distinctive projects and deal with complex game ecology.

2.3 Tokenomics

In this subsection, we summarize three mechanisms that exist in most P2E
projects and introduce the overall flow of tokens.
Minting Mechanism. The minting mechanism is a set of rules allowing players
to generate new tokens in the game. This can require players’ efforts and consume
players’ tokens. For example, in Axie Infinity, a player consumes its AXS and
SLP to breed new Axies NFTs. After mining an NFT, players can do more other
than just own it in the universe. They can use the NFT to participate in various
events to earn more project tokens, rent them to other players for revenue, or
sell them in the market.
Staking Mechanism. Staking is a way for investors to earn in the game. Al-
though the players can earn this way, we mainly consider the earnings of the
investors because if players stake all their tokens, they cannot play the game. A
staking mechanism requires token holders to lock their project tokens for a while
and promises to pay them interest for this. The interests are also in the form of
project tokens and proportional to the number of locked tokens. This could serve
as a bright spot to attract investors who can gain wealth by staking to earn. In
addition, regarding staking as an approach to money-making money, it can also
prevent token holders from overselling their tokens by increasing interest rates.
Typically, the system reserves a certain amount of tokens in advance as staking
interest (stated in the whitepaper), as well as collecting assets from transaction
fees and token flows in the universe (e.g., consumed tokens for minting NFTs).
Treasury Mechanism. To develop a sustainable economy, the treasury mech-
anism is designed to collect assets from the universe and then allocate them
to certain entities. The treasury funds are primarily in the form of fees from
game-related economic activities. Specifically, when consuming tokens to mint
NFTs in the game, part of them will be recycled into the treasury. Besides, when
a successful NFT sale occurs in the marketplace, some transaction fees will be
extracted from the trade. Also, in some activities where the entrepreneur makes
money (e.g., advertisement and subscription service), part of the revenue will
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be put into the treasury. Later, treasury funds are allocated to the ecosystem
according to some rules. For example, they can serve as the staking interest or
monetary rewards to encourage active contributions to the game’s growth.

Fig. 1. The flow of tokens.

Flow of Tokens. In this paragraph, we describe the flow of tokens as well
as currency in a P2E game, which is illustrated in Figure 1. First, as Line 1
shows, players can gain project tokens or currency through participating in the
universe, i.e., taking actions specified by the universe. As a cost, this process also
consumes some tokens (see Line 2). Those project tokens paid to the universe
will either go to a treasury account for further use or be transferred to a burn
address where the token can never be retrieved. Moreover, it may be necessary to
hold an NFT when playing. For example, in Axie Infinity, players can earn AXS
and SLP by participating in tournaments and attaining top rankings. To join
the competition, players should have an Axie NFT in advance. For a new player
without such an NFT, he can choose to buy one from other players, using project
tokens, fiat money, or cryptocurrencies like ETH. Actually, all project tokens
can be traded by players, investors, and the entrepreneur in the marketplace
(see Lines 3, 4, and 5). As mentioned, part of the tokens or currency involved
in the trade may go to the treasury in the form of transaction fees. In Axie
Infinity, ETH can be used for trading an Axie NFT, and after a trade, 4.25%
ETH will be paid to the Axie Common Treasury. Those collected project tokens
and currencies in the treasury can be distributed to some token holders (see
Lines 6 and 7). The distributed method is originally specified in the whitepaper
or later decided by the token owners through weighted voting. For example,
when Axie Infinity evolves into the period of decentralized organization, AXS
holders will vote for the rules on how to distribute AXS and ETH in the Axie
Common Treasury to the community.

Lines 8 and 9 show the staking process that distributed tokens to particular
token holders. In this process, this particular token needs to be staked in a
dashboard for some specified period to get the reward, and can not be used for
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Fig. 2. Roadmap of P2E projects.

trading during the period. The token portfolio earned can be different depending
on what token is staked and how long the token is staked.

2.4 Roadmap

In this subsection, we present the evolution of P2E games, which are built from
scratch and then change from centralization to decentralization with the flow of
tokens. Most P2E games plan to delegate the governing power to the community,
using the project token as a medium. Holders of the governance token will have
the right to participate in the decision-making of a certain event. Besides the
ICO token, NFTs or other project tokens may be also regarded as the governance
token, which varies among different P2E games.

At the very beginning, the entrepreneur is the only token holder. During the
ICO stage, some ICO tokens are sold to the investors for funds, as shown in
Figure 2(a). Along with the token itself, these investors also have the potential
rights to manage this game project in the future, if the ICO token is regarded
as the governance token. Then in Phase 2, tokens are further dispersed among
participants. Players also own the governance token. But in this phase, the game
universe is still mainly managed by the entrepreneur. Ideally, the system will
eventually evolve to Phase 3, namely, it is completely managed by the governance
token holders including players and investors. They can vote for the improvement
of the game. For example, they may vote on whether to pass a proposal about
adding a new feature to the game. If the proposal passed, they also need to decide
the amount of reward for attracting someone to implement this function. Thus,
in Phase 3, the players can also earn money by contributing to the universe.
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In addition, the original entrepreneur acts as a player or investor in this phase.
Likewise, it can obtain tokens by playing, contributing, or just staking, and it
can also participate in governance.

2.5 Decentralized Governance

Most P2E projects will gradually evolve into the phase that uses Decentralized
Autonomous Organization (DAO) to govern the universe so that players can
make decisions for the development of the universe. They can vote for specified
parameters or proposals proposed by the community. Their votes are usually
weighted by their governance tokens either linearly or quadratically. Various
rules, such as the votes threshold to pass a proposal, starting and ending time
of voting, and voting rewards are initially decided by the entrepreneur and then
updated by the DAO. If multiple tokens are allowed for voting, their relative
weight should be specified. In addition, participants’ behaviors may also influence
their voting weight. For example, it can be weighted by the staking period.

The governance tokens can be gained through various behaviors in the uni-
verse, reflecting different design principles of the project. If a project prefers the
longtime or skillful players to be governors, it can make the tokens mainly main-
tained by higher-level players have a larger weight when voting. For example,
GMT, which is the governance token in Stepn, can only be gained when reaching
level 50 and Axie Infinity’s governance token AXS is distributed to high-rank
players in tournaments.

3 Implementation

In this section, we discuss various implementations of the P2E projects. We focus
on how the state of the game universe is stored and updated upon receiving the
actions of the participants, where states are the view of the game universe shared
by all the participants. Different implementations reflect the design principles of
the project, e.g., decentralization, transparency, security, and performance. In
Tabel 1, we briefly list the implementations of the projects mentioned in this
section and summarize the implementations of several popular P2E projects in
Table 3 in more detail. We discuss the principles behind these designs in this
section.

The structure of this section is as follows. First, we discuss decentralized
data storage in Section 3.1. The data in P2E projects can be stored in either a
central server or decentralized nodes connected by P2P networks. Data stored
in central servers are vulnerable to single-point failure, i.e., the entity fails or
becomes malicious. In addition, data operations are not transparent. On the
other hand, data stored in decentralized nodes may suffer from inconsistency
and poor performance. Therefore, consensus protocols are used to resolve conflict
states, which is discussed in Section 3.2. In Section 3.3, we discuss bridges and
oracles, which are used for communication between separate components. In
Section 3.4, we classify these implementations into fully decentralized and hybrid
architectures, and discuss the design principles of different implementations.
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Table 1. The implementations of P2E projects mentioned in Section 3.

projects architecture data implementation public permission consensus bridgea
(Y/N)b (Y/N)c protocol

My Neighbor decentralized alld Chromia [12] Y Y BFT -Alice [30]

Gala Games [17] hybrid AO Ethereum [100] Y N Nakamoto -
otherse Gala Node [18] N N monitoredf

The Sandbox [36] hybrid
AO Ethereum [100] Y N Nakamoto -
UGC IPFS [50] - - - -
GP AWS - - - -

Decentraland [15] hybrid
AO Ethereum [100] Y N Nakamoto -
UGC BitTorrent/IPFS - - - -
GP User front-end - - - -

Axie Infinity [6] hybrid AO Ethereum [100] Y N Nakamoto YAO Ronin chain [35] N Y BFT

Illuvium [22] hybrid AO Ethereum [100] Y N Nakamoto -
GP AWS - - - -

Stepn [40] hybrid
AO Solana [37] Y N BFT

YAO BSC Y Y(PoSA) -
AO Ethereum Y N Nakamoto

a bridge: Y means the project designs its own bridge.
b public: Y means public, N means program-specific.
c permission: Y means permissioned, N means permissionless.
d including asset ownership (AO), UGC, game protocol & its execution (GP).
e other game content.
f monitored means monitored by Gala Game.

3.1 Decentralized Data Storage

In this subsection, we discuss what to store and how to store it for improving
the performance of decentralized data storage.
Data in P2E Projects. Various types of data needed to be stored for P2E
projects, e.g., game protocols & designs of the universe, player actions, UGC,
asset ownership, and various proofs. To explain these data in detail, we consider
a Turing machine that stores these data and calculates the corresponding state
of the game. This Turing machine is called the system of the project. The system
can contain centralized or decentralized subsystems storing different data. The
game protocol and other designs of the game universe are sent to the system by
the entrepreneur, to kick off the game universe. The game protocol defines how
the players can play the game and what players can earn, e.g., how to battle, gain
rewards, and breed Axie NFT in Axie Infinity [6]. It also defines how to update
the protocol itself. Other designs can be the appearance of the environment or
avatars in the game, e.g., the character design of Axie character. Actions defined
by the game protocol are sent by the players to play the game, e.g., registering
the identity, purchasing assets, and controlling avatars. Then, the system can
calculate asset ownership from the game protocol and the actions of players.
UGC is content generated by the players. The content can be tokenized as NFT
by the system, and become an asset that can be traded between players. For
example, in The Sandbox [36], players can create items with its custom Voxel
Engine on top of the Unity engine. In addition, the system can calculate succinct
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proofs for large data and store the proofs and the data differently to improve
performance.

Next, we discuss how the above-mentioned data are stored in decentralized
nodes. An intuitive way is to require each node to maintain a replica of all data.
However, there will be a huge cost to store the growing data this way. There-
fore, it is necessary to classify the data and store them differently. According
to whether it is required for nodes to reach a consensus, data in P2E projects
can be basically divided into two categories, necessary data, and unnecessary
data. For example, the ownership of assets is necessary because when trading
an asset, nodes should verify if the seller owns it. Instead, the raw data of UGC
is unnecessary because nodes can use its hash value to represent the data dur-
ing the consensus. This will consume less storage and network resources. Also,
some intermediate process data is unnecessary after they are aggregated. The
necessary data is stored by all nodes participating in the consensus, thus easy to
access during the consensus process. On the contrary, the data unnecessary for
the consensus can only be saved by part of the nodes. The data inaccessibility
issue caused by distributed storage will be discussed in Section 4.1.

In addition, we discuss some techniques to enable secure decentralized stor-
age in Appendix A, including data structure, upload and download process, and
incentives for nodes that provide storage. They are different from those of cen-
tralized storage because the decentralized nodes may be malicious, fail, or hard
to find, for not having a registered address.

3.2 Consensus

In order to have the same view of the game universe, nodes run consensus pro-
tocols to maintain consistency, during which they communicate with each other
to reach continuous unanimous agreements on the states. Consensus protocols
should satisfy safety and liveness [56] so that participants can hold consistent
states at any time and their inputs to the system will eventually act on the
state. The consensus of a P2E project can be categorized in terms of whether
the project relies on a public blockchain, how the nodes join the network (i.e.,
permissioned or permissionless), and the protocol, i.e., how each node decides
on the state.
Public or Project-specific Chain. P2E projects may use a public blockchain
or a project-specific chain. Different ways can affect the stability of the system.
For projects that run on a project-specific blockchain, the entrepreneur or DAO
can control the parameters of the chain, such as transaction fees, the number of
nodes, and the type of consensus. For example, Gala Games [17] allows at most
50,000 consensus nodes and anyone who wants to join the consensus should buy
a Founder’s Node License, the price of which is set by the entrepreneur. How-
ever, using a project-specific blockchain means that the consensus rewards are
endogenous tokens of the chain. If this niche currency is not attractive to nodes,
the security and decentralization of the consensus can not be ensured, making
the system vulnerable. To bootstrap the project-specific chain, an unpredictable
genesis block [70] should also be prepared for the project. This block can either
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be provided by a trusted centralized party or a decentralized party, such as an
existing blockchain. For example, the Ronin sidechain is boosted by a block of
Ethereum. There are also plenty of P2E projects using public chains. For ex-
ample, hundreds of P2E projects are based on Solana chain [42]. To maintain
low transaction fees, high throughput, and fast transaction finalization, various
methods are used, such as Layer-2 methods [73], sharding [95, 101], and DAG-
based blockchains [96]. However, some of these methods may induce security
problems, which will be discussed in Section 4.1.
Permissioned or Permissionless. In terms of how the nodes join the network,
there can be permissionless and permissioned settings. For the latter, its identity
management makes the confirmation speed faster and the realization easier,
but meanwhile, the consensus nodes are more likely to collude with each other,
posing a threat to the consensus security. On the other hand, consensus with
permissionless nodes is considered to be more decentralized and transparent.
P2E projects with permissioned designs usually adopt proof of authority (PoA)
as the consensus algorithm while the consensus nodes are determined by the
entrepreneur. For example, in the Ronin chain of Axie, the entrepreneur selects
trusted nodes to build the consensus. Nodes can also be added upon the approval
of the existing consensus nodes. In the permissionless setting, nodes use proof
of work (PoW) [71], PoS, Delegated Proof-of-Stake (DPoS) [89] to elect voters
and leaders [72, 85] to prevent Sybil attack and claim incentives. For example,
in Gala Games [17] players can purchase a Founder’s Node License, which is
similar to PoS, and download the Gala Node Software to run the node. Running
a Founder’s Node is motivated by project tokens. Permissioned consensus can
anchor blocks in permissionless consensus. For example, Chromia [12] plans to
record hashes of its blocks in Bitcoin and Ethereum.
Consensus Protocol. There are various protocols P2E projects can use to reach
a consensus, e.g., Nakamoto protocol, Byzantine Fault Tolerant (BFT) protocol,
or RAFT. Different protocols resist different proportions of malicious nodes to
ensure security. In Nakamoto protocol, a leader is elected at each round to in-
clude inputs, vote for previous states with the most votes, and calculate the latest
state. The protocol can maintain safety and liveness with 50% malicious nodes
for a synchronous network. For a partially synchronous model, where the upper
bound in the delay of messages is unknown to the honest parties, the number of
malicious nodes it can resist will decrease according to the delay [69]. In Byzan-
tine protocol, leaders and a voting committee are elected at each round [72].
The leaders include inputs and calculate their states. Voters will initially vote
for some of their received states and amplify the votes that they receive more
than a threshold [56]. The protocol can resist 33% malicious nodes in the voting
committee. RAFT [83] can ensure safety in a fail-stop model and can not resist
any number of Byzantine malicious nodes.

3.3 Bridges and Oracles

The system of the project can be made up of several subsystems. Each subsys-
tem can be a P2P network of decentralized nodes or a centralized server. For
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example, the nodes that participate in the consensus protocol and the nodes
that respond to the data accessing request can be two groups in different net-
works. The system can also contain several groups of nodes that run consensus
severally. This subsection introduces bridges and oracles that connect different
decentralized subsystems.
Oracles. Oracles are used to link consensus to other information sources, e.g.,
discussion forums, random numbers, order of transactions, economic information
such as the price of the dollar, and any other external events. In P2E projects,
the update of the game protocol is often discussed in some online forums, and
players can vote for the proposals proposed in these forums. Random numbers
generated in the consensus may be predictable to some adversaries, therefore
more unpredictable random numbers should be generated by the oracle. Also,
some of the consensuses have the temporarily centralized problem that the leader
can determine part of the order of transactions, i.e., miner extractable values [63].
Therefore, oracles can be used to determine the order of transactions [76].

The data source of the oracle can be software source (e.g., online databases,
websites, blockchain mem pools) or hardware source (e.g., sensors) [52]. An oracle
that uses a single source is considered to be centralized for it is vulnerable to
single-point failure, while decentralized oracles aggregate the information from
multiple sources [80]. There can be a hierarchical structure for a decentralized
oracle, namely, a project can aggregate the information from different oracles,
and an oracle can aggregate the information from several nodes that contract
with different data sources to prevent malicious behaviors at any step. Nodes in
the oracle can also form a consensus to validate the data [54].
Bridges. Bridges are used to exchange or migrate assets between different con-
sensuses [102]. There are many cross-chain P2E projects. For example, players
can play Stepn in Solana, BNBchain, and Ethereum, which are called different
realms in Stepn [41]. Bridges across these chains help the participants react to
the possible risks from the chains, such as transaction fee fluctuations, enabling
them to choose their preferred chain at any time. In addition, for those project-
specific chains, bridges are needed for users to exchange other commonly used
cryptocurrencies for the project tokens. For example, the Ronin bridge is used
to connect the Ronin chain and Ethereum so that players can buy Axie NFTs
and other Axie tokens by ETH.

Furthermore, Bridges enables the migration process, in which assets in one
subsystem can be locked in the bridge accounts and some ‘wrapped’ assets are
issued in another subsystem, and if the ‘wrapped’ assets are paid back, the
original assets will be unlocked. So through this, players can migrate their assets
from one chain to another. Projects can add rules on the usage of the ‘wrapped’
assets. For example, in Stepn, Energy assets can only be shared across realms
under specific conditions through Energy Bridge.

Bridges can be realized by a centralized entity. For example, Axie Ronin
bridge is controlled by the entrepreneur of Axie project. Bridges can also be
realized by a decentralized third party, such as chain relay or synchronization
methods like HTLC [102].
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3.4 Hybrid Architecture

In the above sections, we mainly discussed the realization when all the data are
stored in decentralized nodes, while many existing P2E projects use a hybrid
architecture. In a hybrid architecture, there will be centralized servers storing
and processing part of the data, and communicating with the decentralized sub-
systems of the project. A centralized server contains data storage and processing
nodes owned by a single entity, e.g., entrepreneur, a third-party service provider
like Amazon Web Services (AWS), and InterPlanetary file system (IPFS) pinning
service providers such as Pinata [31] and Infura [25]. There are several reasons
to adopt a hybrid architecture. One reason is that the realization and the mod-
ification of the game protocol are easier for the entrepreneur when starting the
project. Although the right to modify the protocol may harm players’ interests, it
is hard to design a perfect protocol that does not need subsequent modification,
for there can be many uncertainties in the start-up period. Another reason is
that the hybrid architecture can provide better performance because its require-
ments for the network throughput and data processing speed are much less. The
main concern of the hybrid architecture is the failure of the centralized server.
There can be inconsistency between the centralized server and the decentralized
nodes due to attacks from an attacker or misbehavior of the entity who owns or
rents the server, which will be discussed in Section 4.

Here, we give some examples of hybrid architecture that reflect different
design principles. Usually, the most critical data like asset ownership, UGC, and
the game protocol are stored in a decentralized way. In P2E projects, earning
assets from the game is one of the most important features. Usually, the asset
ownership will be stored by the decentralized nodes. For example, Illuvium [22]
is a collection game where players can control the avatars, explore the game
universe and capture the encountered Illuvials. The ownership of Illuvials is
written in an Ethereum smart contract. On the other hand, the project uses
centralized AWS as its backend to store other data, such as the movement of the
avatars. During the game, the action data of avatars are sent to the centralized
server, while the trading data related to asset ownership are widely sent to the
decentralized nodes. After that, the centralized server and decentralized nodes
synchronize the latest state of the system. The design principle of this hybrid
architecture is the transparency of the asset transfer, for the transfer process is
realized in decentralized nodes. Therefore, players can monitor the centralized
server’s behavior and partially transfer their rights. For example, players can
make necessary their authorization when the centralized server intends to move
assets out of their accounts.

The accessibility and censorship resistance of UGC can be important in some
projects. Therefore, the project can store UGC in decentralized nodes. For exam-
ple, in The Sandbox, after players send their created content to the centralized
server of the project, the server will calculate the hash of the content, tokenize
the content, and send the raw data to decentralized storage nodes. The cen-
tralized server in The Sandbox is AWS and the decentralized storage is IPFS.
Therefore, if the decentralized storage is properly designed, players can access
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the contents without the centralized server. The user front-end can also be used
to tokenize the content and send the content to the decentralized nodes to ensure
censorship resistance.

The immutability of the game protocol is essential to a P2E project. For
example, My Neighbor Alice [30] emphasizes that for a game fully controlled by
players, the logic of items should be stored in a decentralized way instead of only
storing the ownership of the items.

Some technologies can be used to improve the performance of the hybrid
architecture. Trusted Execution Environments, e.g., Intel SGX [62], can be used
to replace the centralized server. Then the system will be secure under the trust
in the hardware and the institution that authenticates attestation keys [58]. User
front-ends can be utilized to store and process data, as they are motivated to do
so without incentives. For example, in Decentraland, players can play games on
the servers hosted by landowners.

4 Challenges

In this section, we discuss security & societal challenges of the projects. In Sec-
tion 4.1, we discuss security challenges. In Section 4.2, we discuss economic
challenges. In Section 4.3, we discuss governance challenges.

4.1 Security Challenges

ICO Rug Pull. During the ICO phase, investors take the risk that the en-
trepreneur may abruptly shut down the project after raising money. Many rug
pulls have been observed in various blockchain projects [68]. In the field of P2E
games, there are also such scams. Along with the shutdown of the project, the
entrepreneur deletes their social accounts and transfers their raised cryptocur-
rency to money launderers. Towards this problem, one possible approach for the
investors is to judge the quality of a project by the sold fraction of the project
token [59]. If the proportion of tokens issued in the ICO stage is quite high, such
a project is likely to have the risk of rug pull.
Private Key Compromise. To obtain a large amount of money, the common
accounts in the game universe, bridges of multi-chain projects, and cryptocur-
rency wallets are mostly targeted, especially when they are not fully decentral-
ized. Attackers may try to get hold of the participants’ private keys to steal
tokens in their wallets. Actually, private keys can be compromised by bribing
the key owner, hacking or phishing, or just because of the reuse of private keys.

In addition, they may attempt to compromise the private keys of consensus
nodes to control the entire chain directly. To pursue efficiency, many P2E projects
use private chains or layer-2 scaling schemes instead of the public chain for
recording most of the game operations. In a private chain, several specified nodes
take responsibility for the consensus. The private chain is tied to other chains
through two-way bridges for cross-chain coordination. If larger than 50% nodes
are corrupted in a private chain, the attacker can take control of the whole chain.



SoK: Play-to-Earn Projects 15

As a result, they can corrupt all the accounts, including the game treasury and
all bridges, and take the tokens therein. For example, Axie Infinity uses the
Ronin, which is a private sidechain linked to Ethereum. On March 29, 2022,
Axie Infinity reported a loss of over $625 million caused by an attack on the
Ronin sidechain. The attacker hacked to get the private keys of over half of
Ronin nodes and take the cryptocurrency to Ethereum through a bridge.

Likewise, Layer-2 scaling schemes also face this kind of problem. Layer-2
schemes can provide P2E games with high throughput by allowing offline pro-
cesses. Layer-2 protocols rely on a set of computational nodes. A classic solution
is that any computational node could provide periodic checkpoints to the main
public chain while others can challenge it by offering fraud proofs. For example,
the Polygon blockchain uses this kind of solution and several P2E projects (e.g.,
Arc8 by GAMEE, Crazy Defense Heroes, and Pegaxy) are built on it. In such
schemes, if all computational nodes are corrupted, the attacker can also operate
the system arbitrarily [75,77].
Smart Contract Vulnerabilities. As a blockchain project, the P2E game de-
ploys smart contracts to deal with the game rules like token flows and the minting
mechanism. Researchers have found that there are multiple security issues in the
publicly deployed smart contracts, which may be maliciously exploited by the
attackers [49,86]. Although extensive literature investigates vulnerability detec-
tion and security analysis [88], some blockchain projects still get attacked due
to the improper design or implementation of smart contracts, and P2E games
are no exception.

In P2E projects, contracts transferring NFTs are usually the target. For
example, in the initial CryptoPunks contract, the ETH paid to buy the punk
NFT was wrongly sent to the buyer instead of the NFT seller. As a result,
attackers take advantage of the loophole to earn NFTs for free. There are also
other designs of the smart contract that may cause an unexpected loss of other
honest users in the community.

– Rollback of randomness. In Ethereum virtual machine, some functions
(e.g., require and revert function) can be invoked to rollback the trans-
action. Therefore when randomness is involved to determine the result of a
request, the sender can roll back the transaction if the result is not satisfac-
tory. For example, in Cryptozoon [14], the player can buy an egg to hatch a
ZOAN NFT, which will be randomly given a Rarity Level. When initiating
such a transaction, players can decide to roll back it if the obtained level is
not desirable. The solution to this kind of attack can be checking whether
buying function is called by a contract, and prohibiting the contract call.

– Front running. The transparent nature of blockchain makes DApps highly
vulnerable to the front-running attack [65]. For example, players in Polka-
Monster sell their NFTs by setting a price in the marketplace. It is observed
that the seller successfully earned a lot of money by front running. The at-
tacker first set a low price for his NFT to attract a buyer. After that, he
could monitor transactions in the network. When detecting that someone



16 J. Yu et al.

issued a transaction to buy this NFT,6 he immediately updated the price
and set a higher gas fee for this updating transaction.7 As a result, the price
updating was executed first and the buyer finally paid a much higher price.
The solution to this kind of attack can be letting the buyer set an acceptable
price range or encrypting the transactions.

NFT Content Inaccessibility. In most of the existing P2E projects, the NFT
content is stored in centralized storage, or decentralized storage with improper
incentives. For example, they are stored in AWS, centralized Pinning Service
providers, or IFPS without incentive mechanisms, as mentioned in Section 3. In
this case, the content may be lost [47]. Although we can store the content locally,
in P2E projects, there are various data that need to ensure accessibility, such
as game environments and character designs generated by the entrepreneur. For
example, the costume of a player’s avatar should be accessed by other players
to realize its social function. There will also be content generated by players
that need access when players are playing the game. For example, one of the
use cases of the land in Decentraland is advertising. There is no meaning if the
advertisement can not be accessed publicly.

4.2 Economic Challenges

Token Design. Token designs affect the economy. As mentioned in Section 2.2,
some projects use a single token for multiple purposes, while others use different
tokens for corresponding purposes. If fewer tokens are used, the token design
will be simpler. But on the other hand, the use of multiple tokens allows the
system to respond flexibly to various conditions and participants with different
preferences. For example, the incentive-for-player tokens and funding tokens can
be different in terms of stability and issuance schedule. To attract myopic players
with the network effect, the price of incentive-for-player tokens should be stable.
Otherwise, the decline of the token price may cause collective abandonment of
the game. To maintain a steady user growth rate, the incentive tokens can be
designed to be more valuable when the system suffers slow growth. Instead,
funding tokens can be unstable to reward those visionary investors. In terms of
the issuance method, there can be either a scheduled supply or an unscheduled
supply. Scheduled supply means the total amount of the token is fixed or the
issuance of every period is scheduled. Unscheduled supply is that the issuance
amount will depend on the activity of players in the game universe, e.g., tokens
can be issued every time a player wins a mini-game and in this way, the more
winning events happen, the larger total supply of tokens there will be. Tokens
with scheduled supply are often used for funding, while tokens with unscheduled

6 See https://bscscan.com/tx/0x1a31bfc4d3c4a726c931cb784f9e79606d62996b625
1c9ad959e5b2e6621fd9e for this buying transaction, the gas fee of which is 5 Gwei.

7 See https://bscscan.com/tx/0xb9ec7e204f186660a377beeee8e9223107f46d871
8314fbfdc4133580311442e for this updating transaction, the gas fee of which is 7.7
Gwei.

https://bscscan.com/tx/0x1a31bfc4d3c4a726c931cb784f9e79606d62996b6251c9ad959e5b2e6621fd9e
https://bscscan.com/tx/0x1a31bfc4d3c4a726c931cb784f9e79606d62996b6251c9ad959e5b2e6621fd9e
https://bscscan.com/tx/0xb9ec7e204f186660a377beeee8e9223107f46d8718314fbfdc4133580311442e
https://bscscan.com/tx/0xb9ec7e204f186660a377beeee8e9223107f46d8718314fbfdc4133580311442e
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supply will be more attractive to those players with a less available cost for
playing.
Irregular Issuance. With more and more players playing the game, more to-
kens will be earned by players, especially those unscheduled utility tokens that
can be easily earned by playing but cannot be used for staking or governance.
As a result, the price of tokens may decrease. To maintain stability, designers
consider reducing those tokens’ supply or increasing consumption. For example,
the utility token of Axie Infinity (i.e., SLP) experienced a rapider and earlier
price drop than AXS, so Axie Infinity reduces the amount of SLP players can
earn in its season 20 update. In addition, to increase the demand of these tokens,
new events in the universe can be developed. For example, Axie Infinity designs
NFT Runes & Charms which can be crafted by consuming SLP in its new Origin
season.

Therefore, tokenomics should be carefully designed to balance those impacts.
There can be some swap mechanisms to make scheduled and unscheduled tokens
able to be exchanged in the universe. Besides, it can enable these two kinds of
tokens to have similar usage so that players can strategically choose which token
to use, bringing a dynamic adjustment.
Friction When Attracting New Players. High gas fees for the blockchains
and the unfamiliarity of potential players with blockchain technologies can cause
friction when the project wants to attract new players. To solve the problem, the
project can implement the game simultaneously in public chains, private chains,
and centralized servers, and build bridges between them so that players can start
the game with low fees.
Wash Trading. Users of the blockchains can easily lend flash loan [94] and
create multiple accounts. Therefore, anyone can create multiple accounts and
transfer tokens among them, which is called wash trading. For those fungible
tokens, auto market makers (AMM) can prevent them from wash trading, be-
cause the trading price cannot be set directly by the seller. However, there is no
effective mechanism to prevent NFT wash trading nowadays [93].

Wash trading has a significant influence on P2E projects, for it leads to larger
trading volume and price distortion. Some statics websites, such as CoinMark-
Cap, rank P2E projects by the transaction volume, and the higher the volume
is, the more visible the project will be to the potential investors and players [60].
In addition, the price of a set of similar NFTs is calculated by the average of
their sale prices. Therefore, wash trading at a high price can affect the evaluated
value of these NFTs. Wash trading also enables money laundry. For example, the
ICO process of a malicious project may be utilized to become part of a money
laundry process [8].

4.3 Governance Challenges

The P2E projects will go through a centralization phase, a decentralization
phase, and an intermediate transition period. In the decentralization phase, a
proposal-and-majority-voting scheme is widely used, namely, any participant in
the game universe can put forward proposals and vote for them, and their vote
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is weighted by their tokens like Apecoin [3]. We discuss the challenges in the
decentralization phase in terms of voting security, voting privacy, governance
efficiency, governance fairness, and the tragedy of the commons.

Governance Security in the Centralization Phase. In the traditional joint
equity system, everyone holds the same equity. Therefore, it is reasonable for
a centralized entity that possesses the majority of the equity to conduct the
governance. However, in P2E projects, there are tokens that are only possessed by
players, e.g., SLP in Axie Infinity. Since the governor (namely, the entrepreneur)
does not hold such tokens, he may make decisions that harm the interests of those
token holders. For example, the entrepreneur may update the game universe,
limit the usage of these tokens, and issue new tokens to attract new players but
devalue the original tokens.

In addition, most P2E projects did not identify when and how to enter the
decentralization phase in the smart contract, for it is hard to predict the best
time to do so. Therefore, the entrepreneur can arbitrarily postpone the decen-
tralization phase.

Governance Security in the Transition Period. During the transition pe-
riod from the centralization phase to the ideal decentralization process, the vot-
ing weight of the entrepreneur will decrease while that of players is the reverse.
Their interests may conflict during the shift of duty. For example, before the
voting weight of the entrepreneur is down to less than half, he can make most
of the decisions. Therefore, the interests of the players can not be ensured.

Proposal & Voting Security. After entering the decentralization stage, the
consensus nodes ensure proposal and voting security, which should behave as
neutral entities to collect proposals, tally the votes, and manage the encryption
and delegation of votes [103]. Here, encryption is for voting privacy, and delega-
tion is for governance efficiency, which will be discussed in the rest of this section.
However, the consensus nodes may refuse to include the votes or proposals they
are opposed to, especially for those projects that own their specific consensus.
For example, in some projects, only miners can vote for the proposals. In this
case, the rights and interests of other players that do not run consensus nodes
can not be guaranteed.

Voting Privacy. What an individual voter voted on should not be revealed
to anyone during the voting process or even after the process. Privacy during
the voting process is to mitigate the malicious behavior when tallying the votes,
which may be realized by the commit-and-reveal scheme [74]. The privacy after
the voting process is to prevent bribery and collusion, making the voting pro-
tocol coercion-resistance [64]. To realize the privacy decryption, trustees [61] or
voting committee [103] should be elected for the decryption of the aggregated
votes. However, the privacy of voting is not realized prevalently in the cryp-
tocurrency community, e.g., voting of Bitcoin improvement proposal [10], and
Apecoin DAO Governance [3]. Since the pseudonymity of the blockchain does
not ensure privacy, the voting scheme should be designed carefully.
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Governance Inefficiency. The governance inefficiency comes from two facts
players can join or leave the community freely, and not all the voters are always
online.

When players can join or leave the community freely, voters are dynamically
changing. Therefore, different or even conflict policies may be implemented.

For the voters’ offline problem, enough voting time should be set to make sure
token holders notice the vote has begun and fully discuss the proposals. Other-
wise, governance may be taken over by an attacker, a centralized entrepreneur, or
other unexpected token holders. On February 12, 2022, Build Finance DAO en-
countered a Governance Takeover Attack. The attacker succeeded in the takeover
by having a large enough vote in favor of the proposal to take control of the
Build token contract [11]. Although the risk can be mitigated by setting a voting
threshold, i.e., how many votes are needed to approve a proposal, or restricting
the amount of token transfer of a single proposal. However, these solutions will
take time and harm the efficiency of the governance. Delegating the votes or
liquid democracy [53, 103] can also be a solution to the inefficiency. In liquid
democracy, the delegation can be terminated at any time, having little harm to
decentralization from a long-term perspective.

Governance Fairness. The governance of P2E projects does not adopt the
method that each account has the same voting weight because accounts can be
easily created without any cost. Usually, votes are weighted by project tokens to
realize the fairness that the voting weight is proportional to the time, effort, or
money a player spent on the project. However, for a token allocation proposal
concerning how to allocate the tokens in the treasury, players with a large number
of tokens may vote for the decision that benefits them. Thus, the proposal that
distributes more tokens to those possessing more voting tokens will be more likely
to be accepted. In this way, rich people will become richer, which is opposite to
the sense of fairness. To mitigate the unfairness, we can restrict the distribution
of the governance token. For example, governance tokens can only be obtained
by playing the game and further soulbound [98] to the account that obtains
them, making it difficult to be traded.

In addition, P2E projects usually have multiple governance tokens. When
voting for a proposal, weights are set to each token, and a voter’s voting weight
is the weighted addition of the amount of each token he possesses. The weight
is set either exactly the same as or different from the real-time exchange rate.
If the weight is different from the real-time exchange rate, malicious voters may
exchange for a cheaper token with larger weights. On the other hand, if the
weight is approximately the same as the real-time exchange rate, players pos-
sessing the token with a small market cap will be in an inferior position. For
example, if there are two groups using different tokens in the game universe, all
decisions will be made by the group with tokens of a larger market cap under
the proposal-and-majority-voting scheme. To meet better fairness with multiple
governance tokens, other voting schemes can be used. For example, when decid-
ing on a division of some resources, instead of the majority voting for a proposal
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of a particular distribution, calculating a distribution based on the preference
aggregation of voters will be fairer [66,79].
Tragedy of the Commons. When governance is conducted by the token hold-
ers, the long-term benefit of the project can not be ensured, because some of
the token holders can be myopic. For example, they can refuse to increase the
budget on the incentives for new players that may have long-term merit on the
value of the tokens. To mitigate this kind of effect, we can: 1) fix the budget
ratio of different categories [103], including marketing, development, and other
necessary components for a project to become sustainable; 2) force the voters
to deposit their stake for a long time to make sure the voters hold the token for
a long enough period before or after voting so that the voters will consider the
long-term return and the financial risk of the attacker will be increased, e.g.,
in stepN, users will get higher voting power by locking GMT [20]; 3) use sub-
DAOs to vote for different issues with proper weights of tokens. For example,
in Yieldguild, issues of different games will be voted for with different subDAO
tokens.

4.4 Ownership of Digital Assets

One of the features of P2E projects is that players can have true ownership of the
assets in the game universe. However, the ownership is not well defined. Since
the entrepreneur that creates the game universe is the most considered central
entity. Whether the universe can be accessed and run without the entrepreneur
or whether the entity that can modify the game is chosen by the community
of players may be one of the rules to test if the project is decentralized. In
many current projects, the hybrid consensus is used, and the codes of the game
universe are not open-sourced. If the entrepreneur becomes malicious and denial
of service, the tokens players hold in the decentralized consensus will not have the
same value as before. However, anyone can pirate the game if the source code is
revealed. Therefore, the decentralization process can be seen as the entrepreneur
selling the game universe to the decentralized players via the smart contract.

5 Conclusion

In this paper, we discuss the implementation, token models, and governance in
the play-to-earn projects and propose challenges and some solutions in terms of
attacks on the implementation layer, the economic failure that may happen in
player incentive, and the difficulty of governance in the play-to-earn projects.
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A Secure Decentralized Data Storage

In this section, we discuss techniques to store data securely on decentralized
nodes in terms of data structure, upload and download process, and incentives
for nodes that provide storage.
Data Structure. To make sure to get the correct data, data usually break into
blocks and form Merkle DAGs by hashes of each block, e.g., content addressing
in InterPlanetary file system (IPFS) [50]. Therefore, the data will be immutable,
and all the replications of the same data will have the same address. To make the
searching process easier, tags or metadata on data format can be appended to
the hash. Data can also be encoded as erasure code [57] to make the replication
of data more efficient. Privacy and access management [90] can be ensured by
end-to-end encryption as in Storj [99]. Access management for NFT content
may be essential because, in P2E projects, royalties may need to be paid to
NFT creators.
Upload and Download Process. To upload and download the data, storage-
providing nodes can be found by a market or dissemination between nodes.
For example, in Filecoin [16], there is a market matching the data owner and
storage-providing nodes. The data owner can set the price and choose how many
replications are needed for the data. On the other hand, in Arweave [4], nodes
disseminate the data and choose whether to store the data when a data owner
uploads the data. During the download process, nodes also disseminate the down-
load request to neighboring nodes to find the nodes that possess the data.
Incentives. The incentive for nodes to store the data should be set properly.
Otherwise, unpopular files may be trashed, and nodes may deny the service to
the client [91]. The data owner can pay fees either when requesting storage or
requesting accessing the data. When paying for accessing the data, an atomic
exchange is needed between the data and the fee. However, it is impossible
without a trusted third party [84]. Erasure code [99] and payment channels may
be used to mitigate the risk.

To implement proper incentives, proofs are needed. According to different
needs, there can be two kinds of proof, proof of replication/storage of the data
or access to certain data. Proof of replication (PoRep) [51] is dedicating unique
physical storage, which requires the prover to provide processed data, and the
process takes time to prevent the prover from fetching the corresponding data
from another storage provider. On the other hand, proof of access (PoA) lets the
storage provider decide whether to store the data. Therefore, those projects that
attach more importance to data accessibility can choose PoRep, while PoA may
be more economic. Since using whole data for proof and continuous periodical
checking bring too much burden to the network. Several methods can be used
to generate succinct proof, e.g., probabilistic sampling using Merkle tree, non-
interactive scheme [48] [55], zk-snark or other encodings [67]. These proofs can
either check by the users or contracts on the consensus ledger.
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