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Abstract

A collection of K random variables are called (K,n)-MDS if any n of the K variables are
independent and determine all remaining variables. In the MDS variable generation problem,
K users wish to generate variables that are (K, n)-MDS using a randomness variable owned by
each user. We show that to generate 1 bit of (K, n)-MDS variables for each n € {1,2,--- | K},
the minimum size of the randomness variable at each user is 1 +1/2+4 -+ 1/K bits.

An intimately related problem is secure summation with user selection, where a server may
select an arbitrary subset of K users and securely compute the sum of the inputs of the selected
users. We show that to compute 1 bit of an arbitrarily chosen sum securely, the minimum size
of the key held by each user is 1 +1/2+ --- 4+ 1/(K — 1) bits, whose achievability uses the
generation of (K, n)-MDS variables for n € {1,2,--- , K — 1}.
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1 Introduction

Maximum distance separable (MDS) codes are one of the most fascinating classes of codes in coding
theory (see Chapter 11 of [I]), with a wide array of applications ranging from storage systems [2H4],
private information retrieval [5H9], coded computation [I0H12] to secret sharing [13L[14] and secure
multiparty computation [I5HI7]. In this work, we take a Shannon theoretic view to study how to
efficiently generate random variables that have the MDS property.

A collection of K random variables Z7',--- , Z} are said to be (K, n)-MDS if any n of them are
independent and uniquely determine the remaining variables (see Table[Il for an example). Consider
K users, where User k € {1,2,--- , K} holds a random variable Zy. From Zj, each user wishes
to generate random variables Z,i, e ,ZI;K such that Z7,--- , Z} are (K,n)-MDS. The question we
explore is - to generate 1 bit of Z}! for each n € {1,2,--- , K}, how many bits of the source Zj, are
required?

User 1 User 2 User 3 User 4 User 5
1)-MDS 4, Aq Aq Aq Aq
2)—MDS As By Ag+ By Ag+ 2By As + 3By
,3)-MDS A B Cs A3+ By +Cs ||[A3 +2B3 +3C; ||
4)-MDS Ay By Cy Dy A4+ By +Cy+ Dy

73

Zs

(K,K)-MDS Ax  Bx  Ck Dy Ex

Table 1: An example of MDS variables. A;, Bj,--- are uniform and from a prime field, e.g., I5.

From Table [Il, we see that K bits are sufficient for Zj, when Z}' are independent for each
n. Interestingly, we show that if the correlation among Z}' is optimally exploited, the size of Zj,
(normalized by the size of Z}') can be reduced to 1 4+1/2 +--- 4 1/K, i.e., the harmonic number,
which is roughly In K. Furthermore, information theoretic converse is provided to prove that this
is absolutely minimum.

Server Lee only learn
— Wi+ W3+ Wy
Wi + Ag W3 —2 (AQ + Bs) Wy + (As + 232)

x User 1 x User 2 x User 3 x User 4

Figure 1: An example of secure summation, where the server selects User 1, User 3, and User 4
and securely computes the sum of their inputs Wy + W3 + Wy using (K, 2)-MDS key variables.

As an immediate application, we may use the generated MDS variables to the secure summation
problem with user selection. In secure summation [18], a server wishes to learn and only learn the
sum of the inputs of a number of users. The problem of secure summation is motivated by the
privacy need in aggregating the information from distributed users in federated learning [19H2§].
With user selection, the server may select an arbitrary subset of the K users and securely compute



their input sum. Arbitrary user (client) selection (sampling, participation) is a common technique
in federated learning [29-33], which also gives rise to an interesting theoretical question on the
randomness consumption, as we discuss next.

From Figure[I], we see that (K,n)-MDS variables may be used as the keys to securely compute
the sum of n + 1 selected users. As a result, MDS variable generation for n € {1,2,--- , K — 1} can
be applied to K-user secure summation with arbitrary user selection, i.e., each user holds a key of
size 1 +1/2+---+ 1/(K — 1) bits for each input bit. In addition, we show that such a key size is
information theoretically optimal (minimum).

2 Problem Statement

In this section, we present the system model of the two problems that we study in this work - MDS
variable generation and secure summation with user selection.

2.1 MDS Variable Generation
Consider K users, where User k € {1,2,--- , K} 2 [K] holds a random variable Zj, of size Ly bits.

From Zj, User k € [K] wishes to generate K random variables, (Z},--- , ZK) = (Z ) nelk] = ZkSK,
where each Z}' has entropy L bits.
H(Z}) = L,¥n,k € [K]. (2)

Further, the variables Z1', Z3, - - - , Z} are required to satisfy the following (K, n)-MDS property.
H ((Z}})gey) = min (U], n) x L, VU C [K]. (3)

In words, among 27", Zy,--- , Z}, any n variables are independent and determine the remaining
K — n variables.
The generation efficiency is measured by the rate Rz, defined as follows.

Ly
Rz £ T (4)
which characterizes the number of bits each user holds for each bit of the MDS variables generated.
A rate value Ry is said to be achievable if there exists an MDS variable generation scheme (i.e., a
design of variables (Z}), kel K}), for which constraints (), (), (B]) are satisfied, and the rate is no
greater than Rz. The infimum of achievable Rz values is called the optimal rate R7,.

2.2 Secure Summation with User Selection

Consider K users, where User k € [K] holds an input W and a key Zj. Each independent input
Wi is an L x 1 vector and the L elements are i.i.d. uniform symbols from the finite field F,. Each
key Z. is an Lz x 1 vector over Fy. (Wi)re(k) is independent of (Z)re(k)-

H ((Wk)ke[fq ) (Zk)ke[fq> = Z HWy) +H ((Zk)ke[fq) ) (5)
ke[K]
H(Wy) = Llogs q bits, Vk € [K]. (6)



Consider a server, who may select an arbitrary set of users Y C [K] and wish to securely
compute Y ;o Wy. To this end, User k € U sends a message X,Zf to the server, where Xf;’ is a
function of Wy, Z;, and consists of Lx symbols from F,.

H(XY Wy, Z) = 0,Vk € U. (7)

From the messages received from the selected users, the server must be able to decode the desired
sum »_, -, Wi while nothing more is revealed in the information theoretic sense.

[Correctness| — H <Z Wi (Xg)keu> =0,VU C [K]. (8)

kel

> Wk> =0,YU C [K]. (9)

[Security] I ((Wk)keu ; (Xllcj)keu
ke

The randomness consumption is measured by the key rate Rz, defined as follows.

s Lz

Rz T

(10)

which characterizes the number of symbols each key contains for each input symbol. A rate value
Ry is said to be achievable if there exists a secure summation scheme (i.e., a design of keys (Zy) ke[K]
keuc| K}), for which constraints (7)), (8), (@) are satisfied, and the key rate is no
greater than Rz. The infimum of achievable Rz values is called the optimal key rate R7.

and messages (X ,g’)

3 Main Result

Theorem [I] and Theorem [2] state the main result.
Theorem 1. For K-user MDS variable generation, the optimal rate is Ry, =1+1/2+---+1/K.

The converse and achievability proof of Theorem [ is presented in Section M and Section [,
respectively.

Theorem 2. For K-user secure summation with arbitrary user selection, the optimal key rate is
y=1+1/24---+1/(K —1).

The converse and achievability proof of Theorem [l is presented in Section [6 and Section [7],
respectively.

4 Proof of Theorem [I: Converse

Before proceeding to the general proof, we first consider the setting where K = 3 to illustrate the
key ideas.



4.1 Example: K =3 and Rz >1+; +3

The converse proof has a recursive nature, where we consider the generation of Zé, Zkgz, and Zkg?’
successively and later steps rely on results obtained in previous steps.
Step 1. Consider Z,i. From the definition of MDS variables (B]), we have

H(Z}) = L,Vk € {1,2,3}. (11)

Step 2. Consider Zkg.

H(z2)+ 1 (257) = H(20.27) +1(27%257) (12)
> H(Z{,73) +1(21;23) (13)

E (28.73) + H (Z1) (14)

BAD o L = 3z (15)

where (I4)) follows from the definition of (K, 1)-MDS variables, i.e., Z4 is determined by Z;, and in
([IH), the first term is due to definition of (K, 2)-MDS variables and the second term follows from
(), i.e., the result from Step 1 and we have reduced the problem from considering Z 1?2 to Z ,i

Remark 1. In the above derivation, one naively looking step (I3) deserves highlighting. To obtain
the first entropy term, we drop 211,221 from Z1S2,ZQS2 and this turns out to be tight because when
we generate (K,2)-MDS variables Z?, all entropy in (K,1)-MDS variables Z} is fully used (thus
information wholly absorbed, see the achievable scheme in Section[5.1]). To obtain the second mutual
information term, we drop 212,222 because the two (K,2)-MDS variables are independent, leaving

us with only (K,1)-MDS variables so that we may use results from Step 1.

Symmetrically, we can prove that (I5)) holds for any 2 users, i.e.,
H (Z?Q) v H (Z].Q) > 3L.Vi,j € {1,2,3},i # . (16)

Step & Finally, consider Zkg?’. Denote the set of all permutations of {1,2,3} as S3 = {mi}icsn
where m; = (m;(1),m;(2),m(3)) is a permutation of {1,2,3}.

3! x 3Ly

(Dz:b ZS: H <Z7§(31)> +H (Zf(?é)) +H (Zf(i)” (17)
TeS3

B %S: H <Z7§(?1),Z7§(2),Z7§(§)) +1 (Zf(?i)?Zfé)) +1 <Z7§(?§)?Z§(?)’Zfé)” (18)
TESs3

2 ; H <Z’§(1)’Z§(2>’Z§(3>) +1 (Z;(WZ;(?)) +1 <Z§(§)?Z§(%)’Zf(2z)” (19)
TES3

T (23,23, 25) + >_ H <Z1(1)) t2 H (Zfé)) (20)

TESs TES3
G

> k3L 3 x Lt |[H(27) + 1 (257) | + [0 (27) + 1 (257)]



+ | (25°) + 1 (25°)]
(0K)
>  3!x3L+3!xL+3x3L
= Rz=Lz/L>1+1/2+1/3

where in (I8), the identity H(X)+ H(Y) = H(X,Y) + I(X;Y) is used twice.

Remark 2. Similar to Remark[1, the key step is (I9). For the first term, all entropy in Zkg?’ 18
preserved in Z,i’; for the remaining two mutual information terms, we may drop the uncorrelated
terms, after which they become the entropy terms in (20) due to the MDS property so that we may

use results from Step 1 (i.e., Z}) and Step 2 (i.e., Zk§2).

4.2 General Proof: Ry >1+1/2+---+1/K

Let us start with two useful identities. The first identity, stated in the following lemma, transforms
the sum of individual entropy terms to the sum of a joint entropy term and a number of mutual

information terms.

Lemma 1. For any random variables Zy,--- , Zx, we have

H(Z1)+H(Z2)+“‘+H(ZK)

= H(Z1,Z2,- ,Z) + 1(Z1; Z2) + 1(Z3; 21, Z2) + -+ 1(Zg; 21, Zay -+, Zic—1).

[H(Z1)+ H(Z)| + H(Z3) + - + H(Zk)
= H(Z1,2) + 1(Z1;Z2) + H(Z3) + -+ - + H(Zk)
)

= [H(Z1,Z2) + H(Z3)| + 1(Z1; Zo) + H(Z4) + -+ + H(Zk)
= H(Z1,Z2,Z3) + 1(Z3; 21, Z2) + 1(Z1; Z2) + H(Zs) + -+ + H(Zk)

= H(Z1, 2y, ,ZK) +1(Z1; Z2) + 1(Z3; 21, Z2) + - + [(ZK; 21, 2oy, ZKc—1)-

(24)

—
[\
=)

~—

(28)
m

The second identity, stated in the following lemma, transforms mutual information terms to

joint entropy terms, for MDS variables.

Lemma 2. For MDS variables (Z}!), ne[k], we have

u

(255 (75 ) = 1 (ZE7) WU [KN{IL U] = .
Proof: The proof is immediate, by applying the definition of (K, n)-MDS variables in (3]).

(255 (25 0t) = H(Z5") +H (25" ) — H ((

B g (z5).

(29)

(30)
(31)

We are now ready to recursively bound the entropy of any n out of the K MDS variables Z ,f"

This result is stated in the following lemma.



Lemma 3. For MDS variables (Z}}), re[k], we have Vn € [K]

1 <n 1 1 _
EZH<Z,C )2<1+§+-~—|—E>L,W/{C[K],|L{|_n. (32)

kel

Proof: The proof is based on mathematical induction on n.

Base case: When n = 1, (32]) becomes H (Z;) > L, which follows directly from (3]).

Induction step: Suppose ([B32]) holds for n € [M], 1 < M < K — 1, then we show that (B82]) also
holds for n = M + 1. Consider ([32]) when n = M + 1 and suppose U = {ky, ko, - ,kyp41} C [K].
Denote the set of all permutations of [M + 1] as Sy41 = (Ti);e((ar41)-

]\]\44111 ZH( <M+1>

_ 1 <M+1 <M+1 <M+1
- (M + 1) ; |:H (Zk‘rr(l) > t H (Zk‘rr@) ) Tt H (Zk"r(l‘/f‘ﬂ))] (33)
TESM 41
(PZ0) 1 <M+1 ,<M+1 <M+1 <M+1, ,<M+1
- M+ E; [H (ka) iy 0 ’Z’fw<M+1)> 1 (Z’fwu) Lt )
™ M+1
<M+1, ,<M+1 <M+l <M+1 . ,<M+1 ,<M+1 <M+1
+1 (Zkﬂa) " k) Thaz) >+”'+I (ZkﬂMﬂ)’ ety Tk 00T Thnoun >](34)
1 M+1 o, M+1 M+1 1 .
= (M +1) ; [H (ka) Lk ’Z’wMH)) +1 (Z’fﬂl)’ Z’“ﬂ@))
TESM 41
<2 <2 <M <M <M <M
+1 (Zk @’ ka(l)’ka<2>) toet+ (Z’fvr(Mﬂ)’ Zhyy Zhnay ’Z’fw(M>>] (35)
B 1 <M
- (M +1) e; [(M + L+ H (Z’f (1)) +H (Zk (3)) to b H (Z’fw(MH))] (36)
™ M+1
B 1 1 1 <2 <2
(M +1) 2, MHnLt ) H <Z’“ﬂ<1>> 3 2. [H (Z’f (1)) +H (Zk <2>>]
WESM+1 WESM+1 WESM+1
1 <M <M <M
Tty > [H (Zk <1>>+H<Z’f (2)>+W+H<Z’fw<m)] (37)
TESM 1
(M +1)! 1 1 1
> M——i_kl [M+1L+L+< §>L+.-.+<1+§+~-+M>L} (Induction) (38)
(M +1) 1 1 1
— 7M11 L[(M+1)+1><M—|—§ ><(M—1)+g X(M_2)+"'+M xl} (39)
(M +1)! (M+1)—-2 (M+1)-3
- -~ 2 LI (M+1 M+1)-1
A1 LMD (M) -1 e
M+1)—-M
fo M) -M M> } (40)
M +1)! M+1) (M+1 M1
= 7(M+1)L[(M+1)+(M+1)+( 5 ), | 3 )+---+(T)—M] (41)
(M +1)! (M+1) (M+1) (M +1)
= M+ RN S A | 42
) M+t —F— gt F (42)



1 1 1 1
= MA4D(1+=4=+-+— L 43
( +)<+2+3+ +M+M+1> (43)

where in ([B3]), we include all permutations of the users with indicies in ¢ and (B4]) follows from
Lemmal[ll In ([B5), we follow the insights in Remark [[lto drop terms, which cannot increase entropy
or mutual information. In (B8], we use Lemma[2and the definition of MDS variables ([B]). In (37), we

replace each term by averages using the property of all permutations, i.e., > St H <Z k%:(l@)) =

ZWESM+1 H <Zk§7;j)> ,Vi,j € [M 4 1]. In (38]), we use the induction assumption that (B2]) holds for
n € [M].
|

Equipped with Lemma [B], the final converse proof of Ry follows immediately. Set n = K in
B2), i.e., U = [K], then we have

@ 1
Ly > EZH(Z,?K) (44)
ke[K]
32) 1 1
> S
> <1+2+ +K>L (45)
L 1 1
= RZ:TZ > 1+§+"'+E- (46)

5 Proof of Theorem [I: Achievability

The achievability proof is fairly straightforward. After setting up the dimensions following the
insights from the converse proof, we only need to resort to random linear codes and random linear
transformations. Let us start with an example of K = 3 to be familiar with the notations and then
proceed to the general proof.

5.1 Example: K =3 and Ry =1+1/2+1/3

We show that when K = 3, rate Ry = Lz/L =1+ 1/2+1/3 = 11/6 is achievable. To this end,
suppose L = 6log, g, i.e., each MDS variable Z}' consists of 6 symbols from F, and Lz = 11logs q,
i.e., each source variable Z consists of 11 symbols from F,. Suppose the prime power field size
q>T2.

Step 1: We describe the design of Z,. We need 3 i.i.d. uniform 6 x 1 vectors over F,, denoted
as 51,592,593, then set

Zy = (HLS", HZS? H}S?) vk € {1,2,3} (47)

where H} € IE‘SXG,H% € FgXG,Hz € IE%XG need to satisfy some generic (full rank) properties (see
Lemma [ for details). For now, it suffices to think of them as random matrices over a large field,
which will work with high probability. Note that Z; has 6 + 3 + 2 = 11 symbols, as desired.

Step 2: We describe the generation of MDS variables Z}!. For (K,1)-MDS variables Z ,i, we set

Z} =H}S! (48)

which has 6 symbols.



For (K,2)-MDS variables Z%, we set
Z¢ = (Vi 'HLS' H.S?) (49)

where V1 € F2*0 transforms (K,1)-MDS variables to (K,2)-MDS variables (with maximum
efficiency, see Remark [I] from the converse proof). Again, V%‘l need to satisfy some generic
properties (stated later in Lemma [), which hold with high probability over large fields. Note that
Z,f has 3 + 3 = 6 symbols.

For (K, 3)-MDS variables Z, we set

Zp = (VT 'H,SY, VI PHLS?, H S?) (50)

where V3©! € F2%6 and V32 € F2*? transform (K,1)-MDS and (K, 2)-MDS variables to (K, 3)-
MDS variables, respectively. The required conditions on V%‘l, V%‘z will be stated later in Lemma
[ which are generic. Note that Z,z’ has 2 + 2 + 2 = 6 symbols.

Step 3: We specify the conditions on the matrices used in the code construction, HY, VZQ‘_”l
such that MDS property (B) holds. For our proposed linear codes, it is straightforward to verify
that we only need to guarantee (3)) whenll] |U| =n.

For (K, 1)-MDS variables Z,i, we require

H) ¢ FSXG has full rank (51)
so that
H(Z}) @ rank(H}) log, g @ 6logy g =L (52)

which follows from the uniformity of S* so that entropy of its linear transformation is specified by
the rank of the transformation matrix H,l€
For (K,2)-MDS variables ZZ, we require for any U = {k1, ka} C [K]

] 5
and 1 have full rank (53)
|: Vlzé_lHllcg 6%x6 Hiz 6X6
so that
@
V2<—1H1 H2
- ([ |#) ([ ]2) &
2¢ 1971 2
= <rank ([ Xé}—lﬁlfl }) + rank ([ Egl })) log, q (56)
ko ko ko
@ 12logy g = 2L (57)

where (55)) follows from the independence of S' and S2.

LQur construction is based on linear transformations on uniform variables so that entropy terms boil down to rank
terms. When |[U| = n, we will show that (3]) is equivalent to requesting that certain square matrices H have full rank
and (Z])rey is invertible to S=™ (refer to (BI) to GI). As a result, when U] < n, @) holds as it is associated with
sub-matrices of H, which must also have full rank; when || > n, the additional Z}' terms are a function of S=" thus
contributing no more entropy.



For (K,3)-MDS variables Z¢, we require

Vi<IH] V3<2H? H}
Vi-iH] , | V3T2H3 , and | H} have full rank (58)
317l 3272 3
V3T Hg 6x6 ViTH; 6x6 Hj 6x6
so that
H(Z3, 73, Z3)
o H (ViTTHS', V3TTH S, VT THST)
+H (ViTPHIS?, ViTPH3S% VET?H3S%) + H (HS®, H3S° H}S?) (59)
Vi H] Vi H
= rank ViciHL + rank V3<2H3 + rank H3 log, ¢ (60)
Vi Vi H
@ 18logy g = 3L. (61)

Step 4: Finally, we show that there exist matrices HZ,VZ”_T“ that satisfy the required full
rank conditions obtained in the previous step. This result is stated in the following lemma.

Lemma 4. When q > 72, there exist (H}) (Vi) such that (51),

(23), (28) are satisfied.

Proof: The existence proof is based on probabilistic arguments. Draw each element of the
matrices HY, V;?“™ independently and uniformly from F,. Denote the vector that contains all
such elements as ¥. View the determinant of each matrix in (&1l), (53), (B8)) as a polynomial in ' and
consider the product of all such polynomials, denoted by f(¢). f(¥) is product of (‘z’) —1—2(3) +3(§) =
12 polynomials, each of which has degree at most 6, so the degree of f(¥) is at most 12 x 6 = 72.

f(¥) is not the zero polynomial (proved later), so we can apply the Schwartz—Zippel lemma to
obtain

k,ne{1,2,3} k,n1,m2€{1,2,3},na>n

Pr(f(v) =0) <72/q < 1. (62)

Therefore, there exists at least one assignment of H}, V2™ so that all matrices in (5I), (E3),
(B8) have full rank and thus the generated variables are indeed MDS.

Lastly, we are left to prove that f(%) is not identically zero. To this end, it suffices to consider
each matrix in (&I), (B3), (58) and show that for each such matrix, there exists one realization
of H}, V2™ 5o that the matrix has full rank (and its determinant polynomial is not identically
zero). This is proved next. A matrix that only involves H} is trivial as we may set it as the
identity matrix; a matrix that involves both Hj' and VZ”_"I can be set as the identity matrix as
well because

V2<—1H1
G3) - [ V%lH'}: } =Ig « Vii'=Viit=[13 03] (63)
- oo o= o o] o4
N
1) - VITH] | =1 < ViT ' =ViT = Vi = [ I 02,4 |
Vi'H]

10



H%:[ I 02><4:|’H%:|: 02 I 02 :|,H§:|:02><4 I ]; (65)

O4x2  Oaxs 0452 Osx2 Ogxo O4xs4  Osx2
Vit
VETHS | =I5 « VI =VETP = VI = [ 05 ],
Vi2H2
I,  0O2x4 } 2 [ 0 I 0 } 2 [ 024 In }
H? = , H2 = , H2 = 66
! [ O1x2 O1x4 2 02 02 O 3 O1x4 O1x2 (66)

where I; is the i x 4 identity matrix and 0; (0;x;) is an 4 X ¢ (i X j) matrix wherein each element is
Zero.
|

5.2 General Proof: Any K

The general achievability proof of Ry =1+1/2+---4 1/K is an immediate generalization of that
of above example. Suppose L = K!log, ¢ and the prime power field sizeﬁ qg> K! ZRE[K] n(f)
Step 1: Design Zj. Set

Zi = ((HES™)ein ) Vh € [K] (67)
K!
where S, n € [K] are K iid. uniform K! x 1 vectors over F, and H} € F/" “®' Note that Zy,

contains Lz/logy q =3 ,c1x) K!/n symbols, so Ry = Lz /L =}, cix) 1/n, as desired.
Step 2: Design Z}!. Set

Zi = ((VET"H'S™) epy)  HES™ ) Y € [K] (63)

K! K!

where V<™ ¢ By
Step 3: Conditions on HY, Vzw—m such that MDS property (B) holds. For (K, n)-MDS variables
Zp, we require for any U = {ki, ko, - ,kp} C [K]

VZ:;mHZi H},

k2 b2 £ FJ},Vm € [n — 1] and :kz £ H}, have full rank (69)
Vi "HE 1 ke He, 1 ki
so that
n m nqQn n<—m mQm

H ((Zk)keu) = H ((Hks )keu) + Z H ((Vk<_ Hk ) )keu) (70)

me[n—1]
= rank(Hz;) + Z rank(F7}) | log, ¢ (71)

me[n—1]

@) nK!logy g = nL. (72)

2Similar to Shannon’s original random coding proof to the achievability of channel capacity, our proof is existence
based and no effort is devoted to minimizing the field size required.

11



Thus (3)) is guaranteed when |[/| = n. The cases where U # n follow in a straightforward manner
(see the explanation in Footnote 1).
Step 4: Finally, we show that there exist matrices (HJ), nelK] > (Vzﬂ_"l) that

k,ni,n2€[K],na>n1
satisfy (69). Draw each element of the matrices H}, V1> independently and uniformly from Fy.
Denote the vector that contains all such elements as . View the determinant of each matrix in

([69) as a polynomial in ¥ and consider the product of all such polynomials, denoted by f(¢). f(¥)
is product of Ene[ K] n(f ) polynomials, each of which has degree at most K, so the degree of f(7)
is at most K1), o x n(‘:)

f(¥) is not the zero polynomial (whose proof is straightforward as we may find realizations of
H}', V7™ such that each matrix in (6J) is the identity matrix following the proof of Lemma ),
so we can apply the Schwartz—Zippel lemma to obtain Pr(f(¢) = 0) < 1. Therefore, there exists
at least one assignment of H}', Vi*™ so that all matrices in (€3) have full rank and thus the
generated variables are indeed MDS.

6 Proof of Theorem [2: Converse

To illustrate the ideas in a simpler setting, we first consider the setting where K = 4 and then
generalize its proof to arbitrary K.

6.1 Example: K =4and R; >1+1/2+1/3

Similar to the converse proof of Theorem [, the proof here is also recursive. However, the recursion
is significantly more challenging technically (on the mutual information terms) and connecting the
mutual information terms to the key rate is also much less obvious.

Step 1: Consider I(Z3;Z1) and we will show that I(Zy;Z1) > Llogyq. The proof of this
inequality will involve two selected users, i.e., Y = {1,2}. We first relate the mutual information
term on key variables to an entropy term on the inputs and messages.

[(Z2) @ 1 (Wa, 2o, 20) (73)
Eb [(WQ,ZQ;Wl,Xf“}) (74)
> I(W2,Z2;W1(X1{1’2}) (75)
() 02 &
® i (wa| x{+*) (77)

where (Z3)) is due to the independence of (Wj)re(x) and (Zk)re(k] (see Lemma [5 for a detailed
proof), (4)) follows from the fact that Xi{l’z} is determined by W7, Z1, and the second term of ([76])

is 0 because 1) X§1’2} can be obtained from W, Z,, 2) W1 + W5 can be decoded from Xf1’2}, X2{1’2},
and 3) from Wy + Wy and Wy, W7 can be recovered.

Next, we show that H <W1‘X1{1’2}) > Llogy q so the desired inequality is obtained. The

intuition of this inequality is obvious, i.e., from the security constraint (@), X i{l’2} should not reveal
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anything about Wj.
H (Wl(Xf1’2}> — HW)-HW)+H (Wl‘Xl{M}) (78)
Llogyq — H(Wi|Wi + W) + H (W1 ‘Xl{l’2}, X2 + W2> (79)

= Llogyq—1 (Wl; Xi{l’z}, X§1’2} ‘Wl + Wz) (80)

Y

Llogyq — I (Wl, W2;X1{1’2},X2{1’2}‘W1 n W2> — Llogyq (81)

)

=0

where the second term of (79]) follows from the fact that W5, Wy are independent and uniform.
Summarizing what we have proved and by symmetry, we have

I(Z;;Z;) > Llogy q, Vi, j € [K],i # j. (82)

Step 2. Consider I(Zy; Zy,7Z3) + 1(Zs; Z1, Zs), which will be proved to be no smaller than
3L logs q. Note that I(ZQ; Z1, Zg) +[(Zg; Z1, ZQ) = [(Zg; Zg) + [I(ZQ; 1 ’Zg) —I-I(Zg; Z1, Zg)], where
the first term has been proved to be no smaller than Llog,q in Step 1, so we are left to prove
I(Z3;Z1,7Z5) + I (Zs; Z1|Z3) > 2Llogs q. To this end, we select three users, ie., U = {1,2,3}.
Similar to the previous step, we first relate the target mutual information sum to a sum of entropy
terms on the inputs and messages.

I(Z3;Z1, Zo) + I (Zo; Z1|Z3)
I (W3, Z3; Wy, Z1,Wa, Za) + 1 (Wa, Za; Wi, Z1|W3, Z3) (83)

VB IE

I (Wg, Z; Wy, X123y, X2{1’2’3}> 41 (WQ, X123 gy X1{1’2’3}‘W3, Zg) (84)

> 1 <W3, Za; Wi, X2 ) 1 (W, 2 WQ,XQ“’?’?’}‘Wl,Xl“’Z’?’})
+ 1 (W, x5, Wl‘Wg, Zs, X {12 (85)
2, (W, Zgs i | X (9290) 1 (g, X {1250 w1290 xf1290)
+ H (W Wy, Zs, XY = (WA W, 25, X T2%0 X (129) (86)
m,
- H (Wl‘Xf1’2’3}> “H (Wl‘Xfl’z’g}, Wy, Z3) + H (Wg‘Wl,X1{1’2’3},X§1’2’3})
—H (Wg‘wl, X029 X {02 w x W) 4 (Wl(Wg, Zs, X {12 (87)
&,
- H <W1‘X1{1’2’3}> +H (Wg‘wl, x{129 x L2, (88)

Next, following the proof of (§Il), we may show using the security constraint that (details are
deferred to Lemma [6])

H (wi|x{**%) = Liogyq,

13



H (WQ‘WLX1{1’2’3},X§1’2’3}) > Llog, q. (89)

Combining (8]]), (89) and by symmetry, we have for all distinct i1, i2,13 € [K]

I(Ziy; Ziy, Ziy) + I (Ziy; Ziy Ziy) = [1(Zig; Ziv, Ziy) + 1 (Ziy3 Ziy | Ziy) | + 1 (Ziy: Ziy) - (90)
{88}, 189 82)
> Llogy g+Llogsy q > Llogyq
> 3Llogyq. (91)

Remark 3. Crucially for the above proof, we need to consider the inequality on the sum of (con-
ditional) mutual information terms, I (Zs;Z1,Zs) + 1 (Zy; Z1|Z3) > 2Llogy q while no meaning-
ful and useful converse bounds can be proved for each individual term. The intuition is to cap-
ture the total correlation of all keys used in selecting three users, which could appear in either
I(Zs;7Z1,7Z3) or I (Zy; Z1|Z3). The critical step in the above derivation is to extract a common

term H (Wl‘Wg,Zg,Xi{l’Zg}) that cancels (see (87)).

Step 3.1: Consider I (Zy; Zy1, Za, Z3) + I (Z3; Z1, Zo|Zy) + 1 (Za; Z1|Z3, Zy) > 3L 1log,y q, which is
an important intermediate step to proceed to the recursion on key rate (refer to Step 3.2 and (96])).
Set U = {1,2,3,4}. Similar to the previous steps, we first relate the target mutual information
sum to a sum of entropy terms on the inputs and messages.

Following the proof of (88]), we may prove

I(Z3; 21,25 Zs) + I (Z2; Z1|Z3, Zy)
> H <W1‘W4,Z4,X1{1’2’3’4}) +H <W2(W4, Za, Wl,Xl{l’z‘””‘*},xgl’?’?”‘*}) (92)
and

1 (Zy; 21, Z2, Z3)
> H <W1‘X1{1’2’3’4}) " <W2‘W1,X1{1’2’3’4},X2{1’2’3’4})

+H (Wg‘Wg,Xz{l’Q’?’A}, Wl,X1{1’2’3’4},X§1’2’3’4}>

— i (| x {20 W, 20) i (W wa, x TR XS z) (93

where the detailed proof is deferred to Lemma [l Adding (92) and ([@3]) (to cancel the deliberately
split terms), we have

I(Z4;Zl,Z2,Z3) + I(Zg;Zl,ZQ|Z4) + I(Z2;21|Z3,Z4)

> H (WI‘X1{1,2,3,4}) " <W2 Wl,X1{1’2’3’4},X2{1’2’3’4})
+ H (Wg‘W27 X2{1727374}7 W17 Xi{17273’4}, X§172’374}> (94)
> 3Llogyq (95)

where (@3] follows by proving each term of (04]) is no smaller than L log, ¢ (the proof is deferred to
Lemma [6]). Note that by symmetry, (O5]) holds for any 4 distinct Zj, variables.
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Step 8.2: Finally, we are ready to connect the mutual information inequalities established in
the previous steps to the key rate. Note that the set of all permutations of {1,2,3,4} is denoted
as Sy = (ﬂ'n)ne[4!}-

@
A x3Lzlogoq > Y 3H (Zar) = D 31 (Zn1)s Zu(2)s Zn(3)s Zn(a)) (96)
TeSy €Sy
= Y 1 Ze1)s Zn(2ys Zn(3) Zu)) + 1 (Zn1)s Zn(3)s Ze()| Zwi)) + 1 (Zn (13 Zn () Zni2)s Zn())]
TESY
+ D T (Zn(1); Za@) Zam) + O T (Ze(1)i Zn) (97)
TESY TESY
= Y [T (Zayi Ze1)s Za(@)s Za3) + 1 (Znis)s Za()s Za@) | Zey) + 1 (Za (@) Za ()| Zn(3)) Zaiy)]
TES,
> 3Llogy q
+ = Z Zo(2)i Zn(1)s Zn(3)) + 1 (Za(3)i Znys Zag) ) + D I ( Zr(2)) (98)
7T€S4 m 7T€S4%/—/
> 3Llog, q > Llogy q
> 4l x 3Llogyq+ 4! x 3/2 x Llogy g+ 4! x Llog, q (99)
~ Ry=Ly/L>1+1/2+1/3 (100)

where in (97]), we split the same mutual information term using three different ways to apply the
three mutual information inequalities proved in Step 1, Step 2, and Step 3.1. The change of indices
in ([@8) follows from the fact that we are considering all permutations.

Remark 4. While the target is the key rate, captured by H(Zy), our proof is based on relat-
ing it to the mutual information 1(Zy; Zs, -+ , Zk), and expanding the mutual information terms
and combining the split terms in a highly non-trivial manner that requires a technical inequality
for K selected users (see the first term of (98) and Lemma[7) and a recursive use of bounds on
I(Zy; Zoy -+ Zpy) for allm € {2,--- | K — 1} (see the second to last terms of (98) and Lemma[8).

6.2 General Proof: Ry >1+1/2+---1/(K —1)

Let us start with a useful identity that allows us to include input variables to key variables.
Lemma 5. For any disjoint Uy,Us,Us C K, we have

I ((Zi)ieul ;(Zi)ieug ‘ (Zi)ieug) =1 ((W“Z )zem (le Z; )ZGMQ ‘ (W“ Z; )zeug) (101)

Proof:

(Wi, Zi)icu, s Wi Zidicus, | (Wi Zidieuss)
= ((WZ’Z )zebh (WZ’Z )261/13) ((W“Z )ZEMQ (W“Z )261/13)

- H ((WU Z )zelxﬁ (WU Z )261/{2 (WU Z )ZGZ/{S) H ((W“ Z )ZGMS) (102)
D B (@ (2 ia) + H (2 (2D
- H ((Zi)z'eul ’ (Zi)z'euz ’ (Zi)ieug) - H ((Zi)ieug) (103)
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= 1 ((Zi)ieul 3 (Zi)ieuz | (Zi)z'eug) (104)

where the Wy terms are fully cancelled in (I03]) because Wy is independent of Z; and Wy is
independent for disjoint sets of indicies k.
|
Next, we state two properties that will be used to provide bounds on mutual information terms.
The first property builds upon the security constraint and states that certain conditional entropy
term is no smaller than L log, q.

Lemma 6. For any set U C [K], we have

H (Wi XY, (Wi, X¥)sev)) > Llogyq, Yk € U,VV C U\{k}. (105)
Proof:
H (Wi XH, (Wi, X )iev)
= H(Wi)— H (W) + H (Wi|XF, (Wi, X[ )iev) (106)
@) @) y
> Llogoq—H | Wi| > Wi, Wi)iey | + H | Wi| (XY),0p» Wiiey» > Wi |(107)
ISIZANY ISIZANY
= Llogyqg—T | Wi (XH), 00 | Wiy > W, (108)
1€eU\V
= Llogzq—I<Wk; (qu)ieu (Wi)iev,ZWi) (109)
el
> LIngq_I<(Wz)zeu§(XZ/{)Zeu ZWZ> = Llogy q (110)
€U
@,

where (I07) uses the independence and uniformity of (Wy)reys and the fact that VU {k} C U; (I10)
uses the fact that VU {k} C U.
|
The second property relates a mutual information sum to the sum of conditional entropy terms
considered in the previous lemma, combining with which gives us the desired bound on the mutual
information sum. We use the notation [i : j] = {i,i + 1,--- ,j} if i < j and otherwise [i : j] is an
empty set. Recall that [i| denotes the set {1,--- ,i}.

Lemma 7. For any set U = {k1,ka, - ,kp} C [K], [U| > 2, we have

Z I (Zki; (ij)je[i—l] ‘ (ij)jE[i-i-liWH)

1€[2:m]
= Z H <sz (ijaXIZ;i)jE[i—l]anzév (ija ij)jé[m—l—l:ﬂx/H) ,Vm € [2 : ‘UH (111)
i€[m—1]
Z I <Z’fi; (ij)je[i—l} ‘ (ij)je[i—i-l:\m]) > (JU| = 1)Llogy q. (112)
1€[2:|U|]
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Proof: First, consider (II1]), whose proof is by induction on m.
Base case: We show that (I11]) holds when m = 2.

I <Zk2§Zk1 (Zk‘j)je[&\b{”)

@ I<Wk2,Zk2;Wk1,Zk1 (ij’Z’fj)je[&luH) )
gb I<szaZk2§Wk1’XIZ:1 (ij’ij)je[S:IU\}> e
> I<Wk2,Zk2§Wk1 (ijvz’fj)je[&luu’X’?l) )
- H <Wk1 (W Zk;) e in’l) -4 (Wkl (W 25 e ’X'Z:l’W’@’Z’”) (116)

o&,
= H <W’“1 XK (W, Z’fj)jE[?):\MI]) ’ o

Induction step: Suppose (I11]) holds for m = M,2 < M < |U| — 1, then we show that (II1]) also
holds for m = M + 1. When m = M + 1, LHS of (II1]) contains one more term when compared to
that when m = M. Consider this additional term.

I <Z’fM+1? (ij)je[M] ‘ (ij)je[MJrZ:\UI]) s
(101h
- I <WkM+17 Zk'MJrl; (ij’ij)jE[M} ‘ (ij’ ij)jE[M-i'?iWH) (119)
D (w2 (Wi X)) (Wi, Z,) (120)
= ka1 “kars1o kjs Ak je[M] kjs <k JE[MH2:U]]
B . U U
= I (WkM+17 ZkM+17 Wklekz‘ <ij’ij)j6[i—l} 5 (ij’ij)jE[M-i-Z:Z/{H) (121)
1€[M]
, u u
> I (WkM+17 ZkM+17 Wkl <ij,ij>j€[i—1] 7in7 (ij’ij)jE[M-i-Z:Z/{H) (122)
1€[M]
_ u u
= H <Wki <ij’ij>je[i—1} s Xy (ij’ij)je[M—l—ZW})
1€[M]
Uu U
— Z H <Wki (ijkaj>je[i_1]7in7(ij’ij)je[M—l-l:MH) (123)
1€[M]
o U U
= Z H <Wk1 <ij’ij>je[i—1} s X (W’fj7ij)je[M+2:|u}>
€[ M]
U U
—H <WkM <ij7ij)j€[M—l] 7Xk1\/17 (ij’ ij)je[M+1:|M}>
M),
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- > H (Wki

1€[M—1]

U U
(ij,ij>j€[i—l] 7in7 (ij ) ij)jE[M-i-l:Z/{H) (124)

SZie[zzM] I(Zk-§<Zk )

7y, . induction assumption
( g >je[i+1:\u\]) ( ption)

jeli-1]
= Z [(Z’fw(zk jeli- 1]‘ j€[2+1 \un)

i€[2:M+1]
> Z H <Wk1 <ij’X’Zf/{j>j€[i_1} 7Xkui7 (ij’ij)jG[M—l—ZH/{}) (125)

€[ M]

so that we arrive at (I1I]) when n = M + 1 and the proof of (I1Il) by induction is complete.
Second, consider (I12]), which follows directly from Lemma [6l and (IIT]). Set m = [U| in ([IIII),
then

> (i (21 1]‘ et

i€z
I11)
> B (Wi Wy X ey, XE) (126)
ie[|u]—-1]
(1035)
> (U] —1)Llog,q. (127)
|

We are now ready to recursively bound the mutual information (correlation) between one key
and any number of other keys, in the following lemma.

Lemma 8. For any set U = {k,ka, -, kyy} C [K], [U| > 2, we have

1 1
) >(14+=4+--- L1 12
! ( e '“"<“)je[2z|u}>_< Tat +|u|—1> 0821 (128)

TES|y|
where Sy, 1s the set of all permutations of [m].

Proof: The proof is based on mathematical induction on |U/|.
Base case: We show that (I28]) holds when || = 2. Consider any U C [K] where |U| = 2.

1
2 Z I (Z’fw(n;kam)

TES2

[[ (Zkl;ZkQ) +I(Zk2;Zk1)] (129)

N =

112
> Llogyq. (130)

Induction step: Suppose (I28) holds for [U| € [2: M],2 < M < K — 1, then we show that (I28)
also holds for || = M + 1. Consider any U C [K| where |[U| = M + 1.

Z 4 (Zk”“); (Zk”(f>)je[2;M+1}> M Z M1 (Zk O <Zk”(9>>ge[2 M+1]> (131)

WESM+1 7TES]\/[+1

Z Z [I <Zkﬂ(1>’ (Zk“(j))je[zzi—1]>

TES 41 1€[2: M +1]
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+ 1 <ka(1)§ <ka(j)>j€[,~:M+1} <Zk7r(j)>j€[2:i—l}>} .

= Z Z <Z’W1); (Zk”(j))je[zzi—1]>

i€ [3 M+1] mE€SM+1

AE S (),

7r681u+1 1€[2:M+1]

==

(Zk”(”)jep:i—l]) (133)

> (M+1)!IMLlogsq

1 M +1)! 1 1
L Z ( : + ) (i—l)! <1+§+...+i_—2>Llog2q (Induction)

Y

RN

i€[3:M+1] (i 1)

1

+ 77 (M + 1)IM Llog, g (134)
= (M+1)! 1 Z 1_|_1+..._|_ 1 L+ ML log, q (135)

M 2 i—2 M 2
i€[3: M+1]

M+ 1 1 1
= o (Ml (t4g )+ (Lt g+t g )| Elogag (136)
= (M+1)! 1+1+1+...+i Llo (137)
= ! 573 Vi g2 4

where in (I32)), we expand the mutual information term in M different ways. Note that when
i = 2, the mutual information term is not expanded and remains, i.e., the first term of (I32]) does
not exist and the second term of (I32)) has no conditioning. The first term of (I34]) follows from
the induction assumption that (I28]) holds for || =i — 1, where 2 < || < M. The second term
of (I34) is obtained by using (12 and the fact that we are considering all permutations. To see
that (I12) can be applied, notice that both (I12)) and (I33]) concern the sum of I(A; B|C'), where
A contains one Zj, term, B contains u Z terms, where 1 < u < M, C contains M — u Zj, terms,
and the Zj, terms are all distinct. The derivation from (I36) to (I37) is the same as that from (38])

to ([43).
|

The converse proof of Ry follows directly from Lemma [ Set [U/| = K in (I28)), i.e., U = [K],
then

1
Lzlogyg > -5 O H (2, (138)
TeESK
1
> 5 S (2 (5) ) (130)
TeESK
> 1+1+ +# L1 (140)
z 5 a 0824
Ly 1 1
R, = =% > 14+ 4.0y —— 141
= Rz=—F > to et (141)
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7 Proof of Theorem [2: Achievability

The achievability proof of secure summation follows immediately from applying MDS variable
generation. We first set up what is needed from MDS variable generation and use notations with
a tilde symbol. We use K-user MDS variable generation for Z}' with n € [K — 1]. Following (67)),
we have

Zy = ((HZ n)ne[K—l]) ,Vk € [K] (142)

where Zj, contains D one[K—1] @ elements from Fg, ¢ > K13, 1 n([rf) and following (68)), we

may generate

(K—1)!

(K,n)-MDS variables ZJ € F.* Vn e K —1),k € [K] (143)

that are linear, so for any U C [K| where |U| = n+ 1, due to the MDS property (B]) there exist full

rank matrices FY € IE‘((?K_I)!X(K_I)!, u € U so that
U [ 7n T
Z Fy <Zu> = O(K—l)!xl (144)
uel

where for any vector A, AT represents its transpose.

We now proceed to consider the secure summation problem, where the field size is fixed to ¢
and g might be smaller than the requirement in MDS variable generation. So we resort to block
codes (symbol extensions) and group B input symbols together so that ¢® > K Zne[ K] n(g ) and

set ¢® = §. View inputs W}, now as elements over the field F,s =Fz. Set L = (K —1)!B so that
each input W, consists of (K — 1)! symbols over Fg. Set

Zy, = Zy,Vk € [K] (145)
where Zj, is from (IZ2)). Note that Ly = Yoneii—1) L/, thus Ry =37, ce 11 1/n, as desired.
For any set of selected users U C [K], where [U| =n + 1 > 2, set the messages as

~ T
XY =W, + F4 (Z;L) NueU (146)

where FY is from (I44]).
Correctness (refer to (8))) trivially holds as

SNxU=N"w,+> F4 (Z’J)T:ZWU (147)

ueU ueU ueU ueU

144

= 0

and we verify the security constraint (9)) as follows.

>

ueU

S - (0

ueU

I <(Wu)ueu ) (Xg{)uez,{

> W, (Wu)u@,) (148)

ueU

G
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et tiev T
< nLlogyq— H <<Fu (Z;‘) > > (149)
ueld

= nLlogs g —nLlogs g =0 (150)

where (I50) follows from the property that (Z{j) , ore (K,n)-MDS.
uE

Finally, when |[/| = 1, the problem is trivial as the only selected user may directly send its
input to the server. The proof is now complete.

8 Discussions

In this work, we characterize the optimal rate of MDS variable generation and secure summation
with user selection, somewhat surprisingly and interestingly, as the harmonic number.

More results can be proved for the settings studied in this work and are summarized below
(the proofs are straightforward generalizations of those in [I§] and this work, thus omitted). For
K-user MDS variable generation, we may show that the minimum total amount of randomness
used in the generation process is K bits for each generated MDS variable bit. Similarly, for K-user
secure summation with arbitrary user selection, we may show that the minimum total amount
of randomness in the keys at all users is K — 1 symbols for each input symbol. In addition, the
protocol of Theorem [2]is also communication—wise optimal, i.e., the minimum message size of each
user is 1 symbol for each input symbol.

While throughout this work, we have highlighted the similarity between MDS variable genera-
tion and secure summation with user selection, these two problems might have more than subtle
differences. While we have used MDS variable generation in the achievable scheme of secure summa-
tion (which indeed turns out to be optimal), we show next that this is not necessary. Consider 3-user
secure summation and Table [2]contains an optimal scheme with key rate Ry = 3/2 (L =2, Ly = 3),
which does not rely on MDS variables.

User 1 User 2 User 3 User 1  User 2 User 3
A A A A A A
B B (3,1)-MDS B B B
C C A+B A+2B A+3B
D D (3,2)-MDS C+D C+2D C+3D

Table 2: An optimal key design Z. For comparison, the MDS variables based scheme is shown on
the right for prime field Fy, where ¢ > 5. A, B, C, D are independent and uniform random variables.

The messages may be set as

3] 4]
o [ A] o ow - [ 4]
X2{2’3}:W2+:g:,X§2’3}=W3_[g}’
X1{1’2’3}:W1+[A+B]’ X129 g, 4 [ —B}7X§1,2,3}:W3_[ A ]

c C+D
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Correctness and security can be easily verified. While this scheme has the same random consump-
tion as the MDS variables based scheme, its keys are uncoded and are thus easier to implement.
There could exist further differences if we include additional constraints to the problem. More
generally, the difference between MDS variable generation and secure summation may lie in the
observation that secure summation only requires n key variables among n + 1 selected users to be
generic (not among all K key variables). Further connections remain to be exploited.
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