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Abstract—Modern smartphones are complex systems in which
control over phone resources is exercised by phone manufactur-
ers, operators, OS vendors, and users. These stakeholders have
diverse and often competing interests. Barring some exceptions,
users, including application providers, entrust their security and
privacy to OS vendors (Android and iOS) and need to accept the
constraints they impose. Manufacturers protect their firmware
and peripherals from the OS by executing in the highest privilege
and leveraging dedicated CPUs and TEEs. OS vendors need to
trust the highest privileged code deployed by manufacturers. This
division of control over the phone is not ideal for OS vendors
and is even more disadvantageous for the users. Due to it, users
are generally limited in what applications they can install on
their devices, in the privacy model and trust assumptions of the
existing applications, and in the functionalities that applications
can have (e.g., restriction over the use of NFC). Effectively,
the only mechanisms currently in place to protect users are
governmental policies. We show that it is also possible to leverage
technical solutions to protect user interests.

In this work, we propose TEEtime, a new smartphone
architecture based on trusted execution allowing to balance the
control that different stakeholders exert over phones. A more
leveled control over the phone means that no stakeholder is more
privileged than the others to protect its code and data. In particu-
lar, TEEtime makes users sovereign over their phones: It enables
them to install sensitive applications in isolated domains with
protected access to selected peripherals (e.g., display) alongside
an OS (e.g., Android). TEEtime achieves this while maintaining
compatibility with the existing smartphone ecosystem and without
relying on virtualization (and hence without having to trust
any hypervisor); it only assumes trust in a phone’s firmware.
Compared to existing smartphone TEE architectures, TEEtime is
the first TEE architecture that allows isolated execution domains
to gain protected and direct access to peripherals, without
relying on a hypervisor. TEEtime is based on Armv8-A and
achieves peripheral isolation using a novel mechanism based
on memory and General Interrupt Controller (GIC) protection.
We demonstrate the feasibility of our design by implementing
a prototype of TEEtime, and by running exemplary sensitive
applications on top of our prototype.

I. INTRODUCTION

Three major stakeholders play a role in the current smart-
phone ecosystem: manufacturers, OS vendors, and users. They
all generally benefit from each other’s presence in this ecosys-
tem. Manufacturers provide the hardware and firmware that OS
vendors rely on to serve users. OS vendors provide a good user
experience. Users benefit from the services available on their
devices in multiple aspects of their daily lives. However, these
stakeholders tend not to trust each other and thus implement
several measures to protect their code and data from other
stakeholders.

Phone manufacturers offer several services to the user via
their own applications (e.g., camera, file management) and
services (e.g., power management, fingerprint authentication).
They tend to protect the firmware and peripherals on the
phone (e.g., sensors [4], baseband modem [22]") from user
apps and OS by executing their code with high privileges.
While they could choose to run all their code in firmware,
they generally do not, thus avoiding unnecessarily bloating
the TCB. Concretely, they follow one of the following three
approaches: 1) they run parts of their code on dedicated
security CPUs [6], 2) they deploy their code in the TrustZone
(TZ) secure world [1], [56], and 3) use VMs to execute
trusted apps in isolation from the OS and user apps [19],
[29]. Note how in all these three approaches the manufacturer
code executes at a higher privilege than the OS, and the phone
manufacturer’s code can access the user’s code and data.

Major operating systems, such as iOS, Android?, and
variants like GrapheneOS [36], have more particular security
requirements. They come with a large codebase, since they
provide a wide range of services to the users, but a large code-
base also implies a higher likelihood of vulnerabilities [26].
Additionally, as discussed above, they have to include the
manufacturers code in their TCB. Generally, OS vendors aim
to protect at least their security-sensitive services from exploits
due to the inherently large TCB. To meet their security
requirements OSs follow one of two approaches: 1) they rely
on Arm TrustZone to execute security-sensitive services [1],
[56], and 2) they employ hypervisor-based solutions, such as
pKVM [27]. Either way, the main goal is to isolate sensitive
code and data in a protected TEE environment, which we refer
to as domain®.

In this work, we argue that both approaches are un-
desirable. TrustZone-based systems have been shown to be
susceptible to privilege escalation attacks, where an attacker
exploits a trusted app to then compromise Android [67].
Several attempts to exert fine-grained isolation in the secure
world have been deployed, the most notable being secure
world partition managers such as the Hafnium hypervisor [29].
Unfortunately, this approach still suffers from the problem that
all code executing in the secure world is overprivileged and
can access the memory of the normal world, which includes

!Given that the manufacturers and network operators share the control over
the baseband, for this paper, we subsume the control that network operators
exert under the label of manufacturers.

2For the rest of the paper, Android refers to the Google-controlled variant.
While there is the Android Open Source Project (AOSP), it does not come
with core features such as Google Mobile Services, which are closed-source
and proprietary to Google [11], [28].

3The literature uses analogous names such as enclave or realm.



the normal OS and user applications.

Regarding the second approach, Android recently rolled
out pKVM [27], a lightweight hypervisor that executes in the
normal world. It allows Android to launch security-sensitive
apps (e.g., keystore) in its own VM such that any bug in the
large Android code-base cannot compromise the VM apps.
Since the hypervisor executes with a higher privilege (EL2)
than the OS, it is protected from OS bugs while allowing the
manufacturer to execute its firmware in the highest privilege
(EL3). However, this prohibits manufacturers from executing
their own code in EL2 (manufacturer approach #3), e.g., type-1
hypervisors [19], leading to conflicting requirements between
manufacturers and OS vendors.

The directions in which manufacturers and OS vendors
are moving ultimately limit the end-users the most. Due to
the current security landscape, users can generally install only
pre-approved apps (by either the OS vendor or manufacturer).
Additionally, apps are restricted in how they can operate on
the phone [34]. For instance, OSs limit the API that apps get
to access Bluetooth, NFC, or the camera. This limits the range
of apps that could be developed to what the OS vendors decide
for the users. In terms of their privacy, users depend on and
trust the OS and the manufacturer to make the right security
decisions by assessing the apps and limiting their access. The
OS further provides users with fine-grained access permissions
over the apps. However, the user has no option but to trust
the OS provider and phone manufacturer with the privacy
of its most sensitive data. Overall, the user has to rely on
these companies that become arbiters and gatekeepers. Recent
examples have shown that OS vendors can exert such control
to go beyond security enforcement and lock in users to an
ecosystem [50], [54], [55].

In summary, the current ecosystem is undesirable for all
stakeholders. The security solutions that OSs and manufactur-
ers are deploying are neither complete nor compatible with
each other (hindering their deployment) and users are limited
in what they can do with their devices while still not being in
full control of their data and code.

With the aim of achieving a better smartphone ecosystem
for all stakeholders, we propose TEEtime. TEEtime is a
new smartphone architecture that allows to create isolated
domains for security-critical apps with full access to selected
peripherals. This allows any stakeholder to achieve rich func-
tionality without compromising the security goals of the other
stakeholders. In particular, TEEtime enables user sovereignty
over their phones and allows them to allocate compute time,
memory, and peripherals to different software domains during
the runtime of the device. Simultaneously, TEEtime does not
allow the users to violate the security of the legacy OSs, nor
can the OS subvert the security of the manufacturer code and
data. TEEtime’s technical main contribution is that it allows
adapting the Arm mobile architecture in a way that peripherals
can be directly shared across various domains without having
to rely on virtualization. This is important for the smartphone
ecosystem as OS vendors and manufacturers (and even users)
might not necessarily trust one of the others to control the
hypervisor providing the virtualization of the peripherals.

Leveling the playing field by balancing the control that OS
vendors, users, and platform manufacturers can exert is a com-

plex technical issue. To realize TEEtime, we had to overcome
four major challenges revolving around resource sharing be-
tween mistrusting domains. Several of these challenges emerge
due to the unique setting of having to either share or re-assign
resources (peripherals, execution time) without utilizing a
hypervisor. The first challenge concerns execution and memory
isolation. Given the setting in which TEEtime operates, we
cannot have a domain enforce the memory isolation of the
others. However, barring denial of service (DoS) attacks, we
show that scheduling can still securely be offloaded to other
domains. The second challenge is how and when to assign
peripherals to domains. In current smartphones, peripherals
are pre-assigned to the OS, while in TEEtime we re-assign
them dynamically to domains without relying on a hypervisor.
The third challenge concerns peripheral isolation: prohibiting
mistrusting domains from accessing each other’s resources
(while still being compatible with Armv8-A). Finally, the
fourth challenge we tackle with TEEtime is how to securely
route interrupts to domains on Arm. Arm was designed either
assuming a single OS or hypervisor in normal world, thus we
had to overcome this limitation to correctly handle interrupts
in TEEtime. To demonstrate the feasibility of TEEtime and
that it is possible to run different domains side-by-side on the
same platform without resorting to virtualization, we prototype
our design on the Arm FVP simulator. Further, we develop a
range of domains with varying peripheral requirements that we
run aside a fully functional OS, showcasing the versatility of
TEEtime.

In summary, we make the following contributions:

e  We motivate the need for a new smartphone design
that balances the interests of smartphone stakeholders
(users, manufacturers, and OS vendors) and allows
users to be sovereign over their devices.

e  We propose TEEtime, a new Trusted Execution En-
vironment (TEE)-based smartphone architecture as a
core component to solving this problem; we argue that
TEEtime can align the interests of users, operators,
and OS vendors.

o TEEtime proposes a new peripheral isolation approach
based on memory protection and on novel interrupt
isolation via the General Interrupt Controller (GIC);
TEEtime is the first TEE architecture that allows
isolated domains direct and protected access to pe-
ripherals (i.e., without virtualization or intermediary).

e  We implement a prototype of TEEtime and run several
example applications on it: among them secure mes-
saging, biometric authentication, and a VPN service®.

II. PROBLEM STATEMENT

In this work, we focus on the problem of balancing control
over the smartphone and its resources. Therefore, we discuss
examples where the incentives and requirements of different
stakeholders, such as OS vendors, phone manufacturers, and
users, collide in this section. We highlight the limitations of
current phone architectures, motivating the need for a new

4A short video demo of our prototype can be found here:
https://www.youtube.com/watch?v=m80pTgLjlV8
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Fig. 1: Design Comparison. Armv8-A cores offer four privilege layers, from ELO (lowest privilege) to EL3 (highest privilege). EL3 is populated by the secure
monitor (SM). Platforms with TrustZone extensions support secure states SELO to SEL2. This processor state can be switched only in EL3. Software running
in secure state is more privileged than and protected from software in the non-secure state. (a) Existing designs that add hypervisors, secure OSes, and VMs for
isolated execution. (b) TEEtime creates domains that can achieve the same level of isolation without virtualization. Blue-colored boxes with thick black outlines

indicate common TCB.

design. Finally, we generalize these examples into our design
goals.

A. Motivation

Privacy of User Data. Users face uncertainty about when and
what kind of data is collected by their phone and how this
data is processed [17]. While the OS allows users to manage
apps’ access to peripherals or globally disable access to some
resources, such as GPS or Bluetooth, users must trust the OS.
Intentional or unintentional misuse of OS-level privileges or
opaque policies can endanger user data. For example, Google
gathered location information even when the location history
feature was seemingly turned off [2], [45]. Ideally, users get
design-level privacy guarantees without having to trust the OS.

Closed Ecosystem. OS designers have significantly improved
the overall security of smartphones [5], [31]. Their efforts
include thorough vetting of apps admitted into the app stores,
fine-grained permission models, architectural restructuring, the
use of secure worlds, virtualization, and secure hardware
elements. However, this forces the OS to make a trade-off
between the security and functionality of a phone. Suppose
it allows apps to access peripheral APIs freely and does not
restrict how they can interact with the system. In that case, this
opens users, other applications, and itself to malware attacks.
If it implements restrictions, the users and developers will not
welcome this decision due to reduced control and functionality.
An example is contact tracing apps, where Apple (and to some
extent Google) restricted access of government-developed apps
to Bluetooth beacons, citing privacy and performance con-
cerns. This limited the design space and performance of
contact tracing apps in several countries [41], [51], [52].

Furthermore, users, developers, and even governments are
all subject to app store policies that aim to increase the security
and usability of the respective app ecosystem but simultane-
ously entail restrictions on the functionality of phones. The two
largest stores, run by Apple and Google, impose a number of
restrictions, including rules on how payment for and within
apps must be made and the ban of content deemed unfit at the

discretion of the app store provider. Recent examples of such
issues are Apple and Google policies which require in-app
purchases to use in-store payments, resulting in these compa-
nies being accused of gatekeeping in several jurisdictions [53],
and OS vendors censoring applications from their stores, either
due to self-interest or to state pressures [12], [39]. The ability
of the users to freely install and run applications without
being impeded by the OS would benefit not only the users
and developers but would also benefit the OS vendors, which
would no longer bear the controversial [25], [40] responsibility
of censoring user behavior. Ideally, a phone would offer the
possibility to do both: taking advantage of a secure, convenient,
and well-maintained ecosystem while running any software
without endangering that ecosystem.

Conflicting Privilege Requirements. The manufacturer and
OS developers usually provide customized firmware for vari-
ous components/peripherals of the device and trusted applica-
tions that deal with sensitive data. The manufacturer ensures
that its services (e.g., power management, firmware updates)
are safeguarded from all other software on the device. To
this end, they typically deploy their services in high-privilege
modes. However, this increases the attack surface of user data
and the OS. Analogously, the OS aims to protect its sensitive
operations (e.g., processing biometric data, performing pro-
prietary ML predictions based on privacy-sensitive models)
from potentially compromised manufacturer-supplied code that
executes with higher privileges (since it cannot rely on it being
bug-free). Ideally, manufacturers and OS vendors can deploy
their security-sensitive code, which needs access to peripherals,
without increasing the TCB of the entire system. At the same
time, this code must be protected from the rest of the system.

B. Limitations of Current Solutions

The above examples illustrate the tensions between users,
OS vendors, and phone manufacturers, which existing phone
designs cannot resolve satisfactorily. To summarize, two main
aspects currently influence software distribution in the smart-
phone ecosystem: i) smartphone OSs are generally large mono-
lithic systems (like traditional OSs), ii) sensitive manufacturer



code often needs immediate access to peripherals. The con-
sequence of i) is that both OS vendors and manufacturers
expect the OS might be compromised eventually; ii) entails
that manufacturer code cannot be deployed as a user-level
application, e.g., packed as an app store application.

Together, i) and ii) resulted in architectures in which
manufacturers deploy code that is independent and protected
from the phone’s OS. The most common approach is to utilize
the isolation provided by Arm TrustZone [62]. Recently, a
second approach is emerging, where isolation is provided by
hardware-enabled virtualization instead. We summarize both
approaches in Figure 1a.

The first approach is depicted on the right side of the
figure. Manufacturers execute applications in SELO (secure
world ELO) and platform drivers in SEL1 alongside a secure
OS (e.g., OP-TEE [56], QSEE [18], Trusty [1], Trustonic [57],
Sierra TEE [46], TrustedCore [16]). Both run on top of a
hypervisor (e.g., Hafnium [29]). Alongside the secure world,
the main OS (e.g., Android) and its apps execute in the normal
world. The secure world is more privileged than the normal
world and can access normal world code and data. Note
that in this configuration the secure hypervisor isolates only
applications executing in the secure world, but does not provide
isolation between the secure and normal worlds. Since the
manufacturers deploy software running in the secure world, OS
vendors are disadvantaged. While they cannot control secure
world software, the secure execution of their OS depends on
it being bug-free and not malicious.

These concerns are addressed by the second approach,
which relies on using hypervisors to provide isolated VMs
and virtualize peripherals so that all software can execute
in the normal world (left side of Figure 1a). This approach
is under active development with Google’s pKVM [27] and
Qualcomm’s Gunyah [19]. However, the manufacturer’s hy-
pervisor (e.g., Gunyah) has to disallow the OS-provisioned
hypervisor (e.g., pPKVM) to run in the same privilege, thus
limiting the security enforcement of the OS. Otherwise, the
two hypervisors have to run adjacent to each other without
any isolation. This is problematic when OS vendors and man-
ufacturers cannot trust each other. Employing a hypervisor in
the normal world also means that access to shared peripherals
has to be virtualized. Thus, only one software component—
either one of the hypervisors or the OSes—has direct access to
all peripherals and allows other components to access them via
virtual interfaces. Besides the complexity of realizing this at a
system level, the solution of using a hypervisor is undesirable
from a security perspective. It imposes a design where the
virtualization layer can observe all communications with the
peripherals and manipulate the peripheral’s configurations and
run-time behavior (e.g., interrupts).

Although it has not been adopted yet in any smartphone
architecture, a final approach we analyze is Arm Confidential
Computing Architecture (CCA) [7]. Arm CCA introduces
realms: an execution environment that is isolated both from the
secure and normal worlds. Adopting the Arm CCA extension
would allow manufacturers to deploy software in the secure
world and OS vendors to deploy their sensitive apps in a
realm with both being isolated from each other. Hence, realms
provide the desired security properties to these two stakehold-
ers, but only concerning data and code. Unfortunately, realms

are not designed to manage physical interrupts directly and
therefore need to trust the OS executing in the normal world
and, by extension, the secure world software for peripheral
management. Furthermore, all domains need to trust the RMM,
a minimal hypervisor managing them.

The friction over the control of the phone’s most privileged
software layers between manufacturers and OS vendors ulti-
mately leads to the neglect of the end users. They have to ac-
cept the conditions that OS vendors and manufacturers dictate.
In summary, relying on the secure world or the hypervisors
in current smartphones leads to either the manufacturer or the
OS vendor having more control over the other’s deployed code
and data. Hypervisors or virtualizing peripherals in general are
not a solution to this problem because only one stakeholder
(OS vendor or manufacturer) has control over the virtualization
layer, even with Arm CCA. All other stakeholders, including
the end users, thus have to trust the virtualization provider.

C. TEEtime Main Goals

From the discussion above, we derive the need for a new
smartphone architecture that balances control in the smart-
phone ecosystem between the stakeholders. In this work, we
propose such an architecture. Our goal is twofold.

First, we aim to rethink the smartphone architecture to se-
curely distribute the control phone manufacturers, OS vendors,
and users have to manage and configure smartphone resources
such as memory, execution time, and peripheral access. A
balanced control between these entities means that resource
utilization can be securely allocated and revoked without the
need to rely on other entities. In this context, securely means
that the integrity and confidentiality of the data and code
of each entity are guaranteed, no matter the configuration
currently applied to the smartphone. We believe this goal
addresses the shortcomings of existing solutions mentioned in
Section II-B.

Second, we aim for compatibility with existing smartphone
hardware and software stacks. Our solution should work
without having to refactor existing operating system code
extensively. This benefits all smartphone stakeholders since
app stores, OS, and phone manufacturer services can run out
of the box, continuing to provide the rich ecosystem that users
and developers are used to.

D. Attacker Model

In our attacker model, we trust the hardware the phone
manufacturer provides, including peripheral hardware and
firmware. In particular, we trust the security monitor (SM)
and assume its code is public and verifiable. The SM code is
either deployed as immutable, or its updates are verifiable by
or subject to approval by all stakeholders.

We assume the attacker can control one or several domains
by convincing the stakeholders to install malicious code or by
compromising an existing domain. A domain can selectively
expose interfaces to provide services to other domains. Domain
developers need to decide if they trust the exposed interface of
another domain. We make no assumptions about the general
trustworthiness of such interfaces or interactions.



Arm-based phones can be susceptible to side-channel leak-
age [68]. These attacks are out of the scope of our analysis
since TEEtime is not designed to protect against these attacks
explicitly. We refer to orthogonal work for mitigations of such
attacks [38]. Further, an attacker in physical possession of the
phone could try to tamper with the execution of domains or
attempt to extract their secrets. TEEtime is not designed to
offer any additional protection against these attacks beyond
what is available on today’s Arm platforms, nor does it
introduce any additional vulnerabilities to such attacks.

We aim to preserve the confidentiality and integrity of
the data and execution of domains and their interaction with
peripherals. We do not aim to guarantee availability.

III. TEETIME OVERVIEW

In this section, we give an overview of our architecture.
TEEtime allows stakeholders to protect their code and data
while flexibly sharing smartphone resources by forming iso-
lated domains, which consist of computational resources (sim-
ilarly to isolated worlds in existing phone architectures [62])
and, unlike in existing designs, can be assigned protected
and direct access to peripherals and their interrupts. TEEtime
achieves this without resorting to virtualization, which is key to
reducing trust between various stakeholders. Instead, TEEtime
provides a compact extension to the highest privilege code,
the secure monitor (SM), running in EL3 that enforces address
space protection and interrupt isolation. The key design goal
that guides our considerations is to limit the SM complexity
and code size. Figure 1b illustrates the TEEtime architecture,
which builds on top of Armv8-A. A brief overview over the
Arm architecture can be found in Appendix A.

In existing architectures, various software modules execute
at different privilege levels and can thus tamper with lower
privileged components. With TEEtime, services installed by
users, manufacturers, and OS vendors can run side-by-side in
non-secure EL2 to ELO without the need to trust each other.
Through this, TEEtime allows lifting restrictions of current
architectures. In TEEtime, users can install their software in a
separate domain and grant it access to specific peripherals. The
software is completely isolated from the OS, thus preventing
malware from escalating its privileges. Similarly, the OS
and manufacturers can launch sensitive services in TEEtime
domains, thus protecting them from the rest of the software
code base. The ability to directly interface with peripherals,
without a trusted intermediary, opens up the possibility of
moving away from existing non-ideal solutions as we outline
in Section II-B and Figure la.

In summary, TEEtime enables users, OSes, and manufac-
turers to execute apps in a secure and rich environment without
having to compromise on security goals and trade-offs (c.f.,
Section II-A). In the following, we provide a brief system
overview of TEEtime with the help of an example deployment.

A. llustrative Example: Secure Messaging Domain

Consider a user who wants to run two domains: First,
a “legacy OS” such as Android to take advantage of its
functionality and existing ecosystem. Second, a messaging
application that cannot be introspected or interfered with by the
legacy OS for secure communication. The messaging domain

and its interaction with required peripherals are protected from
the legacy OS via address space and interrupt isolation. Given
this, the user does not need to trust the legacy OS with
their private communication, unlike on today’s phones. As
this protection goes both ways, the security of the legacy OS
does not depend on the benign behavior of the messaging
domain. We implemented this and other examples on top of
our TEEtime prototype implementation (cf. Section VI-A)

To support our messaging domain, the SM grants the
messaging domain with exclusive access to the display (trusted
I/0) when the user wants to interact with it (e.g., triggered by
a button press) and provides it with access to cryptographic
material to use untrusted storage (achieved via conventional
measurement and sealing mechanisms). The SM will then
provide the legacy OS domain with exclusive network and
storage access, which the OS domain will proxy for the
application domain. This configuration allows the messaging
domain to protect the integrity and confidentiality of its user
in/output and storage. The communication itself is protected
using end-to-end encryption.

We note that even if this design raises important usability
issues, these are beyond the scope of this work. We instead
point to the rich literature that shows how one can design
hardware buttons and light indicators that allow the users to
switch safely between domains [44], [47].

B. Platform Configuration

The target platform of the technical design of TEEtime
is an Armv8A platform with TrustZone extensions. If it is a
multi-core platform, we assume that each core has a distinct
ID for bus transactions. Further, we assume that the platform
is equipped with address space controllers (ASCs), which
allow the dynamic configuration of access policies for memory
regions and peripherals based on core IDs. For an overview
of boards with such controllers, we refer to [20]. Further,
we expect that one interrupt ID belongs at most to one
peripheral, which is in line with the configuration of current
ARM platforms [9], [37]. Finally, we assume that EL3 code
is either immutable or can be updated only if allowed (i.e.,
signed) by the manufacturer and/or approved by the user.

C. Isolation of Execution and Scheduling

As discussed above, the SM provides isolation of the
execution of domains, i.e., it sets up a clean state when
domains are launched and saves and restores the domain state
when domains are scheduled or preempted (similarly to an
OS facilitating context switches). However, the SM does not
perform the task of scheduling. Instead, the user delegates
this task to one of the domains, which becomes the platform
scheduler. This scheduler has the authority to instruct the SM
to set up other domains, specifying which resources they are
assigned and running them. With this, the SM only enforces
the scheduling decisions and is not bloated with complicated
scheduling logic itself. Scheduling within a domain (e.g.,
scheduling different apps inside legacy OS) is still performed
by the domains themselves. The platform scheduler is the first
domain to run after boot and might also offer an interface to
the user to set up new domains.



The isolation of execution can be done in two ways. In
temporal sharing of the platform, the whole platform executes
exactly one domain at a time. The platform scheduler specifies
which domain to run and for how long. The SM restores
that domain’s state, sets up the respective access control
mechanisms, starts a secure timer that triggers at the given
deadline, and lets the domain execute. Once the timer triggers
and control is handed back to the SM, it switches back to
the platform scheduler. When multiple cores are available,
domains can execute concurrently on separate cores. We call
this spatial sharing. In spatial sharing, the platform scheduler
can dedicate one or multiple cores for running another domain
and run multiple domains simultaneously. In this case, the SM
provides a clean domain state at the request of the platform
scheduler before letting the new domain boot and execute on
the assigned cores. In practice, most multi-core systems will
support both spatial and temporal sharing of execution.

Note that using a domain as the platform scheduler has
implications on availability guarantees for other domains. The
scheduler can refuse to schedule specific or all domains. The
user, however, is also in control of this risk and can decide to
use another domain as scheduler if they think that it might be
trying to censor some or all domains.

D. Memory Isolation

We use hardware protection based on ASCs to isolate do-
main memory. Such ASCs generally allow EL3 code to specify
access control rules for specific address regions (read/write,
non-secure/secure/both/none). Furthermore, if the system is set
up accordingly, the controller can define access policies based
on the core an access originates from.

With temporal sharing, only one domain is running at the
same time, and we can apply a platform-wide configuration.
Therefore, the SM configures the ASC such that all fmem-
ory regions that belong to the currently running domain are
accessible (read and write) for non-secure software. When a
domain switch takes place, the SM reconfigures the ASC to
allow access only to the memory regions belonging to the
next domain. When a domain stops execution, TEEtime re-
configures the ASC such that the domain memory becomes
inaccessible again. With spatial sharing, the SM configures
the ASC so that each core can only access its domain’s
memory regions. Note that controllers are able to dynamically
partition the memory space, allowing for dynamic creation of
and memory assignment to domains during the runtime of the
device.

Previous work [14], [20], [49] has demonstrated how such
isolation can be achieved under temporal and spatial sharing
of the platform, discusses technical details and the restrictions
and capabilities of different ASCs. [66] makes considerations
about enclaves sharing memory. We refer to these works for
more details, as memory isolation is a necessary and important
component of TEEtime, but not a novel contribution of our
work.

E. Peripheral Isolation

TEEtime allows stakeholders to request and assign the use
of peripherals to domains to manage and access peripherals
directly without them being virtualized. TEEtime enforces
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Fig. 2: Example. Secure messaging domain executing alongside a legacy OS
domain. At time ¢1, display (D) and button (B) in ON state are in the message
domain executing on core 1. Network (N) and storage (D) are in the legacy
OS domain on core 2: the messaging domain can access them via a secure-
channel proxy. The memory protection is set such that each domain has its
private memory for execution and peripherals, along with a shared memory
region (ShM) both of them can access. At time ¢2, when the secure messaging
domain is scheduled out of core 1, it still owns display and button. At time
t3, when the user changes the button to OFF state, the display’s ownership is
transferred to the legacy OS domain.

peripheral isolation using two mechanisms. First, via memory
protection, as most peripherals are memory mapped, so their
configuration, state, and data can be accessed and updated
via memory operations. To achieve this, ASCs are config-
ured to also cover peripheral address ranges to stop domains
from accessing an unauthorized peripheral’s memory. Second,
through interrupt isolation. Many peripherals are interrupt-
driven, meaning a domain needs to be able to configure,
receive, and handle interrupts. Since interrupts are managed
by a single hardware component (e.g., GIC), this requires that
the interrupt system can be shared securely between domains.
TEEtime implements this isolation via GIC protection (see
Section IV-A). Accessing peripherals via DMA is the second
option to interact with peripherals. Protecting DMA access
is very similar to standard memory protection. We refer to
Strongbox [23] for a detailed discussion.

Peripherals are diverse, and while some allow access only
by one domain and are rigid in how they are accessed,
others have hot-plug capabilities (allowing them to be easily
transferred between domains). Even if a particular peripheral
instance can only be directly accessed by one domain at a
time, the ownership of a peripheral instance can be transferred
when needed. Additionally, the domain that owns a peripheral
can also act as a proxy for other domains if allowed by the
trust assumptions. Furthermore, some phones have multiple
instances of the same peripheral with their own memory and
IDs, allowing access from several domains at a time. TEEtime
leverages these mechanisms to share peripherals despite the
lack of virtualization (see Section IV-C).

F. Domain Life Cycle

A domain consists of a software bundle and a manifest that
describes the resource demands of the domain. The domain
life cycle in TEEtime is similar to other TEE-based systems.
On platform boot, the SM runs after a series of trusted boot
stages. The SM sets up access control to platform resources
and then hands control to the designated scheduling domain.
Domains can be launched at boot (e.g., background services)
or as a response to domain requests (e.g., legacy OS initiates a



secure authentication domain), or with a user prompt (e.g., start
an app). When requested to launch a domain, the scheduling
domain chooses a free memory region which becomes the
domain’s memory, loads the app binary and its manifest into it,
frees required resources such as peripherals, and requests the
SM to set up the new domain. The SM measures the domain
and its configuration and prepares the isolation mechanisms.
If the required resources for the domain are unavailable (e.g.,
because they are assigned to another domain), TEEtime stops
the launch and reports the cause. Once the new domain is
set up, the scheduling domain can ask the monitor to run it.
The teardown of a domain can only be requested by a domain
itself (by invoking the SM) or by the SM (e.g., triggered by
the user), who then frees resources, clears the domain’s state
and memory, and then resumes the scheduling domain. The
memory resources owned by the domain are freed and can be
assigned to currently running domains or to new domains.

IV. TEETIME PERIPHERAL ISOLATION

The main novelty of TEEtime is the support for peripheral
isolation and sharing without resorting to virtualization. In
this section, we provide details of this mechanism. When a
peripheral is assigned to a domain, we say that this domain is
the owner of the peripheral. Iff a domain owns a peripheral, it
is granted two abilities that facilitate the use of the peripheral:
(1) Accessing the peripheral and interacting with it and (2)
receiving and handling interrupts generated by that peripheral.

Peripherals are usually accessed and configured through
memory mapped IO (MMIO) and direct memory access
(DMA). To ensure that only the intended domain can access
the MMIO of a peripheral, we leverage an address space
controller (ASC) as described in Section III-C. Such current
ASCs for peripherals either work similarly as controllers for
memory, where access rights are enforced based on address
regions [10], or are board-dependent controllers, that work on
a per-peripheral basis [37]. In any case, isolation is enforced
similarly to memory: During context switches, the SM with-
draws/grants access rights as appropriate. For spatial sharing,
these controllers need to be able to enforce access rights based
on the accessing core as well.

While using the ASC solves the issue of isolating access
to peripherals, it cannot be used for isolating interrupt delivery
and management, as interrupts are configured through one
shared interrupt controller and interrupts are routed by the
Interrupt Routing System. In existing solutions, the OS and
hypervisors are trusted, and hence interrupts are usually de-
livered to these trusted components [7], [19], [29], or isolated
domains cannot interact with peripherals at all [14]. In contrast,
in TEEtime, no single domain is trusted to handle the interrupts
for all other domains and, given our goals (cf. Section II-C),
we cannot rely on hypervisors or implement the interrupt
management functionality in the SM. Next, we describe the
interrupt isolation mechanism we developed for TEEtime.

A. Interrupt Isolation Challenges

Below, we give a brief background on interrupt manage-
ment in Armv8-A and explain the challenges faced when
using the current architecture to isolate interrupts to different
domains. Finally, we discuss how we solved these issues while
staying compatible with current architectures.

Interrupt handling with Arm GIC. The Arm Generic Inter-
rupt Controller (GIC) v3 (and onwards) consists of three main
modules: 1) the distributor for the configuration of interrupts
that are shared among cores, 2) redistributors for the configu-
ration of interrupts that are banked per core, and 3) the CPU
interfaces for the handling of interrupts. The distributor and
redistributors are memory-mapped peripherals and collectively
known as Interrupt Routing Infrastructure (IRI). The CPU
interfaces are accessed through system registers. Identifiers
named INTID uniquely define an interrupt and its source
(e.g., a peripheral). When an interrupt’s source generates an
interrupt, its status in the IRI becomes pending. If the INTID
is enabled, the IRI’s logic forwards the interrupt to a CPU
interface based on the state of the system and configuration
of the interrupt. The CPU interface signals the interrupt to the
core, redirecting its execution to the interrupt handler. Once
the software acknowledges the interrupt it becomes active
until the end of the interrupt is signaled by the software and
the interrupt becomes inactive again. With the default GIC
configuration, interrupts are not assigned to any specific core
and can therefore be delivered to any core ready to receive
interrupts of that priority. However, software can configure the
affinity of interrupts in the IRI, which designates one specific
cores as recipient.

The GICv3 supports the TrustZone extensions and allows
interrupts to be configured as secure or non-secure. The
inclusion of TrustZone adds two main differences compared
to normal interrupt handling. First, non-secure software cannot
receive or change the configuration or state of secure inter-
rupts. Second, non-secure interrupts are usually signaled as
interrupt requests (IRQs) to the CPU, while secure interrupts
are signaled as fast interrupt requests (FIQs), which can only
be handled by secure software.

Notion of Interrupt Isolation. A domain owns an interrupt
iff it owns the peripheral that is the interrupt’s source. If a
domain is the owner of an interrupt, it requires access to the
interrupt configuration and protected routing and handling of
the interrupts. Protected means that the interrupts cannot be
observed or modified by other domains, preventing possible
information leaks and guaranteeing the integrity of the code
executing. The integrity of execution is particularly relevant
because we want to be compatible with existing software (e.g.,
Android), which might have assumptions about the arrival
of interrupts. For instance, assume that a domain expects
certain interrupts not to be delivered twice in a row (because
this cannot happen unless multiple entities can manipulate
interrupts). If this assumption is broken, variables might be
overwritten with attacker-controlled values. Another problem
might arise if a domain suspends operation until an interrupt
arrives, e.g., to signal the end of an I/O operation, and another
domain suppresses that interrupt.

Therefore, to achieve interrupt isolation, the following
guarantees need to hold:

1) A domain can configure interrupts iff it owns them.
2)  Only the domain that owns the interrupt can change
its state, i.e., set it to pending, active, or retired.

3) Interrupts only trigger in the owner domain
4)  Pending interrupts eventually trigger when its owner
is executing.



These requirements lead to two main challenges: How can
we bind the power to configure an interrupt to the owning
domain? And how can we bind the routing and handling of an
interrupt to the owning domain?

Challenge I: Binding of Routing. Peripherals may trigger
interrupts at any time. As described above, when an interrupt
triggers, the GICv3 routes non-secure interrupts to any avail-
able core; the GIC is unaware of the software context present
on each core as our domains are all executing in non-secure
state. Usually, this is not a problem if only an OS is present
or if a hypervisor is supposed to virtualize interrupts: in both
cases, the correct interrupt handlers can be invoked on any
core, and the designated handling software is the only one
running on the domain.

With TEEtime, this is not the case anymore. When the
platform is running under temporal sharing, an interrupt may
be set pending when the owner is currently not running on
the system. The GIC, being unaware of the different domain
contexts, would forward the interrupt to the CPU interface
anyways. This might cause problems for both domains in-
volved: One domain receives an interrupt that it did not expect
and one does not receive an interrupt it did expect. Under
spatial sharing, even if the owner is currently residing on a
core, the GIC has no knowledge that it needs to route that
interrupt to that core. If it picks the wrong core, the same
problems as for temporal are caused. Solving this challenge
requires making the GIC domain-aware. We achieve this
without making hardware changes to maintain architectural
compatibility.

Challenge II: Domain-Configuration Binding. Manipulating
the configuration of the GIC suffers from similar issues as
the first challenge: the GIC is generally unaware from which
domain a request to change interrupt configuration is origi-
nating, nor does it know who owns an INTID. Therefore, it
cannot enforce access control appropriately. This violates the
first two properties of interrupt isolation: ensuring that only the
domain that owns an interrupt can set its state (e.g., inactive)
and configuration (e.g., disabling interrupts).

While changing the configuration involves MMIO opera-
tions, the Arm ASC cannot solve this challenge. Even if the
granularity of the ASC would allow enforcing regions with a
granularity of GIC registers (i.e. 32 bit), interrupt configuration
is tightly packed with up to 32 INTIDs sharing one register.
Allowing or blocking access to the GIC as a whole does not
work as well, as it would either allow a domain to modify
all INTIDs, or prevent it from modifying even its own. To
solve this challenge, we need more fine-grained permission
enforcement than what is currently available from Armvg§-
A ASC and GICv3. We propose a solution that does not
require hardware changes and only minimal changes in legacy
software.

B. Our Approach for Interrupt Isolation

We provide two different solutions for supporting interrupt
isolation: One which is compatible with temporal sharing
and requires no changes to legacy software and one that is
compatible with temporal and spatial sharing and requires
minimal changes to legacy software.
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Fig. 3: GIC Protection & Interrupt Routing for Spatial Sharing. Domain 1
on core 1 can configure INTID 1, which it owns, only by calling the monitor.
Direct access to the corresponding memory region of the GIC is blocked
by the hardware-based access control, as the domain is running in non-secure
state. Instead, it must send a request to monitor running in EL3. If the domain
requests access to an INTID it does not own, such as INTID 5, the monitor will
not perform the access to the GIC. When the peripheral triggers an interrupt
(shown in dotted arrows), the GIC’s affinity configuration ensures that it is
routed only to the core that owns the peripheral.

Temporal Sharing. When all cores are executing a single
domain, TEEtime leverages the fact that a core executing in
non-secure mode cannot modify the configurations of secure
interrupts. Specifically, we extend the SM with functionality to
configure INTIDs of the currently executing domain as non-
secure and all other INTIDs as secure. Since the SM performs
the domain switches, it can make these interrupt configuration
changes before and after domain execution. With this, we solve
challenge II.

To solve challenge I, the SM masks INTIDs that are not
owned by the currently executing domain. This means that
these INTIDs will not trigger while the domain is executing.
In particular, domains cannot enable INTIDs of other domains,
as the configuration is blocked as described above. This
configuration is updated at every context switch. An INTID for
arriving for the current domain will then be directly forwarded
(if the INTID is configured to be enabled by the domain). An
INTID arriving for a suspended domain will be kept pending
until the target domain starts executing when it gets unmasked.

Spatial Sharing. With cores executing different domains,
TEEtime cannot protect the configuration by marking the inter-
rupts as secure. Doing this would either prevent a domain from
legitimately configuring its interrupts or allow other concur-
rently running domains to break interrupt isolation. Further, the
routing behavior of the interrupt would change to that of FIQs
because they were marked as secure—which would prevent
them from being handled by the domain altogether. Thus
we need a different mechanism to (a) ensure that interrupts
belonging to a domain are routed to the core that the domain is
executing on (challenge I), and (b) stop domains from changing
each other’s configurations (challenge IT). While this is easier
to do with hardware changes to the GIC or the peripheral (see
Appendix B for one such solution), TEEtime avoids any such
invasive changes. Our solution leverages the SM to do domain-
based filtering.

To protect configuration accesses (challenge II), TEEtime



blocks all non-privileged accesses from non-secure software
to the GIC using the Arm ASC. Access is still allowed
from the EL3 where the SM executes. Hence, to configure
interrupts, instead of accessing the GIC directly, a domain
needs to perform a secure monitor call (SMC). This design
choice will require changes to the domain software to invoke
monitor calls instead of simply accessing the MMIO. Since our
goal is to avoid such invasive changes, TEEtime implements
a transparent mechanism to hook all GIC updates in the
software and perform the call automatically (cf. Section V-B).
On receiving such a call from the domain, the TEEtime
monitor combines information about which core the request
comes from, which domain is running on that core, and
INTID ownership to decide whether access is allowed. If it
is allowed, the monitor performs the configuration change on
behalf of the requesting domain. Figure 3 depicts the overview
of our access-control placements with an example. While this
mechanism can be expensive if the domain performs frequent
interrupt configuration changes, we note that they are mostly
performed while a device is booting. At runtime, interrupts are
not frequently reconfigured, except in cases when a peripheral
is hot-plugged or load is being adapted for system-wide load
balancing.

To solve challenge I, we observe that the Arm GIC supports
the concept of affinity, allowing normal-world software to
specify to which target core an interrupt should be routed.
Traditionally, this is used to balance the interrupt load of
a system, increase overall system performance, or provide
low latency for certain tasks, e.g. network handling. TEEtime
re-purposes this feature to specify that an interrupt should
be routed to a specific core. Crucially, only the monitor
can change INTID configuration and thereby its affinity. It
performs assigns the correct interrupts to the correct core every
time a domain is executed or suspended.

C. Peripheral Access Modes

With the mechanisms described above, a peripheral and its
corresponding INTIDs can be owned by one domain at a time.
This might restrict the applicability of TEEtime to many use
cases e.g., having multiple domains with access to the network
or different domains being user-facing after each other, i.e.,
controlling the display. Therefore, TEEtime considers and
supports different peripheral access modes, whose applicability
relies on domain needs and peripheral types. Which modes a
domain supports for peripherals can be included in the domain
manifest. Note that not all modes are sensible to use and
provide adequate security for all peripherals and use cases. We
describe the requirements, security, and developer effort trade-
offs below, but leave their standardization for future work.
In the end, we envision developers stating the requirements
of a domain and the user deciding to allow that during
installation based on their trust assumptions (as is done with
permissions in app stores today). Below, we give examples
of such considerations. For our prototype, we demonstrate
how different peripherals are used in appropriate modes (cf.
Table II).

Exclusive Access. A domain can request a peripheral exclu-
sively (e.g., GPS, flash storage), such that only this domain
can use the peripheral during the platform’s runtime. The
peripheral needs to be available at domain setup. While every

peripheral type supports exclusive access and it does not
require tailored functionality in software, this mode is also the
most restrictive one. However, reasoning about the security of
the peripheral usage is straight-forward, as by design no other
domain can access the peripheral at any point and interfere.

Multiplexing. Phones can have multiple instances of the same
peripheral (e.g., UART ports, buttons, LEDs) with each of
them having their own memory and INTIDs. Similarly, periph-
erals may natively support multiplexing in an isolated manner
(e.g., timers, counters), i.e., have different logical instances
with separate memory regions and interrupt IDs. TEEtime can
exclusively assign individual instances to different domains,
while it appears to the user that multiple domains have con-
current access to the same peripheral. As long as the different
instances of the peripheral are properly isolated, the same
security considerations as for exclusive access hold. However,
this mode depends on the platform configuration.

Handover. Some peripherals (e.g., display) support hot plug,
which allows a software-based reset without requiring a system
reboot. Ownership of such peripherals can be transferred
between domains during the lifetime of domains. A transfer of
the peripheral can happen with user interaction (e.g., pressing
a button to transfer the display) or by a domain voluntarily
ceasing ownership when no longer requiring the peripheral.
Once available, another domain that is allowed to access the
peripheral can be granted its ownership.

For handover, a few security issues arise. First, if the
peripheral contains sensitive state (e.g., the current state of
a frame buffer), this state needs to be cleared to make sure
that information is not leaked across domains. To reduce the
complexity of the SM, this cleanup is delegated to the owner
domains. Second, the user needs to be aware of which domain
currently owns which peripheral. Such information can, e.g.,
be communicated through LEDs that can only be controlled
by the monitor.

Read-only Access. Some devices only provide information
and optionally generate interrupts when the information is
updated (e.g., GPS, gyroscope, accelerometer, magnetometer).
They require minimal and often one-time configuration. In
such cases, TEEtime can allow one domain to perform config-
urations and receive interrupts. Additionally, it can selectively
allow other domains to read the memory where the device
writes updates. This allows several domains to have shared
access to the peripheral without corrupting the state of the
peripheral.

This approach requires might require adapting the behavior
of the read-access domains, as they will not receive interrupts
from the device and need to poll in intervals instead. Fur-
thermore, these domains have to trust the owner domain with
the configuration of the peripheral—while it might be possible
to verify the configuration, they cannot intervene in case of
misconfigurations.

Proxy Access. The owner domain can decide to allow other
domains to have proxy-based access to its peripherals (e.g.,
storage). In this mode, TEEtime is not actively involved
in enforcement. Instead, the owner offers an API to other
domains via inter-domain communication based on shared
memory. While this mode does not put any requirements on



the peripheral, it requires software changes for all domains—
in the owner domain to offer a peripheral-specific API and in
the requesting domains to use the domain as proxy instead of
directly interacting with a peripheral. To implement the API,
different approaches can be taken, ranging from the owner
‘virtualizing’ the peripheral by exposing the same interface the
peripheral would, to offering a high-level API that abstracts the
peripheral’s major operations.

In proxy mode, domains have to trust the owner domain
to manage the peripheral, which means correctly forwarding
its functionality and not withholding access. In particular,
domains need to be able to attest that a domain is the legit
owner of a peripheral with the help of the SM and the owner
might restrict access to its API to certain domains. This can be
achieved by mutual attestation facilitated by the SM and the
measurement made at domain setup. If supported, they can
use encryption and integrity protection to exchange data with
the peripheral or remote endpoints over a secure channel (e.g.,
storage, network). At the same time, the owner needs in- and
output sanitization techniques to protect itself, the peripheral,
and other domains from a misbehaving domain. The interrupts
are still routed only to the owner domain; the owner can decide
if they want to expose the interrupt configuration and/or relay
interrupt information.

D. Peripheral Access Mode Examples

We discuss display and network to illustrate how they fit
within the sharing modes explained above. Other peripherals
can be similarly adapted.

Display. In modern smartphones, the display is the I/O for the
user and the main point of interaction with software. Therefore,
nearly every domain that requires user interaction will require
access to the display at some point. In a usual setup, we
expect the display to be used in handover mode, where the
user can decide to assign the display to domains through
the press of a button. Other options include proxying if the
owner is trusted with the confidentiality and integrity of other
domains’ display data, or multiplexing if the display hardware
supports assembling one frame buffer for isolated software. An
exclusive mode would only make sense when the user intends
to only run domains that resemble background processes.

Network. Network peripherals such as WiFi, cellular, or
Bluetooth, are an example for peripherals where it is usually
possible to establish a secure channel (e.g., TLS) with an
endpoint, e.g., a remote server. This makes this peripheral a
prime candidate for the proxying mode: The owner domain
forwards traffic between the domain and an entity outside
the phone, thereby acting as just another untrusted hop on
the routing path. The domain does not need to be trusted for
confidentiality and integrity. As mentioned above, the trade-off
compared to using another peripheral access mode is the non-
network-owning domains lose availability guarantees. Other
reasonable options for network include exclusive access when
only one domain requires access to a specific network type
or handover in cases where the user wants a domain to access
the network for specific purposes and times. One such use case
could be assigning Bluetooth generally to a legacy OS domain
to listen to music. When the user wants to use a separate
domain for Bluetooth-based passkey authentication [24], [30],
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ownership is handed over to this domain for the duration of
the authentication process.

V. IMPLEMENTATION

We prototype TEEtime on Arm Fixed Virtual Platform
(FVP) that emulates Armv8-A, a GICv3 [8], and a TZC-400
Address Space Controller (TZASC) [10], with 8 cores. The
FVP configuration does not meet our platform requirements
in two aspects. First, the CPU cluster shares one ID among
cores, allowing us to enforce memory isolation for temporal
sharing but preventing us from enforcing core-based access
control for spatial sharing. We refer to Sanctuary [14] for a
demonstration of how this can be achieved with Arm Fast
Models. Second, even though it is also designed to arbitrate
peripheral accesses [10], the TZASC is not on the access path
of the peripheral bus. Therefore, we cannot enforce access
control to peripherals. Nevertheless, our SM implementation
populates and stores the needed configuration structures to
emulate the required functionality of the SM>. Development
boards usually come with ASCs for peripheral protection [37],
[63]. However, while it is feasible to execute TEEtime on a
hardware board with Arm cores, we were not able to find
a board that satisfies all our requirements as detailed in Ap-
pendix C. When porting our implementation to a platform that
satisfies all our requirements, we expect the only remaining
steps to be (i) adapting the configuration format to the ASC
present and (ii) storing the configuration to the actual ASC.

A. Secure Monitor

To facilitate domain setup, isolation, and teardown, we
extend the reference implementation for EL3, the Arm Trusted
Firmware-A (TF-A v.2.4). Below, we explain how our exten-
sions facilitate a domain’s lifecycle. We use SM to refer to the
TEEtime-extended TF-A.

In our implementation, TEEtime launches a full Linux
kernel (v.5.10.107) as the first domain after boot, makes it the
scheduler, and gives it access to all platform resources. The
user can then request the setup of a new domain from within
this domain. For this, it expects a pointer to a domain bundle
consisting of a binary and its peripheral requirements. In our
setup, these bundles are deployed into the file system of the
kernel during build time, but they could also be downloaded
or otherwise supplied during the device’s runtime. The kernel
then loads the binary into a memory region and prepares the
required resources by freeing them. To launch the domain,
the kernel invokes the TEEtime SM API and details the
domain’s resource assignment (i.e., memory region, core to
run on, assigned peripherals and interrupt IDs, initial register
state). The SM then measures the binary and manifest, sets up
isolation mechanisms, and jumps to the entry point to execute
the newly created domain. Peripheral ownership is implicitly
stored in the SM by the isolation configuration. In the case of
temporal sharing, the SM further sets up a secure timer that
will trigger and preempt the domain after a period specified
by the platform scheduler.

SFurther, we verify that the domains correct execution does not rely on
accidentally accessing peripherals it does not own by removing the respec-
tive peripheral from the device tree for peripheral and proxy mode or by
(un)loading drivers for handover mode.



When a domain wants to pause execution or is preempted,
the SM facilitates the domain switch. This can happen by the
domain invoking the SM or by the deadline set by the platform
scheduler expiring. Besides simple save restore of register state
on switches, the SM tracks each domain’s access permissions
to memory, peripherals, and interrupts via dedicated data
structures and configures the TZASC and GIC accordingly.
When a domain is rescheduled and resumes execution, the
monitor restores its state, including interrupt configuration,
which triggers all enabled and pending interrupts in order of
decreasing priority once the domain resumes. TEEtime tears
down a domain when the domain or a user requests it. It
is the responsibility of the domain to clear residual sensitive
information from all resources. Then, the SM configures the
domain’s resources as free.

B. GIC Protection and Backwards Compatibility

Existing OSes and services assume direct access to GIC
and configure it via reads and writes. With TEEtime, this
is the case under temporal sharing as well. Under spatial
sharing, however, TEEtime’s GIC protection disallows such
direct access. Instead, it offers an explicit GIC configuration
interface in our secure monitor, which can be invoked with
secure monitor calls (SMC). The SMC expects the address and
access type as parameters; for write accesses, it additionally
expects the value to be written. Using such an interface instead
of one with semantic information (e.g., set INTID 37 to
enabled), allows for straightforward processing in the SM as
it mirrors how software currently accesses the GIC. The SM
infers the requesting domain and its access permissions from
its internal data structures to track domains.

Based on the permissions and the type of GIC register
being accessed, SM assembles a bit mask, in which bits
allowed to be accessed are set to one. This is necessary because
registers are shared between interrupts, e.g., the interrupt-
enabled registers are 32-bit and hold the state of 32 interrupts.
For write accesses, this mask and the old value of the register
are then used to compute the new value. For read accesses, the
mask is used to set inaccessible bits to zero. Ignoring writes
and returning zero is on par with specified GIC behavior for
unauthorized accesses.

We address three important details in our implementation.
First, the SM is operating in secure state and has to perform
secure accesses to the GIC. Otherwise, the access would be
blocked by the ASC. This requires careful evaluation of some
registers where the GIC presents different views to secure
and non-secure accesses. Furthermore, we must ensure that
domains cannot allocate INTIDs to each other, maliciously
or accidentally, as this would violate our requirements for
interrupt isolation. Therefore, the monitor ignores requests to
route interrupts outside the domain, e.g., when a domain wants
to turn off affinity routing or set the affinity of a core it does
not own. Third, the monitor must synchronize write access
across cores, e.g., by using locks, to avoid race conditions.

Compatibility. Legacy software might not be aware of the
GIC protection and will try to access the GIC directly. In
TEEtime, this causes an asynchronous abort—due an illegal
non-secure access to an address—that goes to the monitor. In
the abort handler, the monitor could check if the access is
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TABLE I: TCB Impact. TEEtime in lines of code compared to pKVM[27],
Hafnium[29], OP-TEE[56], and Qualcomm Gunyah[19]. Estimate based on
the latest respective release and a best-effort removal of unused code, which
is especially challenging for pKVm bundled with the Linux kernel.

OP-TEE
73,913

TEEtime
859

pKVM Hafnium

10,411

Trusty
18,738

Gunyah
32,610

22,974

allowed and, in that case, perform it on behalf of the domain.
Unfortunately, the information provided by an asynchronous
abort is insufficient to reconstruct the attempted memory
access. More importantly, existing code may not block after
the GIC access; it proceeds with execution immediately after
dispatching a write transaction on the interconnect without
waiting for a confirmation. As a result, the abort arrives
with few instructions afterward. This makes it challenging to
reconstruct the faulting instruction. Even if we can infer the
instruction and the register containing the value to be written,
the state of this register might have changed between those
few instructions. Reconstructing the attempted write is thus
unreliable.

While one can retrofit explicit monitor calls into the
existing code, doing this for large code bases is labor-intensive
and prone to errors. Instead, TEEtime provides a minimal
layer in EL2 placed between legacy software and the monitor
that domains can deploy at their discretion. It then uses syn-
chronous aborts to reconstruct memory accesses. In contrast to
asynchronous aborts, synchronous aborts trigger immediately
and in the faulting core and provide precise information about
the fault. To trigger the fault, the EL2 layer sets up the stage 2
translation tables to deny access to the GIC memory regions
but leaves the configuration of the rest of the address space
untouched. In addition, it comes with a minimal exception
handler that parses the synchronous abort syndrome register
and calls the monitor. It is important to note that this EL2
module provides compatibility for legacy EL1 software and
is part of a domain. It does not perform a security function
and is not in the system TCB: the hardware still enforces that
software in non-secure state cannot access the GIC.

C. Legacy Software as Scheduling Domain

By default, TEEtime designates a full Linux kernel as
the scheduling domain to reuse its existing functionality. We
implement a loadable module to extend the Linux kernel with
the capability to launch and schedule domains. Every domain
is shipped with an accompanying user-level app that executes
in the scheduling domain and invokes the module to launch
and run the domain. In this way, the app acts as a stand-
in for the domain for scheduling—when the kernel scheduler
schedules the app, it implicitly schedules the domain. If the
domain yields, it will only be resumed when the user app
requests it. If the domain is preempted, the user app invokes
the kernel module again to request rescheduling. TEEtime
performs domain switches only from the scheduling domain
to another domain and back.

VI. EVALUATION

We implemented various domains with different peripheral
requirements to demonstrate that TEEtime can realize a diverse
set of peripheral-based stakeholder use cases, evaluate the



effect of TEEtime on the lifecycle of domains, and estimate
the impact of TEEtime when executing different workloads
and benchmarks that operate on peripherals.

Setup & Methodology. We used the Armv-A Base RevC
AEM FVP [9] to simulate 8 Arm cores with 4 GB RAM, 3
UARTSs, 8 LEDs, 8 buttons, Ethernet, flash storage, display,
and mouse/keyboard as input. TEEtime’s secure monitor uses
the hardware to generate a domain-specific root key based
on its measurement and a device key stored in secure non-
volatile memory. Domains can retrieve this key during their
runtime. We use a software-based AES implementation for
encrypting and decrypting data at the domain boundary. For
our case studies, we report the setup and tear-down times,
along with the detailed breakdown of TEEtime operations
such as GIC configuration and domain switching costs. The
emulator provides a detailed cycle-level breakdown of all
operations that TEEtime performs. We use these measurements
to calculate relative overheads. As the FVP model is not
cycle-accurate, these measurements might not reflect actual
overheads when executed on hardware. However, we believe
there is still value in collecting this data to understand the
general impact of TEEtime on a system.

TCB. The existing TF-A code comprises 54625 LoC. We add
859 LoC to the TF-A to realize the TEEtime SM described
in Section V-A. Since all existing approaches need to trust
the TF-A in addition to other software they deploy (e.g.,
hypervisors), TEEtime SM only minimally increases the TCB,
as summarized in Table I.

Non-TCB. TEEtime adds untrusted code outside the TCB, as
summarized in Sections V-B and V-C. We add 855 LoC to
interface with the GIC, specifically in u-boot to set up the
EL2 runtime stage2 translations and new exception handlers.
TEEtime adds a kernel module to the scheduling domain to
launch spatial and temporal domains (157 LoC).

A. Case-studies

We demonstrate the versatility of TEEtime with six do-
mains written from scratch or ported from existing code bases,
in addition to the legacy OS domain. Our domains consist of
apps running as user applications on top of a ramdisk-based
Linux kernel that acts as a runtime. Table II shows the app
LoCs and binary sizes, along with a summary of peripherals,
modes, and number of distinct INTIDs used in each case
study. Appendix D shows screenshots of our apps running on
TEEtime, a short video demo can be found here®.

Secure Data Vault. The purpose of the app is to persist
data such as secrets (e.g., private keys), app-specific sensitive
information (e.g., credit card information [42]), and user data
(e.g., chat history) while flash storage is owned by another
domain. We implement the legacy OS to act as disk proxy
to persist data to and retrieve from storage. The domains
communicate via a simple API that supports reading and
writing data blobs identified by filenames to storage. If the
data requires confidentiality, the vault domain encrypts the
data before sending it to the disk proxy. We reuse this app
as building block for other domains.

Ohttps://www.youtube.com/watch?v=m80pTgLjlV8
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TABLE II: Summary of Case-studies. For the six domains, Column 2 shows
the peripherals and their access mode. Columns 3 and 4 show the lines of code
and the compiled binary size of the apps running within the domain. Column
5 depicts the number of INTIDs the domains are assigned ownership of at
some point during their liftetime. We represent the modes as E: Exclusive,
H: Handover, M: Multiplexing, Pr,: Proxy in legacy domain, P4: Proxy in
app domain for storage (Stor), UART, network (NW), display (Disp), button
(Btn), and mouse and keyboard (M&K).

Case-study  Peripherals Modes LoC Size INTID#
Vault Stor (Pr,), UART (M) 873  4.891MB 1
Auth Stor (Pr,) 1,436 7.996 MB 0
Firmware NW (E), Disp (H), Btn (H) 209  0.750MB 1
Browser NW (Pr), Disp (H), M&K (H) 709,921  4.056 MB 2
VPN NW (P 4), UART (M) 2,142 0.034MB 2
Messenger Stor (Pr,), NW (Pr), 637,036 3.882MB 2

Disp (H), M&K (H)

Biometric Authentication. Fingerprint authentication requires
access to the fingerprint sensor as well as reading, storing, and
checking biometric information. While OS and apps rely on
biometric authentication, they prefer not to be responsible for
securing it to avoid legal repercussions [59]. Therefore, the
task is outsourced to a dedicated domain, such that neither
the data nor the comparison computation can be compromised
by the OS or rogue apps. Our biometric authentication do-
main prompts the user to register their fingerprint. Since no
fingerprint sensor is available on the FVP, we create a random
bitstring and treat that as user input. We save it using the
data vault described above. After setup, the app runs in the
background and waits for authentication requests from the
legacy OS. When invoked, it reads the fingerprint from a sensor
(emulated by bit strings read from a memory location) and
performs a fuzzy string match to compare it against the user’s
fingerprint retrieved from the vault. It then informs the legacy
app if the authentication was successful. While phones have
dedicated secure elements that achieve such authentication, our
app demonstrates that TEEtime can serve as a replacement or
augment the security of existing authentication mechanisms.

System Configuration & Status. This app is a service from
the manufacturer to report the state of the system to the user
and sync with external services to fetch updated information
about updates, stolen devices, and leaked keys. Our app
connects to a pre-configured trusted server to query whether
any firmware updates are available. It has exclusive access to
the network to perform this task and requests the OS to hand
over the display to show the firmware information to the user
securely. TEEtime changes the color of the LED to assure the
user that the display is indeed controlled by the app’s domain.

Secure VPN. VPNs operate by modifying the headers of
IP/TCP packets, e.g., by segmenting TCP packets, injecting
SYN packets, or adapting sequence numbers [61], [13]. Usu-
ally, the OS has to implement this functionality network stack
and then allow VPN apps to access it. Instead, we implement a
VPN app that has exclusive access to the network peripherals.
Any domain that wants to use the network can explicitly
connect to the VPN domain to send and receive packets.
We demonstrate that our VPN app can transparently tunnel
the legacy domain’s network connection, thus requiring no
changes to the existing kernel and apps. We port an existing
application (ProxyLite [32]) and reconfigure it to execute in a
sender-receiver setup to serve as a VPN service between the
legacy and the application domain.


https://www.youtube.com/watch?v=m80pTgLjlV8

Secure browsing. With this app, the user can browse the web
and upload or download content in a way that the legacy OS
cannot observe or tamper with the communication even though
it controls the network. We port an existing GUI-based web
browser, Dillo [21], for the app domain to access the Internet
using the legacy domain as a network proxy. A user interacts
with the browser via the display, mouse, and keyboard which
are handed over from the OS. The program is rendered using
the window manager Fluxbox [33] executing on top of the
Xorg [64] display server in the app domain. Since we terminate
the connections inside the domain, the app domain maintains
the session keys and performs the en- and decryption of traffic.

Secure messaging. We implement the illustrative example
described in Section III-A. Our app connects and exchanges
messages with a local server, via a network connection proxied
by the legacy OS domain. Messages between the server and
the app are encrypted. Lastly, we hand over the display, mouse,
and keyboard from the legacy domain to the app domain. The
app is GUI-based and built with the FLTK [48] library. Similar
to the web browser it is rendered using Fluxbox on top of Xorg
in the app domain.

B. Lifecycle Breakdown

We measure the lifecycle overheads of TEEtime with two
custom workloads. We start by implementing a simple app that
executes bare metal. The app has exclusive access to UART
via a small driver included in the domain. It takes user input
from UART (receiver channel) and responds by echoing it back
(sender channel). Next, we boot an unmodified kernel in a
TEEtime domain next to the legacy OS. We configure the ker-
nel with two representative runtime environments bootstrapped
using an initramFS: A minimal example with a fully custom
initramFS using BusyBox [58] as the init process and a more
extensive initramFS environment created using Buildroot [15].

We observe that load and setup costs depend on the size
of the domain binary, while domain setup costs depend on
the app-intrinsic complexity. Temporal execution takes longer
in general because of the additional context switches that are
incurred every time the domain is scheduled in and out. The
GIC protection employed by TEEtime incurs overheads when
the domain attempts to access the GIC. For our kernel, we
observe a total of 37 reads and 19 writes when we boot the
unmodified kernel as the legacy OS. We see 25 reads and 329
writes when we boot the kernel in the domain next to the
legacy OS. The number of writes increases when booting as
a domain because it attempts to re-write the values blocked
by configuration memory. After boot, we do not see any reads
or writes to the GIC configuration memory, as the handling
of interrupts is done through system registers as expected.
Detailed results can be found in Appendix E-D.

C. Performance

Domains observe different performance overheads depend-
ing on their peripheral access modes. We systematically mea-
sure this impact on three common types of workloads and
summarize the main results below. Appendix E reports the
detailed performance breakdown.

Storage. We set up a benchmark that performs reads and
writes of different sizes varying from 1byte to 1 MB files.
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For the baseline, we run the benchmark in a domain that has
exclusive access to the storage. We then execute the benchmark
in a domain that accesses storage through a proxy. When
compared to the baseline that accesses the storage in plaintext,
we observe an average slowdown of 8.60x and 3.54 x for reads
in temporal and spatial modes, 7.96x and 3.31x for writes.
We attribute this mainly to memory copy operations; temporal
execution is slower than spatial because of the high number of
context switches. When we turn on encryption and domains,
we observe an average slowdown of 2.18x for reads and writes
in spatial mode, and 4.39x for reads and writes in temporal
modes.

Network. We test the network performance with Apache
Bench [3] by accessing a standard Apache server landing page
on the host system of the emulator; we perform up to 30
concurrent connections capped at 900 total connections. We
execute the benchmark in baseline, exclusive, and proxy access
modes. When domains access the network in proxy mode, we
observe a 10x slowdown. Most of this overhead is due to
socket handling in our ProxyLite port.

System. We evaluate the impact of TEEtime on the system
efficiency of the legacy OS domain. We execute an OS stress
test benchmark, LMBench [35], in the legacy domain under
three configurations. A baseline where the OS is the only
domain on the platform, one where the OS domain is executing
alongside an app domain that is executing an intensive AES
computation, and one where we run the benchmarks in the app
domain. We configure the legacy domain to have access to all
peripherals, while the app domain executes on another core
in spatial mode and only uses CPU and memory. We observe
no noticeable change for the legacy domain (0.08% bandwidth
gain) and a 9.4% bandwidth loss for the application domain.

VII. RELATED WORK
Operating system vendors and manufacturers of mobile
phones are utilizing two main approaches, namely virtualiza-
tion and secure world applications (as shown in Figure 1).
While operating system vendors promote the use of virtual-
ization to minimize the trusted computing base (TCB) in the
secure world, manufacturers prefer TEE-based approaches as
they do not want to add a hypervisor to their TCB. The user
has little leverage in the current smartphone architecture. Nev-
ertheless, these two approaches have notable drawbacks. While
virtualization properly supports peripheral access, it replicates
the issues currently existing with the OS but in a different layer,
and thus, uses flawed trust assumptions. TEE architectures, on
the other hand, provide stronger trust assumptions but usually
over-privilege the TEE/secure world, and they usually lack

support for peripheral access for enclaves.

Virtualization-based approaches rely on a hypervisor in
EL2 that virtualizes the underlying hardware resources for
virtual machines running in EL1. Google’s pKVM [27],
Hafnium [29], and Qualcomm’s Gunyah [19] are some of
the hypervisors that exclusively target the Arm architecture.
They all contain some memory management; some contain a
scheduler or drivers to virtualize peripherals. All three of these
are designed to be small (see Table I). pPKVM and Hafnium
delegate the scheduling and virtualization of peripherals to
the host virtual machine, whereas Gunyah includes its own
scheduler. Virtualizing peripherals is delegated to the host OS



in all three hypervisors. In all of these, the host OS cannot
inspect the memory of other virtual machines, but it observes
and may manipulate any communication with peripherals. Arm
CCA [7] is a recent Arm architectural feature that allows
launching virtual machines in a separate realm mode. It was
designed to enable more secure virtual machines, as anything
in the realm mode is not accessible to any other mode.
However, scheduling and peripheral access is still delegated to
the host OS, thus the same limitations of virtualization-based
approaches apply.

While there exist many TEEs designed for mobile phones,
we first analyze two open-source industrial proposals: OP-
TEE [56] and Google’s Trusty [1]. Both use a small service
handler in the trusted firmware, similar to our approach.
However, they also include a relatively large operating system
running in secure EL1/2. The secure operating system allows
running multiple secure applications in the secure world. Since
the secure world can access the normal world, the OS must
trust the manufacturer’s software running in secure world.
Academic proposals of TEEs on the Arm architecture are
plentiful. However, most proposals focus on the isolation
of so-called enclaves within the secure world [62], [43].
[65] proposes an Arm-based hardware design that separates
a platform into statically-isolated domains to minimize the
TCB single components have to rely on. However, this design
does not provide general interrupt handling, the allocation
of memory and cores is fixed at manufacturing time, and
makes hardware changes that are not pragmatic for current
of even future mobile phones. The closest ARM-based design
to ours is Sanctuary [14]. Sanctuary uses similar techniques to
run isolated but restricted enclaves in the normal world with
the additional benefit of limiting the impact of vulnerabilities
within an enclave. However, Sanctuary does not support any
peripherals. Finally, recent proposals build TEEs with a trusted
scheduler in TrustZone and are able to provide availability
guarantees [60].

VIII. CONCLUSION

Modern smartphones are controlled by various parties with
different interests, including phone manufacturers, OS vendors,
and users. This division of control limits users’ ability to install
and isolate their apps or configure peripheral access. TEEtime
is a new smartphone architecture that maintains compatibility
with the existing ecosystem while allowing for more balanced
control among stakeholders. TEEtime makes users sovereign
over their phones by enabling them to install sensitive apps in
isolated domains with protected access to selected peripherals.
Through this design and implementation, we demonstrated the
feasibility of this approach on modern smartphone platforms.
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APPENDIX A
BACKGROUND ON ARMVE8-A ARCHITECTURE

Figure 4 depicts the a generic Arm platform with two
execution cores. Armv8-A cores offer four privilege layers,
from ELO (lowest privilege) to EL3 (highest privilege). EL3
is populated by the secure monitor (SM), which is commonly
considered trusted and performs low-level and highly sensitive
tasks such as trusted boot, power management, and context
switches between secure and non-secure state (sometimes
referred to as normal state). Other privilege levels can invoke
the SM and request its services through the secure monitor
call (SMC) instruction. Platforms with TrustZone extensions
furthermore distinguish between secure and non-secure states
for ELO to EL2. This processor state can be switched only in
EL3. Software running in secure state is more privileged than
and protected from software in the non-secure state. The cur-
rent state of the processor is determined by the NS bit, which
is propagated on buses. Commercial off-the-shelf Arm devices
are commonly equipped with address space controllers (ASCs),
which allow state- and sometimes core-based access control
to memory (MPC) and peripherals (PPC) [20]. MPCs can be
used to divide memory address space in different regions, for
which access policies can be defined separately. PPCs either
work with address space partitioning of the (memory-mapped)
peripherals as well, or offer per-peripheral access control. The
controllers can be configured from within the secure state and
EL3. An example of such controllers is the Arm TrustZone
Address Space Controller (TZASC).

APPENDIX B
IDEAL HARDWARE FOR AFFINITY

One potential option to support the requirements from
Section IV-A is to make hardware changes to the GIC. It
would be ideal if the GIC supported access control based on
affinity: Only the core which is the target of a specific interrupt
can change its routing behavior and other configuration. This
ensures that once an interrupt id is allocated to a core, only that
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Fig. 4: Conceptual Arm platform. Core 1 is depicted with the two different
states provided by the TrustZone extension, non-secure (NS == 1) and secure.
This state is propagated to interconnect subordinates.

core can configure it. Given such a GIC, the initial assignment
can be done by EL3 software, and then at runtime, the GIC
can distinguish and enforce checks.

APPENDIX C
TEETIME ON ARM BOARDS

We procured the 4 Arm boards summarized in Table III.
We had three main criteria for finding a hardware platform
to prototype TEEtime: (a) ability to install and execute our
own trusted firmware along with a custom secure monitor; (b)
functional and documented address space controller; (c) fine-
grained configuration of the address space controller that can
enforce isolation per core; (d) address space controller that can
protect peripheral and GIC memory.

We read their documentation and performed simple tests
to assess if each of them satisfies our prototype requirements.
All of them have several functional peripherals. However, the
existing documentation for the address space controller and
the implementation to access it from the firmware is either
insufficient or completely unavailable. Without this informa-
tion, we were unable to configure the protections for memory,
peripherals, and the GIC. While we attempted to reverse
engineer the offsets and values for configuring the controller, it
quickly became untenable. This is why we decided to perform
our end-to-end prototype on the Arm FVP emulator. We will
continue our survey to identify a suitable board and follow-up
on our requests to get the documentation from the vendors.

APPENDIX D
DEMONSTRATION OF TEETIME DOMAIN APPS

Secure messaging. Figure 5 shows the screenshot of our
messaging app executing in a domain.

Secure Browser. Figure 6 shows the screenshot of our web
browser app executing in a domain.

Secure VPN. Figure 7 shows the screenshot of our VPN app
executing in a domain.
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a Daughter ssssssss

vtal

Previous messages:

Alice (Sun Jun 25 00:03:46 2023): hi, how are you

Bob (Sun Jun 25 00:03:48 2023): good, thanks

Bob (Sun Jun 25 00:03:49 2023): and you?

Alice (Sun Jun 25 00:03:50 2023): same

New messages:

Alice (Sun Jun 25 05:31:21 2023): hi, are you in tomorrow?
Bob (Sun Jun 25 ©5:31:22 2023): yes, I'll be there

Fig. 5: Secure messaging app. The user Alice is conversing with Bob by
using the mouse and keyboard to write messages and secure display to view
the conversation. We can see Bob’s responses in the app which he sent from
his remote client. The previous message history was securely loaded using the
storage proxy.

System Configuration & Status. Figure 8 shows the screen-
shot of our firmware check app executing in a domain.

APPENDIX E
DETAILS OF PERFORMANCE BENCHMARKS

A. Storage

Our storage benchmark performs reads and writes of differ-
ent sizes through a proxy domain. We test the various sharing
options, namely temporal and spatial, and also measure the
baseline performance of direct storage access (L in Figure 9).
We observe that for smaller file sizes, the main contributing
factor for runtime is the static overhead. For larger file sizes,
this overhead amortizes, resulting in the runtime scaling lin-
early with the file size.

When compared to the baseline that accesses the storage
in plaintext, we observe an average slowdown of 8.60x and
3.54x for reads in temporal and spatial mode, 7.96x and
3.31x for writes. We attribute this mainly to memory copy
operations; temporal execution is slower than spatial because



TABLE III: Summary of hardware boards. We list the Arm cores, the GIC version, the exception levels, the size of DRAM, the security features including

address space controller, peripherals, software compatibility support.

Board ARMv-A Base RevC AEM FVP  iMX8-MQ-EVK Snapdragon HDK8450 AMD/Xilinx ZCU102 HiKey 970
. 4x Cortex-A53 SM8450P / Kryo CPU 4x Cortex-AS53 4x Cortex-AS3
cPU Generic Arm-v8 and v9 Bmulator -y ooy M4 CorexX2/ AT10/ ASI0  2x Coretx RSF 4x Cortex-A73
GIC GICv3 GICv3 (GIC-500) Unknown GICv2 (GIC-400) GICv2 (GIC-400)
ELs ELO-EL3, all accessible ELO-EL3, all accessible EL3 not accessible ELO-EL3, all accessible ELO0-EL3, all accessible
DRAM user-defined 4GB DRAM 12GB LPDDRS 4GB DRAM 6GB DRAM
Security TZC-400 TZC-380 (ID per full CPU) Maybe TZASC? HW RoT, XPPU TZASC(-like?)
Undocumented (configuration)  Qualcomm Proprietary TEE ~ No TZASC, ID config per cluster Undocumented (no version, static config)
4 UART, 8 LEDs, 8 Buttons 1-2 UART 1 UART 2 UART 7 UART, 12C, GPIO
Peripherals Ethernet Ethernet, WiFi WiFi Ethernet Ethernet, WiFi
Storage Bluetooth Bluetooth GPIO, 12C, SPI GPS, Bluetooth
Display Display (not working) Touchscreen Display FPGA HDMI, MIPI
Software Full Root Device Access Full Root Device Access

No SDK

Compatibility ~ Fast Deployment Difficult deployment

Xilinx SDK both for SW and FPGA Software SDK (TF+Kernel+OS)

TABLE 1V: Lifecycle Breakdown. Column 2 shows the binary sizes. Columns 3, 4, 5 show the number of cycles to launch a domain in temporal mode;
Columns 6, 7, 8 show the total number of context switches, security monitor calls, and timer interrupts received by the domain during its boot time. Columns

9, 10, 11 show the number of cycles to launch a domain in spatial mode.

Temporal Spatial
Size Load Binary Setup Domain Boot Ctx # SMC # Timer # Load Binary Setup Domain Boot
Baremetal 23.7 KB 1,078,264 1,317,443 1,3123 0 0 0 1,063,236 1,324,805 10,538
Kernel+BusyBox ~ 33.6 MB  1,399,286,415 1,856,989,395  1,453,802,889 604 1,391,485 514,440  1,396,744,833 1,856,995,793  1,432,820,973
Kernel+Buildroot ~ 42.0 MB  1,750,611,147  2,321,114,735  1,757,813,552 730 1,683,442 574,144  1,745,354,791 2,321,121,981 1,743,338,527
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Forw Step  Book  Tools
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the first website

From here you can:

Browse the first website

Browse the first website using the line-mode browser
simulator

Learn about the birth of the web

Learn about CERN, the physics laboratory where the web was
born

<4 Workspace 1 » pille: info.cern.ch 4:52

Fig. 6: Secure browsing app. User is accessing the CERN homepage to view
the content on the screen. Network access was provided by the legacy domain
via our proxylite port in the background to the app domain.
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App Domain offering network VPN with proxylite

FVP terminal_2

dom: p lite: uninitialized urandom read (4 by

FVP terminal_0

Legacy Domain accessing web images with wget via VPN

Fig. 7: Secure VPN app The user has exclusive access to the network and
is offering the VPN access via proxylite to the legacy domain. The legacy
domain continues to perform its operations such as using wget to download
images.

of high number of context switches. When we turn on encryp-
tion baseline and domains, we observe an average slowdown
of 2.18x for reads and writes in spatial mode, 4.39x for reads
and writes in temporal mode.

B. Network

Table V summarizes our results for network benchmark. As
compared to direct access, ProxyLite degrades latency, band-
width, and throughput (B; vs Bg). Compared to ProxyLite,
the domains perform better when they have exclusive network
access, be it for legacy (Bs vs Er) or app domain (By vs E4);
the app domain sees more degradation because of differences
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2. App Domain has access to display
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Device Status Utility

Uelcome to the device status utility.

Please remember to ALUAYS check that the LED is ON to securely use this application.

S to retrieve FU information.
6 to ....

7 to .
8 to

Press Button
Press Button
Press Button 000
exit the application.

3. App Domain queries remote server
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Press Button
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Device Status Utility

4. App Domain gets firmware status
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server at

ing to

Device Status Utility

Retrieving local information:

Current Monitor: Trusted Firmware A Uersion 2.4

Server response:
Current firmware version on device is outdated.
Firmware update available.

Most recent firmware version available for this platform is: 2.5

Press any button to return to home screen.

Fig. 8: System Configuration & Status app The user has exclusive access
to the buttons and display to query and view the status of firmware updates
from a remote server over network with exclusive access. In the first step (1)
the display belongs to the legacy domain and TEEtime indicates this with red
color LED. When the app domain is launched (2), it takes over the display
and TEEtime indicates this with orange color LED. The app domain then
contacts a remote server (3) to query the configuration and firmware status (IP
redacted). We can see the response from the server being securely displayed
on the screen (4) because the app domain still has exclusive access to the
display (LED still orange).

in used runtime-environments and libraries when compared to
the legacy domain.

C. System Benchmarks

We benchmark the impact of TEEtime on operating system
tasks. To do that, we execute a OS stress test benchmark, LM-
Bench [35], in the legacy domain under three configurations.
We run the baseline where the OS is the only domain on the
platform. We then measure the overhead of running the OS
domain when the app domain is executing a intensive operation
(AES computation). Lastly, we run the benchmarks in the app
domain. Figure 10 summarizes our LMBench performance. We
configure the legacy domain to have access to all peripherals,
while the app domain executes on another core in spatial mode

18

=S, enc,w

1000000000 =S.enr
S, unenc, w
100000000 = S, unenc, r
3 - T, enc, w
o =
o) 10000000 /\—/ T,enc,r
‘s ———
5 1000000 T, unenc, w
_g T, unenc, r
z 100000 L enc,r
L,enc, r
10000 H—+——+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
~ N T 0 O©ONTOONTOONT®ONT DO L. unenc, w
TOONL-—ANT OO O©MN T O
FTANOOOTrMNLIOTT— AN L, unenc, r
T~ AN T OOND - N T O
- MO ™MmONS
— N ‘O_

File Size

Fig. 9: Storage Benchmark. We report number of cycles to read (r) and
write (w) files of different sizes. We test them in legacy (L), spatial (S), and
temporal (T) domain with encryption (enc) or without it (unenc).
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Fig. 10: OS Benchmark. We report the bandwidth of various OS operations
using LMBench: performance when the legacy OS is the only domain
(baseline), performance of legacy OS when there is another domain executing
complex operations (Legacy Domain), and the performance of the app domain
(App Domain). We exclude two tests (Memory bzero, STREAM?2 fill) from
the graph because they do not fit the scale.

and only uses CPU and memory. We observe no noticable
slowdown of the legacy domain (0.08% bandwidth gain) and
a minor slowdown for the app domain (9.4% bandwidth loss).

D. Lifecycle

Table IV summarizes the breakdown for 3 representative
workloads that we execute in app domains, varying from
baremetal app to full kernel boots.

TABLE V: Network Benchmark. Baseline legacy OS has to access the
network directly (B1) and via a proxy application running locally (B2).
Exclusive network access to the legacy domain (Er) and application domain
(E 4). Proxy access in legacy (Py,) and app domain (P 4). * denotes that lower
number is better.

Measurement B Bo Ep Ea Pr Pa
Requests/sec 480.82 75.21 362.46 250.32 26.86 46.28
Time/Request (ms)* 6239  398.87 82.77 119.85 1117.06  648.17
Transfer Rate (KB/s) 525520  822.04  3961.57  2735.96 293.53  505.87
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