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ABSTRACT

Machine learning models are known to be vulnerable to
adversarial perturbations in the input domain, causing incor-
rect predictions. Inspired by this phenomenon, we explore
the feasibility of manipulating EEG-based Motor Imagery
(MI) Brain Computer Interfaces (BCls) via perturbations in
sensory stimuli. Similar to adversarial examples, these adver-
sarial stimuli aim to exploit the limitations of the integrated
brain-sensor-processing components of the BCI system in
handling shifts in participants’ response to changes in sen-
sory stimuli. This paper proposes adversarial stimuli as an
attack vector against BCIs, and reports the findings of prelim-
inary experiments on the impact of visual adversarial stimuli
on the integrity of EEG-based MI BClIs. Our findings suggest
that minor adversarial stimuli can significantly deteriorate the
performance of MI BClIs across all participants (p=0.0003).
Additionally, our results indicate that such attacks are more
effective in conditions with induced stress.

Index Terms— Synthetic Reduced Nearest Neighbor,
Adversarial Attacks, Modality , Machine Learning

1. INTRODUCTION

In recent years, Brain-Computer Interfaces (BClIs) have en-
joyed accelerating rises in accessibility and development.
These systems provide a direct medium between the brain
and computing devices, thereby facilitating a plethora of
applications, ranging from medical monitoring and rehabili-
tation [1, 2] to enabling seamless modes of communications
and control. The foundational mechanisms of such BCI ap-
plications are based on exploiting the correlations between
measurable electrochemical activities of the brain and the
higher-order cognitive functions such as perception and mo-
tor intent [3]. While the variety of measurement techniques
adopted in BCIs has been increasing, ElectroEncephaloGra-
phy (EEG) has been dominating the field due to its relative
simplicity and accessibility [4]. The increasing availability
of commercial EEG devices has facilitated the rise of numer-
ous novel applications, from brain-controlled keyboards [5],
neuroprosthetics [2], and controlling wheelchairs [1] to game
play [6] and biometric authentication [7]

However, such recent advances in BCI technologies give
rise to new concerns about the security of these solutions. In
response, the field of Neurosecurity [8] has been established
to address the security and privacy issues that may arise from
the accelerating adoption of BCI technologies. The grow-
ing body of work on this field includes studies on the vul-
nerabilities of the hardware, software, and machine learn-
ing components of BCI systems [9]. Instances of the latter
are the studies that propose Man-in-The-Middle (MiTM) at-
tacks, in which the adversary compromises the connection
between the EEG headset and the computer, and injects ad-
versarially crafted noise to manipulate the machine learning
model processing the correlations between measurements and
intent [10, 11, 12, 13, 14, 15]. However, current studies fail to
present attacks which exploit vulnerabilities that are specific
to BCls.

In this paper, we aim to address the aforementioned short-
coming by exploring the feasibility of manipulating Motor
Imagery (MI) BClISs via perturbing the visual stimuli observed
by the BCI user. Inspired by adversarial example attacks
against machine learning, we hypothesize that the integration
of cognitive, measurement, and machine learning components
in EEG-based BCIs may also be vulnerable to minor pertur-
bations that can be induced directly at the sensory level. To
examine this hypothesis, we performed a preliminary study
on 7 human subjects to measure the impact of visual adver-
sarial stimuli on their performance in MI tasks. The results of
these experiments validate the feasibility of adversarial stim-
uli attacks against EEG-based MI BCls.

The remainder of this paper is organized as follows:
Section 2 introduces adversarial stimuli as an attack vec-
tor against BCIs. To establish the feasibility of this attack
vector, Section 3 presents the details of preliminary experi-
ments on proof-of-concept adversary stimuli attacks against
EEG-based MI BCI tasks. Section 4 reports the results of
these experiments, and Section 6 concludes the paper with
a discussion on our findings, as well as remarks on future
directions of research.



2. ADVERSARIAL STIMULI

Previous studies have established that the machine learning
models trained on EEG-based MI tasks do not generalize well
and are prone to overfitting [16, 17]. Therefore, similar to all
machine learning models, such BCI models are also prone
to adversarial examples attacks [14, 15, 18]. These findings
raise the hypothesis that the EEG-based BCIs may also be
vulnerable to perturbations in the sensory domain.
Accordingly, we define Adversarial Stimuli as perturba-
tions in sensory events introduced by adversaries with the in-
tent of tampering with the BCI performance. These stimuli
can be in the form of auditory, visual, or tactile perturbations
in the environment surrounding the targeted BCI user. In the
case of visual adversarial stimuli, an example of such pertur-
bations can manifest in the form of irregular flickering added
to the scene observed by the user. This flickering effect can be
implemented in either the entire observable scene (e.g., flick-
ering in the light sources such as lamps), or may be contained
to specific regions or observable events (e.g., a segment of the
visual interface in the BCI ecosystem). Consequently, such
perturbations do not require the attacker to have local access
to the environment, and can be induced completely remotely.

3. EXPERIMENTAL SETUP

To investigate the feasibility of adversarial stimuli attacks,
we formulate the following hypotheses: Hypothesis 1 (HI):
There are small perturbations in the visual observations that
can negatively impact the performance of the EEG-based MI
BClIs; and Hypothesis 2 (H2): The effects of such adversarial
attacks are more significant in the stressful settings of time-
constrained tasks than on the open-time task.

We examined these hypotheses via experiments with
seven subjects comprised of 2 males and 5 females aged 23-
31. The subjects were asked to use an MI BCI to play the
classic game of Pong displayed on a computer screen. We
used the Emotiv Epoc X EEG headset for these experiments
with 14 channels (AF3, F7, F3, FC5, T7, P7, Ol1, O2, P8, T8,
FCo, F4, F8, AF4) with a sequential sampling rate of 128 Hz.
The EmotivBCI software was used to create individual user
profiles with individual training profiles.

In order to familiarize our participants with the BCI set-
tings, the participants were first instructed to train an MI
model for the task of moving a cube up or down inside the
default environment of EmotivBCI. To facilitate uniformity,
the participants were asked to imagine the act of throwing a
ball with their right hand to initiate the MI signal for the “up”
action. Similarly, in order move the cube in “down” direction,
the participants were asked to imagine kicking a ball using
their right leg.

After successful training, we evaluated the trained model
by asking the participants to follow a random sequence of in-
structions (i.e., directions) in the cube task. We continued
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Fig. 1. Full game Environment (Env 3 and Env 4)

with the experiment only if the participants succeeded in im-
plementing the instructed actions. Otherwise, we restarted the
training process.

For the subsequent stages of our experiments, we created
two customized versions of Pong, namely: the Warm-up envi-
ronment and the full game. Each of these environments could
be configured to operate in either the normal or adversarial
modes. The warm-up environment provides a simplified set-
ting to practice the MI control of the paddle by eliminating the
ball movement - that is, the ball remains stationary. The envi-
ronment provides instructions to participants to move the pad-
dle in up or down directions, and the participants succeed if
they manage to move the paddle in instructed direction within
15 seconds. Each participant could score up to 12 points in 3
cycles.

In the full game settings, the participants play the Pong
game against an automated player by moving the paddle up
or down to hit the ball, and score a point for each time they
succeed. The game ends when the participants miss more
than 5 balls, or the game duration exceeds 3 minutes. Fig.
1 illustrates this environment.

In the adversarial modes, we simulate a scenario in which
an adversary has gained access to the Pong environment and
can at any time change the flickering rate of the paddle and
the ball. In our experiments, the adversarial flickering rate
was set to 20 Hz. In the normal environment there is no per-
turbation by the adversarial stimuli, whereas in the adversarial
environment the perturbation is added at random intervals.

4. RESULTS

For each of the warm-up and full game environments, we
measured the total score obtained by participants under both
normal and adversarial modes. Furthermore, we also mea-
sured the error rate for each subject, Er = (S, — Sa)/Sn,
where 5, is the score achieved in the normal mode, and S,)
is the score obtained in the adversarial mode. For experiments
in the warm-up mode under normal mode (E1) and adversar-
ial mode (E2), the maximum achievable score was set to 12.
In the full game experiments under normal mode (E3) and ad-
versarial mode (E4), no hard limit was set on the maximum



Warm-up Envs Full game Envs Warm-up Envs Full game Envs
Normal | Adversarial | Normal | Adversarial Subject | Error Rate (Env 1 to Env 2) | Error Rate(Env 3 to Env 4)
Subject | Env 1 Env 2 Env 3 Env 4 S1 0.16 0.46
S1 7 5 15 8 S2 0.16 0.62
S2 5 3 16 6 S3 0.16 0.28
S3 5 3 14 10 S4 0.25 0.7
S4 7 4 24 7 S5 0.25 0.47
S5 7 4 17 9 S6 0.25 0.56
S6 6 3 25 11 S7 0.25 0.44
S7 7 4 9 5
Average 6.28 3.17 17.14 8
Table 3. Error rate in Warm-up vs. Full-game Environments
Table 1. Experiments Results
Paired-t-test tc t P a000 | E E:E:E‘E:
Warm-up Envs (E1 vs. E2) 1.943 | 12.728 | 0.0001 | » | = BotaH adv
Full game Envs (E3 vs. E4 ) 1.943 4923 1 0.0013 | =
Normal vs. Adv (E1, E3 vs. E2E4) | 1.711 | 458 [ 0.0003 | ]

Table 2. Statistical Test for Hypothesis-I

score.

In order to test both of our hypotheses, we composed
the following null hypotheses: Null hypothesis I states that
there is no significant difference in the performance between
normal mode and adversarial mode in the warm-up environ-
ments; and Null Hypothesis II states that there is no difference
between the impact of adversarial stimuli in warm-up envi-
ronment and full game environment. We performed paired
t-tests with significance level a = 0.05 for each case, namely
El vs. E2 and E3 vs. E4. We also performed a paired t-test
for the overall normal vs. adversarial environments combin-
ing warm-up and full game (i.e., E1, E3 vs. E2, E4). The
statistical test results are presented in Table 2. We observed
that the value of ¢ > t., and p < 0.05 in all of the afore-
mentioned cases, thus rejecting the null hypotheses. The
rejection of the first null hypothesis supports the claim that
there is significant deterioration of performance between
the normal mode and adversarial mode in the Warm-up
environment. With regards to Hypothesis II, our statistical
paired t-test with the significance level @ = 0.05 and a crit-
ical value for a right-tailed test if t. = —1.943, result in the
value of £ = —6.04 < t., and p = 0.00005 < 0.05, hence
we concluded to reject the null hypothesis. The statistical
tests signify that there is a significant increase in the error
rate in full game conditions than in Warm-up environments
when attacked via adversarial stimuli. Hence we accept our
alternate hypothesis that that the impact of the adversarial
attack are more significant on the time-constrained task
than on the warm-up task.
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Fig. 2. Average power for Alpha(8-12 Hz), Betal.(12-16 Hz)
and BetaH(16-25 Hz) bands in normal and adversarial set-
tings.

5. DISCUSSION

Impact: In our experiments, we observed that adversarial
stimuli can significantly deteriorate the performance of MI
tasks in EEG-based BCIs. We also observed that the im-
pact of visual adversarial stimulus is more pronounced in the
time-constrained settings, as compared to the warm-up task.
This provides evidence that the proposed attack vector can be
used by adversaries to manipulate the performance of EEG-
based MI applications. Furthermore, the attack by the ad-
versarial stimuli may affect the neural data generation stage
that might affect the later stimuli generation [19], resulting in
a prolonged effect on BCIs performance. The practical im-
plications of such attacks are significant - Malicious actors
can use adversarial stimuli to target the integrity of systems
such as MI-based wheelchairs and neuroprosthetics. Sim-
ilarly, adversarial stimuli can be used for denial of service
against EEG-based authentication systems, thereby blocking
access to authorized users due to induced authorization fail-
ures. We also hypothesize that such attacks are not limited to
MI tasks; for instance, changing the flickering frequency of
the visual stimuli may affect the performance of SSVEP and
VI-based BCIs. We therefore believe that the threat posed by
adversarial stimuli warrants further studies on the underlying
dynamics and mitigation of such attacks.

Preliminary Analysis of Causes: As an initial step




towards investigating the dynamics of adversarial stimuli
attacks, we further investigated the warm-up environment
where the state of the paddle and the intent of the subjects
were recorded at each timestep. We calculated the beta-low
to alpha and beta-high to alpha ratios in the recorded EEG
signals, and observed that both ratios increase from normal
to adversarial settings. The increase in the beta/alpha ratio
suggests high engagement in cognitive power. The alpha
synchronization is considered an important component in the
selective attention process where it inhibits the unattended
positions during visual spatial orienting [20]. However, we
observed that the overall alpha and beta power bands decrease
from normal to adversarial settings. The flickering stimulus
should have elicited its own frequency or frequencies in its
multiples (e.g., 20, 40, 60 Hz) however, we did not observe
the rise in power band in those frequencies in the adversar-
ial settings. Additionally, we observe that the adversarial
stimulus suppresses the amplitude of both the alpha and beta
power. The suppression is significantly more in the alpha
band than in any other band as depicted in Fig 2. Further-
more, we observed that in the presence of the adversarial
stimulus, motor imagery signals based on mu rhythm (8-12
Hz) are also suppressed, which might be a contributing factor
for the deterioration of the overall performance. This ob-
servation raises a further question on whether or not the MI
signals can be fully disentangled from the SSVEP signal in
EEG measurements.

Also, the participants in our experiments were focused
on the given task and the perturbation was implemented in
a smaller region of the screen only. Even though, the partici-
pants were asked only to focus on maximizing their score, we
can observe that the score decreases significantly in the ad-
versarial environment. One probable explanation for the per-
formance deterioration could be the divided attention. How-
ever, our results demonstrate that the visual selective atten-
tion based on the beta-to-alpha ratio is higher in the adver-
sarial settings. Hence we did not find sufficient support for
this hypothesis. Another probable explanation could be the
prediction error. It has been reported that increases in the
alpha-to-beta and gamma-band activities are the reflections of
predictive coding in visual processing [21], which increases
attention to irrelevant cues [22]. However, in our case we
only observed the decrease in the power bands in adversarial
settings.

Open Questions: We observe many similarities between
the adversarial stimuli attacks in our experiments and adver-
sarial example attacks against machine learning models. In
deep reinforcement learning, it is shown that malicious ac-
tors can manipulate the action policies of agents via perturb-
ing the the agent’s observations via adversarial examples [23].
Adversarial stimuli attacks follow a similar process, in which
perturbing the perception results in changes in the actions of
the integrated BCIs system. This analogy gives rise to further
questions: are there optimal or efficient adversarial stimuli,

similar to those crafted by adversarial examples generation
algorithms [24], that can effectively and persistently induce
incorrect actions in BCIs? Moreover, it has been established
that training machine learning models on adversarial exam-
ples improves their robustness to adversarial examples. We
therefore ask whether similar adversarial training procedures
in BCI systems and users could enhance robustness against
adversarial stimuli? A further line of inquiry arises from the
the observed suppression of the mu rhythm under adversar-
ial stimuli: are MI and SSVEP signals separable, or are these
sources fundamentally interrelated? And perhaps the most
significant question in this direction is about the source of
vulnerability to adversarial stimuli: is it the root cause of this
vulnerability in the BCI device and software, or does it stem
from inherent limitations of the human cognitive system?

6. CONCLUSION

We introduced adversarial stimuli as an attack vector against
MlI-based BCIs. To demonstrate the feasibility of these at-
tacks, we performed experiments on human subjects playing
a video game via MI through a EEG device, and observed
that minor and random flickers in the visual observations of
the game results in significant deterioration of their perfor-
mance in the game. We also reported our initial analyses on
the possible causes of such vulnerability. Furthermore, we
enumerated major directions of inquiry and open questions
about adversarial stimuli, with the aim of motivating further
research in this area.
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