
Effects of Kerr nonlinearity in physical unclonable functions

Georgios M. Nikolopoulos1

1Institute of Electronic Structure and Laser, Foundation for Research and Technology-Hellas, GR-70013 Heraklion, Greece
(Dated: November 22, 2022)

We address the question of whether the presence of Kerr nonlinearity in multiple-scattering optical
media offers any advantage with respect to the design of physical unclonable functions. Our results
suggest that under certain conditions, nonlinear physical unclonable functions can be more robust
against the potential cloning of the medium, relative to their linear counterparts that have been
exploited in the context of various cryptographic applications.

I. INTRODUCTION

Physical unclonable functions (PUFs) based on opti-
cal multiple scattering media have attracted considerable
attention over the last decades, mainly because they are
considered to pave the way for the development of novel
more robust cryptographic protocols [1–16]. The optical
multiple scattering medium essentially serves as a token,
and the internal disorder renders its cloning a formidable
technological challenge. At the same time, the response
of the token to optical challenges is a complex pattern
(speckle), which depends strongly on the internal disor-
der of the token as well as on the challenge. Different
challenges pertain to different parameters of the incom-
ing light, e.g., intensity, point and angle of incidence,
wavelength or combinations thereof [1, 4, 8, 9, 12]. For-
mally speaking, the optical response of the token involves
a large number of optical modes, and the speckle is essen-
tially the result of interference of many paths that lead to
a particular mode at the output [17]. In the framework of
cryptographic applications, the speckle can be used raw
as a fingerprint [4, 18], or it can be processed classically
to yield a random numerical key [1, 9]. In any case, the
sensitivity of the speckle to the potential cloning of the
token, essentially determines the resistance of the crypto-
graphic protocol under consideration against related at-
tacks. A useful protocol should allow one to distinguish
between a token and its clones, by comparing their re-
sponses to the same challenge (raw speckles or numerical
keys).

All of the aforementioned studies rely on the use of
a linear multiple scattering medium as token, which re-
sults in a linear relationship between the recorded inten-
sity at a particular point at the output plane, and the
electric field at the input plane. This linear relationship
may render certain cryptographic protocols vulnerable to
cloning attacks, provided the attacker has access to the
raw speckle images that are produced by the setup for
the particular token. It has been conjectured [1, 18] that
such attacks can be thwarted by using nonlinear multi-
ple scattering tokens, thereby breaking the linear depen-
dence of the speckle on the electric field at the input.
To the best of our knowledge, this conjecture remains an
open question in the field up to date.

In this work, our aim is to address for the first time
this open question, by investigating whether and under

what conditions multiple scattering media with Kerr non-
linearity can offer some advantage over their linear coun-
terparts, with respect to their robustness against cloning.
To this end we focus on the speckle that is produced by a
reference token, and we study its correlation to the speck-
les of different random clone tokens. Given the high sen-
sitivity of the speckle to the internal disorder, we adopt
a generic model for the (non)linear token, which allows
us to reach definite general conclusions through the sta-
tistical analysis of the data. Our results suggest that,
in general, speckles produced by tokens with focusing
nonlinearity can be more robust to cloning, than speck-
les produced by linear tokens, or tokens with defocusing
nonlinearity.

II. FORMALISM

In the diffusive limit [5–7, 17], the problem can be for-
mulated in terms of M input and M output transverse
spatial modes. For monochromatic laser light at wave-
length λ, the electric field at the mth output mode is
given by [19–22]

E(out)
m (λ) =

M∑
j=1

T
(λ)
m,jE

(in)
j (λ), (1)

where T
(λ)
m,j is the element of the multi-spectral trans-

mission matrix linking the mth output mode, to the jth
input mode, for light at wavelength λ. In the notation
adopted throughout this work, the ith input and out-
put transverse modes are associated with spatial coordi-
nates (xi, yi) := ρi at the input and output planes, which
are located at z = z1 and z = z2, respectively. Hence,

E
(out)
m (λ) and E

(in)
j (λ) are abbreviations to E(ρm, z2;λ)

and E(ρj , z1;λ), respectively. For a given wavelength,

the elements of the transmission matrix {T (λ)
m,j} depend

strongly on the realization of the disorder in the token,
and can be treated as independent complex Gaussian ran-
dom variables, with zero mean and variance given by
(1− l/L)/M , where L is the thickness of the token and
l � L is the mean free path. For a token with spectral
correlation bandwidth δλc, the transmission matrices at
two different wavelengths λ1 and λ2, with |λ1−λ2| > δλc,
can be treated as independent random matrices, thereby
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FIG. 1. Schematic representation of the theoretical model
under consideration, for the scattering of a Fourier-limited
laser pulse from a multiple scattering nonlinear token. (a)
For a token with spectral correlation bandwidth δλc and a
pulse of bandwidth ∆λp, there are N ' ∆λp/δλc spectral
degrees of freedom, corresponding to wavelengths λ0, λ±1, . . ..
Different spectral components pertain to independent random
monochromatic transmission matrices, and they give rise to
uncorrelated monochromatic speckles. (b,c) The scattering of
the ith spectral component from the nonlinear random token
is treated as a sequential process, pertaining to the scattering
from a linear multiple-scattering token, and the propagation
of the resulting fully-developed monochromatic speckle in a
nonlinear homogeneous medium.

yielding uncorrelated monochromatic speckle patterns at
the two wavelengths [19–22].

Equation (1) refers to the scattering of monochromatic
light with wavelength λ, from a disordered linear token.
To exploit the nonlinearity of a medium, one typically
needs ultrashort laser pulses, so that to reach high in-
tensities without damaging the medium. The spectrum
of an ultrashort laser pulse involves many frequencies,
and the power spectral density defines the power in each
wavelength of the spectrum. Neglecting the spatial de-
pendence of the field for a moment, for a Gaussian pulse
of the form E(t) =

√
I0 exp[−t2/2τ2] exp(−i2πν0t), the

electric field at frequency c = λν is given by

E(ν) =
√

2πI0τ exp
[
−2π2τ2(ν − ν0)2

]
. (2)

The bandwidth (FWHM) of the pulse |E(ν)|2 is ∆νp =√
ln(2)/(πτ), I0 and T = 2

√
ln(2)τ denote the peak in-

tensity (units of W/cm2) and the FWHM of the pulse in
time domain. The bandwidth can be expressed in terms
of the wavelength using the relation ∆λp = λ20∆νp/c.

The spectral density is S(ν) = |E(ν)|2, and S(ν)dν
gives the fluence (energy per area) for frequencies be-
tween ν−dν/2 and ν+dν/2. Hence, the intensity carried
by frequencies within the spectral correlation bandwidth

δνc around ν, can be approximated by

J(ν) :=
S(ν)δνc

T
=

I0
N

exp
[
−4π2τ2(ν − ν0)2

]
, (3)

where N ≡ ∆νp/δνc represents the spectral degrees of
freedom i.e., the number of spectral channels. When a
pulse of bandwidth ∆νp propagates through a multiple-
scattering random token with spectral correlation band-
width δνc, the generated speckle is essentially a superpo-
sition of N uncorrelated monochromatic speckle patters
[see Fig. 1(a)], with the exponent in Eq. (3) determining
the weight of the different contributions [19–22].

Let E(ρ, z2;λi) denote the two-dimensional speckle
field at the output plane, for the ith component pertain-
ing to wavelengths in the interval [λi−δλc/2, λi+δλc/2],
with λi = c/νi. Assuming uniform illumination, the elec-
tric field at the mth output mode is given by

E(out)
m (λi) ≡ E(ρm, z2;λi) =

√
J(νi)Ψ(ρm, z2;λi),

(4a)
where

Ψ(ρm, z2;λi) =
1√
M

M∑
j=1

T
(λi)
m,j (4b)

encapsulates the effect of the internal random disorder
of the token on the spatial profile of the electric field at
the particular wavelength (see Ref. [5] and references
therein). In the discretized model under consideration,
the total speckle field at wavelength λi is given by

E(ρ, z2;λi) ≡ {E(out)
m (λi) : 1 ≤ m ≤M }, (4c)

where E
(out)
m (λi) is given by Eqs. (4a) and (4b).

What remains to be done, is the inclusion of nonlinear-
ity in our model for the randomly disordered token. In
general, the propagation of light in a nonlinear inhomoge-
neous medium is a rather challenging and time consum-
ing task, because one has to know the details of scatterers
(including position, size, and shape). Even if one models
successfully a particular token with well-defined disorder,
it is not clear at all what the results that will be obtained
may imply for other tokens pertaining to different inde-
pendent realizations of random disorder. Given that our
task here is to investigate whether the nonlinearity can
make speckle patterns more resilient to cloning, we will
adopt a generic model for the token, consisting of a thin
linear multiple-scattering medium, which is followed by a
homogeneous layer with Kerr-type nonlinearity (see Fig.
1). A similar model has been used successfully in studies
related to wavefront shaping techniques in the presence
of disorder and nonlinearity [23].

The speckle field E(ρ, z2;λi) for the ith spectral com-
ponent at the output of the linear random medium is
given by Eqs. (4). The propagation of this monochro-
matic speckle field in the nonlinear medium of thickness
L, will be modeled by the following nonlinear wave equa-
tion [24]
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i
∂Ψ(r;λi)

∂z
+

1

2kin0
∇2
⊥Ψ(r;λi) + kin2J(νi)|Ψ(r, λi)|2Ψ(r;λi) = 0, (5)

FIG. 2. Speckle fields after propagation in a medium with
(a,d) defocusing nonlineariry n2 = −3 × 10−16cm2/W, (b,e)
zero nonlinearity, and (c,f) focusing nonlineariry n2 = 3 ×
10−16cm2/W. Note the different color scales as one goes from
negative to positive n2. Parameters: L = 100λ0, λ0 = 800nm,
I0 = 2.6 × 1013W/cm2, T = 100fs, n0 = 1.47, N = 3 (a-c)
and N = 5 (d-f). In all of the cases, uniform illumination
has been considered at the input.

where ∇2
⊥ ≡ ∂2

∂x2 + ∂2

∂y2 , r ≡ (ρ, z), ki = 2π/λi, n0
is the linear refractive index, and the nonlinear refrac-
tive index (Kerr nonlinearity) is denoted by n2 and it
is measured in cm2/W. This equation treats each spec-
tral component independently, while propagation takes
place on a discretized space, with the initial condition
Ψ(ρ, z2;λi) = {Ψ(ρm, z2;λi) : 1 ≤ m ≤ M }, where
Ψ(ρm, z2;λi) is given by Eq. (4b). Note also that differ-
ent spectral components experience different nonlineari-
ties, and thus differrent dynamics, due to the intensity
J(νi). Throughout this work we are interested in short
propagation lengths z3 = L . 1mm, so that the token is
sufficiently thin for cryptographic applications (e.g., en-
gineering of all-optical smart cards) [1, 8]. As a result, in
Eq. (5) we neglect effects of dispersion, self-steepening
and space-time coupling, assuming pulses with duration
such that 2πcT � λ0 [24]. For observation times long
compared to the coherence time of the scattered light
(∼ 1/δνc), the intensity of the scattered light at the
mth output mode after the nonlinear medium (plane at
z = z3) can be approximated by [17]

I(tot)m '
∑
i

J(λi)|Ψ(ρm, z3;λi)|2. (6)

We also neglect effects of free-space propagation, as they
are expected to contribute equally in the speckles of
the actual token and a clone. Without loss of gener-
ality, we consider odd values for N , with the index
i ∈ [−(N − 1)/2, (N + 1)/2], and i = 0 refers to the
central wavelength λ0 = c/ν0.

Using the above sequential model for the nonlinear

multiple-scattering token, we have performed a number
of simulations, in order to gain insight into the role of
the nonlinearity on the speckle that is produced by such a
medium, as well as on the sensitivity of the speckle on the
cloning of the token. Equation (5) was solved by means
of the split-step Fourier method [25]. The reference to-
ken is described by a multi-spectral transmission matrix

Tref := {T (λi)
m,j : 1 ≤ m, j ≤ M ; −(N − 1)/2 ≤ i ≤

(N + 1)/2}. The matrix involves |Tref | = M ×M ×N
independent complex Gaussian random variables, with
zero mean and variance M−1(1−l/L) (e.g., see [5, 17, 19–
22] and references therein). The wavelength for the ith
spectral degree of freedom is given by λi = λ0 + iδλc.
For a fixed multi-spectral transmission matrix, we gener-
ate random clones along the lines described in Refs. [5].
More precisely, the multi-spectral transmission matrix of
a Q−close clone is obtained from Tref , by choosing new
random values for dQ|Tref |e randomly chosen elements.
The parameter Q is essentially associated with the qual-
ity of the cloning, with Q = 0 and 1, corresponding to
perfect and fully randomized clone, respectively.

III. RESULTS

Let us begin with the effect of Kerr nonlinearity on the
speckle generated by a given token. The main findings
are summarized in Fig. 2, which shows the speckles for a
token with defocusing nonlineariry (n2 < 0), zero nonlin-
earity (n2 = 0), and focusing nonlinearity (n2 > 0). For
defocusing nonlineariry the scattered light is distributed
among a larger number of output modes, relative to the
linear case. By contrast, for focusing nonlinearity the
scattered light tends to concentrate within a small num-
ber of output modes, thereby leading to a small number
of very bright spots in the pattern (note the different
color scales in the density plots). These findings were
present for all of the simulations we have performed,
and the location as well as the intensities of these bright
spots depend on the realization of the random disorder in
the token. Moreover, we have found that the concentra-
tion of scattered light for focusing nonlinearity becomes
weaker for increasing number of spectral degrees of free-
dom. This was to be expected, because according to Eqs.
(3) and (5), effects of nonlinearity become weaker as we
increase N . Analogous behavior is found as we decrease
I0, for fixed N .

Typical PUF-based cryptographic protocols which use
optical tokens exploit one way or another the strong de-
pendence of the speckle image on the random internal
disorder of the token as well as on the parameters of the
input light [1, 4, 8, 9, 12]. In either case, the robustness
of a protocol against the cloning of the token is mainly
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FIG. 3. Box and whisker diagrams for the estimated Pearson
correlation coefficients for cloning factors Q = (0.1, 0.15, 0.2),
in the case of token with focusing nonlineariry n2 = 3 ×
10−16cm2/W (blue), defocusing nonlineariry n2 = −3 ×
10−16cm2/W (green) and zero nonlinearity (red). For each
Q, 100 different random clones were generated. The lower
and upper bounds of a box refer to the first and the third
quartiles, and the horizontal (white line) the median. The
vertical whiskers (error bars) show the minimum and the
maximum of the recorded coefficients. (a) λ0 = 800nm,
n0 = 1.47, l/L = 0.2, T = 200fs, I0 = 1.0 × 1013W/cm2,
L = 200λ0, N = 1 slice. (b) As in (a) but for N = 3
slices. (c) As in (a) but for L = 400λ0. (d) As in (b) but for
I0 = 2.0× 1013W/cm2.

determined by the sensitivity of the speckle image to the
cloning. To investigate the role of the nonlinearity in this
context, for a fixed reference token, we generated 100 in-
dependent random clones, for three different cloning fac-
tors Q. For each clone, we calculated the speckle and
compared it to the corresponding speckle for the refer-
ence token, using the Pearson correlation coefficient [26],
which is equal to 1 for perfectly correlated patterns, and
equal to 0 for totally uncorrelated patterns. Given that
the correlation varies from clone to clone, we have ana-
lyzed the recorded values in terms of their median, spread
and skewness, through box and whisker diagrams.

A sample of our main findings is depicted in Fig. 3,
where we show diagrams for a fixed reference token, as
a function of the cloning factor Q, for various combina-
tions of parameters. As expected, the correlation de-
creases with increasing Q, because the quality of the
clones decreases. Moreover, we find a large overlap be-
tween the red and green boxes for all of the parameters,
which suggests that the performance of the linear token
(red boxes) is the same as (if not slightly better than)
the performance of a token with defocusing nonlinearity
(green boxes). By contrast, in the case of focusing nonlin-
earity (blue boxes), the recorded correlation coefficients
tend to be smaller than the corresponding coefficients for
a linear token (red boxes) with the same characteristics.
In particular, it is worth noting that there is negligible
overlap between the blue and the red boxes in all of the
cases shown in the figure, and it is only the maximum
recorded values which have some overlap with the red
boxes. Comparing Fig. 3(a) to 3(b) we find that the
advantage of tokens with focusing nonlinearity is getting
weaker for increasing values of N , i.e., increasing num-
ber of spectral channels. However, this advantage tends
to be restored partially if we increase the intensity of the
input light [compare Fig. 3(b) to 3(d)]. Comparing Fig.
3(a) to 3(c) we also find that by increasing the thickness
of the token, while keeping all other parameters constant,
the advantage of the tokens with focusing nonlinearity is
more pronounced, while at the same time we find a larger
spread of the estimated correlation coefficients. Finally,
as a result of Eq. (3), all of these findings do not seem
to depend on the actual pulse duration T , but rather on
the number of spectral channels N .

IV. CONCLUDING REMARKS

We have investigated how Kerr nonlinearity affects the
sensitivity of a speckle to the cloning of the involved
multiple-scattering optical token. Our results suggest
that for focusing nonlinearity the correlation between the
speckles of a reference token and its clones can be smaller
than the ones for zero or defocusing nonlinearity. Hence,
PUFs that rely on tokens with focusing nonlinearity are
expected to be more robust against cloning, in the sense
that they can distinguish easier between a reference token
and its clones, with high probability.

This advantage is getting more pronounced for tokens
with spectral correlation bandwidth equal or comparable
to the bandwidth of the pulse, as well as for increasing
thickness of the token, and/or increasing peak intensity
of the pulse. The spectral correlation bandwidth of a
token decreases quadratically with its thickness L [19–
22], whereas for a given pulse duration the peak intensity
should be below the damage threshold for the medium.
For our purposes, we had to vary the Kerr nonlinearity
n2 in our simulations, while keeping all other parameters
fixed, which would not have been possible if the present
work had been restricted to a specific material. However,
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for the focusing nonlinearity, where we have the most in-
teresting findings, the main parameters pertain to fused
silica [24, 27, 28]. This is a well-studied material in the
literature, while it has been also discussed in the frame-
work of PUFs [4]. The present findings are expected also
to be present for other highly scattering media typically
used in connection with PUFs, such as TiO2 and ZnO

[1, 2, 19–22].
The present work may serve as a benchmark for any

future work on nonlinear PUFs. The identification of ap-
propriate materials and systems for the validation of the
present findings in the framework of experiments is an
open question which deserves the attention of the com-
munity in the field.
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