
ar
X

iv
:2

21
2.

02
93

5v
1 

 [
cs

.C
R

] 
 6

 D
ec

 2
02

2

ACRO: A multi-language toolkit for supporting

Automated Checking of Research Outputs

Richard J. Preen and Jim Smith∗

University of the West of England

Bristol, BS16 1QY, United Kingdom

December 7, 2022

Abstract

This paper discusses the development of an open source tool ACRO,
(Automatic Checking of Research Outputs) to assist researchers and data
governance teams by distinguishing between: research output that is safe
to publish; output that requires further analysis; and output that cannot
be published because it creates substantial risk of disclosing private data.
ACRO extends the functionality and accessibility of a previous prototype
by providing a light-weight ‘skin’ that sits over well-known analysis tools,
and enables access in a variety of programming languages researchers
might use. This adds functionality to (i) identify potentially disclosive out-
puts against a range of commonly used disclosure tests; (ii) suppress out-
puts where required; (iii) report reasons for suppression; and (iv) produce
simple summary documents Trusted Research Environment (TRE) staff
can use to streamline their workflow. The ACRO code and documentation
are available under an MIT license at https://github.com/AI-SDC/ACRO.

1 Introduction

Statistical agencies and other custodians of secure facilities such as Trusted Re-
search Environments (TREs) [1] provide researchers with access to confidential
data under the ‘Five-Safes’ framework [2]. This enforces five orthogonal layers
of safety procedures, and the last requires explicit checking of research outputs
for disclosure risk. This can be a time-consuming and costly task, requiring
skilled staff. This paper discusses the development of an open source tool for
automating the statistical disclosure control (SDC) of routine research outputs.
The goal is to make the clearance process more efficient and timely, and to allow
the skilled checkers to focus their attention on the less straightforward cases.
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The purpose of the tool, (ACRO, for Automatic Checking of Research Out-
puts) is to assist researchers and output checkers by distinguishing between
research output that is safe to publish, output that requires further analysis,
and output that cannot be published because of substantial disclosure risk.

This work builds upon a previous Eurostat-funded project1, in which Green,
Ritchie and Smith developed a proof-of-concept prototype for the proprietary
Stata2 software [3]. The primary new contributions reported in this paper are:

• The implementation of a Python3 toolkit.

• An extensible multi-language platform with interfaces familiar to users of
popular statistical tools.

• An R language4 ‘skin’, demonstrating cross-language support.

• An open source repository with examples, help, documentation, etc.

2 Background

The Five Safes framework [2] is a set of principles that enable services to pro-
vide safe research access to their data and has been adopted by a range of
TREs, including the Office for National Statistics (ONS), Health Data Research-
UK (HDR-UK), and the National Institute for Health Research Design Service
(NIHR), as well as many others worldwide.

The Five Safes are composed of:

• Safe data: anonymisation of data to protect any confidentiality concerns.

• Safe projects: research projects make appropriate use of data.

• Safe people: researchers trained and authorised to use data safely.

• Safe settings: a secure environment that prevents unauthorised use.

• Safe outputs: screened and approved outputs that are non-disclosive.

Ensuring ‘safe outputs’ is a complex and often costly human labour-intensive
process. Automated output checking aims to improve the rigour and consis-
tency of the output disclosure control process and reduce human workload by
automatically identifying and suppressing disclosive outputs where possible and
categorising outputs as ‘safe’ or ‘unsafe’. ‘Safe’ outputs requiring no or minimal
further changes can be expedited through the clearing process whereas ‘unsafe’
outputs can be prioritised for human review [4].

1http://www.fivesafes.org/SDC/ACRO/
2https://www.stata.com
3https://www.python.org
4https://www.r-project.org
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A small number of SDC tools have been produced to assist in the process of
achieving ‘safe outputs’, such as tauArgus5 and sdcTable6, however they require
expert knowledge of SDC to use effectively.

With the aim of reducing the amount of user training required, a recent Eu-
rostat project [3] developed a proof-of-concept prototype in Stata where primary
disclosure is regulated by a set of simple rules. For example, a minimum thresh-
old rule applied to the number of observations used by a statistic ensures that
there is sufficient uncertainty with respect to any individual respondent. Domi-
nance rules protect large respondent values from being approximated where the
contribution to a statistic is dominated by only a few individuals. For example,
the p%-rule sorts the N observations by magnitude and checks whether the sum
of the smallest N − 3 observations is at least p% of the largest observation. The
NK rule checks that the largest N observations contribute less than K% of the
total. Also, not all aggregation statistics are permitted: reporting minima or
maxima values of a subgroup are prohibited, and regressions are protected by
checking that the Residual degrees-of-freedom exceeds a minimum threshold.

Here we build upon the Stata prototype with the aim of expanding its cov-
erage and impact whilst retaining a minimal learning curve. We achieve this by
creating a rules-based ACRO toolkit, which is primarily implemented in Python,
but with cross-language support and interfaces familiar to researchers.

3 The ACRO toolkit

3.1 Design Philosophy and Workflow

ACRO [5] is an open source toolkit (MIT License) that provides a light-weight
‘skin’ that sits over well-known analysis tools, in a variety of languages re-
searchers might use. This adds functionality to:

1. Identify potentially disclosive outputs against a range of commonly used
disclosure tests.

2. Suppress outputs where required.

3. Report reasons for suppression.

4. Produce simple summary documents TRE staff can use to streamline their
workflow.

ACRO has been designed with the following aims:

• Reducing barriers to adoption via a front-end application programming
interface (API) that is similar to those already commonly used by re-
searchers in their favoured language.

5https://github.com/sdcTools/tauargus
6https://github.com/sdcTools/sdcTable
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Figure 1: Schematic illustration of ACRO.

• Providing researchers with immediate feedback on the results of disclosure
checks (e.g., directly to screen after executing a command) and control over
the outputs that are submitted for review, e.g., the removal of outputs and
choice of output format (JSON7 or Microsoft Excel®).

• Having a single back-end code base constituting a single source of truth for
performing checks with extensibility for different languages and ongoing
support and consistency.

• Providing easy to understand help and documentation.

In practice, researchers prepare their data and statistical queries in the usual
way, in their preferred language, using common commands prefixed by ‘acro’.
The lightweight ACRO translation functions then call the Python back-end,
which executes the queries and performs the requisite output checks. The results
of both the checks and the output, automatically suppressed where possible, are
immediately displayed to the researcher. Details of the queries and results are
stored in a list, which may subsequently be written in a final format for review
by a human output checker. A schematic illustration of the ACRO workflow is
shown in Figure 1 and some notebooks demonstrating example code usage and
output are available via the ACRO project wiki8.

3.2 Checks Implemented

For tabular data (e.g., cross tabulation and pivot tables), we prohibit the report-
ing of the maximum or minimum value in any cell that represents a sub-group
of one or more contributors. Moreover, we suppress, and report the reason,

7https://json.org
8https://github.com/AI-SDC/ACRO/wiki
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Table 1

ACRO Default Parameters for sensitivity tests

Description Parameter Value

Min frequency threshold for tabular data safe_threshold 10.0
Min degrees-of-freedom for analytical stats safe_dof_threshold 10.0
N parameter in NK test safe_nk_n 2.0
K parameter in NK test safe_nk_k 0.9
Min ratio for p% test safe_pratio_p 0.1

the value of the aggregation statistic (mean, median, variance, etc.) for any
cell deemed to be sensitive. ACRO currently supports the three most common
tests for sensitivity: ensuring the number of contributors is above a frequency
threshold, and testing for dominance via p% and NK rules. ACRO builds a
series of suppression masks, which indicate which cells are to be suppressed for
each check. A summary outcome table indicating which suppression rule was
applied to each cell is presented to the researcher, along with the result of the
query. For regressions, e.g., linear, probit and logit regression, the tests verify
the number of degrees of freedom exceeds a threshold. The checking of graphical
plots has not been implemented as this stage since this is a complex problem
with many different methods for producing visualisations, even focusing only on
Pandas.

As noted above, all of these tests and checks are configurable according to
the TRE’s risk appetite. The data custodian, e.g., TRE staff member, specifies
the parameter values used for the output checks in a YAML9 configuration file,
which is loaded upon ACRO initialisation. The default ACRO parameters are
shown in Table 1. Future releases will offer the option to over-ride these on a
dataset, or even attribute level.

3.3 ACRO-PY

Python is a popular multi-platform language widely used for data analysis and
machine learning. PyPI10 provides a simple package management system for
distributing open source Python libraries. Pandas [6] and the statsmodels [7]
Python libraries are mature, popular, and well-supported packages for data
analysis, statistical testing, and statistical data exploration. Pandas is currently
used by more than 55% of all Python users11.

The use of Python as the primary implementation therefore enables the
leveraging of existing expertise and community support with these packages so
that the ACRO front-end can be as similar to the API researchers already know
and trust, and further facilitates the rapid development of disclosure checking
functionality on the back-end. As the PyPI distribution system is simple and

9https://yaml.org
10https://www.pypi.org
11https://lp.jetbrains.com/python-developers-survey-2021/
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allows the use of semantic versioning, it supports a rapid and iterative develop-
and-deploy strategy to provide continuing functionality and improvements.

For example, the current version of ACRO may be installed as simply as:

pip i n s t a l l acro

The currently implemented methods are listed below; for more details see
the ACRO project documentation12.

crosstab(index, columns[, values, rownames, . . . ])
Compute a simple cross tabulation of two (or more) factors.
Same API as pandas.crosstab.

finalise([filename])
Creates a results file for checking.

logit(endog, exog[, missing, check_rank])
Fits Logit model.
Same API as statsmodels.discrete.discrete_model.Logit.

logitr(formula, data[, subset, drop_cols])
Fits Logit model from a formula and DataFrame.
Same API as statsmodels.formula.api.logit.

ols(endog[, exog, missing, hasconst])
Fits Ordinary Least Squares Regression.
Same API as statsmodels.regression.linear_model.OLS.

olsr(formula, data[, subset, drop_cols])
Fits Ordinary Least Squares Regression from a formula and DataFrame.
Same API as statsmodels.formula.api.ols.

pivot_table(data[, values, index, columns, . . . ])
Create a spreadsheet-style pivot table as a DataFrame.
Same API as pandas.pivot_table.

print_outputs()
Prints the current results dictionary.

probit(endog, exog[, missing, check_rank])
Fits Probit model.
Same API as statsmodels.discrete.discrete_model.Probit.

probitr(formula, data[, subset, drop_cols])
Fits Probit model from a formula and DataFrame.
Same API as statsmodels.formula.api.probit.

remove_output(key)
Removes an output from the results dictionary.

An example ACRO query and its output is shown in Figure 2 where the
R/G column is automatically suppressed.

12https://ai-sdc.github.io/ACRO/
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safe_table = acro.crosstab(

df.year, df.grant_type, values=df.inc_grants, aggfunc="mean")

INFO:acro:outcome_df:

grant_type G N R R/G

year

2010 ok ok ok threshold; p-ratio; nk-rule;

2011 ok ok ok threshold;

2012 ok ok ok threshold;

2013 ok ok ok threshold;

2014 ok ok ok threshold;

2015 ok ok ok threshold;

INFO:acro:get_summary(): fail; threshold: 6 cells suppressed;

p-ratio: 1 cells suppressed; nk-rule: 1 cells suppressed;

INFO:acro:add_output(): output_1

grant_type G N R R/G

year

2010 9921906.0 0.000000 8402284.0 NaN

2011 8502246.0 124013.859375 7716880.0 NaN

2012 11458580.0 131859.062500 6958050.5 NaN

2013 13557147.0 147937.796875 7202273.5 NaN

2014 13748147.0 133198.250000 8277525.0 NaN

2015 11133433.0 146572.187500 10812888.0 NaN

Figure 2: Example ACRO query (top), with disclosure control reporting (mid-
dle, grey box) and output (bottom) where column R/G is suppressed.

3.4 ACRO-R

The R front-end is an example of cross-language support. It provides a set of
wrapper functions that execute Python back-end checking via the reticulate13

package, which provides automatic conversations for many types, e.g., R data
frame to Pandas DataFrame.

For regressions, the common R lm() and glm() functions were shadowed
with equivalent versions implemented as acro_lm() and acro_glm(), respectively.
For tabular data, the dplyr14 package is commonly used within R, however no
simple cross tabulation or pivot table functions are provided; instead various
combinations of groupby() and summarize() etc. are used. Therefore, at this
stage of development, the Python cross tabulation and pivot table functions
were directly interfaced with acro_crosstab() and acro_pivot_table().

4 Future Plans

Future plans include the production of an equivalent ‘skin’ for Stata; and the
development of a toolkit that can be embedded within projects such as Open-

13https://github.com/rstudio/reticulate
14https://github.com/tidyverse/dplyr
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SAFELY15 and medical TREs. Additional features and improved user experi-
ence will be facilitated by the involvement of end-users and output checkers.
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