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Abstract

In this paper, we propose a scheme for the problem of cache-aided multi-user private information
retrieval with small caches, in which K users are connected to S non-colluding databases via shared
links. Each database contains a set of [V files, and each user has a dedicated cache of size equivalent to
the size of M files. All the users want to retrieve a file without revealing their demands to the databases.
During off-peak hours, all the users will fill their caches, and when required, users will demand their
desired files by cooperatively generating query sets for each database. After receiving the transmissions
from databases, all the users should get their desired files using transmitted data and their cache contents.
This problem has been studied in [X. Zhang, K. Wan, H. Sun, M. Ji and G. Caire, “Fundamental limits
of cache-aided multiuser private information retrieval”, IEEE Trans. Commun., 2021], in which authors
proposed a product design scheme. In this paper, we propose a scheme that gives a better rate for a
particular value of M than the product design scheme. We consider a slightly different approach for the
placement phase. Instead of a database filling the caches of all users directly, a database will broadcast
cache content for all users on a shared link, and then the users will decide unitedly which part of the
broadcasted content will be stored in the cache of each user. This variation facilitates maintaining the

privacy constraint at a reduced rate.

Index Terms

Private information retrieval, coded caching, dedicated caches.

[. INTRODUCTION

In a problem of private information retrieval (PIR), a user wants to retrieve a file from
distributed databases containing the same set of files in such a way that the identity of the
desired file is private. This problem was first introduced by Chor et al. [1], and since then it has
been studied extensively in literature [2]], [3], [4], [S]. The trivial solution for the PIR problem
is to send all the files to the user to keep the demand identity private, but clearly, it is not a
feasible solution as the number of files can be large. Hence the requirement is to find a PIR

scheme that minimizes the communication overhead that occurred due to the privacy constraint.
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There are many variations of the PIR problem in the literature, such as multi-message PIR
(MPIR), in which the user can demand more than one message [6l], PIR with side information
(PIR-SI), in which the user has prior side information about the database [7], pliable PIR (PPIR)
in which the user is interested in any message from a desired subset of the set of all messages
stored in databases [8]]. One variant of PIR is studied with coded caching [9], in which the user
is equipped with a cache, and during off-peak hours a database place some content in the cache
of the user. When the user wants to retrieve a file, then the transmissions will be made in such
a way that the user can get the desired file using transmitted data and cache content while the
privacy of the demand is maintained. After that, the problem cache-aided PIR has been studied
for multiple users equipped with dedicated caches and is called cache-aided multi-user PIR
(MuPIR) [5)]. Recently, in [10], authors have proposed a scheme for multi-access cache-aided
multi-user PIR in which each user has access to more than one helper cache.

In this paper, we consider the problem of cache-aided multi-user PIR and propose a scheme
with a slight variation in the placement phase. All the users are connected to databases via shared
links. In the placement phase, a database will broadcast the content for the caches of all users
(precisely defined in Section [[II), and users will collude and decide which part of the broadcasted
content will be stored in the cache of each user. That means the database will know the content
placed in the caches of all users but will be unaware of which part of the whole content is stored
in a user’s cache. The cache contents of any two users are disjoint. This variation will help in
maintaining the privacy constraint at a reduced rate.

Notations: For an integer N, [N] denotes the set {1,2 ..., N}, and A;.5y denotes the set
{A1, As, ..., AN}

A. Cache-aided multi-user private information retrieval [5]]

In cache-aided MuPIR, there are S non-colluding databases, and each database stores NN files
Wi, Wo, ..., Wy, each of size L bits. There are K users connected to the databases via error-free
links. Every user has a dedicated cache, which has the capability of storing M L bits. Let Z;
denotes the cache content of user k, k € [K]. All caches are filled in the placement phase before
knowing the demands of the users. In the delivery phase, all the users cooperatively generate
query set Qs for each database s € [S]. Using the answers A, s € [S] to the queries and the
cache contents, users satisfy their demands without revealing any knowledge of the demand
vector to the databases. Let 6 = (dy,ds, ..., dk) be the demand vector, where d; € [N], for all
i € [K]. After receiving all the answers, the users should be able to recover their desired file

correctly, i.e.,

HWqy, | Qus, Avs, Zk) =0, Vk € [K].
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Fig. 1: Cache-aided multi-user private information retrieval

To preserve the privacy of demands with respect to the databases, the following condition should
be satisfied

1(97 Q87A87W1:N7ZI:K) - 07 Vs c [S]

Let D denotes the total number of bits transmitted by the databases to satisfy the demands of
all the users. Then the rate (load) R is defined as

D
R_f'

B. Our contributions

The main contributions and outline of this paper are as follows.

o In Section [ll, we provide an alternate scheme for PIR with subpacketization level SV ~!
and optimal rate R =1+ % + % +- 4 ﬁ A scheme was given by Sun and Jafer [3]
with the same subpacketization level and rate. The purpose of giving this alternate scheme
is to provide a background for the scheme given in Section [IlI| for cache-aided MuPIR, as
the method of generating query sets in that scheme is inspired by this PIR scheme.

o Using the PIR scheme given in Section we present an idea to improve the product
design (PD) scheme in terms of subpacketization level in Section [[II} and give an example
to illustrate it.

o In Subsection we propose a scheme for cache-aided MuPIR for a small value of
cache size, which is inspired by the CFL (Chen, Fan, Letaief) coded caching scheme [11]
and the PIR scheme given in Section

February 1, 2023 DRAFT



Fig. 2: Rate of the proposed scheme compared to the rate of the PD scheme

For 5=3, N=3,K=3 4 For 5=3, N=4,K=4

—&—PD Scheme —&—PD Scheme
—%— Proposed Scheme 35 ——%*— Proposed Scheme

3

25

Rate

2

15

1

0.5

0 0
0.1481 05 | 15 2 2.5 3 0.1111 05 1 1.5 2 2.5 3 3.5 4
M M

« The subpacketization level in the proposed scheme is K SV~! which is less than the
subpacketization level of the PD scheme which is (It( )SY, where t = KM/N.

o In Section we compare the rate of the proposed scheme R and the rate of the PD
scheme Rpp for the value of M given in (5)), and show that Rpp — R > 0 for all S > 2
and N > 2. In Figure |2 the comparison of the rate of the PD scheme and proposed scheme

(given only for one memory point) is given.

II. PIR SCHEME WITH MINIMUM SUBPACKETIZATION

Consider S non-colluding databases containing N files Wy, W5, ..., Wy each of size L bits.
The user is connected to the databases via an error-free link and wants a file Wy, for some
0 € [N]. The user will generate query sets for each database in such a way that the individual
database will not have any idea about the user’s demand. This problem was solved by Sun and
Jafer [2]] with subpacketization level SV and optimal rate R = 1 + % + é + -+ ﬁ After
that subpacketization level has been reduced to SV~! in [3]] with the same rate. In this section,
we provide an alternate method (Algorithm (1 given in this section) to generate the query sets for
the databases with the latter case, i.e., with the subpacketization level S N=1 In this scheme, the
query set of one database is different, and for the rest, it is the same. We start with an example

before describing the general scheme.

Example 1. Consider a PIR problem with S = 4 databases and N = 3 files denoted by A, B
and C. Divide each file into SN~ = 16 subfiles. The files A, B and C are divided into the
subfiles {A1As, ..., Aig}, {B1,Ba,...,Big} and {C1,Cs, ..., Cis}, respectively. Now the user
generates three random permutations of {1,2,... 16}, namely, P4, Pg and Pc for the subfiles

of files A, B and C, respectively. These permutations are not known to the databases. Let image
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TABLE I: Query table for Example

DBI1 DB2 DB3 DB4
ai as + b a4+ b1 ae + b1
b1 a3 + c1 as + c1 a7 + c1
c1 b2 + c2 bs + c3 by + ¢4

ag+ba+c2 | ann+bs+cs | aiz+ba+c2 | ais+b2+c2
a9 +bz+c3 | aro+batcs | ara+bi+ca | ae+b3+cs3
a0 +bs+ca

of A; be represented by a; under the permutation Py, i.e., a; = Ps(A;) foralli € {1,2,...,16}.
Similarly, b; = Pg(B;) and ¢, = Po(Cy) for all j,k € {1,2,...,16}. If the demand of the user
is A (without loss of generality), then the generated query sets are given in Table I}

After receiving the answers to all queries from each database, the user will get all the subfiles
of file A. Since Py, Pg and Pc are all random permutations of {1,2, ...,16} and the query set of
the individual database is symmetric along all the files, databases will not have any information

regarding the demand of the user.

A. PIR scheme
Divide each file W; into SV~ subfiles denoted by W;(1), W;(2),..., Wi;(SN~1), for all i €

[N]. Now we describe some terminologies which are used in this scheme.
e k-sum: The terminology k-sum is used to denote an expression representing the sum of &
distinct variables. For example W; @ W;, ®--- & W, is a k-sum which corresponds to the
set U = {iy,12,...,ix} C [N].
« Define a functiom ¢;(S, k) for all ¢ € [S] and k € [IV], as
b1(5. 1) = g(S k), fori=1, | W
f(S,k), for2<i<§
where g(S, k) = 51 [(=1)F 1 4+ (S — 1)F72] and f(S, k) = & [(=1)F + (S = 1)*1].
The function ¢;(S, k) will represent the number of repetitions of a k-sum in the query
set of ¢-th database in this scheme. The structure of query set of one database is different
from the other databases (without loss of generality, we have taken that the query structure
of database 1 is different from the other databases). Therefore, the value of the function
¢i(S, k) is different for i = 1 and same for all i € {2,3,...,S5}.
Suppose the user’s demand is W, where d € [N]. Let Q; denote the query set for the database
j,j € [S]. For N random permutations a’ = (a}, a5, ..., aky_,) of set [S¥~'] generated by the
user, where ¢ € [IN] and demand d, run Algorithm |1} As an output of Algorithm (I} we will
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Algorithm 1: Generates query sets for each database s € S for PIR scheme [[I-All.

Data: Permutations a' for all i € [N], demand d
Result: Query sets Q;, Vj € [9]

Q1 {{Wi(a))} [ 7 € [N]};

Q; 0, ¥j=2,3,...,5;

k <« 2;

ti < 1, Vi € [N];

while ¢; < SV~ do

for j=1— S do

I+ 0;

for (i=1—5) & (i #j) do

for (Q € @) & (|Q=k—1) do

if QN {Wy(z) | x € [S¥!]} =0 then

I+ 1;
end

end

end
if 7/ = 1 then

for t € [¢;(S,k)] do

end

end

end

end
k <+ k+1;

end

Note: The notation W ;(x) denotes the subsubfile W,

Qj + Q;U{QU Wd(aiﬂd)};

for all distinct {iy,1is,...,1;} € [N]\{d} do

Qj «+ Q;U {w;, (a3}+ti1)7 Wi, (a$+ti2)a cee

(2)

I/I/ik (ail-€+tik)}}; (3)
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get S sets 0,7 € [S], and every set (); corresponds to the query set Q; of database j in the
following manner:

@z{EJMVQe@},

z€Q

for all j € [S]. For j € [S], adding a set {W,,,W,,,..., W, } in Q; is equivelent to adding a
k-sum W; & W;, @ --- @ W, in the query set Q;. In further discussion, we will also address
Q; as query set and each set of size k in (); as k-sum. The idea of this algorithm is mainly
based on two steps:
Step 1: Use the extra information gained from one database in the query sets of other databases.
Step 2: After asking the queries in the form of k-sum, & € [N], which contains the desired
subfiles, maintain the symmetry along all the files by adding the remaining possible k-sums.
The first query from database 1 demands the first subfile (after applying the permutation) of each
file W;,i € [N]. Since the demand of the user is W, all other subfiles 1;(a!), where i € [N]
and 7 # d are the extra information. Now use this extra information for getting the next desired
subfiles of IW/; from all other databases, i.e., the following queries will be added to the query
set Q; of database j,1 < j <S5,

[Walal) + Wila}) | & =24 (j = 2)(V = 1),..., 14 (j — (N — 1)si € [N],i # d}.

Now the query set (); contains only (N —1) number of 2-sums, all containing the subfiles of W7,

N
2

the files, add (];[ ) — (N — 1) remaining 2-sums using new subfiles of the files W;,7 # d in the

while the number of the total possible 2-sums is ( ) Therefore, to maintain symmetry across
query set ();. Now the query sets of every database except the first database contain the extra
information. Further, exploit this information gained from a database in the form of 2-sums for
getting subfiles of WW; using 3-sums in the query sets of other databases. Then again, maintain
symmetry along all the files by adding the remaining possible 3-sums. Also, the repetition of
every k-sum should be equal while performing Step 2. Repeat this process until we find all the
subfiles of WW,.

The total number of k-sums in N files is (],Z ) Suppose every k sum is repeated ¢; (S, k) times
in the query set @Q;. Since the structure of the query set of the first database is different from
the other databases, the value of the function ¢;(.S, k) is different for i = 1 and the same for all
i€{2,3,...,5}, as defined in (I). Now we explain the process of obtaining the values of the
functions ¢(S, k) and f(S, k).

« Since we are asking single subfiles (1-sum) only from database 1, we have ¢g(S,1) = 1 and

f(S,1)=0.

o The extra information gained from database 1 in the first step can only be used in the query

sets of other databases in the form of 2-sums, and every 2-sum will occur only once in a
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TABLE II: The values of functions ¢(S, k) and f(S, k) in the given PIR scheme

k 9(S, k) f(S,k)

1 1 0

2 0

3 (5=1)f(52) (5=2)f(5,2) +4(5,2)
4

(5 =1)f(53) (8 =2)f(5,3) +9(5,3)

; (S—Df(S,t—1) | (S—2)f(S.t 7'1) +g(S,t—1)

].\f (S—=1)f(S,N—-1) (S—Q)f(S,N—.l)—i—g(S,N—l)

query set Q;,7 € {2,3,...,S}. Therefore, g(S,2) =0 and f(S5,2) = 1.

« In query set of database 1, while using the extra information (in the form of 2-sums) gained
from databases 2,3,...,S5, every 3-sum is repeated (S — 1) times. In the query set of
database j,j € {2,3,...,S5}, every 3-sum is repeated (S — 2) times.

« Continuing in the same way, for k& € [IN], we have g(S,k) = (S—1)f(S,k — 1) because in
the query set of database 1 we will use extra information gained from databases 2,3,...,5
using (k — 1)-sums which were already occurring f(S,k — 1) times. Similarly, we get,
f(S;k)=(S=2)f(S,k—1)+g(S,k—1).

By following the process given above, the values of functions g(S, k) and f(S, k) are given
in Table [l By solving the recurrence relations g(S,k) = (S — 1)f(S,k — 1) and f(S,k) =
(S —2)f(S,k—1)+ g(S,k — 1) with initial conditions ¢(S,1) =1, f(S5,1) =0, g(5,2) =0
and f(S5,2) =1, we get

o(5.K) = T [+ (5 - )

1 _
F8.8) = 5 [(=1)F + (5 = =]
This rate of this scheme is R = (1 + % + é 4+ 4 ﬁ) , which is optimal. The proof of

correctness, privacy and achieving capacity for this scheme is given in Appendix

ITI. CACHE-AIDED MULTI-USER PRIVATE INFORMATION RETRIEVAL

Consider S (> 2) non-colluding databases and each database stores N (> 2) files W1, W, .. .,
W each of size L bits. There are K users connected to the databases via error-free links. Every
user has a dedicated cache, which has the capability of storing M L bits. Let Z, denotes the
cache content of user u, u € [K]. All caches are filled in the placement phase before knowing

about the demands of the users. In the delivery phase, all the users cooperatively generate query
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TABLE III: Query tables for Example

DBI DB2
A3 + Af A3+ A3
Bl + Bl B} + B 8L e
cl i ot bo T er Az + Ay A3+ By + By + A4
2+ 0 2+ Bl 4 B! A3+ Ch 402 A2
A3 + B3 + B + Al A3+ B} + B} + A} 2T 22t
Ci+Ct B:+Ci4+Ci+ B3
A4 C2 03 AS AG Cl 04 A4 2 1 2 2 1 1
2+ 0y +C7 + A7 2+ 0y +C01 + A7 AV L B2 02102y By A2
B} +C3+Ct + B Bi+Ci+Cl+ B} AR M S B B
Al + By +C3+C + Bl + A1 | A3+ B3 +C3 4+ C? + BY + A}

(a) (b)

sets for each database. Using the answers to the queries and the cache contents, users satisfy
their demands without revealing any knowledge of the demand vector to the databases.

In this section, first we present an idea to improve the PD scheme given in [5] in terms of
subpacketization level and give an example. Then we present our scheme which is inspired by
the CFL coded caching scheme [11] and the PIR scheme given in Section

In the PD scheme, authors used the combination of MAN coded caching scheme [12]] and SJ
(Sun and Jafar) PIR scheme [2]. The subpacketization level in that scheme was (f ) SN, where
t= % If we use the PIR scheme given in Section |lI| instead of using the SJ scheme in the PD

scheme, then we get the same rate but with reduced subpacketization level of (It( ) SN=1 where

_ KM
t = KM

Example 2. Consider the cache-aided MuPIR problem with S =2, N = 3, K =2 and M = 3/2.
Placement: Divide each file A, B,C' into two subfiles, i.e., A = (A1, As), B = (B, Bs) and
C = (C1,Cy). The cache content of user k € {1,2} is Zy, = {Ag, By, Ci}.

Delivery: In the PD scheme, each subfile is divided into 8 subsubfiles. Let [A}, A?, ..
(B}, BZ,...,B%| and [C},C?, ..
and C;, respectively, generated by the users, where i € {1,2}. Then the queries are given in
Table [[ll{a) for the demand vector (1,2).

If we use the PIR scheme given in Section [l instead of using the SJ scheme, then each
subfile is divided into 4 subsubfiles. Let [A}, A2, A?, A}], |B}, B?, B}, B{] and [C},C? C3,C!]
represent random permutations of 4 subsubfiles of A;, B; and C;, respectively, generated by the
users, where i € {1,2}. Then the queries are given in Table [I[I(b) for the demand vector (1,2).

., A8,
., C¥] represent random permutations of 8 subsubfiles of A;, B;

A. CFL coded caching scheme [11]

For a coded caching problem with N files and K users, CFL scheme gives the optimal rate

1

for the cache size M = %

when N < K . In orignal version of CFL scheme given in [11], each
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file is divided into N K subfiles but it is sufficient to divide each file in K subfiles. Therefore
divide each file W; in K subfiles denoted as W; 1, W, ..., W, i for all i € [N].

Placement phase: The cache content of user k € [K] is
Zy = {Wl,k S W2,k b---D WN,k}.

Delivery phase: Let the demand vector be d = (dy,ds,...,dx) and each file is demanded by
at least one user. Without loss of generality assume that first /N users demanded all NV files, i.e.,
(dy,ds,...,dy) = [N]. Then transmissions are as follows.

o For all j € [K], transmit subfiles Wy ;, W, ... , Wy, 15, Wa, 415, ..., Wn.

o Forall j€ {N+1,N+2,..., K}, transmit Wy, ; & Wy, j», where j' € [N] and d; = d;.
The rate of this scheme is R = N (1 — +), which is optimal as it satisfy the cut-set lower bound
[12].

B. Our proposed scheme

In this subsection, we propose a scheme for cache-aided MuPIR for a specific value of cache
size, and this scheme is inspired by the CFL coded caching scheme and the PIR scheme given
in Section [II} Since the CFL scheme achieves the lower peak rate of caching if the number of
users is no less than the number of files in the database, our scheme gives a better rate than the
PD scheme for N < K.

We are adopting the notation of k-sum and the function ¢;(.S, k) from Section [lIl and defining
some new notations which are used in this scheme.

« Define a function ¢;(S,k) for all i € [S] and k£ € [N], which denotes the number of

repetition of a k-sum in the query to ¢-th database in this scheme.
k(N —1)

w(s.h = |25

®i (S, k)-‘ .

o Let g be an integer defined as

N
7=> Y (]kv)ws(s, k). €

« In this scheme, cache size is defined as,

)

« For i € [N] and s € [S], define a function

()u(5, ) if 4 d

]:?d(k) B N N-1 e ?
(M s(S, k) — (N = 1) (V) s(S, k) ifi=d
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11

where d € [N].

Divide each file W;,i € [N] into K subfiles denoted by W;;, W;s,..., W, k. Further, divide
every subfile 1W;; into SV~! subsubfiles denoted by W, W2,,...,WS " for all i € [N] and
je[K].

Subpacketization: Since every file W; is divided into K SN=1 gqubsubfiles, Vi € [N], sub-

packetization level is K.SV~!. Hence the size of each file should be greater than or equal to
KSN~! ie., L > KSN-1,

Placement phase: In this phase, all the users fill their caches. Let the cache content of user «
be denoted by Z,, u € [K]. In the time when the network is not busy, a database will broadcast

7, where
Z={W{,eW, & --eWy,|je[Kl,t=H+1,H+2,...,S""}.

and H = ¢ — (N — 1)S™~L. Then users will cooperatively generate a random permutation of
K], say itis P = (p1, pa, - -, Pk ). By using the broadcasted data from the database, user u will

fill its cache with cache content
Zy={W{, eW;, &--oWy, |[t=H+1,H+2,... 5"}

for all u € [K]. Since the number of subsubfiles stored in the cache of a user is SV~! — H and

the size of one subsubfile is #, the total size of cache content is

(SY - H)L _ (SV g (N-DSYY NSV g
KSN-1 KSN-1 o\ KSNH

For the delivery phase, users will cooperatively generate the query sets for each database using

)L:ML.

Algorithm [2] and Algorithm [3] and these algorithms use Function 1 and Function 2. So first, we
describe the details of these functions.
Correctness, privacy and output of Function 1:

Function 1 generates the query sets corresponding to the subfiles W, ;, W5 ;, ..., Wy ;, where
j € [K]. Therefore, the inputs for this algorithm are the value of j, N permutations of [SV~!]
and an integer d € [N]. The output of this function will produce S query sets @)%, s € [S], one
for each database. This function is a generalization of Algorithm [I] In Algorithm [I] the aim is
to find all the subfiles of the desired file and maintaining the symmetry along all N files in the
query set for each database. However, in Function 1, the aim is to find all the subsubfiles of
subfiles W, ;, where ¢ # d and maintaining the symmetry along all N subfiles in the query set
for each database. While maintaining the symmetry along all N subfiles, we also obtained the
H subsubfiles of subfile 11, ;. So the idea is to use the cache content of the user j to get the

remaining SV~! — H subsubfiles of W ;.
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Function 1: Generates query sets for each database s € S for j € [K].

Function QSet1 (j; a', Vi € [N]; d):

No

Q1 < {{Wi;(ad)} | i € [N]};
QL+ 0, Vs=23,...,5;
ti 1, Vi e [N];
for k=2 — N do
T; < t;, Vi € [N];
for s=1— S5 do
C <« [UCI[N]||U| = k](¢s(S, k) times);
T+ 0,
fori=1— N do
for 7/ =1 — Fid(k) do
if 3 U € C such that i € U then
Q= QuuiiWia)y | Waslan)Ys @)
ueU\{i}
C«+C—-{U};
T+ Tu{U},

else
choose (U € C & V & T, whose corresponding query is

¢ ={Wy;la;) |veV}eQ st
(ieViuueluV &t >T,)

Q + QU {{W,, 4( at’ )} U {Woi(aZe,)}; (7)
veV\{v1}

¢ < dq - {Wi,j(ai;) v1, at’ }U{Wzy @ i,), anj(“?Tvl)}%

C+C—-{U};

T+ TU{U};

end
end
end
end
end

return Q,, Vs € [S];
te: 1. The notation W; ;(x) denotes the subsubfile W7;. 2. In expression W, j(aZ, ),

choose an integer < 7}, in such a way that maintains the symmetry in the repetition of

subsubfiles of every subfile I¥; ; in query sets (..
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« Correctness: To prove the correctness of Function 1, we need to prove the following points.

1) The number of sets in collection C is equal to the number of sets used to make queries
in @, where s € [9], i.e.,
N

(],f ) bu(S.k) = 3 Fi(k).

i=1
Proof: We have

Zf"‘ = FHk) + 3 Fik)

<><>z (Lo

- (]Z)wsw, 0)

2) For each subfile W, ;,i € [N], the total (k) number of k-sums, containing a new
subsubfile of W, ;, are getting added to (.. Hence there should be enough sets of size

k in collection C which contain i, i.e.,

Fem < () 7 udsi,

Proof: For i # d, we have (k) = (Y1) ¢s(S. k) < (F2))0s(S, k), as ¢5(S, k) <
¥s(S, k). For i = d, we have F(k) = (})1s(S, k) — (N — 1) () ¢s(S, k). Since

we have

k(N — 1)

ns =[5

(5.1 < |5 | = kou(s. )

we get

7 < () Jroutsity = v = (ot

(]Z__ ! )¢s<s, k) < (]]f _‘f)ws, k).

« Privacy: In Function 1, queries in @, s € [S] are being generated corresponding to every

set in collection C, and every subset of [N] of size k is contained in C equal number of
times (which is 14(S, k)). Therefore, symmetry is maintained in (), along all the subfiles
Wi, 1 € [N].

« Output: The k-sums containing new subsubfiles of subfiles W; ;, ¢ € [N] are being added
to @, s € [S] only in (6) and (7)), and in both the equations only one subsubfile (added with
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increment function + + ¢) is new, and others already appeared in the query sets of other
databases. Since this function starts with adding 1-sums in ()}, each subsubfile that appeared
in any of the query sets can be decoded. Therefore, to find the number of all subsubfiles
which can be obtained from the answers to the query sets generated by Function 1, we only
need to find the number of subsubfiles that appeared in all the query sets.
— The number of subsubfiles of a subfile W; ;, where ¢ € [N] and i # d, obtained by the
answers to the query sets Q' s € [S]is 7 = 14+ 35, S0, F4(k). Since for i # d,
Fid(1) =37 (Vo) os(S,1) = g(s,1) + (S = 1)f(S,1) = 1+ 0 = 1, we have

mziifj’d ZZ( )gzﬁs S, k)= SN,

k=1 s=1 =1 s=1
— The number of subsubfiles of subfile W/, ; obtained by the answers to the query sets
o8 €ls],
N S N S
w= 1Y D F ) = 30D F e
k=2 s=1 k=1 s=1
N S
N N -1
=33 () esm - -n(3 ) )esn)
k=1 s=1
N S N S
N N -1
=> (k)zms,ks) (N=1)> > (k_ 1)¢5<5,k>
k=1 s=1 k=1 s=1
=q¢-(N-1)S""'=H
Hence using the answers to the query sets (), s € [S] generated by Function 1, the users can

decode all S™~! subsubfiles of a subfile W; ;, where i € [N] and i # d, and H subsubfiles
of the subfile Wy ;.
Correctness, privacy and output of Function 2
The input of Function 2 contains N functions w;(z), € [N] of the subfiles W, ;,i € [N],j €
(K], for example, w;(z) = W, (z) + W, ,(z) for some i € [N],j1,j2 € [K] and = € [SV1].
This function generates query sets for each database which are symmetric among all N functions
wi(x),i € [N]. Using the answers to each query set, the user will get the values of all SV~!
function of subsubfiles corresponding to each w;,i € [N], i.e., users will be able to find the
values of w;(z) for all i € [N] and z € [SV7!].
« Correctness: To prove the correctness of Function 2, we need to prove the following points.
1) The number of sets in collection C is equal to the number of sets used to make queries
in @, where s € [9], i.e.,

() tontsin =}~ osin,
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Function 2: Generates query sets for each database s € S for j € [K]\B.

Function 0Set?2 (w;(x),i € [N] ; a', Vi € [N]):
Q1 {{wilai)} | i € [N]};
Q.+ 0, Vs=23...,85;
t; < 1, Vi € [N];
for k=2 — N do
T, < t;, Vi € [N];
for s=1— S do
C+ [UCIN|]||U|=kK|(kps(S, k) times);
T « 0;
fori=1— N do
for i' =1 — (7)) $s(S, k) do
if 3 U € C such that i € U then
Q, — QU {{wildiy)} | fwulats)}}; (8)
ueU\{i}
C+C—-{U};
T« TU{U};

else
choose (U € C & V € T, whose corresponding query is ¢’ =

{wola)) [veVIeQ)) st (ieViu eUUV &t >T,)

Q= Quuifwn(ay )} | fwlale)k; )

veV\{v1}

¢ d —{wilay),wo (g )} (Hwilalp,) wa (a2, )}

C+C—-{U};
T+ TuUu{U};

end

end

end

end

end

return 0, Vs € [S];
Note: 1. The notation W; j(x) denotes the subsubfile W7;. 2. In expression w,(a%r, ),

choose an integer < 7}, in such a way that maintains the symmetry in the repetition of

subsubfiles of every subfile w; in query sets (..
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which can be easily proved.
2) For each w;,7 € [N], the total (],jjll) ¢s(S, k) number of k-sums, containing a new
subsubfiles corresponding to w;, are getting added to (). Hence there should be enough

sets of size k in collection C which contain i, i.e.,

(321 )esm = () 2 )twtson,

« Privacy: In Function 2, queries in Q)., s € [S] are being generated corresponding to every

which is true.

set in collection C, and every subset of [N] of size k is contained in C equal number of
times (which is k¢s(S, k)). Therefore, symmetry is maintained in ), along all the functions
w;, 1 € [N].

« Output: The k-sums contaning new subsubfiles of w;.i € [N] are being added to Q)’,, s € [5]
only in (8) and (9), and in both the equations only one subsubfile (added with increment
function + +t) is new, and others already appear in the query sets of other databases. Since
this function starts with adding 1-sums in @)}, each subsubfile that appeared in any of the
query sets can be decoded. Therefore, to find the number of all subsubfiles which can be
obtained from the answers to the query sets generated by Function 2, we only need to find
the number of subsubfiles of w;, i € [N] that appeared in all the query sets which is equal

to
ni=1+ ZN: S (ZZ__D ¢s(S, k) = ZN:Xi: (g:f) ¢s(S, k) = SN,

Hence using the answers to the query sets @), s € [S] generated by Function 2, the users

can decode all SV~ subsubfiles of w;, where i € [N].

Delivery phase: Suppose the demand vector for all K users is 0 = (dy,ds,...,dg). All
the users will cooperatively generate the query sets for each database using Algorithm 2| and
Algorithm 3| The generation of the query sets is different for the cases N = K and N < K.

1) For N = K: Here, we only consider the case when all K users have distinct demands with
the demand vector 0 = (dy,ds, . ..,dk). For each ¢ € [K], the users generate N permutations
{pet, P, ..., PN} of the set [SV~!] such that P“ = (pi,p},...,pln-) for all i € [N] and
(p?jﬂ,p?jw, . ,pfl;N,l) = (H+1,H+2,...,8" 1. In Algorithm for each ¢ € [K], Function
1 (QSetl) is called with the following values of the parameters

pe —> j; P —ad" Vi€ [N]; d.—>d,
and, we get query set (), for each database s € [S] as the output.
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Algorithm 2: Generates query sets for each database s € .S for the proposed scheme for
N =K.
Data: Permutations P Vi € [N], A € [K], demand vector
Result: Query sets Q;, Vs € [S]
for \=1— K do
QSetl (py; P, Vi € [N];dy);
Qe {Soequ | QEQL}, ¥ s € 18]

end

Qs+ Uy, @), Vs e[S];

Decoding: Now we prove that after receiving answers to all the Qs,s € [S] from each
database, all the users will get their desired files. Consider a user ¢ € [K| with demand
of file Wy,. The file Wy, has K subfiles Wy, 1,Wy,2,..., Wy, k. All the subsubfiles of
subfile W, ;, where j € [K] and j # po are obtained when Algorithm [2| calls Function
1 for j € [K]\{c}, as all the users have distinct demands. Now, only Wy, 6 subfile is
left to be obtained for user . First H subsubfiles of Wa,, », are obtained when Algorithm
1 calls Function 1 for ¢, as (pif;l,pif;z,...,pgi'v,l) = (H+1,H +2,...,571). Now
remaining (SN~ — H) subsubfiles of W,,,, will be obtained using cache content of user
d, Za = {Wlt,pa OW;,, & oWy, |t=H+1,H+2,.. .,SN_l} , as we already have
all the subsubfiles of W;,, ,, where i € [K] and i # d., by calling Function 1 for ¢’ in Algorithm
2

Theorem 1. The proposed scheme achieves the rate gx= for N = K.

Proof: Since in Algorithm [2| Function 1 is called for all ¢ € [K], the total number of
queries is K¢', where ¢ is the total number of queries generated by Function 1, which can be

computed as follows.

S S N
=Z|@|— +ZZ( )wsSk
s=1 k=2
N S X 1 ifs=1
= s(S,1) (S, k) s(S, 1) =
(V)ets 0+ X ({ )t {wuisn=g "7

N

i Mm EM@ it

(g) ¥s(S, k) =q

Therefore the total number of queries is /{q. Since the answer to every query of size of a

subsubfile, Rate R = KSN T = oneT [ ]

1 k=
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TABLE IV: The values of functions ¢,(S, k) and ¢,(S, k) in Example

9(3,1)=1] f(3,1)=0 G3,1)=1| F(3,1) =
9(3,2)=0| f(3,2) =1 G(3,2)=0 | F(3,2) =
9(3,3)=2| f(3,3) =1 G(3,3)=4 | F(3,3) =2

Example 3. Consider a PIR problem with S = 3 servers, N = 3 files and K = 3 users.
Each file is divided into 3 subfiles, i.e., W; — W;1,W;o,W,3 Vi € {1,2,3}. Each subfile
is further divided into 9 subsubfiles, i.e., Wi; — W, W2, ... W2, Vi, j € {1,2,3}. Now
we compute the values of function (S, k), where s,k € {1,2,3} in Table [IV] We have q =
St () (G(3,k) +2F (3, k) = 23 and H = q— (N — 1)SN~1 = 5. Let the size of each file be
L = 27 bits, and every user has cache of size ML = %L = 4 bits.

Placement phase: Let P = (p1,ps,ps) be a random permutation of set {1,2,3}. The cache
content of user ¢ € {1,2,3} is Z. = {W{, e W;, @ Wi  |t=6,7,8,9}.

Delivery phase: Let the demand vector be 0 = (2,1,3). For each j € {1,2,3}, the users generate

three permutations of {1,2,...,9} given as
a = (a],al,....ad), ¥V — (b,b),....0), & = (d.d,...,d),

where (b, bk, b, b8) = (a2, a2, a2, a3) = (3, 3,3, c3) = (6,7,8,9). Now after running Algorithm

2] we get the queries shown in Table V| for j = 1,2, 3.

From the Table[V} we get all the subsubfiles of the subfiles W1, , W3 ., Wo ), W3y, Wi s, Wa
and first 5 subsubfiles of the subfiles Wy, , W1 p,, W3 .. The demand of user 1 is Wy and the
user already got two subfiles Wy ,,,, Ws ,, completely and first 5 subsubfiles of W5 ,,. Since the
cache content of user 1 is Zy = {W{ & Wj @©Wy  |t=206,7,89}, remaining 4 subsubfiles
of Wy, can be obtained with the help of cache content Z,. In a similar manner, the other two
users will get their desired files. The rate in this scheme is R = g3 = 2 — 2,556, while the

9
rate of the PD scheme is R' = 2.769.

2) For N < K: Assuming that each file is demanded by at least one user, consider that
the demand vector is 6 = (dy,ds,...,dk). Now choose a set B C [K] (call it base set) such
that |B| = N and {d. | ¢ € B} = [N]. For each ¢ € B, the users generate N permutations
{Pet, P2, ..., PN} of the set [SV~!] such that P“ = (pi,p},...,pln-) for all i € [N] and
(p?jﬂ, pifﬁ, . ,p‘éﬁv,l) =(H+1,H+2,...,5Y ). In Algorithm for each ¢ € B, Function
1 (QSetl) is called with the following values of the parameters

pe — j; P —a' Vi€ [N]|; d,—> d.

For each c € B, we get S query sets for each database as output of Function 1, and denote
them as Q¢, for all s € [S].
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TABLE V: Query tables for Example

DB1 DB2 DB3 DBI DB2 DB3
wi Wi+ wil WL, + Wi wil W wit Wit wi
1.‘p1 l.fn 2.1p1 1-,]1)1 24]171 1.2;;2 1,5; + 2,2,12 1.5)2 + 2,p2
b a o a e b a c a c
Wi, Wi, Wi, WiL, W, Wi, Wi, Wik Wi, Wi,
e b ,a b a b - b
Wsln, Wag, + Wiy, Waip, + Wiy, Wi, Wik, + Wi, Wapy + Wi,
/atls b res rb /C% 755 /'Ci /bg /‘Lg /”g /b3 rel b3 el
w 1.1m + T’Vl‘m + W&lpx Wlm +W 3.11)1 wZ-pu +W 3-]!/1 w 2,p2 +W 1,p2 +W 3,p2 WZ,zpz + WS,pz VVZ-,21)2 + w&m
b e e e b a ez e a c a
Wig W, W, | W Wih AW || Wi e Wi Wi, | W, W, Wik, + Wi,
c al /b, el b e b c a b c b c? b
EV"-?M + Wl;l + H/Q,Apl H/fi;n + WQvlm Vvi‘-,m +1W1-1111 VV&ZPz + VVL;;‘& + VV?-spz ZVV;;i,) +2LV211P2 N ZI’V«"-Pz +2E{/2-;2 N
sai bi H b e s bl sed c 2 b b a2 e b , .
LV?TZ"[ + wfl’l + W/2:P1 nyi'l + Wz-‘pl + M/:;:-&pl Wﬁ;l + VT/Q;H + v‘/syspl ‘4/3-7?2 + ‘/1/{.:?2 + I/VQ-;Z WQ'SPZ + I lavfz + 14/';'51)2 WZVE;’Z + w la'z?z + w§'}]2
ck al bl cd Lad bl e a? b2 2 a? b
Wiy * Wigy +Woi, | Wy +Wip, + Wi, Wipe + Wipy + Wopy, | Wap, + Wi, + Wi,

(a) For j = 1 (b) For j = 2

DB DB2 DB3
Wit Wiz + Wyl Wi+ Wyl
W, Wi+ Wi, Wi, + Wi,
o} b3 af b3 af
wi‘i;m Wz.bé,g + ch o Wizm + Wlu b
Wi+ Wany + Wi, Wapy + Wi, Wa, + Wi,
Wyt + Wﬁfps + W52, Wiz + Wy 3;3 W;:m + Wy,
Wiy + Wi + Wi, Wi Wapy Wi+ Wap
Wor 4+ Wis - Wyo Wﬁ;‘m +W f;;z + wzf;‘pz wf:m + Wj%s + w;j%g
Woo 4+ Wis e Wet | Wyl W Wt

(c) For j =3

Algorithm 3: Generates query sets for each database s € S for the scheme [[III-BJ for

N < K.
Data: Permutations P Vi € [N], A € [K], demand vector

Result: Query sets Q;, Vs € [S]
foreach )\ € B do
QSetl (py; P, Vi € [N];dy);
Q) {SicqrlQeQL}, ¥seS)
end
foreach \ € [K]|\B do
QSet2 (W7, + W, Vi € [N]; PY, Vi e [N]);
Q¢ {Soeqr | QEQL}, Y5 €8]
end

Qs = Une @, Vs € [5];
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Now for each ¢ € [K]\B, the users generate

« a one-to-one mapping from [N] to B, say p = (p', p%, ..., p")
and d,; # j for all j € [N] and j # d..

« N random permutations { P!, P2, ... PN} of the set [SV~!] such that P = (pi, ph, ..., ply_,)
for all i € [V].

In Algorithm |3 for each ¢ € [K]\B, Function 2 (QSet2) is called with the following values of

the parameters

, such that d; = j for j = d.,

M/iicppi + Wi, — wi(x),Vi € [N]
P —s a',Vi € [N].

Again for each ¢ € [K|\B, we get S query sets for each database as output of Function 2,
denoted as )¢, for all s € [S]. Therefore, the query set generated by Algorithm [3| for database
sis Q. = UL, Q¢ for all 5 € [9]

Note 1. For decoding the demand of user c, c € [K|\B, we need subfiles W, fori € [N],i # d.
and the subfile Wq, ,, , + W, ., where ¢ € B and d. = d». However, to maintain the symmetry
along all ¢ € B, we consider a one-to-one mapping p from [N| to B3, and obtained the subfiles
Wip . + Wip, for all i € [N] using Function 2.

Decoding: In this subsection, we prove that after receiving answers to all the @, s € [5]

from each database, all the users will get their desired files.

1) Consider a user ¢ € B with demand of file W;_. The file W;_has K subfiles Wy, 1, Wy, ...,
Wa, k. User will directly get all the subsubfiles of subfiles Wy, , , where j € B and
j # ¢, as Function 1 is called in Algorithm [3| for every j € B and each user in B has
distinct demands. By calling Function 1 for ¢, first A subsubfiles of subfile Wy _, will
be obtained as (pf 1, Pirio,. .- Do) = (H + 1, H +2,...,5V71). Now remaining
SN=1 — H subsubfiles of W, ,. can be obtained using the cache content of user ¢, which

1S

Ze={W{, eW;, @& oWk, [t=H+1,H+2,... 5"},

as the user already have all the subsubfiles of W;,, ,i € [N] and i # d. by calling Function
1 for c. Until now user ¢ has obtained subfiles Wy, ., j € B. The subfiles remains to be
obtained are Wy, , ,j € [K]\B. In Algorithm [3| by calling Function 2 for j € [K]\B,
we get all subsubfiles of I/Vi’ppi + Wiy, where i € [N] and p' € B. For i = d., we have
Wiep 4. + Wae.p,;- Since we already have all subfiles Wy, j' € B and p% € B, we get
Wi, p;-

DRAFT February 1, 2023



21

2) Consider a user ¢ € [K]\B with demand of file W, . The file W, has K subfiles
Wa,1,Wa,2,- .., Wy, k. Clearly, there exist ¢ € B such that d. = d.. The user ¢ will
directly get all the subsubfiles of subfiles Wy, , , where j € B and j # ¢, as in Algorithm
Bl Function 1 is called for every j € B and each user in B has distinct demands. By
calling Function 1 for ¢/, first H subsubfiles of subfile Wy, ,, will be obtained, i.e.,
Wi Wi ps- -+ Wil By calling Function 2 for ¢, we get Wi, . + Wi, where
i € [N] and p' € B. Now there are two type of cases,

a) When ¢ # d., we have d,; # i. Since p' € B and d,, # i, we have subfile WLppl.
when Function 1 is called in Algorithm [3| for p’. Therefore, user ¢ gets W, ,,, for all
i € [N] and i # d. (using Wy ; + Wiy, ). Now using the cache content of user c,

which is
Zo={W{, eW;, & --@eW,, |[t=H+1,H+2,... S},

we get SY~1 — H subsubfiles of Wy, ., ie., Wt w2 . wy™
b) When i = d., we have Wq,p , + Wa,,, for d,i = i. That means we have W, , +
W, p. (as B contains only one user with demand d,. which is ¢, i.e., p% = p' = (/).
Since user c already have first H subsubfiles of 1, ,, , and last SV~' — H subsubfiles

of Wy, .. the user obtained both subfiles W, ,, , and Wy, ,,, completely.
Until now user c has obtained subfiles Wy, ,.,j € B and Wy, ,, . The subfiles remains
to be obtained are Wy, ,j € [K]\(B U {c}). By calling Function 2 in Algorithm [3| for
j € [K\(BU{c}), we get Wiy, ; + Wiy, where i € [N] and p' € B. For i = d., we have

Wdc,p,, 2. T Wa.p,. Since user c already has subfile Wdc,pp 4, » user can obtain subfile W, ..

Theorem 2. The proposed scheme achieves the rate [% +K-—-N } for N < K.

K

Proof: Since Function 1 is called for each ¢ € B, and Function 2 is called for each ¢’ €
[K]\B in Algorithm [3| the total number of queries is N¢’' + (K — N)q¢”, where ¢’ and ¢” are
the numbers of queries generated in Function 1 and Function 2, respectively. From Theorem [I]

we know that ¢’ = ¢. The number of queries generated in Function 2 is

=S - NS S k() (f)

s=1 s=1 k=2
5 N S N
=> Y k ( )ngSk NZZ( )gbsSk) NSN-L
s=1 k=1 s=1 k=1
Hence, the total number of queries is Ng + N(K — N)SV~L. Since the answer for each query

is of the size of a subsubfile, we have
Ng+ N(K — N)S!t N

- _ iV q
= KSN-1 _'AT[SN—l

+K—ﬂ.
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TABLE VI: Query tables for ExampleE|

DBI1 DB2 DB3 DBI1 DB2 DB3
al al b1 al b1 a a? b a b
wyL W2+ W, Wit + Wyl Wi, W2+ Wy, Wipe + Wap,
wi WS+ Wi Wi+ Wil wi WS, 4+ Wit Wi, + Wil
2,1111 1~ll>1 3,p1 1-,]111 3,p1 212112 1-,2112 3,p2 l,zpz 3,52
P b a b a ¢ b a b a
. W3’1p1 ) VVQ,TPI + w/l,}n VVQ_:I,I + VVI_%,I s Wz';m s WQ_E,Z + Wlé,z VVZ;;Q + WI%Q
ad b el b ¢ bl c a b ¢ b3 c b2 e
Wl.;l + W2:;1 + W 3;1 W 21;1 + T/V&%pl VV2.p1 + VV:;_lpl Wl_';’,z + Wz_;,2 + VVH_Zm VVQ_;2 + VV:&.po VVQY"[)2 + W/&‘lpz
WO LW W W Wl W W LW W W wed Wil we
1,1131 2.%)1 C;.‘m 3.1p1 lh.‘m 3-,]171 1b<|pl 11:’21)2 ‘2,5)2 3.,2172 3.,2172 lbépz 3,2;;2 1}),21;2
Wigy + Wip, + Wai, Wi + Wai, Wiy + Waip, Waps T Wi, +Wai, Wis + Walp, Wit T Wab,
o Lal bl al bd ! al b el b2 2 o2 a2 b2 g a3 5 .
W‘Zm + Wl’m + T/VM1 Wl_;l + VV2-{-71 + I/Vi‘-IF‘l Wl;;l + VVZE{Jl + VV&}I W2-71:2 + VVI_ID2 + VVH_P2 Wl;;z + ‘/V?ygz + VV;W Wl_:p2 + VVZ;,2 + VV;;_zm
c al b o al b b a? ¢ b a3 2
VV&gpl + VVI-,h + WZ-lpl VV&QM + Wl,;n + VVQ,KPI VVQ:\SPQ + ”/1,112 + W3,5112 WZ;& + VVI;& + W3~ipz
(@) For j =1 (b) For j =2
DB1 DB2 DB3
W W Wi Wi Wi
lb'f“l 1-,{?4 2-,4114 1,{:4 2,pa
o - o .
VVZ;PA Wl 14274 + w3-lf4 Wl,;u + VV‘B,}A
Wi, Wap, + Wi, Wy, + Wi,
b4 a3 ol b3 i b3 et
Walpy + Wip, + Wah, Waps + Wap, Waips + Wi,
WP LW s W pwed Wi wed
2f4 + 1,p4 + 3b-p4 3-54 + lb-p4 3v4p4 + 1[;4#4
c a . C 7C5
W3,5P4 + lez.i + V[/2i74 u/3i74 + W2ylp4 ”/&m + W2~1P4l
WO oews W | W ewd ows | Wl s
3pa T Wipy T Wap, 20+ Wip, + Wap, 2ps T Wips +Wap,
C ras bs ¢ ag b
VV:{;4 + wl,m + H/?,m W32,4 + VVI_;4 + M/‘Z»;u
(c) For j =4
[ |

Example 4. Consider a PIR problem with S = 3 servers, N = 3 files and K = 5 users.
Each file is divided into 5 subfiles, i.e., W; — W,; 1, W, o, W, 5, W; 4, W, 5, Vi € {1,2,3}. Each
subfile is further divided into 9 subsubfiles, i.e., W, ; — Wi{j, ij, . ,VVBJ-, Vie{l,2,3},5€
{1,2,3,4,5}. Now we compute the values of function (S, k), where s,k € {1,2,3} which is
same as in Example |3} So we have q = 23, and H = q— (N — 1)SN~1 = 5. Let the size of each
file be L = 45 bits, and every user has cache of size ML = %L = 4 bits.

Placement phase: Let P = (p1, ps, p3, P4, Ps) be a random permutation of set {1,2,3,4,5}. The
cache content of user c € {1,2,3,4,5} is Z. = {W{, e W;, ©Wj  |t=06,7,809}.
Delivery phase: Let the demand vector be 0 = (2,3,2,1,3). Consider a base set B = {1,2,4}.
For each j € B, consider three permutations of {1,2,...,9} generated by the users and given

as

a — (a{,aé,...,aé),bj %(b{,bg,...,bg),cj %(c{,c;,...,cé),

where (b, bk, b, b8) = (2,2, c2,c2) = (ag, ar, as, ay) = (6,7,8,9). Now after running Algorithm
5} we get the queries shown in Table [V for j = 1,2, 4.
For each j € [5]\B = {3,5}, the users generate

« a one-to-one mapping from {1,2,3} to B, say p = (p*, p*, p*), such that d,; = i for i = d;,
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and d,i # i for all i € {1,2,3} and i # d;. For this example, ps = (2,1,4) for j = 3, and
ps = (1,4,2) for j = 5.
o three random permutations of the set {1,2,...,9} as

al = (al,ab, ... al), b — b1, b),....0)), & = (c],ch,....c).

By running Algorithm 3| we get the queries shown in Table for j € {3,5}.

From the Table|V]} we get all the subsubfiles of the subfiles W1, , W5 ., W1y, Wa py, Wa g, Wap,
and first 5 subsubfiles of the subfiles W5, , W3 ,,,, W1 ,,. From the Table we get all the
subsubfiles of W1, + Wi py, Wap + Wayu, Wa o + Wi, Wiy + Wi, Wap, + Way,, and
W py + Wi

The demand of user 1 is Wy and user already got two subfiles W ,,,, Ws ,,, completely and first
5 subsubfiles of Wy,,. Since the cache content of user 1is 7y, = {W{, @ W5, @Wy [t =
6,7,8,9}, remaining 4 subsubfiles of W, can be obtained with the help of cache content
Zy. Hence user 1 obtained Ws,,, W5 ,, and W, completely, and remaining two subfiles
W ps, Wa s, can be obtained from W, + W, and Ws ,, + W ., respectively. In a similar
manner, user 2 and user 4 will get their desired files.

The demand of user 3 is also Wy and user 3 already got two subfiles W ,,, W5, completely
and first 5 subsubfiles of W5 ,,,. User 3 will obtain last 4 subsubfiles of Ws,, by using its cache
content Z3 and the subfiles W ,,,, Ws .. Since the user have first 5 subsubfiles of W, ,,, and last
4 subsubfiles of Wy p,, using Wo p,, + Ws ., the user will get both the subfiles W5, and W,
completely. Now user 3 will obtain last remaining subfile Wy ,,. using Ws ,,, +Ws .. In a similar
manner, user 5 will get the desired file W5. The rate of this scheme is R = % (% + K — N) =
% = 2.733, while rate of the PD scheme for this example is R' = 2.926.

Theorem 3. The proposed scheme is private.

Proof: The query set for database s € [S] is Q, = UL, @7, where Q7 is either generated
by Function 1 or Function 2 for all j € [K]. Let W; represent the collection of all subsubfiles
of file W; which appeared in Qs for all 7 € [V].

e For N = K:In Algorithm Function 1 is used to generate the query sets ) for all j € [K]
and s € [S] in which the query structure is symmetric along all the files W;,i € [N] as the
query structure is generated with the help of the collection C = {U € [N] | |U| = k} used
1s(S, k) times, where k € [N]. Also, the number of repetitions of subsubfiles of every file
W, is also symmetric in Q? for all j € [K]. Therefore, the query set @, can be completely
determined by the collections W;, i € [N].

Let 0 = (dy,ds, ..., dk) be the demand vector. In the proposed scheme, for j € [K], while

constructing @7, we have taken N permutations of [S™ ], P7" = (pi, pi, ..., piy_,) for all
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TABLE VII: Query tables for Example

DB1 DB2 DB3
W1 P2 Wlé?:s Wl 2 + Wl 3 W2 1 WQ,P.; Wl P2 + Wl 3 W2 1 W2J’3
b ﬂ/r
W2P|+W2ip3 W1P2+W1P3+W3P4+W3P3 W1P2+W1p3+W3174+W3P3
a2 3 P4 +‘ W-i »P3 W 2,p1 W2 P3 Wl P2 + Wl »P3 W2 »P1 W2 »P3 +W, 1})2 Wl P3
Wl P2 + Wl pz W2 Pl
W2 p3 3 p4 VV3,;{,3 W2 N W2 ps T W3 P4 W3 "3 W2 ot 2 s T 3 P4 + W3 sP3
W 1102 + Wl,ps + W »Psl
Wz ps T Wg pa T Wg,pg W3 P4 +W. 3 ps Wl P2 w, Ls WS pa 3 ps +W 1 pz Wl sP3
2 p1 W2 P3 + W, ,2;12 b3
+W1’p'; W3 P4 Wa,p; w. 304 +W. ﬁpz + W2,P1 2};03 W3,p4 + W 3ps T w. ,1‘01 + WZ,PB
2 p1 WZ,pz + Wl,pz Wl P2 + W, 1 p3 W2 b2 +W. 2 ps Wl P2 + Wl 3 + W ,p1 WZ,pz
+Wl »P3 + Wi‘m + W3 »P3 +W’5 P4 W3 »P3 W3 P4 W’i »P3
b
W3,;D4 + W?,m + Wl,pz WQ»PI W2 3 + Wl,pz + Wl,pa WZ,)pl WQ,p; + W1~p2 + Wl,m
+Wl \P3 W2 P1 + W2 \P3 +W3 P4 W3 \P3 W3 P4 W3 »P3
W + War W3 P4 W3 px + Wl pz + Wl,px Wzgm W3 m + Wl P2 + Wl,m
3 p4 3,113 ,pz W W W W
W W W 2,p1 2,p3 2,p1 2,p3
+ 1ps T Wap, + 2,p3
(a) For j =3
DB1 DB2 DB3
55
Wl,m Wl,p, wi P + Wi 75 > p4 Wz,pr Wy, m + W 5 + W pe T W2 1pr
W2 P4 W2 P5 W 4)1 Wl Ps W3 P2 + W3 5 W ,m +W, ;r + W3 P2 + WS,ps
W3 P2 + W3 »P5 W2 P4 W2 P5 + Wl »P1 Wl,ps W2 P4 W2 P5 + Wl »P1 + Wl »P5
Wﬁ%+WVﬁo+Wﬁm

W2 s W3 e W3 s

Wl,m
Wz

+ Wi 75 + Wy
Wd

1P4

s WS

sP2 »P5

W2P4+W2175+W1P1
+W,2 s VV3 s W«i

sP5

W2 P4 W2 PS5 + Wajn

+W1 »P5 + W31P2 + W3 »P5

W3 P2 + WL,C;" Wl,m
+W1 »P5 W2 P4 WZ »P5

W3 P2 W3 775 + qupl
WS Wah W

2,p4 2,ps

5
€1
W2 s W2 . W3 o T W3

W3p2 W3p5+W1 P1 +W1 "P5

Wd P2 WS »P5 + 2 m W2 2P5
Wl Pl Wl 5 WZ P4 W2 P5
W3 P2 W3 \P5

W2 P W2 B + W1 7 W1
+I’stpz + Wik s

sP5

Wi, + mm+mm+m
FWoh Wyt

2,p5

'P5

b2 b2
Wa o + Wai, + W3 P2 W3 s

W3 P2 W3 »P5 W1 »P1 + Wa]

1,p5

deJer +VV2P47L 2105

Wl »P1 Wl 5 W2 P4 + W 2,p5
WS P2 WS »P5

Wy, Wz,,,+ 1p1+W1p,
W3 P2 W3 P5

W3 ;P2 W3 ps + Wl,m + Wl \P5

+W 2,pa + WZ »P5

(b) For j =5
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i € [N] such that (pi}H,p;l}H, o ,png,l) = (H+1,H+2,...,SY71). Hence there are
exactly (SV~1 — H) subsubfiles of W, which will not appear in Q?. Since this is true for
each j € [K] and Q, = UL QJ, there are exactly (S™~' — H) subsubfiles of W, which
will never appear in ;. As we have assumed that all the users have distinct demands, we
have {dy,ds, ... ,dx} = [N]. That means (S~ — H) subsubfiles of every file W;,i € [N]
will never appear in () for every s € [S]. This is true for any demand vector ¢ and the

probability, |

Q=@ 1020 = iR
where Py = SN=HSN=L —1)... (SNt —t+ 1) and Py = (SN — (SN-1 — H)) (SN~ —
(SN-1_H)—1)--- (SN1— (SN —H)—t+1) = H(H—1)(H—2)--- (H—t+1), and
t denotes the number of subsubfiles of a file TV; that appeared in Q) generated as an output
of Function 1 for some A € [K]. The probability P(Qs = Qs | @ = 0) is independent of
the choice of demand vector . Therefore, P(Qs = Qs | 8 =0) = P(Qs = Q).
Note 2. In the expression of P(Qs = Qs | @ = 0), H should be greater than t. The total
number of subsubfiles of a file W; appeared in all (), s € [S] is

N SN=L for i # d;

DD T k) =

s=1 k=1 H fOl" Z = dj

Therefore, t <325 SN Fol(k) < H.
Since P(Qs = Qs | 0 = 0) = P(Qs = Qs), we have I(0;Q,) = P(Qs) — P(Qs | 0) = 0.
To prove the privacy of demand with respect to the databases, we need to prove that

‘[(8’ QS?AS7 W11N7 ZlK) - 0,

where (), is the query set for database s, A, is the set of answers to the query set (),
Wi.n the collection of all NV files, and Z;.x is the cache content of all K users. As we
have proved, 1(0; Q) = 0. Now, I(0; Wi.y | Qs) = 0 because 6 and (), are generated by
users without using the knowledge of files Wy, I1(0; As | Qg, Wi.y) = 0 because A is
a deterministic function of Q)5 and Wi.y, and 1(0; Z1.x | Qs, Wi.n, As) = 0 because the
demand vector is decided by the users independent of Z;.x and databases do not know

which user has which part of whole cache content U, Z;. Therefore,
I(G, Q57 A37 Wl:N7 Zl:K) = [(97 Qs) + I<97 Wl:N ’ Qs) + I<67 As ’ Q37 Wl:N)
+ [(97 Zl:K ’ QS; Wl:N> As) =0.

o For N < K: In this case, Function 1 is used for each j € B (B is defined in Subsection
[11-B2) and Function 2 is used for each j € [K]\B. Privacy is maintained in all @7, j € B,
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which can be proved in the same way as in the above case. For each j € [K]\B, Function 2
is called with parameters W, +W;, & — w;(z),Vi € [N] and P’ — a',Vi € [N], where
all P7"’s are random permutations of [S™V~!]. Since the input of Function 2 is not dependent
on the demand vector and all P?’s are random permutations, query sets )7, j € [K]\B are
symmetric along all the files W;,i € [N]|. Further, the mapping p is a one-to-one map
from [N] to B, which ensures that the subfile I; ,,, is associated with each j' € B. Hence

databases will not be able to determine which two users have the same demand.

IV. COMPARISON OF THE RATE OF THE PROPOSED SCHEME WITH THE SCHEME IN [5]]

In this section, we compare the rate of the proposed scheme to the rate of PD scheme. The
proposed scheme is given for one memory point M € (0, N/K), which is close to zero. In
Figures [2] and 3] we compare the rate for different number of databases, files and users, and then
we mathematically prove that the memory-rate pair (M, R) of the proposed scheme lies below
the lower convex envelope of the points (0, N) and (tN/K, Rpp(tN/K)),t € {1,2,... K}
achieved by PD scheme , where Rpp(tN/K) denotes the rate of the PD scheme for M = 4.

Theorem 4 ([S]). The product design achieves the load (rate) of
Rpp = min(N — M, R(M))

in which R(M) = EL(l+5+g+ -+ 3v=), where t = EL € [K]. For non-integer
values of t, the lower convex envelope of the integer points (0, Ry) and (%, RpD(M)), t e K]

are achievable, where Ry is the rate achieved without cache.

In our scheme M € (0, N/K). For comparison, we find the rate Rpp, of the PD for the value of
M proposed in the given scheme. The rate of the PD scheme for M = tN/K,t € {1,2,..., K}
is

Rpp(tN/K) = min(N(1 — t/K), R(tN/K)), (10)

where R(EN/K) = 5=t (1+ L+ &+ + o).

Lemma 1. For the defined integer q in @), following ineqaulity holds
NSV _¢>0

for all S > 2 and N > 2.

Proof: Given in Appendix [ |
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Fig. 3: Rate of the proposed scheme compared to the rate of the PD scheme

For 5=3, N=3,K=4

For §=3, N=3,K=5

—&—PD Scheme
—%— Proposed Scheme

—&—PD Scheme
——%*— Proposed Scheme

Rate

0.5 0.5

DD.‘I'\‘I'\ 0.5 1 1.5 2 25 3 DU.DBEQ 0.5 1 1.5 2 25 3
M M
4 For $=3, N=4,K=5
45 i —#%— Proposed Scheme
|
3rl
|
|
251
|
2 |
e 2]
|
151
|
|
Al
|
0.5 :
|
0 1
0.088 0.5 1 1.5 2 2.5 3 3.5 4
M
Lemma 2. The rate memory pair (M, R) of proposed scheme, where
NSN_l—q % fOT'N:K
M = OO and R = ,
E(s&=+K—-N) for N<K

lies below the line passing through the points (0, N) and (%, Rpp (%))for eacht € {1,2,...,K}.

Proof: The equation of line passing through the points (0, N) and (tN/K, Rpp(tN/K)),t €
{1,2,..., K} (denote Rpp(tN/K) by Ry), is

RpD—N—tN (M —0)
P
which can be written as
K
Rpp=N—-——(N—-R)M 11
o= N——(N-R) (an
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In the proposed scheme, cache size is M = % and rate of the PD scheme for M,

RPD:N_EUV_Rt)(

NSN-1 ¢
tN

KSNfl

Now we compare the rate of the proposed scheme for both of the following cases.

o For N = K: The rate of the proposed scheme is R = gz=. We have

1 R, q q
= (1) (e ) - o

= (1) (v gi) (- )

(1) (-55)

Since (1 — % + tR—A’}) is always a positive number, from Lemma (1} we have Rpp — R > 0.
« For N < K: The rate of the proposed scheme is R = [% + K — N] . We have

B 1 R, q Ngq N
fep—R=N 2(1 N) (V- gv=) ~ g N(l E)

(v ()

Again from Lemma [2, we have (N — wx) > 0. Therefore to prove that Rpp — R > 0,

we need to show that (£ + & — 1) > 0. Since R; = min <N (1-4%) ,Ii’(tN/K)), where

R(N/K)=5"Aand A= (1+ L+ + ).

1) If R(tN/K) > N(1—t/K), then R, = N(1 —t/K). We have

1_N—1>O
t K '

R N
tN K
2) If R(tN/K) < N(1 —t/K), then R, = R(tN/K) = 5=t A, Clearly, for K < Nt, we

t+1
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havef—]\t,—l-% % > 0. Now for K > Nt, we have

R N 1 1 (K-t N 1
N TR z:m<t+—1f‘>+f—z
K-t N 1
TN+ K1 (as 4> 1)
K(K —t)+ N%*(t+1) = NK(t +1)
B NKt(t+1)
(K —=Nt)>4+ Kt(N —1) — N(K — Nt)
B NKt(t+1)
(K= Nt)?— (K —Nt)— (N —1)(K — Nt) + Kt(N — 1)
B NKt(t+1)
(K= Nt)(K = Nt—1)+ (N - 1)(K(t—1)+ Nt)
- NKi{+ 1) >0

Lemma 3. Suppose R(M) and Rpp(M ) denote the rates of proposed scheme and the rate of

the PD scheme, respectively, at M = W}", then

RPD(M) — R(M) > 0.

Proof: From Lemma it is clear that the rate memory pair (M, R) of proposed scheme lies
below the lower convex envelope of the points (0, N) and (¥, Rpp (%¥)) .t € {1,2,...,K}.
Hence the proof. u
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APPENDIX A
PROOF OF CORRECTNESS, PRIVACY AND ACHIEVING CAPACITY OF PIR SCHEME GIVEN IN
SEcTION ]

Lemma 4. The set (); generated by Algorithm |l| satisfies the following properties for each
Jjel5]

1) Each subfile W;(t),i € [N],t € [SY~'] appears atmost once in Q.

2) Forall k € [N|, k-sums of each possible type appears exactly ¢;(S, k) times in Q;.

3) Total E,]Cvzl (]Z__ll) ¢;(S, k) subfiles of a file W; appears in Q);.

Proof:

1) In Algorithm 1, new subfiles of any file W;,7 € [N] is added to set (); only in (2) and
@). In (@), the prefix increment operator + + ¢ is used to add new subfiles {WW;, (a'} i, )
Wig(a%yr,), - Wi (a o, )}, which ensures that no subfile is added twice inaset ();, j €
[S]. In @), the set {Q U Wy(a,, )} is added to Q;, where Q € Q;,i # j. Since only
those () which were added by (3) in @); will be selected by ’if” condition, therefore, the
subfiles in () are new in Q;. Also the subfile W,(a? ++,) 1s added using prefix increment
operator + + ¢, this is also a new subfile in @);.

2) Every k-sum corresponds to a subset of [IV] of size k. Let {U C [N] | |[U| = k} = X1UXo,
where X1 = {U C [N]||U|=k&d e U} and Xy = {U C [N]\{d} | |U| = k}. From (3),
it is clear that all the k-sums correspond to the sets in collection X, are occurring ¢;(5, k)
times in ();. Now we only need to prove that it is true for the k-sums corresponding to

the sets in collection X, which are being added to @; in (2). We prove it by induction
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for k € [N]. The claim is true for £ = 1 as every 1-sum appears ¢;(S,1) = 1 time in @
and ¢;(5,1) =0 time in );,2 < j < S.

Assume that the claim is true for £ = k£’ — 1, i.e., each (K’ — 1)-sums corresponds to the
sets in collection X are occurring ¢; (S, k' — 1) times in ); for all j € [S]. Now we prove
it for k = k'

In @), a ¥'-sum {Q U Wy(a{,,,)} which corresponds to a set in collection X; is being
added in );, where Q € ; and |Q| = k' — 1 for all 7 € [S] and i # j. Since claim is true
for all k = k' — 1, every (k' —1)-sum appears exactly ¢;(S, k' — 1) times in ();. Therefore,

the total number of repititions of a &’-sum which corresponds to the sets in collection X7
. . S .
in Qjisn; =327, ¢i(S,k —1). For j =1,

m= icﬁi(& K1) = (S~ Df(SK~1)=(5-1) {g (0% + (s - ﬁ“)]

=g(S, k) = $1(S, k).

For 5 > 1,
S
ni= Y Gi(SK —1)=g(SK —1)+(S=2)f(S,K 1)
i=1,i#j
[ N e e (R O
_ % (1Y (V= ¥ = (5. K) = 6,(5.K).

3) Since the total number of repititions of a k-sum in @);,j € [S] is ¢;(S, k) and there are
exactly (1Y) number of k-sums which contain a subfile of W; for a fix i € [N], the total

number of subfiles of a file WW; appears in Q; is >_p_, (Y1) #;(S, k).
]

1) Correctness of the scheme: To prove that the scheme described in Algorithm 1 is correct,
we need to show that the user gets all the subfiles of the demanded file W;, where d € [N].
Initially, the subfile W (a?) is added to the query set Q); and any other subfile of the file 1,
is being added to (s in (Z) within the set {Q U Wy(a?,, )}, where Q € Q; and i # j. Since
query () is already asked to database i, user can easily decode the subfile W, (aZ ++,)- That means
every subfile of TV, that appeared in any of the query set );,j € [S] can be decoded by the
user. From Lemma {4 (a) and (c), we find that the total number of subfiles of W, appeared in
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_ kf; (3 atsi+is- 1>§ (321 )

- i (1) 55 0 (s - 02 (0 (5 - 1]
_ kﬁ (321 )es-v

i L PR

Hence all the subfiles of 1V, will appear in one of the query sets );, j € [S] and all are decodable.
2) Privacy: In Algorithm 1, whenever a subfile W;(t), where i € [N] and t € [SN7Y], is
added to the set Q); for some j € [5], it is added using a random permutation a’. Form Lemma
(a) and (b), it is clear that query sets are symmetric along all the files W;,7 € [N] as for
any j € [S], no subfile occurs more than once in ); and every possible k-sum among the files
Wi, Wa, ..., Wy appears exactly ¢,(.5, k) times in (); which is clearly independent of 1.
3) Rate: Suppose the size of each file W;,i € [N] is L bits, then the total number of

downloaded bits from all the databases is ﬁ| Uf_l Qj

, as the answer to each query has

the size of a subfile. The total number of required bits is L. Therefore, the rate

1 s
R= GN—1 U Qj] -
j—1
The total number of downloaded subfiles is
S S S N /N NN
Jai|=>"lasil=>_% (k)cbj(& )=>_ (k) [9(S,k) + (S = 1)f (S, k)]
i—1 j=1 j=1 k=1 k=1
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Therefore, the rate is R = (1 + % + é + -+ %) , which is optimal.

APPENDIX B
PROOF OF LEMMAI]
From the definition of functions ¢,(S, k) and v¥4(S, k), we have
1) For k=1and 2 <s <8, ¢(5,k) = f(5,1) = 5 ((=1)' + (S —1)°) = 0. Therefore,
Ys(S,1)=0forall2<s<S..
2) For k = 2 and s = 1, ¢,(5, k) = ¢(5,2) = =2 ((-1)' + (S —1)°) = 0. Therefore,
1(S,2) =0.
3) For k= N, ¥4(S, k) = (N — 1)¢s(S, k) is an integer as ¢4(S, k) is an integer.
We know that [2] < z + 1 and if z is an integer then [2] = x. Hence from the observations
1), 2), and 3) above, we have

1= 33 (3) [F Vs

() (Ww ) +1>
k

Therefore,

NSV — g > S(SN=2 2N 4 2) + N(S — 1) + (];7) (12)

e For S > 4, we have
N N
NSNTY — g > 4(4N"2 -2V £ 2) 1 3N + <2> =4(22V 7 — 2N 1 2) 4 3N + (2)
(13)

For N > 4, we have 2N — 4 > N. Using this inequality in (T3], we have NSV~ — ¢ >
428 =28V +2) + 3N + (§) =8+ 3N + (§) > 0. For N = 3, using (13), we have
NSN=L— g >4(22-2342)+9+3=4>0.

e For S = 3, we have

N
NSVt — >33V 2 -2V 1 2) 2N + (2> (14)
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If N > 5, then we have 3V~2 > 2V and for N = 5, it is easy to check that the right-hand
side of is a positive number. Hence, for N > 5, we have NSN=1_g>0.For N = 3,4,

the value of NSV~! — ¢ is positive, which satisfies the claim.

Therefore, for all S > 3 and N > 3, we have NSV¥~! —¢ > 0. Now we separately prove it for

the remaining cases S = 2 and N = 2 which will cover all the cases when S > 2 and N > 2.

A. For S =2:
By the definition of ¢(S, k) and f(S, k), we have

1 if kis odd 0 1if k1s odd
9(2,k) = and f(2,k) = .
0 if k is even 1 if k£ is even

Therefore, we have G(2,k) = 0 if ¢(2,k) = 0 and if ¢(2,k) = 1 then G(2,k) = {ww =
k—[£]+1=Fkfor k<N and G(2,k) = N — 1 for k = N. Therefore, we have

0 if k is even
G(2,k) =1k if kisodd & k< N . (15)
N—-1 ifkisodd & k=N
Similarly,
0 if k is odd
F(2,k) =<k if kis even & k < N . (16)

N—-1 ifkiseven & k=N

If N is even, then the value of ¢ can be calculated as follows.

»Q
|

(JZ) [G(S,k)+ (S —1)F(S, k)]

M= 114

(]:)G(S, k) + (S — 1)§: (];[)F(S, k)

1 1

()55 #5(5) o () -n]re-n [o(5)
+4(]Z) ot (%)(N—l)}
()2 ) o)+ (o (v

Il
| T
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Similarly, for the case when N is odd, we have ¢ = N2V~ —1. Therefore, we have NSV =1 —¢q =
1>0.

B. For N = 2:
By the definitions of ¢(S, k) and f(S, k), we have

1 fork=1 0 fork=1
g(S, k) = and f(S,k) = )
0 fork=2 1 fork=2

Further, we have G(S5,1) = 1,G(S,2) =0, F(S,1) =0, F(S,2) =1, and

1= (R) @+ (s -vrs ) =51

Therefore, NSN1 —¢=25 - (S+1)=5—-1>0.
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