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Abstract— This paper explores deploying a cyber
honeypot system to learn how cyber defenders can use a
honeypot system as a deception mechanism to gather
intelligence. Defenders can gather intelligence about an
attacker such as the autonomous system that the
attacker’s IP is allocated from, the way the attacker is
trying to penetrate the system, what different types of
attacks are being used, the commands the attacker is
running once they are inside the honeypot, and what
malware the attacker is downloading to the deployed
system. We demonstrate an experiment to implement a
honeypot system that can lure in attackers and gather all
the information mentioned above. The data collected is
then thoroughly analyzed and explained to understand
all this information. This experiment can be recreated
and makes use of many open-source tools to successfully
create a honeypot system.

Keywords—honeypots, deception mechanism, autonomous
system, deceptive honeypot system, open-source tools

L INTRODUCTION

Cyber honeypots can be very useful tools when trying to
lure in attackers and gain a defensive advantage by learning
how attackers are operating and what information they are
seeking. Honeypots are very common systems that many
enterprise organizations use to improve their security
program and gain insight into the common attacks they face.

When using a honeypot, defenders can gain various
amounts of information about the attackers targeting them.
Defenders can then use this information to better protect
their “real” environments. Defenders can gain insight into
the most popular types of attacks that are being used to
break into their honeypot systems and then make sure that
their actual systems are properly protected against these
attacks. Defenders can also learn what data the attackers are
trying to reach, or what exactly the motive of the attackers
is. In addition, defenders will be able to learn the different
types of malware that attackers are installing onto the
honeypot systems.

Modern honeypots are not able to look or be configured
the same way that they have in the past. This is

because over time attackers started learning different ways
to detect if what they were attacking is a honeypot. Once an
attacker figures out that what they are attacking is a
honeypot, they will no longer use their time or resources on
the honeypot. This will then make it where the defender will
not be able to gain the information they are seeking about
the attacker, and the attacker will not use up a great number
of resources on the honeypot. Therefore, modern honeypot
systems must be deceptive. They need to look, run, and
operate like the “real” system. An effective way of doing so
is by looking at your actual system and then placing data
that looks the same but is fake into your honeypot. This will
make attackers spend a lot of time trying to exploit your
honeypot and make them spend time searching for artifacts
such as valid credentials. This will also help dry up a lot of
the attackers’ resources and make them waste a lot of
money. By the time the attackers realize that they have been
caught in a honeypot trap, they may become extremely
frustrated and decide to use their remaining resources on a
different target to prevent them from falling into another
honeytrap that you or your organization may have set up.

In the next sections, We will be explaining the details of a
honeypot and the architecture of a modern deceptive
honeypot system. We will also go into the different types of
information a defender can gain from using a honeypot and
how this information can be leveraged. We then conduct an
experiment in which we use a Virtual Private Server to
deploy an open-source honeypot system that utilizes many
different honeypot containers to create an effective system.
This system also utilizes many other features such as an
IPS/IDS and a data visualization dashboard to make it easier
to analyze data.

1L BACKGROUND
In this section, we will discuss the network architecture
of where to place a honeypot, different types of honeypots,
types of data honeypots can collect, and techniques to
achieve deception within the honeypot itself.

A. Honeypot Network Architecture

When deciding where to place a honeypot on a network
you must be very careful. Placing a honeypot inside an
internal network can be a major security design flaw. This is
because it would allow an attacker to easily gain access to
your internal network by exploiting the honeypot. An



attacker would then be able to move laterally throughout the
network to find real systems and servers. In essence, this
would make it much easier for the attacker because you
would be “inviting” them into your internal local area
network (LAN). Instead, a honeypot should be placed inside
a network’s Demilitarized Zone (DMZ).

DMZ

Web server DNS server

Internet Firewall Firewall Production
network

FTP server

Figure 1: Architecture of a network with a honeypot deployed [1].

A DMZ is an isolated part of the network that is connected
to the internet and is typically where public-facing services
are placed. In this example, a web server, DNS server, and
FTP server are all placed inside the DMZ along with the
honeypot [1]. The DMZ is separated on both sides with a
firewall. The firewall between the DMZ and Internet is
typically a weaker firewall that allows traffic to outside
users to do tasks like visiting a website hosted or interacting
with available files. This firewall will not allow in all traffic
but will have the necessary ports open to allow
functionality. The firewall between the DMZ and the
production network is a much more hardened firewall. This
firewall will not let outside, or unauthorized users bypass it
easily. In an enterprise setting, most organizations will have
an Intrusion Detection System (IDS), or Intrusion
Prevention System (IPS) configured to alert on attacks being
made against this firewall [2]. This is to keep cyber analysts
alert of any attacks that might be going on against their
network. The production network may have sensitive data
flowing through it and may have systems that store
important data, so it is important to keep the honeypot
isolated from it.

B. Honeypot Characteristics

There are different types of modern honeypots that one
can deploy into their environments. However, all the
honeypots do have some things in common such as being
low-maintenance, low cost, and easy to deploy [3]. The
reason honeypots need to need to be low maintenance is
that, from an organizational perspective, engineers cannot
be using up large amounts of their time manually making

changes and fixes to the honeypot. They have many other
duties to take care of and should be able to look at and
analyze data collected from the honeypot easily. This is also
connected to why a honeypot is easy to deploy. You should
take your time deploying a honeypot to ensure that
everything is working properly, but honeypots are easy to
deploy because more time and focus should be spent on
securing the real environment. If anything goes wrong with
your honeypot you should be able to just reboot it and most
of the time it will fix itself. Furthermore, a honeypot is often
relatively low cost compared to the number of resources an
individual or organization may have. Now, one can make a
massive honeypot that is extremely expensive, but it would
not make any sense from a financial perspective or provide
a great amount of additional benefit. Most individuals and
organizations deploy honeypots that are not very expensive
since they can provide great benefits at a low cost. This also
then allows for a great number of financial resources to be
spent on other things like employees, software, and other
systems.

C. Types of Honeypots Based on their Design
Many different types of Honeypots can be deployed with
various complexities.

TYPES OF HONEYPOT

[Based on the design]

Low-interaction l—loneypots

Medium-interaction Honeypots

H1gh—1nteract10n Honeypots

Pure Honeypots
Figure 2: Types of Honeypots [Based on Design] [4].

A pure honeypot is meant to be a full-scale replica of a
production environment that contains fake data that is meant
to pose as real data. A high-interactive honeypot is like a
pure honeypot because it runs many different real-like
services, but it does not hold as much data and is not a
replica of a full-scale production environment. A mild-
interaction honeypot is different than a high-interaction
honeypot because it just emulates aspects of the application
layer but does not have its own OS. This can be used to stall
or confuse attackers who are trying to attack your systems
[5]. Finally, a low-interaction honeypot is very lightweight
and can be used to match a small number of services and
applications that are in use. This type of honeypot can be
used to keep track of UDP, TCP, and ICMP ports and



services. In which we make can make use of things like fake
databases, data, and files as bait to trap attackers to
understand the attacks that happen in real-time [4].

D. Types of Honeypots Based on their Technologies
There are different types of honeypots based on the
deception technologies that they utilize.

Types of Honeypot

Based on their deception technology
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Figure 3: Types of Honeypots [Based on their deception technology] [4].

A malware honeypot is a type of honeypot that is meant
to identify and trap malware inside a network or system. A
sophisticated malware honeypot will recognize the
malware’s signature and alert based on its Common
Vulnerabilities and Exposures (CVE) ID. It will also keep a
count of the CVEs to help recognize the most used malware
that is being installed onto a system. A database honeypot is
exactly what it sounds like — a honeypot that appears to be a
vulnerable database. Often it will be something like an SQL
database that will allow things like injection attacks to occur
to attract attackers looking to gain sensitive information that
can be stored in a database such as credit card numbers. A
spider honeypot is installed to trap web crawlers that target
web applications with the intent of stealing data. An email
honeypot is a fake email server that utilizes hoax email
addresses and emails to attract attackers to interact with it.
Any suspicious email received by attackers can be scanned,
and their email addresses can be then blacklisted on the real
email servers. A spam honeypot is like an email honeypot
but is meant to attract spammers to exploit vulnerable email
elements and give details about their activities. Finally, a
honeynet is a honeypot system that can contain various
types of honeypots mentioned. It will often aggregate data
from all the honeypots into a central location to make
alerting and monitoring easier [4].

E. Data that Honeypots Collect

Honeypots can collect a large amount of data that can be
very useful in establishing a more secure security program
as well as serve to be very useful for research purposes. It is
often useful to have a service configured that aggregates this

data into a dashboard that makes it easier to look at and
understand.

One of the most basic artifacts that a honeypot can
collect is the attacker’s IP address. This is a useful artifact
because from the IP address we can see things like the
general location of the attacker to help identify if potentially
many attacks are coming from a specific area. Additionally,
we can see if this attacker is launching many attacks on our
systems, and we can see how long they have been attacking
our systems [6]. We can also block this IP address from
accessing our real network. Finally, from the IP address, we
can find the attacker’s Autonomous System Number (ASN)
to see what Autonomous System the attacker’s IP is
allocated from.

Another artifact we can gather about the attacker is what
Operating System (OS) they are using on their host. We
may not be able to figure out the exact version of what OS
they are using, but we will be able to figure out a general
version of the OS they are using. For instance, we can see if
the attacker is running Windows 7 or if the attacker is
running a Linux version from 2.2.x-3.x.

Many attackers utilize automation tools to try to break
into a server.

Figure 4: A sample Dictionary Attack trying common passwords on an
SSH server [7].

They often run dictionary attacks, a type of attack that
tries to log in to a server using a list of commonly used or
default usernames and passwords, to crack into your system.
We can use a honeypot to see what passwords and
usernames the attackers are trying to use to log in and even
take it a step further by making a count of each username
and password attempted to find the most popular credentials
attackers are trying to use.

Furthermore, when an attacker gains access to a
honeypot system we can see what commands they are
running once they break in. This can help us figure out what
their motives may be and what they are looking for. We can
also see what they are downloading onto the system. They



can download worms or viruses onto the system, or maybe
even agents that will try to clean up log files to keep them
undetected so they can persist more. They even might install
things like rootkits to help with this persistence. In essence,
any time the attacker attempts to interact with the honeypot
system, you can access and track that information.

F. Honeypot Deception Techniques

Many different techniques can be utilized to achieve
deception within a honeypot system to trick attackers. To
start, a commonly used technique is to not allow open
access to a server. If attackers can connect to your server on
the first try, it is often a sign that you are inviting them in,
and it may cause them to be very suspicious. To solve this,
make it that after many failed attempts they will finally be
able to gain access and login into your system. This will
make them think that their brute-forcing or dictionary attack
worked, but it still took a while for it to be a success. This
will cause them to have less suspicion.

Another more complex technique is to utilize honey
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Figure 5: Honey Credentials being stored in memory [8].

Honey credentials help catch malicious actors by
injecting fake credentials into a system’s memory. When an
attacker gains access to your network and finds the honey
credentials, they will attempt to use them. Since these
credentials don’t exist, any attempt to use them can trigger
an alert and notify you immediately. In a targeted attack, the
attacker will be able to dump recovered honey credentials
from the system’s memory through privilege escalation or a
system flaw. The attacker will then attempt to perform
lateral movement into the fake objects, resulting in their
exposure and making it easy to trace them [9].

Finally, the most important deception technique is to
make the honeypot blend in and look realistic. Earlier we
mentioned the different types of honeypots based on their
deception technology. It is important to be able to look at
these honeypots from the attacker’s perspective. For

instance, an SSH server must look like an actual SSH server
that you or your organization would utilize. If it looks fake
no one will take the bait and they will be able to easily detect
what they are attacking is a honeypot. You should be
configuring and storing data on your honeypot that you
would store on your actual systems but just make sure it is
fake information [10]. You can install real services you
would normally use onto your honeypot, but just make sure
they do not contain sensitive information. By having your
honeypot blend in, it will keep your attacker occupied and
cause them to reveal more information about themselves and
what their motives are.

II. T-POT HONEYPOT SYSTEM FRAMEWORK
In this section, we detail the honeypot system we will be
deploying to gather data and intelligence about attackers.

A. System Fundamentals

T-Pot is an open-source all-in-one honeypot platform
that runs on Debian Linux. The honeypot daemons as well
as other support components are dockered. This allows T-
Pot to run multiple honeypot daemons and tools on the same
network interface while maintaining a small footprint and
while constraining each honeypot within its own
environment [11]. Documentation to the platform can be
found at https://github.com/telekom-security/tpotce. T-Pot
uses docker images for 25 different honeypots to create a
massive honeypot system. All the honeypots each represent
different systems. For instance, cowrie is a medium-to-high
interaction SSH and Telnet honeypot designed to log brute
force attacks and the shell interaction performed by the
attacker [12]. In addition, another example is the honeytrap
honeypot is a network security tool written to observe
attacks against TCP or UDP services [13]. You can read
about all 25 different honeypots deployed in the system on
the documentation page for T-Pot. For the most part,
understanding each honeypot will not be very important
because we will mainly focus on the aggregated data
collected for the whole system.

B. Tools Utilized by T-Pot
T-Pot uses a variety of different tools to aggregate, alert,
monitor, and analyze data collected.

for a ightweight, webui for docker, os, real-time performance monitoring and web terminal.
hef a web app for encryption, encoding, compression and data analysis.
o ELK stack to beautifully visualize all the events captured by T-Pot.

ead a web front end for browsing and interacting with an Elastic Search cluster.

yshark based script for extracting network metadata and fingerprints from peap files and live network

a open source intelligence automation tool.

a Network Security Monitoring engine.

Figure 6: Description of tools used by T-Pot [11].



All the tools mentioned in Figure 6 can be further
analyzed by examining the information found on the T-Pot
documentation page. For our experiment, we will focus on
the ELK stack and Suricata tools. ELK stack has a tool
named Kibana, which we will utilize to visualize all the data
collected by the different honeypots. We can use Kibana to
analyze the data for each individual honeypot as well as
look at an aggregated view of information collected from all
the honeypots deployed in one dashboard [14]. Suricata is a
network security monitoring engine that we can use to
monitor and alert us about suspicious activity occurring
within the system [15]. The information from Suricata will
be viewable and aggregated into the Kibana Dashboard. As
mentioned previously and displayed in Figure 6 there are
many other tools pre-built into T-Pot, but we will not be
using them as they are not necessary to understand and
analyze the data collected.

C. Deploying the T-Pot Honeypot System

The system requirements for deploying the system are as
follows: 8 GB Ram, 128 GB SSD, Network via DHCP, and
a non-proxied internet connection. You can download the
Pre-built ISO Image (~50 MB), or you can create your own
ISO Image that allows you to customize the system to fit
your needs better. Since we are doing this for research
purposes to see what information we can learn about
attackers and not using the system in an enterprise
environment, xutilized the Pre-built ISO Image.

To deploy the honeypot system, I used a Virtual Private
Server (VPS). I uploaded the ISO file to the VPS provider’s
website and then began installation. The reason I used a
VPS is to avoid large amounts of unwanted traffic coming
towards my personal network. I also did not want to reveal
my actual public IP address to attackers.

Once the ISO image finished installing in my VM the
honeypot system was fully functional and ready to lure in
attackers. To reach the T-Pot landing page to gain access to
all the tools deployed in the system I had to go into a web
browser and enter “https://<my.ip>:64297”. I then logged in
with the credentials created during installation.
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Figure 7: T-Pot Landing Page.

Now that the honeypot is fully deployed attackers will
begin to attack the honeypot. We can view data collected

from the attacks in the Kibana dashboard. I will wait
approximately 3 weeks before analyzing the data just to let a
good amount of data accumulate. In the next section, we
will test some of the functionality on the honeypot by
running some attacks to make sure the honeypot is
configured properly before waiting the 3 weeks to analyze
the data collected.

IV. TESTING HONEYPOT SYSTEM
FUNCTIONALITY
In this section, we will test some of the functionalities of
the honeypot by running a Nmap scan and brute force attack
against the honeypot system. We will target Cowrie, the
SSH honeypot container.

A. Port Scanning the Honeypot System

I used a Kali Linux Virtual Machine to simulate an
attack on the honeypot system. Information on how to
install Kali Linux can be found at
https://www.kali.org/docs/. Kali Linux comes with Nmap, a
port scanning tool, preinstalled on the system. To use this
tool, I opened a terminal session and ran the command
“nmap -p 22 140.82.3.147” as seen in Figure 8.

22 140.82.3.147
Starting Nmap 7.92 ( https://nmap.org ) at 2022-03-05 16:52 EST
Nmap scan report for 140.82.3.147.vultr.com (140.82.3.147)
Host is up (0.020s latency).

PORT  STATE SERVICE

22/tcp open ssh

Nmap done: 1 IP address (1 host up) scanned in 0.09 seconds

Figure 8: Nmap scan ran against the Honeypot System.

This command runs a port scan only checking to see if port
22 is open on the IP address specified. From the results
returned from the Nmap scan, we can see that port 22 is open
to be used by the SSH Service. This is because as mentioned
earlier, Cowrie is a high interaction SSH honeypot designed
to log brute force attacks and the shell interaction performed
by the attacker once they gain entry.

A. Brute-Forcing the System

For simplicity of the experiment and to test the
functionality of the honeypot system, I logged into the
honeypot SSH server and made the root account accessible
over SSH. Also, I changed the password to 12345. I then
went to my Kali Linux terminal and used the hydra tool to
crack the password for the root account to the honeypot. I
ran the command “hydra -1 root -P
/usr/share/wordlists/Metasploit/unix password.txt -T 6
ssh://140.82.3.147” as seen below in Figure 9.



password: 1234
password fo
/thc-hydra) finished at 2022-0

Figure 9: Running the Hydra Brute-Force Attack.

The -1 option in the command tells hydra to try to log in
with the root user. The -P option tells hydra to use the
password list specified in the command and the -t option
tells hydra how many threads to use. So, in this attack
scenario, we used 6 threads. Also, we told it to attack the
SSH service on the IP specified. As we can see in Figure 9,
we got the exact results that we expected. The password
that was cracked for the root user was 12345. Since the test
has concluded, I logged back into the SSH server and
made it not possible to login to the root user through SSH
like how it was prior to me modifying it. This is because
this is a good security practice and if it was possible to
login to the root user over SSH it would make the attacker
suspicious of the honeypot. I then changed the password
back to what it was prior. The original password was not
that difficult to crack either, but more difficult to crack
than 12345. This is because we do still want the attacker to
be able to gain access so we can gain more information on
what they are looking to do once they are inside the server.
I will now let the honeypot system run for a few weeks so it
can collect a large amount of data to come back and
analyze.

V. ANALYZING DATA COLLECTED
FROM ATTACKS ON THE
SYSTEM
In this section, we will analyze the data collected by
the honeypot system in the Kibana Dashboard. We will
look at the different categories of information collected to
see what information we can learn about the attackers. For
the most part, we will look at the aggregated data collected
by all the containers, but in some cases, we will look at
data collected by a specific container.

A. Accessing the Data

To access the data, we need to first go back to the T-Pot
Landing Page. This can be reached by entering
“https://<my.ip>:64297” into a web browser and logging in

with the credentials created. I then clicked on “Kibana” to
bring me to the Kibana app dashboards page.

Description

T-Pot Dashboard

T-Pot Live Attack Map

Adbhoney Dashboard

Ciscoasa Dashboard

CitrixHoneypot Dashboard

Conpot Dashboard

Cowrie Dashboard

Ddospot Dashboard

Dicompot Dashboard

Dionaea Dashboard

Figure 10: Kibana App Main Dashboards Page.

As seen in Figure 10, a page opens that displays a list of
the different honeypot containers deployed. You can reach
an individual dashboard by just clicking on the name of
that honeypot. You will also notice that the first two titles
are
“T-Pot” and “T-Pot Live Attack Map”. T-Pot Live Attack
Map just shows a global map of where attacks within the
T- Pot Network are occurring in the current time. This is
not very useful to us. However, the T-Pot Dashboard is the
dashboard we will be mainly using because it displays the
visuals and data collected by all the honeypots aggregated
into one dashboard. Therefore, we will go ahead and click
on “T-Pot” to display this dashboard.

The dashboard displayed is shown in Figure 11. As
mentioned, this dashboard allows us to visualize and view



the data collected from all the honeypots in one place. Next,
we will be looking at and analyzing some of the charts and
data lists that are relevant to gathering intelligence about the
attackers.

B. Most Attacked Honeypots

At the top of the dashboard, we can see the ten
honeypots that experienced the most attacks ranked in
sequential order from the most attacked honeypot to the
least attacked honeypot.

[Honeypot Attacks - Top 10

4,308

Cowrie - Attacks Dionaea - Attacks Honeytrap - Attacks Heralding - Attacks Adbhoney - Attacks

3,668 1,020 640 627 526

Rdpy - Attacks Tanner - Attacks CitrixHoneypot - Attacks Mailoney - Attacks ConPot - Attacks

Figure 12: Top 10 attacked honeypots

As we can see in Figure 12, the most attacked honeypot
was Cowrie, the SSH honeypot. This is not very surprising
since SSH is a very well-understood protocol and can be
used to gain remote shell access to a server. If the attacker
can abuse the SSH service and gain access to your server,
they will be able to obtain a lot of information and have
access to your system. From a defender’s point of view,
this is important information to understand because since
SSH is the most attacked protocol, in a live production
environment gaining remote access should not be very
easy. On top of utilizing a very secure password and SSH
keys, MFA should also be configured to gain remote shell
access. We can also see that the Dionaea is the second most
attacked honeypot, which uses the FTP service to capture
attack payloads and malware. This tells us that any way
that an attacker can either gain remote access to a server
(SSH) or be able to upload files to a server remotely (FTP)
is going to attract attackers. This is because the concept of
being able to remotely impact a server can have high
consequences if abused. As a defender, we can learn from
this to make sure that all servers that have remote protocol
ports open must be highly secure.

C. Attacks by Country

The next graphic we will examine is the countries where
the most attacks are from. I will also discuss why that
information may and may not be useful.

Attacks by Country

United States
China

Russia
Vietnam
India

Canada

NETETy)
Singapore
Hong Kong

Turkey

Figure 13: Attacks by Country Pie Chart.

The legend on the right of Figure 13 shows the list of
where the most attacks came from in descending order. As
we can see, the top 3 countries where the most attacks
came from are the United States, China, and Russia. These
countries tend to have more sophisticated cyber programs
and larger populations, so it is not very surprising. This
information can be useful to us because if a specific threat
actor is targeting an individual company, we may be able
to track where that threat actor is located. However, any
decent attacker is most likely using a VPS where they can
choose the location of where their IP address is located, or
they are using a VPN to hide their true location. That is
why focusing on this graphic is not very useful, but it is
more important to focus on the IP addresses themselves.
We will look at this next.

D. Attacker Source IP Addresses and their ASNs

Looking at the Source IP Addresses of where most of the
attacks are coming from is very useful to cyber defenders.
This is because most attackers have a finite number of
resources to work with, so their IP Space is not unlimited.

Attacker Source IP - Top 10

Source IP

140.82.

85 100°

109.94

Figure 14: Top 10 Attacker Source IP Addresses.

In Figure 14, we can see the IP addresses where most of
the attacks came from. This information is very useful to
cyber defenders because these IP addresses can be
blacklisted from the production network. This will not allow



these attackers to use these IP addresses on the actual
network. The attackers will now have to use other IP
addresses to gain access to your resources, therefore making
them exhaust their resources. If you continuously blacklist
the IP addresses where a lot of the attacks are coming from
you can deter attacks from continuing to attack your
network. This will help prevent a lot of the noisier attackers
from being able to exploit your systems, but you also must
be aware that more stealthy attackers will be able to remain
under the radar.

From the attacker’s IP address, we can figure out the
Autonomous System Number (ASN) to learn what
organizations are allocating the attacker’s IP address.

Attacker AS/N - Top 10
ASN
DigitalOcean, LLC
VNPT Corp
Greybeard Technology LLC
Shenzhen Tencent Computer...
Beijing Baidu Netcom Scienc...
No.31,Jin-rong Street
Latisys-Ashburn, LLC
Rostelecom

Cogent Communications

UCloud (HK) Holdings Group ...

Figure 15: Top 10 ASNs used by attackers attacking the system.

In Figure 15 we can see that the most popular ASN
organization used to attack our honeypot system is
Digital Ocean, one of the most popular VPS providers.
This shows that a lot of people are abusing the benefits
they offer to launch cyber-attacks. There also does
appear to be a good number of China-based
organizations on the list, helping to support that there
might be a lot of attacks launched on the honeypot
from China. This information can be useful to us
because when we see a user utilizing an IP allocated
from Digital Ocean, for example, we can be more
cautious and possibly even raise an alert since we
know it is commonly used by attackers to attack our
systems.

E. Most Used OS by Attackers

From our honeypot system, we can gather information
about the most popular Operating Systems used by
attackers to attack the honeypot system. Kibana displays a
pie chart of the operating systems and displays the legend
in descending order from most to least used OS.

POf OS Distribution

Windows 7 or 8

Linux 2.2.x-3.x

Windows NT kernel

Linux 3.11 and newer

Linux 3.1-3.10

Linux 2.2.x-3.x (barebon...
® Windows NT kernel 6.x
@ Windows NT kernel 5.x

Linux 2.2.x-3.x (no time...
Linux 2.4.x

Figure 16: Pie Chart displaying Attacker OS Distributions.

From this pie chart, we can see that Windows 7/8 was
the most popular used OS by attackers followed by Linux
2.2.x-3.x. We do not get an exact version number for the
most part, but still, get a good idea of the OS the attacker
is using. I found it particularly unusual that attackers are
running older versions of Windows and Linux, but it can
be valuable information. Most common users run
Windows 10 as of now, so users running Windows 7/8
can be something to look out for when investigating
attackers. A lot of basic users do not run Linux, so
anytime there is suspicious activity coming from a user
running Linux it can be a red flag.

F. Most Common Credentials

In this section, we will look at the most common
credentials used by attackers to try to brute-force login to
our systems. Many of these usernames and passwords
come from dictionary lists of commonly used passwords.

admin1

postgres test

. r.QQt

AMWW
wwwroot ftp

ftpuser

testuser
hadoop
deploy

Figure 17: Most Common Usernames attempted by attackers.

In Figure 17, we see the most common usernames
attackers tried to use to log in to our honeypot system. As
we can see, root and admin were among the most popular.
This makes sense because root and admin accounts tend to
have higher privileges. This shows us from a defensive
perspective why it is so important to disable remote root
login because it can be very dangerous if attackers manage
to log in.
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Figure 18: Most Common Passwords attempted by attackers.

In Figure 18, we see the most common passwords
attackers tried to use to log in to our honeypot system. Many
of these are weak passwords that a basic user might make or
default passwords. We can learn from this that it is
extremely important to change default passwords and to
replace them with a very strong password to prevent
attackers from gaining easy access. Passwords should be
relatively long and utilize a combination of Iletters,
numbers, and special characters.

G. Analyzing Suricata Alerts

In this section, we will analyze the alert raised by
Suricata, an open-source IDS/IPS that feeds data into our
Kibana dashboard.

Suricata Alert Signature - Top 10

Description

SURICATA STREAM reassembly sequence GAP -- missing packet(s) 65,799
ET POLICY SSH session in progress on Expected Port 13,043
SURICATA STREAM Packet with broken ack 12,053
SURICATA TCPv4 invalid checksum 5,008
SURICATA STREAM Packet with invalid timestamp 3,609
SURICATA Applayer Detect protocol only one direction 15593

SURICATA STREAM FIN recv but no session 1,034

ET SCAN Zmap User-Agent (Inbound) 998

SURICATA STREAM RST recv but no session 831

ET INFO Potentially unsafe SMBv1 protocol in use 740

Figure 19: Suricata Alerts.

In Figure 19, we can see the 10 most common alerts
detected by Suricata. From this, we can tell that a lot of
attackers try to abuse TCP and manipulate the Three-Way
TCP Handshake. We can also tell that a lot of users were
using a port scanning tool like Nmap because there were a
lot of detections of incomplete connections. Finally, we
also detected some alerts that SSH and SMB sessions were
established. This means that some attackers did gain entry
inside our honeypot system, as we expected.

Suricata CVE - Top 10

CVEID
CVES20M9511226 SN 6 72
CVE-2019-0708 ... 14

CVE-2020-11910 6
Figure 20: Suricata CVEs Detected.

In Figure 20, we can see the top 3 CVEs detected by
Suricata. As mentioned before, a CVE is a common
vulnerability and exposure that is known by the public and
is detected by a unique signature. CVE-2019-12263 is a
high vulnerability with a CVSS score of 8.1. This
vulnerability refers to a Buffer Overflow in the TCP
component of Wind River VxWorks 6.9.4 and vx7 [16].
The next most common CVE detected is CVE-2019-0708
which has a CVSS score of 9.8, also very high. This
vulnerability is a “Remote Desktop Services Remote Code
Execution Vulnerability.” This means that an attacker can
remotely execute code on another user’s system [17].
Finally, the third most popular CVE is CVE-2020-11910
which has a CVSS score of 5.3, a medium level severity.
This vulnerability is caused by the Treck TCP/IP stack
before version 6.0.1.66 having an ICMPv4 Out-of-bounds
Read [18]. This means that the system is reading packets
that are not in bounds. From all these CVEs detected, it can
teach us to make sure that our systems are patched against
these popular vulnerabilities. It also shows us how
important it is to regularly patch our systems when there
are security updates because attackers will try to exploit
our systems if they are not patched.

H. Cowrie Top Shell Commands Executed
In this section, we will look at the top commands

executed inside of the Cowrie honeypot. To look at this, we
will go back to the main T-Pot Dashboard page and select
“Cowrie Dashboard” to only see the Dashboard for this
specific honeypot. As mentioned earlier, Cowrie is a high
interaction SSH honeypot that tracks commands entered by
attackers into the command line and that data gets sent into
Kibana to analyze.

Cowrie Input - Top 10

Command Line Input

cat /proc/cpuinfo | grep model | grep name | ...

cat /proc/cpuinfo | grep name | head -n 1 | a...

cat /proc/cpuinfo | grep name | wc -1

crontab -1
free -m | grep Mem | awk ‘{print $2 ,$3, $4, $...

Is -Ih $(which Is)

Figure 20: Top 10 Commands Executed by attackers.

In Figure 20, we can see the top 10 commands run by



attackers inside the honeypot. As we can see, the most run
command is the “uname” command with the -a flag. We
also see many different variations of this command in the
top 10 list. This command reveals a lot about the system
such as what Linux distro is being run on the system and the
version of the distro. This is useful to attackers because if
the system is out of date there may be vulnerabilities that
the attacker can exploit. Therefore, it is important to update
and patch your systems. The next most popular command
that we see being run is the attacker looking for information
about the system’s CPU. An attacker may be interested in
the CPU info to see how much processing power your
system has. The reason they care about this is that crypto
mining is currently extremely popular but requires many
resources to drive a profit. So, if attackers can create a
botnet of devices that mines for crypto in the background of
victims’ computers, it will have no cost to the attackers, and
they will receive all the benefits.

L. CONCLUSION

A honeypot system can be very beneficial to an
organization, but it must be properly implemented and
deployed. Honeypots need to be deceptive enough to trick
the attacker into thinking that they are in a real system.
This will cause the attackers to use up time and resources
when attacking the honeypot system, but it will also reveal
information about how the attackers are penetrating the
system and what they are looking for once they gain access
to the system. This information can be useful to the
defenders because we can learn how attackers operate and
can make sure our actual systems are secure against the
various attacks that are being used by attackers. We can
also make sure that the information attackers are looking to
seek is properly protected.

For future work, we will extend our current
cybersecurity framework [19-53] by integrating the
Honeypot system as a Cyber Deception Tactic to deceive
the attacker.
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