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Abstract

Reconfigurable intelligent surface (RIS) has been recognized as a promising technique for the sixth gen-
eration (6G) of mobile communication networks. The key feature of RIS is to reconfigure the propagation
environment via smart signal reflections. In addition, active RIS schemes have been recently proposed to
overcome the deep path loss attenuation inherent in the RIS-aided communication systems. Accordingly, this
paper considers the secrecy performance of up-link RIS-aided multiple users multiple-input single-output (MU-
MISO) communication systems, in the presence of multiple passive eavesdroppers. In contrast to the existing
works, we investigate the impact of the RIS phase shift errors on the secrecy performance. Taking into account
the complex environment, where a general Rician channel model is adopted for all the communication links,
closed-form approximate expressions for the ergodic secrecy rate are derived for three RIS configurations,
namely, i) passive RIS, ii) active RIS, iii) active RIS with energy harvesting (EH RIS). Then, based on the
derived expressions, we optimize the phase shifts at the RIS to enhance the system performance. In addition,
the best RIS configuration selection is considered for a given target secrecy rate and amount of the power
available at the users. Finally, Monte-Carlo simulations are provided to verify the accuracy of the analysis,

and the impact of different system parameters on the secrecy performance is investigated. The results in this

Abdelhamid Salem is with the department of Electronic and Electrical Engineering, University College London, London, UK, (emails:
a.salem@ucl.ac.uk).

Kai-Kit Wong is with the department of Electronic and Electrical Engineering, University College London, London, UK, Kai-Kit
Wong is also affiliated with Yonsei University, Seoul, Korea (email: kai-kit.wong@ucl.ac.uk).

Chan-Byoung Chae is with Yonsei University, Seoul, Korea (e-mail: cbchae @yonsei.ac.kr).

The work is supported by the Engineering and Physical Sciences Research Council (EPSRC) under grant EP/V052942/1. For the
purpose of open access, the authors will apply a Creative Commons Attribution (CCBY) licence to any Author Accepted Manuscript
version arising.


http://arxiv.org/abs/2301.00276v1

paper show that, an active RIS scheme can be implemented to enhance the secrecy performance of RIS-aided

communication systems with phase shift errors, especially when the users have limited transmission power.

Index Terms

Reconfigurable intelligent surface, Physical layer security, MU-MISO, MRC.

I. INTRODUCTION

Reconfigurable intelligent surface (RIS), also known as intelligent reflecting surface (IRS), has been
proposed recently as a promising technique to extend the coverage and improve the spectral efficiency
of wireless communication networks [[1]], [2]. Specifically, RIS is composed of reflecting elements, each
of which independently imposes a phase shift on the incident signals. By tuning the phase shifts of the
reflecting elements, RIS can convert the propagation environments into smart ones and thus enhance
the received signals quality [1]], [2]. Due to these advantages, RIS techniques have been extensively
considered in the literature. For instance, in [3]], the fundamental capacity limit of RIS-aided multiple-
input multipleoutput (MIMO) communication systems has been considered. The achievable ergodic rate
of a RIS-assisted MIMO system which comprises links of a Rician channel was derived in [4]. In [5], a
closed-form asymptotic ergodic sum rate of a RIS-assisted MIMO communication system was derived
under the assumption that the number of base station (BS) antennas tends to infinity. In [6], the up-link
achievable rate in RIS-aided massive MIMO systems has been analyzed and optimized. The authors
in [7], [8] analyzed the achievable rate of RIS-assisted multiple users (MU) up-link massive MIMO
system under Rician fading channels. In [9], [10], a closed-form expression of ergodic achievable rate
for RIS-aided massive MIMO systems with zero forcing (ZF) detector has been derived. In addition, a
closed-form analytical expression for the symbol error probability and the upper bound on the channel
capacity of a RIS communication system have been derived in [11]. The work in [12]] considered the
impact of hardware impairments on a general RIS MU-MISO system with Rayleigh fading channels.
The ergodic capacity of RIS MIMO networks over Rayleigh-Rician channels was considered in [13]].

However, the practical implementation of passive RIS-aided communication systems may face several
challenges. For instance, the transmitted signal propagates through the RIS experiences a double-fading
attenuation, e.g, source-RIS and RIS-destination links. This issue has been tackled in the literature by

increasing the number of passive RIS elements [[14]. However, this solution leads to an increase in



the size of the RIS module, which is impractical in some scenarios. To tackle this issue the authors
in [15] proposed RIS with active elements. The main idea of active RIS is to adjust the phase shifts
and also amplify the reflected signal attenuated from the first link with extra power consumption.
Theoretical comparison between the active RIS-assisted system and the passive RIS-aided system has
been presented in [16]]. The results in [16] show that the active RIS has better performance than
passive RIS. The use of active RIS elements to overcome the double-fading problem has been also
investigated in [[17], where the results illustrated that using active elements results in a severe reduction
in the physical size of RIS to achieve a certain performance. To reduce the power consumption of
active RIS, a sub-connected architecture has been proposed in [18]. The energy efficiency in an active
RIS-aided MU-MISO down-link system has been investigated in [19].

Although fixed embedded batteries can be used to power the RIS, these batteries cannot be relied on
for long time and uninterrupted operations. In addition, wired charging might not be possible to use if
the RIS is deployed in inaccessible places. Therefore, equipping RIS elements with energy harvesting
(EH) modules can solve these issues. Accordingly, a self-sustainable RIS approach was proposed and
studied in the resent researches on RIS. In this regard, in [20] time switching (TS) and power splitting
(PS) EH protocols for the RIS to harvest sufficient amount of energy from an access point have
been proposed and investigated. The work in [21] considered a self-sustainable RIS-aided MU-MISO
communication systems, in which the RIS collected energy from the radio frequency (RF) transmitter
using the PS protocol. In [22]], a novel transmission policy for a communication network assisted by
self-sustainable RIS has been proposed, where the RIS harvests energy from an energy transmitter to
support its operation. In [23]], self-sustainable RIS with the PS protocol to assist broadcasting network
was studied. In [24], self-sustainable RIS-aided communication between a gateway and a device was
studied, in which the RIS harvested energy prior communication.

Moreover, due to the broadcast nature of wireless channels, confidential messages are vulnerable
to eavesdropping attacks. For the provision of secure transmission, physical layer security (PHY Sec)
has been proposed from the information theory perspective [25], [26]. PHY Sec exploits the nature of
wireless channels to enhance the system security [25], [26]. PHYSec of RIS systems has also been
studied in the literature. In [27], the secrecy throughput maximization problem has been formulated
and solved to enhance the secrecy performance of the RIS-assisted MIMO systems. In [28]], a novel

active RIS design to enhance the security of wireless transmission was proposed. PHYSec of RIS-



aided wireless networks has been considered in [29] to achieve secure transmission between a source
and a legitimate user in the presence of a malicious eavesdropper. In [30], RIS has been used to
perform secure transmission from a multiple antennas transmitter to a multiple antennas legitimate
receiver. Further work in [31]] considered the secrecy transmission in a RIS-aided multiple antennas
communication, where the secrecy rate was improved by optimizing the RIS location. In [32], an active
RIS-aided multiple antennas PHY Sec transmission scheme was considered, where the active RIS was
designed to amplify the signal actively.

Accordingly, this paper investigates the impact of phase shift error on the secrecy performance of
up-link RIS-aided MU-MISO systems in the presence of multiple eavesdroppers. The BS receives
the users messages only through the RIS, while eavesdroppers can receive the signals from both the
direct and reflected links. Under Rician fading channels and phase shift errors, the ergodic secrecy
rate is analyzed for three RIS configurations, namely, 1) passive RIS, 2) active RIS, and 3) EH RIS.
Based on the derived rate expressions, the phase shifts at the RIS are optimized to enhance the system
performance. Then, the best RIS configuration selection is considered based on the target secrecy rate
and amount of power available at the users. For clarity we list the main contributions of this work as
follows:

1) We investigate the impact of RIS phase shift error on the secrecy performance of up-link MU-
MIMO systems in the presence of multiple passive eavesdroppers.

2) New closed-form explicit analytical expressions for the ergodic secrecy rate are derived for
the RIS-assisted MU-MIMO systems, when the RIS is passive, active and EH node under Rician
fading channels. This channel model is more general but also very challenging to be considered
mathematically. The derived secrecy rate expressions are simple, explicit and in closed form, and
provide several important practical design insights.

3) Based on the derived expressions, a genetic algorithm (GA)-based approach is used to obtain the
optimal phase shifts. Also, a simple suboptimal technique is proposed to enhance the secrecy rate for
a legitimate user.

4) Given a target secrecy rate, we calculate the required user power, and we present steps to select
best RIS configuration which depend mainly on the available power at the users.

5) Finally, Monte-Carlo simulations are performed to validate the analytical expressions. Then, the

impact of several system parameters on the secrecy performance are investigated.



The results in this work show that active RIS is an efficient scheme to achieve secure communication
in the presence of phase shift errors at the RIS, especially when there is no sufficient amount of power
at the users.

Next, Section [I] presents the RIS-aided uplink MU-MISO system model. In Section I, we derive
the ergodic secrecy rate of the passive RIS model. Section [V] presents the ergodic secrecy rate of the
active RIS scheme. Section [V] derives the ergodic secrecy rate of the EH RIS scheme. Section [VII]

depicts our numerical results. Our main conclusions are summarized in Section [VIIIl

II. SYSTEM MODEL

Consider a typical up-link RIS-aided MU-MISO communication system consisting of a multiple
antennas BS, an RIS and K single-antenna users in the presence of .J single antenna passive eaves-
droppers. The BS is equipped with N antennas, and the RIS is equipped with M reflecting elements,

as shown in Fig. 1.

Figure 1: An RIS-aided uplink MU-MISO system with N BS antennas, M RIS elements, K users and
J eavesdroppers.

The BS and RIS are connected to control and adjust the phase shifts of the the RIS elements. It is
assumed that the eavesdroppers can hear the signals from the direct and reflected links, and trying to
eavesdrop a specific confidential message in the system. On the other side, the direct links between the
users and BS are assumed to be blocked, which justifies the use of the RIS. It is known that, the RIS is
most likely to be installed on the buildings, and thus it can create channels dominated by line-of-sight
(LoS) path along with scatters. Accordingly, a Rician fading model is considered for the RIS channels.

The channel matrix between the RIS and the BS is denoted by G € CV*™ | and the channel vector



between user k and the RIS is presented by h,.;, € CM*!. The mathematical expressions of the channel

matrix G and the channel vector h, ; can be expressed, respectively, as

Po = 1 = Pk = 1 -
=,/ G G|, hy=/(,/ b+ 4/ h, 1
< py+1 - py+1 ) * ( pr+ 1 *F pr+ 1 k) M

where p, and p; are the Rician factors, G and }_lr7k are the LoS components and G and flnk are the

NLoS components, in which

G =ay ( gv Cbi) a]\h/([ (¢?7 ¢§) ) }—lr,k = ay ( Zra ¢Zr) (2)

where ¢f,, ¢f, denote the azimuth and elevation angles of arrival (AoA) from user k to the RIS ,
respectively, ¢f, ¢f are the azimuth and elevation angles of departure (AoD) at the BS from the RIS,
respectively, ¢, ¢¢ are the azimuth and elevation AoA from the RIS to the BS, respectively. The kth
element of the vector ax can be written as [ay (¢1, ¢2)], = eI2m 5 (i sindysindatyrcosé2) where ) is the
wavelength, d is the elements/antennas spacing, and =, = (k — 1) mody/z, yx = T On the other
hand, the channel vector between the RIS and eavesdropper j is presented by h. . € CY>M " and
the channel from user k to eavesdropper j is he,, € C'*'. The direct channel fading is assumed to
be Rayleigh fading due to extensive scatterers, while for the RIS-related channels, is assumed to be

Rician fading. Thus the expression of h,, ,is given by

pe NS
h6'7" ] 6 7‘+ 6 NS 3
70 ( pej +1 VAl “pe 7‘_'_1 Al > ( )

where p.; , 1s the Rician factor, Beﬂ and flej,r are the LoS of NLoS components, respectively.
The channel state information (CSI) of the eavesdroppers is assumed to be unknown at the BS/RIS
(only statistical information can be known), and the eavesdroppers are non-colluding. Therefore, the

ergodic secrecy rate can be calculated by [33]]

Bo=[Ry, ~Re,]” @

where [I]T= max (0,1), Rbk = &{Ry,}, Ry, is the up-link rate of user k, and Ji’ejyk = max & {Rejyk},
R

e;» 18 the rate at eavesdropper j.



In the following sections, we consider the secrecy performance of the three RIS configurations.

III. PASSIVE RIS

As we have mentioned earlier, passive RIS reflects the users messages constructively to the BS with

passive elements. Thus, the received signal at the BS can be expressed as

K
Yo ZZ \/ Dk Ly, 4GOI, 7 + 1y (5)
)

where L,, , = d;:f;d; ,* is the large scale fading, d,, , is the distance between user & and RIS, d,
is the distance between RIS and the BS, «, and «; are the path-loss exponents, n, is the additive
wight Gaussian noise (AWGN) at the BS, n, ~ CN (0,02I), © = OO where © = diag (6), and
0 = [0, ......,04]"is the RIS reflection coefficients with 6,, = e/*m, where ©,,€[0,27) is the phase
shift of element m. However, in practical systems, phase shift errors can exist due to imperfect channel

knowledge and finite precision in phase adjustment. Thus, we define © = [e/¥1, ..., e/¥M] as the phase-

shift errors at the RIS. The phase-error is modeled according to Von-Mises (VM) distribution with

I (k)

zero-mean and a characteristic function (CF) E [e/¥m] = To(e)

= p(k), where k is the concentration
parameter and /; is the modified Bessel function of the first kind and order <. By applying the receive

beamforming vector wy, at the BS, the received signal of user k is

K
Yo,k = / DPk Luk,bkaé@hr,kxk+ Z \ Di Lui,bkaé@hr,ixi + Wiy (6)

=1
itk

On the other hand, the received signal at eavesdropper j to detect user k signal is

Ye;r = VPkTk ( de_j?]ghe]‘,k + Luk,ejhej,rée)hr,k)

K K
+ Z VDiti \/ d;ﬁ‘;heﬁﬁ— Z L“ivejhew”é@hm + e (7

1= 1=
i#k i#k
where de_]a,j is the distance between user k and eavesdropper j, c is the path-loss exponent, L,, p =

dyerd. . and d_¢, denotes the distance between the RIS and eavesdropper j.

Ug,T €,



To calculate the ergodic secrecy rate, the ergodic up-link rate for user k£ and ergodic rate at the

eavesdropper j should be derived, which will be considered in the following sub-sections.

A. Ergodic Up-link rate of user k

To calculate the ergodic user rate, maximum ratio combining (MRC) is adopted at the BS. The
beamforming matrix is given by W = (G@H)H, and thus wj, = hkaH G, The signal to interference
plus noise ratio (SINR) at the BS to decode user k& signal can be written as

pk ug,b ‘h @HGHG@@hrk‘
Vor = )

sz wip |DH,OHGHGOON, ;|* + ||n#, 0HGH||* 52

L;ék

Lemma 1. The ergodic up-link rate of user k in passive RIS-aided MU-MISO systems under Rician

fading channels and with phase shift error can be calculated by

Ly

Z Di Loy, v + UW%
i=1
i#k

where

1
(os + 1)* (o + 1)

& = & {|n/,0" G GOsh, |} - 2 (N2 + a,NM? 4 ayNM + ayN)

ar = (p (&) (o + po +1)* + (1= p(K)°) prp} + p}) M?

+ (201 + 36 +2 — prps) p (5 )? + (14 pk) ps) pooi | fil” + (pr + o+ 2)°
— p (k) (px+ oo+ 1)" = 2p (5)" prpy — 2) M
P(“)zpbpk|fk| +2((1=p(8)%) (or + pv) +2) popr | il
= (=p (8)? prpy 1+Pk)M2) + (px+ o+ 1) popr + (pr+ oo+ 1)* = (pr + 1) o3,
((Con + 1) p(5)?) + (o + 1)) popr | fsl* — 20010 (K)* + 20001 + 201 + 205 — 1,
20001 | fil” (1+p( )’)

_|_

>

and



‘2} _ 1
(s +1)° (px + 1) (ps + 1)

G = & {0 G"Geon,, (BN + by N M2 + bsN M)

by = (pi+1- P(’f)zpz’) M?pj

+M ((pi + 1= p () pi) Poe | fol* + p (5)? ppi | Fil? + (o + 200+ 1) (pi + 1= p ()7 pi) + p (5)7 py)
+ <2pb fil* + p ‘EkHEi‘2 + 2pppxRe (fljfiEzHEk)> p(K)° pi

+ (0 (K)? popi | il + 205 (1 = p (5)?) + 2) popic | fil”

by = ((po+1) pi+ (oo +1)" = p3) (pi + 1) = (oo + 1) popip (1)* = 1

bs = (pi + 1) popi |l + (o + 1) p (5)* popi | fil”

and
v = & {07 GH ") = T (R (ot i+ 1) M)
’ (oo +1) (pr +1)
Proof: The proof is provided in Appendix A. [ |

B. Ergodic Rate at Eavesdropper j

The SINR at eavesdropper j to decode user k signal can be expressed as

P s i
du]wr dej,r th,T’@@hT’,k} + de‘%k h/ej’k

‘ 2

Pk
Vejw = R o o - _a_e 5 (10)
2 P |duf e ey p OO+ Theyi| + 02,
itk

Lemma 2. The ergodic rate at eavesdropper j in up-link passive RIS-aided MU-MISO systems under

Rician fading channels and with phase shift error can be calculated by

x
E{R.,,} =log, | 1+ 2T (11)

> Piyi+ 02
(=

where
_ _ Pe; 2 Pe; 1 1 1 1 _
I (o4 Qe J Pk J Pk Qe
Tk = (duk,rde]',r (pej-i-l pr+1 (M + p (K') S) + pej-i-l pk+1M + pr+1 pej-‘rlM _l_ pej-i-l pr+1 M) + de]-,T’ )’

and
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—au J—Ce Pe; Pe;
Yi = duzrdejr (p +1p+1 (M_I_p( ) §)+p +1p+1M+ - eJ+1M+p +1p+1

N 4 do “e).

Proof: The proof is provided in Appendix B. [ ]
Finally, the ergodic secrecy rate in passive RIS scheme is presented in the next theorem.
Theorem 1. The ergodic secrecy rate in passive RIS-aided MU-MISO systems under Rician fading

channels and with phase shift error can be calculated by

. L. x
Ry = |log, [ 1+ — D L o8 —log, | 1+ KPL + (12)
> Pi Lu, i + vio > piyi+ oL
i = = |

IV. AcCTIVE RIS

As we mentioned earlier, active RIS can adjust the phase shifts and also amplify the reflected signal
to compensate the attenuation from the first link with extra power consumption. The signal reflected

by the active IRS can be written as

K
yr =0 \/ped, ez + On, (13)

k=1
where n, is the noise at RIS elements n, ~ C'N (0, 02I). In this case © = OO where © = diag (),
and 0 = [0, ...... , GM]T with 6,, = 0,,’%™, 0,, > 1 and ,,€[0, 27) represents the amplification factor
and phase shift coefficient, respectively, at element m. For simplicity, we assume that g,, = ¢ and then

define © = pdiag {e’#', ....,e/¥M}. The active RIS amplification power can be expressed as

K ~ 9 K
R=< 2 ﬂbmz}+£{ nr}>:< M+ Moo ) (14)
Uk,T Ug,T

— Mo?? and & Héhm T 2 (i (BfB,) + & (BlLhs) ) = 525 (oM + M) =

where & H(:)nr ’

M 0?. Thus, the amplification factor for each element on the active RIS is given by

b,
Q = K *
M(Z ok —I—af)
up T

k=1

15)
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By applying the receive beamforming vector wy, at the BS, the received signal of user k is

K
Yok = \/ Pk Luk7kaGC:)@hr7kl’k—|- Z \/ Di Lui7kaGC:)@hr7il’i + d;g"'ka(:)@nr + wing.  (16)

i=1
ik

On the other hand, the received signal at eavesdropper j to detect user k signal is

Yejr = \/p_kl'k ( de_j(f]:hej,k + Luk,e]-hej,ré@hr,k)

K K
+ > Vi | /Ao he it Y /L he, s00h; | £\ [dooch, .00m, + . (17)
i=1 =1

i#k i#k
A. Ergodic Up-link rate of user k

Applying MRC beamforming at the BS, the SINRs at the BS to decode user k signal can be expressed

as

Pr Luy » |n,07 GHGOOR, ;|

Vo, = (18)

h, 01GHGOO| " o2 + ||n 01 G| o2

K _
2 pi L,y |02, 00 GHGOON,,|* + d

7k
Lemma 3. The ergodic up-link rate of user k in active RIS-aided MU-MISO systems under Rician

fading channels and with phase shift error can be calculated by

Pk Ly, bEk0"

E{ Ry, } ~logy | 1+ — (19)
Z Di Ly, 551 0% + Q4d;?TUEVk + szkﬂg
i
where
~ 1
v, = & ||ne"GIGee|’ = (X1 + Xo) (20)

(pp + 1)/ (pr + 1)

and Xl =& {|A171|2} + & {|A172|2} + & {|A173|2} + & {|A174|2} + & {Al,lATA}



&{1811"} = pioe |(alf (61, 65,) O afy (60, 65) alf (65, 65) aw (05, 65))|" x M,

E LA} = popn |all (64, 85.) O an (67, ¢9)|* NM,

£{|A173|2} = popMN (P("f)zMﬂL (1 —P(’f)z) M)> £{|A174|2} = Pk (N2M+NM2)>

& {A171AI74} = PbvPk (ajjg/[ (QSZN QSZT’) @Hajjg/[ ( ?’ gbi) a]HV ( g> ¢l§) an ( g’ Cbi))

X (aM ( ?7 QSi) @) pkaj\lg[ ( Zra ¢Zr) @HN@>

and X2 =& {|A271|2} + & {|A272|2} + & {|A273|2} + & {|A274|2} + & {A2,1A574}

2
o

& {|A2,1|2} = pg HGHaﬁ( ?7¢5> CL%( §7¢§> an (¢Z7¢z) CLM( ?7¢5)@‘

& {1800} = py |0 anr (62, 6%)||* N M,

& {|803]"} = ppMN (Hajl\{/[( ?76155)@@”2) = o M?N, & {|Doa*} = o (N*M + NM?)

E {22145} = pi (0% ady (67, 87) any (65, %) aw (65, ¢5)) (an (47, 67) ©) ONO™.

Proof: The proof is provided in Appendix C.

B. Ergodic Rate at Eavesdropper j

The SINR at eavesdropper j to decode user k signal in this scenario can be written as

12
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pe |ducd dey b, ,00h, .+ d_ T hes
Vesr = T — : @h
; pi |d? dz % h,, ,08h,; + d,, hw- +d;% ||h, 00| 02 + 02,

ik

‘ 2

Lemma 4. The ergodic rate at eavesdropper j in up-link active RIS-aided MU-MISO systems under

Rician fading channels and with phase shift error can be calculated by

l’.
&R} =log | 1+ — 41 (22)
> piyi + 207 + 02,
(=
where
— [ g—arg—ae Pej Pej P Qe
Ty = (dukﬂ"degﬂ"g (p +1pk+1 (M+p( ) g) + Pe. +1pk+1M+ pkj-lp +1M+ Pe +1pk+1M> _'_de 7‘)’
_ ar J—Ce Pej pe' i 1
Yk = duzﬂ“deJﬂ“Q (pe +1p+1 (M_I—p( ) 5) + Pe; —Ji-1p+1M+ pzp+1 Pe; +1M+ Pe +1p+1M+d6],Z>

which have been derlved in Appemdix B, and

—oze a _ g—ae 0 h I T N
2 =d & ‘ h,,, 0| = dz 2 (P (BB, ) + & (BB, )
- de_ﬁ;pe o+l (pe rM + M) - de]'?tre

The ergodic secrecy rate in active RIS scheme is presented in the following Theorem.
Theorem 2. The ergodic secrecy rate in active RIS-aided MU-MISO systems under Rician fading

channels and with phase shift error can be calculated by

- 4+
R L, 4 .
R, = |logy | 1+ — Di Lyt —logy | 1+
- Pi Lu,psio* + 0*d, )" otvy + 0?0y, > piyi + 207 + 02,
I = =7 |
(23)
V. EH RIS

Following the recent works in [20], [21], [22], [23], [24], in this section, the RIS is an energy

constrained node and it can harvest RF energy to support its operation. Thus, in this scenario the
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whole operation time block, 7', is split into two time periods, the energy transfer (ET) slot and the
information transfer (IT) slot. During the ET slot, the BS transmits energy signals to the RIS to support
its operation. During the IT slot, the users deliver their messages to the BS through the RIS. We denote
7T as the time duration for the ET, and (1 — 7) 7" as the time duration for IT. The received signals at

the RIS in the first sub-slot is expressed as

yr = VB G,W,x, + 1, (24)

where P, is the BS power, G, = <, / pppil C‘rp + ﬁé» is the BS-RIS channel in the ET slot, W,

is the precoding matrix and x, is the energy signals vector. Using the maximum ratio transmission

2
(MRT) scheme, the harvested power at the RIS can be expressed as P, = %, which can

neffTPbTr(Gbe)

1—7

be written as P, = where 7. is the efficiency of EH. Since G,G¥ has Wishart

distribution, the average harvested power can be written as

_ 7’]eff7'Pbéa {Tr (GbGl{{)} _ neffTPbNM

P,
1—7 1—7

(25)

By substituting (23)) into (13), the amplification factor for each element on the RIS in this case is given

by

eff TPy N M
o= el . (26)

K
M(1-7) (E i —i—af)
k=1 k7

A. Ergodic Up-link rate of user k

Applying MRC beamforming at the BS, the SINR at the BS to decode user £ signal can be expressed

as

L, » | ©7GHGOOM, |
Pk k,b‘ k k‘ @7

Vo = ¢ B )
; Pi Lu, o |0, ©HGHGOOh, ;|” + d_

1=
itk

W, OHGHGOO||" o2 + ||n, 0HGH||* 57

Lemma 5. The ergodic up-link rate of user k in EH RIS-aided MU-MISO systems under Rician fading

channels and with phase shift error can be calculated by
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Pk Ly, 550"

E{Ry} =~ (1—7)logy | 1+ — (28)
> i Ly psiot + 0'd, jotvy + ooy
(=
Proof: This expression can be obtained by following same derivation in Appendix C. [ |

B. Ergodic Rate at Eavesdropper j

The SINR at eavesdropper j to decode user k signal is given by

P |dut deyF he, s 0O,y + d f he

ryejyk = o ~ . (29)
Z Di UzT 6_3,2 he] @@hrz + d h'e]-,i heJ'vT@@H2 O'? + Ugj

L;ék

‘ 2

Lemma 6. The ergodic rate at eavesdropper j in up-link EH RIS-aided MU-MISO systems under

Rician fading channels and with phase shift error can be calculated by

Pk T
E{Re; ) =1 —7)logy | 1+ — ’ (30)
Z PiYi + ZA’jO’E + O‘gj
i
where
oy Qe A2 Pej 2 Pe; P Qe
(d“k re, 0 (Pe +1 Pk+1 (M—l—p( ) g) T pe; T pk+1M+ PetTre +1M+ Pe; +1P +1M> e
N — —Qy J— Qe A2 pe pe 1 i 1 Cl(e
Yi = dyyd 0 <p +1p+1 (M—i—p( ) 5) + +1p+1M+ pzp-‘rlpe +1‘MjL +1p+1M+d )

_ d anéz,

€j,

which have been derived in the previous section.

Finally, the ergodic secrecy rate in EH RIS scheme is presented in the next Theorem.
Theorem 3. The ergodic secrecy rate of user k in EH active RIS-aided MU-MISO systems under

Rician fading channels and with phase shift error can be calculated by
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Ao Pk Luy 061 0*
Ry = |(1—7)logy [ 1+ —
> Pi L psi0* + 0*d, 3" otvy + 0%vyo

i=1
ik

1+

DL T

—(1—=7)logy | 1+ (31)

K

> 5. 42 2
Z Dili + ngr + UEj
i=1
ik

VI. SYSTEM DESIGN

In this section, based on the derived analytical expressions, we first design the phase shifts of the RIS

configurations considered in this work. Then, the best RIS configuration selection scheme is presented.

A. Phase Shift Optimization

The secrecy rate expressions presented in Theorems, 1, 2 and 3, show that the secrecy performance
relies on the phase shifts of the RIS elements. In this work, it is assumed that the CSI of the
eavesdroppers is unknown at the BS/RIS (only channel distribution known). Therefore, to enhance
the system performance, the RIS phase shifts can be optimized by maximizing the achievable ergodic
sum rate. Since the phase shift at each unit of the RIS lies in the range of [0;27), the phase shift

optimization problem can be formulated as

A

Ry,

7

M=

max
e 1
0,2m), Vm. (32)

.
Il

st 0, ¢

—

Due to the complicated formula of the ergodic sum rate, it is difficult to optimize (32) based on
the conventional techniques. However, GA-based methods can be employed to solve this optimization

problem. Due to the page limitation, we refer readers to [6] for more details about the GA methods.
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As an efficient suboptimal solution, the RIS phase shifts can be aligned to user k£, who transmits
the confidential message. This presents a simple sub-optimal solution for enhancing the secrecy rate

[6]. Accordingly, the phase shifts should be

d
O = —27TX (Tt + Ymli) , te = sin @g,. sin ¢}, — sin ¢f sin ¢y, I, = cos ¢}, — cosdy.  (33)

B. RIS Configuration Selection Scheme

Based on the required secrecy rate (r;) and amount of the power available at user k, and the RIS,
we can decide which system configuration, i.e., passive RIS, active RIS or EH RIS, should be selected.
A) If user k has sufficient amount of power to achieve the target secrecy rate, in this case passive
RIS can be implemented. Based on the secrecy rate expression provided in Theorem 1, the required

user k power, py, to achieve the target secrecy rate, r;, can be obtained by solving

Pk Ly b€k Pk Tk,
re =logy | 1+ — —logy | 1+ — (34)
2
> i L, pSi + 0k0; Yopiyi+ Ugj
i=1 i=1
itk itk
which can be found as
D1 — D2
Pk = (35)
D3 — P4
K K
> pi Lu; psitoro] 27 3 piyit2Ts Ugj
=1 =1
iZk ik ors 4 Loy, &k
where p; = T————— P2 = —% , D3 = 22— and py = —=% ,
> pi Lu, psit+okog 2 Piyitod, 2 Piyitod, 2o Pi Ly psitokoy
Zh Zh iZh iZh

B) If user k£ has limited amount of power, e.g., the user power, py, is less than the power required
in (33). In this case active RIS can be implemented to provide the target secrecy rate. Based on the
secrecy rate expression provided in Theorem 2, the required RIS power, o or P, ,to achieve the target

secrecy rate, r, can be obtained by solving
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L, 2
o =logy [ 1+ — Pr Ly p&k0
> Pi L psi0® + 0%d, 3" ofvy + vgoyy
P
2
1 + ppx
—log, | 1+ — pk@ 1 T PrX2 36)
Y Pi0*yut Z Piai + 210%0% + 02,
Z@;ﬁ% Zz#%

where z, = d, % d; % (p”:lpkﬂ (M+p(r)?€)+ 2o Lppp e 1 _ppy 11

pe;+1 pr+1 it pe; 1 pe;+1 pk—l-lM)’ T2 =
o
ej,r?
y= dyord e (Pt (M 4 p (k) E) + D M+ 2L LM d; "
Yui Ui, 7€GT\ Pe +1 p; +1 p\k Pe +1 pz—i-l pi+1 pe +1 Pe +1 pi+l Y2i = IR
and z; = de_j; M. After some simplifications, the last equation can be expressed as
4 2
o (@ —a)+0 (¢2—q—ag+q7)+(gs—q) =0 (37)
where
K , & K , , , &
—ay —a
@1 = Pi Luypsi 20 piynitd 7 ogve 30 piviit 30 Di Lupsiziop +d,y opvezoi+ 30 pi L, psipet+
i Zh 2 Zh Zh
d, 3" TR VpRT Y,
2 2 2 2
G2 = | vk} Y2 Pibri + Vk0p 2107 + VROt |
=2
, K K , & K ,
—an
A3 =2 Diilk Luy p &k t2107 Dk Ly b5t 22 Pivri D2 Pi Lugpsit2107 32 pi LugpSit Y0 piyuid, " o7 v+
2 2 i 2 2
zla2d7,b a Uk,
q4 _Z PiY2:Pk uk,b€k+g Pk uk,b€k+ Z DiY2i Z pz Ugs b§z+0- Z Di ul,bgz_‘_ Z szzz rb U Vk_l_
Zz#% Z@;e% Zz;ﬁ% z;ék Zz#%
o2 dTb aluy,
s 2 2 2
g5 = | D Piv1ivroy, + 210,005 | g6 —Z Piyaivi0y + 02 V07,
i=1 i=1
i#k i#k

K
qr —Z Pi L, 5610727 prvo+0°d, ;" 07 v 2" prvg+ Z i L p6i27 02 d, 5 o270+ Z Pi L, 5627
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K
— 20rg 20rs 2 297
s = V0, 2" Py + V032" 07 + U020 7 piyaie
i=1
itk

Thus, from (13)), the RIS power should be higher than or equal to

P.=M

2(q —q3) der

k=1 = ukr

—(Q2—Q4—Q5+Q7):|:\/(Q2—Q4—Q5+Q7)2—4(Q1—Q3)(Q8—Q6) (K P, 2)
o | .

(38)

C) If user k£ and the RIS have limited amount of power, e,g., user k power, py, is less than the
required power in (33) and the RIS power, F,, is less than the required power in (38)). In this case EH
RIS can be implemented to provide the target secrecy rate. Based on (23) and (3S8)), the required BS

power, Py, to charge the RIS and achieve the target secrecy rate, 7, can be obtained by

p_M@-7) _<Q2_Q4_Q5+Q7):|:\/(Q2_Q4_Q5+Q7)2_4(QI_Q3)(Q8_QG>
b:
NessTNM 2(q1 — g3)

K
x( - +af>. (39)

k=1 Uk T

VII. NUMERICAL RESULTS

In this section, we present simulation and numerical results to assess the accuracy of the derived
expressions and the secrecy performance of the RIS schemes considered in this paper. Monte-Carlo
simulations with 10° independent trials are excuted. The locations of the BS and the RIS are (0 m, 0
m), (20 m, 20 m), respectively, while the users are scattered on the corners of a square. Specifically,
the coordinates for the users square are (30 m, 5 m), (35 m, 5 m), (30 m,—-5 m), and (35 m,—5 m),
respectively, while the eavesdroppers are distributed in a circle centered at (20 m, 0 m) with radius
of 10 m. Unless otherwise specified, the simulation settings are assumed as follows: K = J = 4,
N =10, M = 5, the users power p; = 2W, the active RIS power P, = 7TW , the BS power in EH
RIS scenario P, = 50W, and the nodes have same noise variance, 0> = —70 dBm. In addition, the
path-loss exponent is 2.7, the Rician factors p = 0.5. The values of the AoA and AoD of the BS and

the RIS are uni-formally distributed in (0, 27), and the concentration parameter of RIS phase error

K= 2.
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Firstly, in Fig. 2l we illustrate the ergodic secrecy rate versus the transmission user power, py, for
the three considered RIS schemes. Fig. [2al shows the secrecy rate with phase shift errors and Fig. 2bl
presents the secrecy rate for the ideal scenario, when there is no phase error at RIS. It is clear from
this figure that the analytical results are in good agreement with the simulated results, which confirms
the validity of the analysis presented in this paper. It is also evident that for the given parameters
values, the secrecy rate loss due to the imperfect phase shift at the RIS is about 0.75 bits/s/Hz. In
addition, passive RIS achieves the lowest secrecy rate, but with small amount of power consumption.
The secrecy rate gain of active RIS above passive RIS is about 0.8 bits/s/Hz for a given user power.
Furthermore, high secrecy rates can be achieved and controlled by implementing EH RIS. However,
in this case the BS should transmit high power in the EH phase to provide sufficient amount of energy

at the RIS to achieve higher secrecy rates.
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(b) Secrecy rate versus user, k , power with no phase shift error.
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(a) Secrecy rate versus user, k , power with phase shift error.

Figure 2: Secrecy rate versus user, k , power with and without phase shift error.

To explain the impact of the phase errors at the RIS on the secrecy performance, in Fig. 3 we plot
the secrecy rate versus the concentration parameter of the phase error, x. Additionally, the results of
ideal RIS are also presented in this figure. It can be observed from these results that the secrecy rate
enhances as the concentration parameter, x, increases. In addition, at high concentration parameter
values, kK — 00, the secrecy rate achieved by imperfect RIS saturates to that achieved by ideal RIS.
This can be explained by the fact that the phase error at the RIS is assumed to follow a Von Mises

distribution, thus high concentration parameter values make the error fluctuate in a smaller range, and

60
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Figure 3: Secrecy rate versus concentration parameter, «, of RIS phase error.

when k — oo, the error at the RIS tends to zero. Accordingly, the secrecy rate of imperfect RIS
converges to the ideal RIS case as k —> oo, as explained in Fig. [3

Furthermore, Fig. ] shows the secrecy rate versus the number of BS antennas N for the all RIS
schemes. It is evident and as expected, increasing the number of BS antennas N enhances the secrecy
performance for the all RIS schemes. It should be pointed out that the number of BS antennas, /V, has
impact only on the received signal at the BS, thus increasing N results in enhancing the rate of the
legitimate users. However N dose not have any impact on the rate at the eavesdroppers. Having said
that in EH RIS, increasing /N also increases the amount of the harvested energy at the RIS. Thus, in
EH RIS, N has impact on both achievable rates at the BS and the eavesdroppers.

In Fig.[5] we depict the secrecy rate versus the number of RIS elements, ), for the all considered RIS
schemes. To obtain clear insights and results, in this figure the noise variance at the nodes is assumed
to be 02 = —20 dBm. Notably and as expected, increasing M results in enhancing the secrecy rate
for the all considered scenarios. In addition, as we can notice from the analytical expressions of the
secrecy rate presented in this paper, the number of RIS elements M has impact on both the achievable
rate at the BS and the eavesdroppers, e.g., adding more RIS elements increases the rate at the BS and
the eavesdroppers. However this improvement in the rate is essential at the BS, because the RIS phase

shifts are designed to be toward the BS direction. Furthermore, in the EH RIS scheme, increasing the
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Figure 5: Secrecy rate versus number of RIS elements, M, with phase shift error.

number of the RIS elements, M, leads to an increase in the amount of the harvested energy at the RIS
and thus P, will be high when the number of elements M is very large.

In order to illustrate the RIS configuration selection scheme, in Fig. [6l we plot the user power
versus the target secrecy rate for different values of the concentration parameter of RIS phase error,
k = 2 and 8. Firstly, in Figs. [6al and [6b] we consider two examples, when the target secrecy rate is

assumed to be r; = 0.75 (bits/s/Hz) and vy = 1.2 (bits/s/Hz) for kK = 2 and 8. As we can see from
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the results in Fig. [6al when r, = 0.75 (bits/s/Hz), passive RIS can achieve the target secrecy rate
with total transmission power is Pr = p, = 50W, (neglecting the small amount of power consuming
at passive RIS elements), and in the active RIS scheme the user transmission power can be reduced
to around p, = 7W and thus the total transmission power is Pr = pi + P, = 14W, while EH
RIS scheme can achieve the target secrecy rate with the smallest amount of the user power which is
about pr = 2.95W, but with the highest total transmission power Pr = p; + P, = 52.95WW. Similar
observations can be noticed from the second scenario when ry = 1.2 (bits/s/H z), passive RIS achieves
the target secrecy rate with the highest user power, while EH RIS achieves, 7, with the smallest user
power but with very high total consumption power, and the active RIS scheme works between these
two regions. In addition, the concentration parameter of RIS phase error, x, has essential impact on
the required user power. By comparing Figs |6al and one can notice that as x increases the required
user power to achieve the target secrecy rate decreases. For instance when the target secrecy rate is
rs = 0.75 (bits/s/Hz), the required user power in the passive RIS scheme is about 50W when x = 2,
and 20W when x = 8. This is due to the fact explained in Fig. 3

Then, in Figs. [6cl and [6d, we present the RIS configuration selection scheme when the available
user power is pp = 20W for k = 2 and 8. In the first case when « = 2, if the target secrecy rate
is rs < 0.45 (bits/s/Hz), passive RIS can be selected, and active RIS can be implemented if the
target secrecy rate is v < 1.17 (bits/s/Hz), while EH RIS can be selected if r, < 1.87 (bits/s/Hz).
These secrecy rate regions of the RIS schemes become wider as the concentration parameter of RIS
phase error, r, increases. In Fig. [6d when x = 8, passive RIS can be selected to achieve secrecy
rates up to 7, < 0.77 (bits/s/Hz), and active RIS can be selected to perform secrecy rates less
than or equal to r; < 1.635 (bits/s/Hz), whilst EH RIS can be used to achieve secrecy rates up to
rs < 2.48 (bits/s/Hz).
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Figure 6: The user power versus target secrecy rate for different values of the concentration parameter
of RIS phase error, k.

VIII. CONCLUSIONS

In this paper the impact of phase shift error on the secrecy performance of up-link RIS-aided MU-
MISO systems was considered. Under Rician fading channels and phase shift errors the ergodic secrecy
rate for, passive RIS, active RIS, and EH RIS have been analyzed. Then, the phase shifts at the RIS
have been optimized based on the derived rate expressions. In addition, according to the target secrecy
rate and amount of power available at the users, the best RIS configuration selection scheme has been
considered. The results presented in this work demonstrated that an active RIS scheme can enhance

the secrecy performance of imperfect RIS elements, especially when the users have limited amount of
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power. Furthermore, increasing the number of BS antennas, the concentration parameter of RIS phase

error, and the number of RIS elements lead to the enhancement of the secrecy performance.

APPENDIX A

By using Jensen inequality, the ergodic rate can be expressed as

L, |nf07GHGOBN, |
E{Ry} =log, | 1+ & Pk L B n

(40)
K
> pi Ly I, 0/ GHGOBM,,|* + b 01GH| o7

L itk J

Due to the paper length limitation, in this Appendix we will explain how to calculate the average
of the first term, similarly and by following similar steps we can find the average of the other terms.

The first term is

& {Pk Lus \hfk@HGHG@éhr,k}z} = Py Ly o8 { \hfk@HGHG@éhr,kf} (41)
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The channels are independent and have zero mean. Thus by removing the zero expectation terms,

we can get

1
(s + 1)* (pr + 1)°

& {67 G"GOoR, || -

1

- % <Z£{|A\}+2£{AA}> (44)
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The average of the first term
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The average can now be written as
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Similarly, following the same way we can find the average of the other terms.

APPENDIX B
Using Jensen inequality, the ergodic rate can be written as
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The average of the first term, after removing the zero expectation terms can be calculated by,
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other terms,
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Now, we are ready to write the average of the first term,
~ Pe; Pk 2 Pe; 1
& { e, 100"} = PP (ar + Lo
e, ! /)ej—l—lpk—l—l( p(r)°¢) pe, +1pp+ 1
1 1 1
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+
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Similarly we can find the average of the second term as,

A
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APPENDIX C

Using Jensen inequality, the ergodic rate can be written as

We will follow similar steps as in Appendix A,

1

h” 67G*Ge6 =
’ Pb+

- h/;, A© (73)

where A = ©F (prHG +/pGPG + /pGHG + GHG) ©. Last expression can be written as

_ 1 _ - _
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’ PN e 1S
1
_ b, AG + b, AD (74)
(pb + 1) (pk + 1) QA,k_/ T
The average can be written as,
2 2
1
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= pb\/_h @HGHG@@+ffh @HGHG@@

Al 1 A1,2
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The second term can be expressed as,
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The third term can be written as
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The forth term can be represented as,

N M M
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Now the last term can be written as
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We will repeat similar steps for A,
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