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How do ‘technical’ design-choices made when building algorithmic decision-
making tools for criminal justice authorities create constitutional dangers?

by Karen Yeung® and Adam HarkensP

Part 11

1. Introduction

The high-profile failure of automated digital decision tools by public authorities, particularly those that utilise
some form of machine learning (ML), including the ‘robo-debt’ scandal in Australia'and the Dutch childcare
benefits scandal,” illustrate the scale and seriousness of the hardship and injustice that digital ‘solutions’ in
government can produce. Reflecting on these systems, the UN’s previous Special Rapporteur on Extreme
Poverty, Philip Alston has warned of the imminent dangers of “digital dystopia™ highlighting the urgent need
for safeguards. Although established public law principles could be mobilised to prevent mistakes and failures,
they are yet to be effectively and systematically operationalised in the development, implementation, and
oversight of public sector algorithmic tools. This two-part paper focuses on digital tools used by criminal justice
authorities that purport assess the ‘risk’ posed by specific individuals to inform how they should be treated,
although much of our analysis has wider applicability to the public sector more generally. In Part I, we showed
how ML-based automated digital decision-making and support tools (‘algorithmic tools’) are conventionally
built and implemented without reference to their larger context of application. We argued that, despite the
‘rights-critical” nature of criminal justice decisions,* algorithmic tools for public sector use are conventionally
developed in ignorance of public law principles and the legal duties to which they give rise. For technical
developers, these contextual considerations are conventionally regarded as irrelevant ‘noise’, informed by what
we call a ‘contextual detachment mindset’.” As a result, vital institutional safeguards against the arbitrary or
otherwise unjust exercise of power by public authorities are being circumvented, substantially enhancing the
likelihood that public powers may be exercised unlawfully, creating injustice that is in practice difficult to detect
and almost impossible to challenge. In this Part II, we demonstrate more precisely how choices made by
technical developers during the design, construction and implementation of algorithmic tools implicate several
legal duties that apply to the exercise of the decision-making authority that those tools inform, including English
administrative law doctrine, human rights protections set out in the European Convention on Human Rights
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(ECHR) and incorporated by the Human Rights Act (HRA), data protection laws arising under that Data
Protection Act 2018, and the so-called Public Sector Equality Duty.’ In so doing, we seek to move beyond
existing academic inquiry that has tended to be rather general and abstract. This high-level of generality is
problematic because, as legal scholars commissioned by the Administrative Conference of the United States
(ACUS) to review federal agency use of algorithmic tools have observed:

“...much, if not most, of the hard work regulating algorithmic governance tools will come not in the constitutional
clouds, but rather in the streets of administrative law.”¢

We begin with a brief account of three algorithmic tools that purport to assess the ‘risk’ posed by individuals
(‘i-RATS’) currently (or until recently) in use by criminal justice authorities: two tools used in England - the
London Gangs Matrix and the Durham Constabulary’s HART tool, and the SyRI tool formerly used in the
Netherlands. We then examine the intersection between public law and data science perspectives by adopting
the lens of ‘algorithmic regulation’, drawing selectively from these three i-RATs, to demonstrate how particular
abstraction decisions involved in algorithmic model-building directly implicate constitutional principles at each
stage of the development process yet are conventionally and routinely ignored. We argue that algorithmic tool-
developers, and the authorities who commission and implement them, have failed to recognise, or understand,
the constitutional and legal implications of these technical choices. Hence, algorithmic tools are being employed
by criminal justice authorities in ways that unjustifiably violate constitutional principles and the specific legal
duties to which they give rise, significantly enhancing the risk and magnitude of injustice and abuses of power
that can arise from their use.

The third and fourth sections consider the implications of our analysis. We suggest that constitutional principles
should be mandatory requirements forming an essential part of the design-brief which those who build
algorithmic tools to inform criminal justice decision-making must adhere to. However, because technical
developers cannot be expected to understand nor properly apply public law principles and duties, we argue that
they must collaborate closely with legal experts when deciding whether to deploy these tools for specific
criminal justice purposes, and if justified, to ensure that they are configured in a manner that is demonstrably
compliant with public law principles (including respect for human rights) and all applicable legal duties
throughout the tool-building process. If such compliance cannot be demonstrated, they should not be used.
Given that lawyers unfamiliar with algorithmic model-building may struggle to understand how such principles
and duties are implicated in technical design-choices, we also offer several practical recommendations,
highlighting several ‘detachment practices’ (that is, practices in which legally and constitutionally relevant
matters are conventionally ignored by technical developers) that must be avoided when algorithmic tools are
developed for use by criminal justice decision-makers. Finally, we outline a series of urgently-needed
systematic legal reforms to help establish and maintain public trust in criminal justice decision-making in an
increasingly algorithmic age, followed by a brief conclusion.

2. Three algorithmic risk assessment tools used to categorise and ‘flag’ individuals

We begin with a brief account of three i-RATS used in criminal justice settings based on knowledge gleaned
largely from publicly-available documents: The London Gangs Matrix, the Durham ‘HART’ tool, and the Dutch
SyRI tool. Although their technical dimensions and intended purposes vary significantly (to reduce gang
violence, to enhance the effectiveness of offender ‘rehabilitation’, and more efficient identification of social
welfare fraudsters respectively), they all produce an algorithmically generated assessment of an individual’s
‘risk” for use by front-line decision-makers when deciding what action to take against those individuals. It is
important to emphasise, however, that their effectiveness in achieving their claimed criminal justice purposes
has not been systematically evaluated, let alone proven, and this, as we shall see, is a matter of considerable
constitutional importance given that they entail prima face interferences with human rights.®
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2.1 The London Gangs Matrix

The Gangs Matrix was created by the London Metropolitan Police Service (MPS) following the London riots
in August 2011 to help reduce ‘street-focused’ gang violence. It provides police officers, via their internet-
enabled smart devices, with a dynamic digital dashboard and database that lists individuals identified as
potentially ‘at risk’ of involvement in gang violence (called ‘Gang Nominals’) together with a ‘harm score’
generated via an algorithmic assessment tool believed to be created using ML techniques.’ The MPS claims that
the Gangs Matrix (a) helps police officers identify and assess in real-time the ‘risk of violent re-offending’ of a
Gang Nominal by classifying them as ‘high’ (red), ‘medium’ (amber) or ‘low’ (green); and (b) helps allocate
MPS enforcement resources, prioritising those deemed most dangerous while others are diverted and offered
alternative support. Individuals can be included on the Matrix if identified as a potential gang member by a
police officer or partner agency representative (including local councils, schools, and health services) and this
has been corroborated by ‘reliable intelligence from more than one source.” Intelligence deemed ‘reliable’ could
include the fact that the individual has been observed associating with, being related to, or subject to a stop and
search report together with a Gang Nominal, or even sharing social media content that refers to a specific gang.
Neither details of the model used to calculate the “harm score’ nor the data used to create it have been published,
although the MPS states that factors contributing to the score include previous history of violence (weighted by
seriousness of offence), violence or weapons intelligence in the previous six months, judgments of a local gang
unit intelligence manager, and partner organisations’ assessments. How these factors are weighted or utilised to
calculate an individual’s harm score is not publicly known: the MPS merely state that it is based on a ‘complex
scoring system’.” Individuals listed on the Matrix may be subjected to heightened police surveillance, often
leading to pre-emptive stop and search, arrest for minor offences, anti-social behaviour injunctions and/or
criminal behaviour orders. Although not originally intended, the Matrix is also allegedly used in evidence to
support the prosecution of gang-related offences. Individuals listed on the Matrix have been subjected to police
stop and search more frequently than the general population, with subsequently reduced levels of police
attention for those whose details are removed. Individuals identified as potential ‘victims’ of gang crime and
other vulnerable persons may also be included in the Matrix, albeit accompanied by a ‘zero harm’ score, as are
individuals designated as Gang Nominals with no previous criminal convictions.

2.2 The Harm Assessment Risk Tool (HART)

HART is an algorithmic tool that, until recently,® was used by Durham Constabulary to help custody officers
decide whether arrested individuals should be offered an opportunity to participate in its ‘Checkpoint’
rehabilitation program. HART was developed collaboratively by Durham Constabulary and Cambridge
University researchers using ‘custody event data’® drawn from the Constabulary’s custody management IT
systems for the five years to 31 December 2012." Considerably more information about the HART tool is
available than is typically the case for public sector decision-support tools, thanks to Sheena Urwin (then Head
of Criminal Justice at Durham Constabulary), who wrote her Master’s thesis under the supervision of Dr
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Geoffrey Barnes - one of the academics credited with designing HART."' Urwin’s thesis,'> which she published
online, explains that HART used thirty-four risk predictors based on data about the arrested person at the time
of arrest, combined with data from Durham Constabulary’s pre-existing records, created using a random forest
ML modelling technique. HART purported to calculate the arrestee’s risk of committing an offence in the
subsequent two years, described as a prediction of ‘offender dangerousness’ (a misnomer: those arrested have
not been convicted and were therefore wrongly described as ‘offenders’). Individuals predicted as likely to
commit a ‘serious’ offence (defined as an offence involving violence), a non-serious offence, or no offence,
were classified as ‘high’, ‘moderate’ or ‘low’ risk respectively.'> Only those receiving a ‘moderate’ prediction
were eligible for Checkpoint. Checkpoint participants are provided with an ‘out-of-court disposal’ which
involves signing a 4-month deferred prosecution contract. Provided they meet the contract conditions
throughout (including refraining from offending)'* participants avoid formal prosecution and a criminal record.
Individuals could not be diverted into Checkpoint unless the custody officer was satisfied that there was
sufficient evidence to charge, in line with Crown Prosecution Service requirements.

23 SyRI

SyRI was an ML-based decision-support tool used by several Dutch public authorities to help detect tax and
social security fraud until it was declared unlawful following a successful judicial review challenge.'> SyRI was
built from data extracted from individual’s administrative records held by government agencies to generate
individual risk profiles to identify suspected welfare fraud (i.e. those with “an increased risk of irregularities”
when compared to the target population).'® Potential risk indicators were based on demographic data (e.g., name,
address, and associated administrative data), administrative fines and sanctions, debt burdens, social benefit,
and tax. If algorithmically flagged, the individual’s profile was then investigated by the Ministry of Social
Affairs and Employment. Little is publicly known about the substantive interventions that followed once
individuals had been notified that they had been flagged for investigation, but reportedly include administrative
sanctions/fines, mandatory participation in civic education programmes, or in sufficiently serious cases, referral
to the Public Prosecution Service.'” In short, SyRI offered Dutch authorities a powerful technological means for
monitoring individuals in real-time, linking vast swathes of personal, economic and administrative data
collected from records held by multiple governmental organisations to inform how public authorities exercise
their investigative and enforcement discretion.

3. Understanding tool-building through the lens of ‘algorithmic regulation’

In Part I, we explained how statistical prediction models built using ML techniques conventionally entails
making abstraction decisions that intentionally ignore context-specific features of the real-world domain in
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which the tool will operate. For algorithmic tools intended to inform criminal justice decision-making, ignoring
these context-specific features includes ignoring the larger constitutional backdrop against which these
decisions are made. We now demonstrate more precisely how particular design-choices in algorithmic tool-
building implicate, and must be constrained by, public law principles and legal duties by adopting the lens of
‘algorithmic regulation.”'® This analytical approach begins from the perspective of the data scientist
commissioned to build an algorithmic tool for a specific organisational purpose, tracing the steps and design
choices involved and then proceeds to critically investigate the points of contact between the algorithmic tool
and the social world of its deployment, particularly their impacts upon those subjected to algorithmic evaluation.
Although this second stage allows many different analytical perspectives,'”” we focus on the constitutional
principles that a commitment to constitutionalism would impose as non-negotiable requirements — or
‘parameters’ to use more familiar computer science terminology — that should condition those choices. By
decomposing ML tool-building into four-steps, we demonstrate in concrete terms how design choices implicate
constitutional principles and the specific legal duties that operate to inform and constrain those choices.

For simplicity, we consider a specific set of decisions made under conditions of uncertainty involving some
kind of classification task: such as distinguishing ‘spam’ emails from legitimate (‘ham’) emails, to identify
whether a patient is a diabetic or not, or to evaluate whether a person currently serving a custodial sentence for
a criminal offence will re-offend on release. Imagine an organisation whose front-line decision-makers are
routinely required to make decisions of this kind, and commissions the building of an algorithmic tool to assist
them. To create such a tool, the algorithmic model-building process proceeds in four steps®’:

Step 1: Identify suitable input data to serve as ‘ground truth’ for model-building;

Step 2: Create an algorithmic model by applying ML techniques to generate predictions concerning
future outcomes on unseen data;

Step 3: Test and validate the model; and

Step 4: Encode the model into a software program capable of communicating its outputs via a digital
interface to create a convenient digital tool to assist front-line workers.

3.1 Step 1: Obtain a suitable dataset to serve as ground-truth to train a prediction model

First, the developer must identify a dataset to serve as ‘ground truth’ in which each data item possesses the
relevant feature of interest upon which to train the model.?' Properties used to describe the item to be classified
are often called ‘features’ while the classes assigned to each item are called ‘labels’.** The relevant features of
any given item depend upon the phenomenon which the developer chooses to rely on as the basis for
classification. For our three examples, the features might refer respectively to: words used in the email, a set of
clinical indicators, or a person’s criminal history. The labels applied to the training data comprised of these
items might be respectively labelled ‘spam’ or ‘ham’, ‘diabetic’ or ‘healthy’, or ‘safe’ or ‘dangerous.” A
machine learning algorithm may then be applied to this labelled training data to build a mathematical function
(a ‘classifier’) that assigns a class label (e.g., ‘spam’ or ‘ham’) to any object (e.g., emails, patients, prisoners)
that has not yet been labelled.”® The resulting classifier can be used to make predictions on unseen data, helping
to inform (or even to automate) decisions for a specific organisational purpose, such as the creation of an
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automated email-filtering tool, a screening tool to help identify patients likely to be (or become) diabetic, or to
assist a parole board deciding whether to grant a prisoner early-release.

This model-building process relies on several critical assumptions. First, that the training data serves as
appropriate ‘ground truth’, a matter to which we will return. Secondly, that historic data provides a reliable
guide to future instances of the phenomenon it is taken to represent: this assumes that the relevant practices and
their surrounding context remain stable and unchanged, and that the training data was collected in a context
relevantly similar to the proposed context of deployment: e.g., new forms of spam might not be accurately
identified by a spam-predictor that has not included training data with that kind of spam. However, the
conventional training of computer scientists might not extend to matters concerning the collection of training
data and/or its relationship to real-world phenomenon which their models seek to predict beyond a narrow,
relatively limited set of technical requirements. That said, the work of data scientists involves attending to the
‘quality’ of datasets to render them useful for algorithmic modelling, although data ‘quality’ is context
dependent. Poor quality data includes ‘dirty’ data, suffering from problems that later hinder the quality of a
given algorithmic model thus requiring human ‘cleaning™* to render the data suitable for model-building,** or
the data may be incomplete, noisy, contain significant outliers, infused with errors (caused by a variety of human
and computer fallibilities, such as a failure in code, or a failure in human data entry) or formatted in a manner
that is not processable by modelling software. As the European Fundamental Rights Agency (FRA) has
observed, the use of ‘low quality’ data to produce prediction models that produce ‘low quality’ outcomes to
inform real-world decision-making can lead to violations of fundamental rights, particularly rights to privacy
and data protection” while negatively affecting the right to an effective remedy, lamenting the failure of many
textbooks and articles dealing with data science to overlook these crucial aspects of data quality.” Identifying
and selecting the appropriate input and training data requires active involvement and normative judgement by
the data scientist to ‘wrangle’ a dataset into a useable format. However, even if technical developers regard
themselves as professionally responsible for some matters of data quality, this might not extend to the legality
of data collection and processing.?’ For algorithmic tools intended to assist criminal justice authorities, routinely
collected administrative data is often used. Yet even assuming that such data can be lawfully collected, it does
not necessarily follow that it can be lawfully used to build algorithmic tools®® for at least two reasons:

(a) Unlawful data collection and processing

Firstly, privacy laws and contemporary data protection laws restrict the collection and processing of ‘personal
data’ (i.e., data pertaining to an identified or identifiable individual) in significant ways.*® Algorithmic tools
used for criminal justice purposes have been found to violate these laws.’® For example, the Hague District
Court ruled that the state could lawfully create and employ data-driven technologies to identify fraudulent
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activity, SyRI was disproportionately intrusive and thus not legally justified as ‘necessary in a democratic
society’, violating the Art 8(1) right to private life.’! In a related vein, the UK Information Commissioner’s
Office (ICO) ruled that by naming identifiable individuals and labelling them ‘Gang Nominals’, the Gangs
Matrix violated data protection laws. Although the data parsed by the Matrix to generate individual harm scores
is drawn primarily from administrative data lawfully collected by the London MPS, it relied upon the excessive
collection of personal data including ‘gang association data’ on informal unregulated lists, entailed unregulated
data sharing between partner agencies, and included victim data in the Matrix without distinguishing them from
suspected ‘Gang Nominals.’*

(b) Increasing the likelihood of the unlawful exercise of public decision-making authority

Secondly, developers may regard the legal duties applicable to public authority decision-making as matters as
outside their problem-space. But without a proper understanding of these duties, the tools they build may
facilitate unlawful decision-making. Moreover, decisions attached to a particular office (including those taken
by criminal justice officials, such as the police) are typically accompanied by specific legal duties, including
administrative law duties that restrict the lawful exercise of discretionary power in the hands of public officials.
For example, British administrative law requires that public power be exercised in accordance with the purpose
for which that power was conferred, and only on the basis of ‘relevant considerations,” while ‘irrelevant’
considerations must be excluded.* Accordingly, data used to train the algorithmic model must generate outputs
that are legally ‘relevant’ to the decisions those outputs inform. But if the phenomena that the training data is
taken to represent does not conform