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Abstract— Physical Layer Security (PLS) is an emerging con-
cept in the field of secrecy for wireless communications that can
be used alongside cryptography to prevent unauthorized devices
from eavesdropping a legitimate transmission. It offers low com-
putational cost and overhead by injecting an interfering signal
in the wiretap channels of potential eavesdroppers. This paper
discusses the benefits of the Artificial Noise and Cooperative
Jamming techniques in the context of Vehicle-to-everything (V2X)
networks, which require secure data exchange with small latency.
The simulations indicate that messages can be safely delivered
even with devices that have low available power.

Keywords— Wireless communication networks, Physical Layer
Security, secrecy, Vehicle-to-everything, Artificial Noise, Cooper-
ative Jamming.

I. INTRODUCTION

Urban mobility is one of the main focuses of the Internet
of Things (IoT) when applied to smart cities, due to the
necessity for more responsive and safe traffic control. Gener-
ally, the solutions proposed in this scope involve the wireless
communication between not only the vehicles themselves,
but also with pedestrians, infrastructure, and networks. This
paradigm is known as Vehicle-to-everything (V2X) and it can
be standardized by protocols such as C-ITS (Cellular Intelli-
gent Transportation System) and WAVE (Wireless Access for
Vehicular Environment) that are based on the IEEE 802.11p
amendment, and the Cellular-V2X (C-V2X) that implements
the 5G standard from 3GPP (3rd Generation Partnership
Project) [1].

A. Problem Outline

Due to the ever-changing location of most of the involved
communication nodes and the time-sensitive nature of the
data involved (brake position, vehicle speed, traffic volume,
accident reports, etc), the transmission needs not only to occur
at high rates, but also offer reliability through high secrecy, low
packet loss, and small delay. Furthermore, those nodes have
to be affordable to justify their implementation on a city-wide
scale, thus having low power consumption and the most cost-
efficient embedded processing unit possible [2].

Since the main source of information security in today’s
landscape is provided through cryptography, the secrecy con-
straint can negatively affect most of these criteria. As a result
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of the growth in the availability of portable and connected
equipment with high processing capabilities, the safety mea-
sures implemented need to match this computational power
with proportionally longer and more complex keys to not be
vulnerable to brute-force attacks from well-equipped malicious
devices [2], [3]. This approach, however, is not sustainable,
because it produces increasingly long authentication routines,
due to the raise in computational overhead and processing cost
as a result of the implemented security algorithms.

B. Overview of the proposed solution
To counterbalance this issue, this paper studies the use of

Physical Layer Security (PLS) techniques as an additional
protection to increase the secrecy of wireless communications
in a V2X environment. As the name suggests, PLS is applied
at the Physical Layer, making it an alternative that can be used
with low processing cost when compared with cryptography,
which is more oriented towards the computational side of the
network stack on the Application Layer [1].

Since cryptography techniques provide security in different
sections of the wireless protocols, PLS is proposed as a
complement to them, rather than a replacement [1]. Through
the use of both approaches on the same node, it is possible to
offer high secrecy without the necessity of infinitely growing
key complexity.

The PLS has its origins on the analytical proposal of
Wyner’s wiretap channel [4], where it is described a commu-
nication between two legitimate nodes that is spied on by an
eavesdropper through an unauthorized channel called wiretap.
In the modern literature, these devices are usually referred to
as a transmitter called Alice, an authorized receiver Bob, and
the set of K eavesdroppers named Eves.

In the wiretap channel model shown in Fig. 1, the original
message m is encoded and transmitted by Alice as the signal
sa, that reaches Bob through the main channel hAB . The
received signal yB is then decoded by Bob, obtaining the
estimated message m̂. Additionally, the k-th Eve can intercept
sa through the wiretap channel hAE,k, obtaining the signal
yE,k that when decoded produces z.

The main focus of PLS is to guarantee that the mutual
information between m and z is as close to zero as possible.
When this condition is met, even if z is know, it is impossible
for Eve to infer the contents of the original message.

Wyner then presents a set of parameters that enable the use
of the physical imperfections of the channel, such as noise
and fading, to provide information secrecy by raising the level
of confusion on undesired nodes. Rendering them unable to
distinguish between the message and the interference.
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Fig. 1: The wiretap channel generic model based on [4]

Currently, plenty of techniques to provide security at the
physical layer level have been proposed in the literature [3].
This paper will focus on two approaches first presented in [5]:

• Artificial Noise (AN): This approach uses a portion of
the transmitter node’s power to inject artificially gener-
ated noise in the eavesdropper’s channel;

• Cooperative Jamming (CJ): This approach expands the
AN model by proposing a connected network where
nearby relay nodes (Charlies) send a jamming signal to
the eavesdropper’s channel.

To demonstrate the viability of AN and CJ applications in
a V2X network, it is common to create stochastic geometric
models that randomly generate streets and distribute com-
munication nodes in a predefined area to represent an urban
mobility scenario [6], [7]. When implementing these methods,
metrics such as the Signal-to-Interference Ratio (SIR) are used
to define the threshold of confusion necessary to provide se-
crecy at the physical layer. The SIR on each eavesdropper can
then be evaluated to determine the secrecy outage probability
(SOP) of the data transmission with different densities of the
involved nodes in the simulated network.

In this paper, Section II describes the stochastic algorithms
implemented to model a V2X network that includes streets
and communication nodes (vehicular and planar). Section III
presents the analytical basis of the AN and CJ techniques,
while also introducing the SIR and SOP metrics. In Section
IV, the results of numerical simulations are shown to illustrate
the benefits of the considered PLS techniques on the generated
V2X networks. Finally, Section V states some final remarks.

Notation: IN is an identity matrix of order N , Poisson(n)
is a Poisson distribution with mean number of arrivals n,
CN (m,n) is a complex normal distribution with average m
and covariance n, exp(n) is an exponential distribution with
mean n and Gamma(m,n) is the gamma distribution with
form m and scale n.

II. THE V2X NETWORK MODEL

As mentioned previously, vehicular networks are dynamic,
with devices changing location constantly. Thus, a determin-
istic model is not well-suited for this application. A common
alternative is the use of stochastic geometry to represent this
random spatial nature through a variety of different processes
to distribute the streets and communication nodes within the
desired coverage area [8].

A viable option is the use of Poisson processes, as they are
memoryless counting processes for integer arrivals [9]. In other
words, each set of elements generated will be independent

with a Poisson distributed integer number of uniformly spaced
nodes. The intensity of the arrivals in these processes are
represented by λ and the expected number of elements is
the product of the said intensity and the Lebesgue measure,
which in this context is essentially the spatial measurement
associated with the object that the points will be distributed on.
For instance, the Lebesgue measure to populate a circle is its
area and for a line is the length. One realization of the resulting
spatial model derived from the use of different variations of
the Poisson processes is represented in Fig. 2.

Fig. 2: Spatial simulation of the modeled V2X network.
The color green indicates the Charlies implemented in CJ
techniques and the Eves are in red. The planar devices are
generated by PPPs represented by circles (◦) with intensity λ
= 10−6/m2 for both node types. Through a PLP, the streets
(blue lines) have been modeled with an intensity of λl = 10−3

/m, and the vehicular devices are originated from PLP-driven
Cox Processes indicated with triangles (4) of intensity u =
10−3/m for both Charlies and Eves. A single Alice is indicated
with a black × at the origin.

In this model, the wireless devices of pedestrians and
connected infrastructure are considered free to be positioned in
the whole area A of the modeled network, which is a circle of
radius r = 3 km. Thus, these “planar nodes“ are generated by
2-D Poisson Point Processes (PPP) and the expected amount
of elements is given by Poisson(λ · A). The set of planar
nodes is indicated by Φ, thus the planar Eves and Charlies
are respectively represented by ΦE and ΦC .

The streets are represented by uniformly distributed lines
with density µl = λl/π generated by a Poisson Line Process
(PLP) Φl based on the second method of the Bertrand paradox
[10], in which a set of expected Poisson(µl ·2πr) midpoints are
created [11], each with a random radius P ∈ [0, r) and angle
θ ∈ [0, 2π). From these coordinates, a segment perpendicular
to P is traced between two points at the edge of the circle
of radius r. This effectively means that a pair of 1-D PPP
points are created in the perimeter of the circular area for
each modeled street.

On those PLP-generated lines, a Cox process of intensity u



is implemented, which is used to create the “vehicular nodes“
on each segment [12]. These elements represent vehicles
whose spatial distribution are constrained to a street by a 1-D
PPP. Considering a street of length l, the number of vehicles
in it is given by Poisson(u · l).

The set of vehicular Eves and Charlies on each street l are
respectively denoted by ψE and ψC . Based on these, the total
nodes of each type can be obtained by evaluating the sets on
the whole range of Φl [6], resulting in ΨE = {ψE(l)}l∈Φl

for
Eves and ΨC = {ψC(l)}l∈Φl

for Charlies.
Furthermore, a single deterministic transmitter (Alice) is

included at the origin of the circle. This point is selected to
simplify the distance calculations between a legitimate device
and the Eve nodes, which can be planar or vehicular. This
measurement is one of the parameters for the SIR calculations,
that are considered to determine the effectiveness of the PLS.
For the CJ case, auxiliary nodes (Charlies) are also modeled,
some as planar and others as vehicular devices. Note that the
distance between Charlies and Eves influences the power of
the interference injected on the unauthorized channels as part
of the jamming technique.

III. PLS TECHNIQUES

The PLS techniques presented in this paper are part of the
key-less-based class [2], which implements secure information
transmission by making the unauthorized channel’s capacity
(CE) lower than that of the legitimate channel’s (CB). This re-
lationship can be presented by evaluating these values through
the Shannon-Hartley theorem, which produces the secrecy
capacity (CS) metric as

CS = CB − CE = log2(1 + γB)− log2(1 + γE), (1)

where γB and γE are, respectively, the SIRs of Bob and Eve.
Based on this expression, it can be inferred that in order to
guarantee that CB is sufficiently larger than CE , the value of
γE must be as low as possible. The approach utilized by AN
and CJ is the injection of artificially generated interference in
the eavesdropper channels.

Typically, this injection is implemented with multi-antenna
networks, as it enables the use of beamforming to selectively
direct the transmission to legitimate receivers with minimum
noise and high efficiency [3]. The unintended receivers on
the other hand, intercept a signal that contains the secret
message as well as AN. Therefore, secrecy is provided when
the distinction between them by the Eves is improbable.

The wireless channels in this paper are modeled with com-
plex normal distributions (CN ) which implies in a Rayleigh
fading model. This decision provides simpler analytical equa-
tions and also proposes a more pessimistic scenario, in which
there is no Line-of-Sight (LoS) available. By evaluating the
metrics in these worst-case conditions, it is possible to verify
that even then the secrecy can be guaranteed.

A. Artificial Noise

In the AN scenario, the legitimate communication is es-
tablished between a single transmitter Alice and a receiver
Bob. Additional nodes (both planar and vehicular) that try to

obtain Alice’s signal are then considered eavesdroppers and
their channels will be affected by the AN.

The signal transmitted by the Alice node with NA antennas
is composed of two terms: the first contains a message x
intended for Bob and the second is based on a zero-forcing
vector for the unauthorized devices [13], i.e,

sa =
√
φPt

ha
‖ha‖

x+

√
(1− φ)Pt
NA − 1

Wana, (2)

where ha/‖ha‖ is the beamforming vector with the normaliza-
tion of the Alice’s channel estimation ha ∈ CNA×1, that will
be modeled as CN (0, INA

). The AN is formed by the null-
space orthonormal basis Wa ∈ CNA×(NA−1) and the noise
signal na ∈ C(NA−1)×1.

The distribution of the available power, Pt, between the
two terms of (2) is controlled by φ ∈ {0,1}. φ = 0 means that
all power is allocated to noise generation and no message is
sent. Conversely, when φ = 1 the AN is not active and Pt is
allocated entirely for data transmission.

B. Cooperative Jamming

The Cooperative Jamming extends the AN case, maintaining
the single Alice-Bob authorized transmission with multiple
Eves, however, adding auxiliary nodes in the network. These
devices, typically called Charlies, can also be either planar or
vehicular, just like the Eves. In contrast, they are responsible
for providing additional security by sending jamming signals
that further decrease the channel quality of the Eves.

For simplicity, it is considered that only Alice will transmit
messages in the scenarios evaluated in this paper. Hence, the
signals sent by the Charlie nodes are made of only the AN
(zero-forcing) portion, as follows

sc =

√
Pc

NC − 1
Wcnc, (3)

where NC is the number of antennas of each Charlie and PC
is the power available for jamming. Notice that since these
nodes are not transmitting messages, all the available power
is directed towards CJ. Additionally, Wc ∈ CNC×(NC−1) is
the null space orthonormal matrix and nc ∈ C(NC−1)×1 is the
artificial noise component.

C. Received Signals

By considering that the channel estimation ha is precisely
the main channel established between Alice and Bob, hAB ,
it is implied that the receiver node is not affected by the
interference from AN or CJ. That happens because the or-
thonormal basis Wa and Wc are null when applied to the
authorized channels, resulting in the relationships h†ABWa = 0

and h†ABWc = 0, respectively. Therefore, the signal received
by Bob can be expressed as

yB =
√
φPt ‖ha‖D−α/2AB x, (4)

where DAB is the distance between the devices and α > 2
is the path loss exponent considering an NLoS scenario. The



distances are obtained through simple trigonometry based on
the coordinates randomly generated by the stochastic processes
described in Section II.

For the signal intercepted by the eavesdroppers, it is eval-
uated a set of K = (ΦE + ΨE) Eves, containing both planar
and vehicular nodes. Similar considerations are adopted for
the Charlies in the CJ scenario, resulting in C = (ΦC + ΨC).

As discussed when sa was presented, Alice sends a signal
containing the secret information and AN. Since authorized
Alice-Eves channels are not expected in the beamforming
sense, the orthonormal basis are not null, thus the Eves
receive interference. When the Cooperative Jamming is taken
into consideration, Eves are also affected by the interference
generated by the nearby Charlies through the sc signals. With
that in mind, the signal obtained by the k-th Eve is given by

yE,k =
√
φPt h†AE,k D

−α/2
AE,k x

+

√
(1− φ)Pt
NA − 1

h†AE,k Wa D
−α/2
AE,k na

+
∑
c ∈C

√
Pc

NC − 1
h†c,k Wc D

−α/2
c,k nc ,

(5)

which is composed of essentially three terms. The first is the
intercepted secret message itself, the second term is the AN
signal generated by Alice, and the third term is a sum of all
the interference injected by the Charlie nodes. Since CJ only
affects the last term of (5), the AN scenario can be obtained
by simply adopting that the sum in this term is equal to zero.

From (4) and (5), it is possible to determine the SIR of Bob
and the K Eves. Thus, the SIR of Bob can be determined as

γB = Ptφ ‖ha‖2D−αAB , (6)

and the SIR for each Eve can be obtained from (5) as follows

γE,k =
Pt φ

∣∣∣h†AE,k ha/‖ha‖
∣∣∣2D−αAE,k

Pt (1−φ)
NA−1

∥∥∥h†AE,k Wa

∥∥∥2

D−αAE,k + Ic

, (7)

where Ic is the sum of the interference injected by the Charlies
given by

Ic =
∑
c ∈ C

Pc
Nc − 1

‖h†c,k Wc‖2 D−αck , (8)

which is non-zero only in the CJ scenario. The products h†AE,k·
ha/‖ha‖ and h†AE,k ·Wa from the Alice-Eve channel and also
h†ck ·Wc from Charlie-Eve produce independent identically dis-
tributed CN random variables with unitary variance [6]. This

enables the approximations
∣∣∣h†AE,k(ha/‖ha‖)

∣∣∣2∼ exp(1),

‖h†AE,kWa‖2 ∼ Gamma(NA − 1, 1) and ‖h†c,k Wc‖2 ∼
Gamma(NC − 1, 1).

D. Performance metric

Considering that Alice transmits codewords at a rate Rb with
a secrecy rate RS ≤ CS , the redundancy rate can be defined
as Re = Rb −RS . Then a secrecy outage event occurs when

the channel capacity of any Eve is higher than the redundancy
rate that Alice can provide, i.e., CE > Re.

In a multiple passive Eves scenario, whose Channel State
Information (CSI) are unknown, the secrecy performance is
addressed in terms of the Secrecy Outage Probability (SOP),
since the only available information about the Alice-Eve
channel is its statistics. Thus, the SOP is defined as

SOP = 1− Pr

(
max
k∈K

γE,k < β

)
, (9)

which is the complement of the probability that the highest
SIR among all Eves is less than the threshold β = 2Re − 1.
This means that higher values of secrecy can be obtained by
implementing the aforementioned PLS techniques to reduce
γE,k as much as possible.

IV. NUMERICAL RESULTS

Various simulations with different parameters were per-
formed to evaluate the relationship between the SOP and the
decrease of the SIR for the k-th Eve. Since the V2X network
model is randomly generated, the coordinates of each node
and street change with each run. To provide more consistent
results, the curves presented below are the average of multiple
realizations of each simulation configuration.

Fig. 3 illustrates the SOP for different Pt and Pc values,
ranging from 10 mW (10 dBm) to 1 W (30 dBm). As expected,
when the devices have more power available for interference,
the SOP is greatly reduced. However, for the AN scenario
secrecy is still not guaranteed when φ grows. For CJ, the SOP
increases in a much slower rate due to the larger amount of
nodes jamming the signal received by the Eves.

(a) Artificial Noise (b) Cooperative Jamming

Fig. 3: SOP versus φ (25 realizations) for the AN and CJ with
different available power {0.01, 0.1, 1} W. β = 0 dB, α = 3,
NA = NC = 4, λE = λC = 10−6/m2 , µE = µC = 10−3/m, r
= 3 km.

Through the simulation results presented in Fig. 4, it can be
easily noted that as β increases the SOP decreases, because



the criteria for secrecy failure is becoming more selective.
Furthermore, φ have an opposing effect when compared to
β, suggesting that for higher threshold values to guarantee
low SOP, more power needs to be allocated to interference.
Because of that, in applications where the devices have limited
power (such as IoT and V2X), CJ is a more economic approach
as long as there are sufficient nearby auxiliary nodes.

Fig. 4: SOP versus β (50 realizations) for the AN and CJ
with different power allocation ratios {0.4, 0.6, 0.8}. α = 3,
Pt = Pc = 20 dBm, NA = NC = 4, λE = λC = 10−6/m2 ,
µE = µC = 10−3/m, r = 3 km.

In Fig. 5, it is evaluated the influence that the proportion
of Charlies to Eves have on the SOP. This is achieved by
implementing different values of intensities (λ and u) for
the Poisson processes that generate these nodes. The SOP
grows rapidly in the AN, indicating that the available power
is insufficient to guarantee secrecy with the given Eve density.
For the CJ cases, however, as the number of Charlie nodes
rises, the SOP starts to reduce, making the communication
viable even for higher values of φ. When there are more
Charlies than Eves it is shown that very little power needs
to be applied in each device to provide a low SOP.

V. CONCLUSION

In this paper, a stochastic geometric approach was presented
as a method to randomly generate V2X network models. The
coordinates of these elements were then used to evaluate the
effectiveness of PLS techniques in different realizations of
vehicular networks subjected to path loss with NLoS.

Both AN and CJ were introduced based on the analytical
signals that the involved nodes transmit. Next, expressions
were obtained for the SIR of Bob and the k-th Eve. Finally,
the SOP was computed to evaluate the level of information
security provided by the presented PLS techniques.

Based on numerical results, it can be concluded that PLS
can provide additional security for the V2X networks with
relative low power cost, specially when both the techniques
are combined. It is also noted that in the CJ scenario, when

Fig. 5: SOP versus φ (25 realizations) for the AN and CJ
with different λC /λE ratios {0.1, 0.5, 1, 5, 10}. β = 0 dB, α
= 3, Pt = Pc = 10 dBm, NA = NC = 4, λE = 10−6/m2 , µE
= 10−3/m, r = 3 km.

there are more Charlies in the proximity, the security increases.
Therefore, the urban networks are the most benefited by this
technique, since it is expected a higher density of wireless
devices in the same area in these environments.
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