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Abstract. The increasing demand for intelligent services and privacy
protection of mobile and Internet of Things (IoT) devices motivates the
wide application of Federated Edge Learning (FEL), in which devices
collaboratively train on-device Machine Learning (ML) models without
sharing their private data. Limited by device hardware, diverse user be-
haviors and network infrastructure, the algorithm design of FEL faces
challenges related to resources, personalization and network environ-
ments. Fortunately, Knowledge Distillation (KD) has been leveraged as
an important technique to tackle the above challenges in FEL. In this
paper, we investigate the works that KD applies to FEL, discuss the lim-
itations and open problems of existing KD-based FEL approaches, and
provide guidance for their real deployment.

Keywords: Knowledge Distillation · Federated Learning · Edge Com-
puting

1 Introduction

Edge Computing (EC) is an emerging technology deployed in mobile edge net-
works, which coordinates computing and memory resources in the edge to sup-
port low-latency and high-bandwidth-demanding applications for end-side mo-
bile and Internet of Things (IoT) devices. With the increasing concern for intel-
ligent services and data privacy protection of devices, Federated Edge Learning
(FEL) [1] is proposed to jointly train Machine Learning (ML) models with decen-
tralized data at the edge of the network. Unlike conventional centralized training
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paradigms, FEL keeps private data on devices and only transmits model param-
eters or encrypted data information to the edge server, which is a promising so-
lution for privacy-preserving edge intelligence. However, FEL faces severe chal-
lenges related to resources, personalization, network environments, etc [1,2,3].
Shortage of individual device resources and imbalance of resources among de-
vices significantly increase the difficulty of utilizing end-side resources. Besides,
personalized needs of users call for differentiated on-device models, while the uni-
form models trained by conventional parameter-averaging-based FEL methods
cannot generalize to all devices. Moreover, non-ideal communication channels
and network topology constrain the system design of FEL.

As an ML technique that both enables knowledge transfer and model collabo-
rative training, Knowledge Distillation (KD) [4,5] transfers knowledge from one
ML model to another, allowing interactive learning among heterogeneous ML
models to achieve constructive optimization. Due to flexibility and effectiveness,
KD has been applied to solve numerous ML problems, such as model compres-
sion [4,6], domain adaptation [7,8], distributed learning [9,10], etc. Recent trends
suggest the great potential to address the above challenges in the context of FEL.
Previous works integrating KD into the training process of FEL have been suc-
cessful in tackling constrained device resources [11,12,13,14,15,16,17,18], adapt-
ing to heterogeneous devices and user requirements [19,20,21,22,23,24,25,26],
and adapting to complex communication channels as well as network topologies
[27,28,29,30,31]. Therefore, a survey is urgently needed to review how KD applies
to FEL.

To the best of our knowledge, this paper is the first work to investigate
the application of knowledge distillation in federated edge learning.
Different from existing surveys [1,2,3,32], we take the challenges faced by FEL
as the main clue, introducing existing FEL approaches based on diverse forms
of KD techniques and providing guidance for both future research directions
and real deployment. Specifically, the reminders of this paper are organized as
follows. Section 2 provides preliminary knowledge of related research directions,
including FEL and KD, and elaborates the reasons for concerning KD in FEL.
Section 3 investigates FEL based on KD in addressing resource-constrained,
resource-heterogeneous, personalization, non-ideal channels and decentralization
challenges in mobile edge networks. Section 4 summarizes the limitations of
existing methods, raises open problems in KD-based FEL research, and provides
guidance for real deployment. Section 5 summarizes the whole paper.

2 Preliminary

2.1 Federated Edge Learning

As a practical way to realize edge intelligence, Federated Edge Learning (FEL)
implements Federated Learning (FL) systems in mobile edge networks, where
massively distributed mobile and Internet of Things (IoT) devices jointly train
machine learning models without sharing private data on devices [1]. Due to
diverse user behaviors, limited device capabilities and non-ideal communication
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Fig. 1. General framework of knowledge distillation.

environments, FEL faces more severe challenges than conventional FL: more re-
stricted on-device computation and communication resources, more prominent
cross-devices data and resource heterogeneity, more complex channel environ-
ments, etc [2,3]. How to address the above challenges to accommodate the sys-
tem infrastructure and user characteristics of mobile edge networks is crucial for
practical applications of FEL.

2.2 Knowledge Distillation

Knowledge Distillation (KD) is a machine learning technique for constructive
model training through knowledge transfer [5,33]. In common KD frameworks,
the transferred model output (typically logits [4,34] or features [35,6,36]) is re-
ferred to as knowledge. Fig. 1 shows the general framework of KD. The core of
KD is that given the same input, one model (student network) simulates the
adjusted outputs of another model (teacher network) to learn from the repre-
sentation of the latter model, that is:

argmin
WS

E
X∼X

[dist(f(X;WS), τ(f(X;WT )))],

where WS and WT are model parameters of the student and the teacher net-
works, respectively. f(·;W∗) is a nonlinear function determined by parameters
W∗, which is commonly a neural network. τ(·) is a knowledge distribution adjust-
ment function for knowledge interpretation, making the transferred knowledge
easier to be learned by the student network. During the distillation process, the
student network inputs data or features X ∼ X , where X is the set of input data
or extracted features. The student network then accepts the knowledge (outputs)
extracted by the teacher network on the same input X and achieves knowledge
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transfer by minimizing the distance dist(·, ·) between the two networks’ outputs.

KD can be customized to solve various machine learning problems, such
as model compression via knowledge transfer from bulky models to compact
models [7,4], distributed model training via knowledge exchange between models
[9,10], etc. With elaborate system design, recent studies confirm that KD can be
leveraged to solve problems in FL as well [37,38,39,40,41,42,43,44].

2.3 Why Concern Knowledge Distillation in Federated Edge
Learning

KD has achieved success in FL, such as realizing efficient communication [11,13],
enabling model heterogeneity [38,42] and personalization [40,39] among devices,
help countering incremental data [45,46], etc. Recent trends suggest that KD has
great potential to apply to various learning processes in FEL as an important tool
for knowledge transfer or model collaborative training in diversity-constrained
mobile edge networks. Specifically, the technical characteristics of KD meet the
core demands of FEL, and the roles it can play include but not limited to com-
pressing large-scale edge models for on-device deployment [25], transferring local
adaptive knowledge to on-device models for personalization [19,20,21,26], and
helping establish novel FL frameworks for enabling heterogeneous device sup-
ports [24,22,23]. Representative works that apply KD in FEL are summarized
in Table 1, 2. As shown in Table 1, prior works are classified into four types
according to the role of KD in the FEL: 1) Knowledge transfer, where KD is
utilized to transfer knowledge from one ML model to another, occurring only at
the end-side or edge-side. 2) Model representation exchange protocol, where on-
device and edge models achieve collaborative optimization based on exchanged
logits or features. 3) Component of backbone algorithm, where KD-based FEL
algorithms are improved as the base algorithm. 4) Dataset distillation, where
small datasets derived from on-device data are synthesized via KD. In addition,
the deployment modes of KD in FEL are classified into edge, end and edge-end
collaboration, depending on the application location of KD and whether end-
side and edge-side collaboration are required. As shown in Table 2, some FEL
approaches require public datasets, in which edge models and on-device mod-
els leverage the same shared public data during distillation to synchronize the
knowledge they generate.

In the following sections, we will detailly introduce the role played by KD in
tackling a variety of challenges faced by FEL.

3 Challenges in Federated Edge Learning with Solutions
based on Knowledge Distillation

3.1 Limited Resources

As hardware configurations and running power of devices are commonly inferior
in FEL, communication and computation resources at the network termination
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Table 1. Comparison of representative works that apply KD in FEL regarding chal-
lenges to tackle, roles play, and deployment modes.

Method Challenge to Tackle Role of KD in FEL Deployment Mode

Fed-ET [17]
Limited

Computation

Knowledge Transfer

Edge
FedZKT [22]

Heterogeneous

Computation

Mix2FLD [29] Non-ideal Channel

pFedSD [20]
Personalization

End

STU-KD [21]

NRFL [25]
Heterogeneous

Communication

Def-KT [30] Decentralization

FedKEM [23]
Heterogeneous

Computation
Edge+End

DS-FL [11] Limited

Communication

Model Representation

Exchange Protocol

Edge-end

Collaboration

FD [12]

FedGEMS [15] Limited

ComputationFedGKT [16]

FedBKD [24]
Heterogeneous

Computation

CMFD [31] Decentralization

FedCache [26]

Personalization+

Heterogeneous

Computation

FedAgg [18]
Heterogeneous

Computation

FedICT [19]

Personalization+

Heterogeneous

Computation

Knowledge Transfer+

Model Representation

Exchange Protocol

Edge+End+

Edge-end

Collaboration

CFD [13]
Limited

Communication
Component of

Backbone Algorithm

Edge-end

Collaboration
Ahn, et al. [27,28] Non-ideal Channel

FedD3 [14]
Limited

Communication
Dataset Distillation End

are strictly limited. Therefore, how to fully utilize available resources to achieve
satisfactory system performance is the core issue that KD need to tackle in FEL.

To reduce the communication overhead in FEL, Itahara [11] proposes DS-
FL, which is a distillation-based semi-supervised FL framework. DS-FL achieves
efficient communication via on-device local models’ outputs exchange between
heterogeneous devices and optimizes local models based on KD with common in-
puts of an open dataset, thus avoiding model parameters exchange conducted by
conventional FEL approaches [47,48]. Jeong [12] employs label-level knowledge
alignment in FEL, where the per-label mean logit vectors of each device (knowl-
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Table 2. Comparison of representative works that apply KD in FEL regarding knowl-
edge types and requirements for public datasets.

Method Knowledge Type Require Public Dataset

STU-KD [21]

Logits

Yes

DS-FL [11]

FD [12]

CFD [13]

FedGEMS [15]

Fed-ET [17]

FedKEM [23]

FedBKD [24]

Mix2FLD [29]

Ahn, et al. [27,28]

Def-KT [30]

CMFD [31]

pFedSD [20]

No
FedCache [26]

FedZKT [22]

NRFL [25]

FedGKT [16]

Features+Logits NoFedAgg [18]

FedICT [19]

FedD3 [14] Distilled Datasets No

edge) are periodically uploaded to the edge server. The server then broadcasts
the aggregated knowledge to all devices in turn, and the on-device models con-
duct KD based on the downloaded knowledge for local models’ regularization.
Sattler [13] extends existing KD-based FEL methods [12,13] through imposing
quantization and delta coding to exchanged knowledge, showing ×100 communi-
cation efficiency improvement compared with prior works. On top of this, Song
[14] distils local datasets on devices and uploads the distilled dataset to the edge
server, requiring only one-shot communication during the entire training process.

To reduce on-device computation overhead in FEL, a series of approaches
[16,15,17,18] are proposed to enable devices training much smaller models than
the edge server, leveraging KD as an exchange protocol across model represen-
tations. Specifically, He [16] and Cheng [15] establish alternating minimization
FEL frameworks to transfer knowledge from compact on-device models to the
large edge model via KD, after which the on-device models are optimized based
on the knowledge transferred back from the edge. Wu [18] proposes a feder-
ated large-model training framework based on mutual distillation over generated
bridge samples. In addition, Cho [17] proposes an ensemble knowledge transfer
algorithm for collaborative training across devices, where the large edge model
learns the weighted consensus of the uploaded small on-device models via KD.
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3.2 Heterogeneous Resources

Resources among devices exist huge divergence in FEL deriving from disparate
hardware configurations, cruising ability, and network connectivity of different
devices. Resource gap among devices poses requirements that KD-based FEL
approaches should support heterogeneous training demands depending on the
hardware and power of devices, and tolerate disparate communication capabili-
ties of devices.

Existing works employ heterogeneous on-device models to adapt to the com-
puting power of heterogeneous devices’ hardware, and leverage KD to trans-
fer knowledge from the shared edge model to heterogeneous on-device models.
Specifically, Zhang [22] proposes a zero-shot knowledge transfer approach that
adversarially trains a generator with uploaded on-device models. After that,
pseudo-data generated by the trained generator is applied to a bi-directional
KD process across the edge and the devices, aiming to integrate the knowledge
from heterogeneous on-device models to the edge server and guide the on-device
models to achieve more generalized training performance in turn. Nguyen [23]
adopts a variant of co-distillation [9] at the network termination for collabo-
ratively optimizing on-device models and the downloaded edge model, while
integrating the knowledge from heterogeneous devices via ensemble KD in the
edge. In addition, Qi [24] employs KD after on-device model uploading and edge
model downloading, and uses a conditional variational autoencoder to comple-
ment both the required public data and private data. It is also worth noting
that previously mentioned approaches taking KD as the end-edge model repre-
sentation exchange protocol [16,26,15,17,19,11,12,18] also support heterogeneous
on-device models, which are partly applicable on heterogeneous devices as well.

Another line of research addresses the problem of unequal available band-
width among devices in FEL, where Mishra [25] proposes a network resource-
aware FL approach using KD. Precisely, devices are grouped depending on their
available bandwidth resources and are set models that accommodate their band-
width. During the training process, devices accept the initialized on-device model
parameters from the edge server and transfer back the locally trained models
in groups from large to small. The edge server iteratively distributes the aggre-
gated on-device models to their corresponding groups of devices and uses KD
to compress the uploaded models for initializing model parameters of the next
group of devices.

3.3 Personalization

Local data of different devices are generated from the daily use of their re-
spective users. Due to differentiated user behaviours, data among devices tend
to exhibit non-independent identically distributed (non-IID), and will make it
difficult for the trained edge-side global model to generalize to all devices. There-
fore, techniques for global model personalization are urgently needed to address
the challenges posed by non-IID data in FEL.
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In [19], a novel bi-directional knowledge distillation framework practical for
multi-access edge computing is proposed to achieve personalized optimization of
on-device models while ensuring fast convergence of the global model. In [26],
a knowledge cache-driven federated learning architecture is proposed that guar-
antees satisfactory personalized performance while conforming to devices-side
limitations in edge computing. Besides, Jin [20] proposes to reserve personalized
models on devices. At the end of each communication round, self-distillation is
employed on devices to transfer knowledge from the personalized on-device mod-
els of the previous round, and the distilled model is retained to the next round
for further personalized optimization. In addition, Zhou [21] models FEL as a
federated domain adaptation problem, and leverages distillation-based source-
free unsupervised domain adaptation to transfer the knowledge from the edge
server in a memory-efficient manner, aiming to achieve high inference accuracy
in local data environments on edge devices with acceptable training cost.

3.4 Non-ideal Channels

Most existing KD-based FEL approaches assume that communication links be-
tween devices and the edge server are ideal channels, which are impractical in
mobile edge networks in reality. For instance, the capacity of uplink and down-
link channels are often unequal in real network environments, or the FEL system
usually is deployed on fading channels, etc. Such wireless communication con-
straints present new challenges to implementing KD-based FEL.

In [29], Oh addresses uplink-downlink capacity asymmetry by allowing de-
vices to upload model outputs but download model parameters during train-
ing, and the edge model conducts optimization via KD, with uploaded mixed
samples from devices as input. Ahn [27] models devices’ uplink as gaussian
multiple-access channels, and provides digital implementations with separate
source-channel coding and over-the-air computing implementations with joint
source-channel coding for KD-based FEL. Further, the case in which uplink is
a multiple access fading channel and downlink is a fading broadcast channel is
considered in [28], and concrete implementations for KD-based FEL are given
as well.

3.5 Decentralization

In mobile edge networks, locating powerful and reliable edge servers can be
challenging due to weak infrastructure, restricted network topologies, and a lack
of trust in remote servers. Therefore, decentralization of FEL is a promising
research direction in which KD provides a tool for stable convergence of decen-
tralized FEL systems with heterogeneous device support.

Taya [31] proposes a decentralized FL algorithm for Internet of Everything
(IoE) in multi-hop networks, where each device learns the transferred knowledge
from neighboring devices via KD. In addition, Li [30] leverages mutual knowledge
transfer to allow clients to learn knowledge from each other, enabling training
on heterogeneous datasets with client-drift prevented.
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4 Discussion

4.1 Limitations

Although KD-based FEL has witnessed a phased success, quite a few approaches
[16,11,12,13,29,27] only achieve comparable or even worse performances than in-
choate FL methods represented by FedAvg [49]. On the one hand, the amount of
useful information transferred from knowledge in a single communication round
is less than model parameters, and the gain in communication efficiency achieved
by the above methods is at the cost of inferior on-device model performance. On
the other hand, adopting KD as model representation exchange protocols implic-
itly tolerates greater divergence of on-device models during training, which re-
sults in models receiving knowledge irrelevant to their own training goals [39,40].
Therefore, it is necessary to reconstruct the transferred knowledge so that on-
device models can capture more useful information and better exploit the unique
advantages of KD-based FEL with acceptable performance in mobile edge net-
works.

4.2 Open Problems

Since the related research is still at an early stage, there are many open prob-
lems in KD-based FEL. In terms of device connectivity, it is impractical to keep
devices online all the time, and how to cope with devices offline and dropout
in KD-based FEL systems remains unsolved. Considering training acceleration,
how to schedule devices in KD-based FEL to achieve efficient asynchronous train-
ing has so far never been studied. When it comes to incentive mechanism, ways of
measuring device contributions in the KD-based FEL and creating incentives to
keep devices consistently motivated to participate in FEL training is also worth
attention. Discussing about privacy protection, how to encode knowledge in KD-
based FEL systems for counteracting inversion attacks is also worth concerns,
especially for methods that upload features [16,19] or transformed data [29,14]
during training which are relatively easy to be attacked. Last but not least,
many prior works [21,11,13,15,17,23,31] rely on a publicly available dataset that
is inaccessible in real scenarios [2,19], thus novel KD-based FEL methods should
provide normative solutions.

4.3 Practical Guidance for Real Deployment

Applying KD-based FEL in practice is a multi-dimensional problem that requires
ensembled techniques with performance trade-offs. We suggest that a practical
FEL system with KD could include but not limited to resource-aware FEL
architecture, model-agnostic representation exchange protocols without open
datasets, knowledge adaptation and refinement, KD-specific knowledge compres-
sion, privacy-preserving knowledge transfer, techniques for learning from knowl-
edge, solutions for complex communication channels in mobile edge networks,
etc. Only in this way can FEL be improved by KD, with wider applications in
real-world scenarios.
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5 Conclusion

Taking the challenges faced by Federated Edge Learning (FEL) as the main
clue, this paper surveys prior works on applying Knowledge Distillation (KD) to
FEL, and classifies the role of KD in FEL into four types of knowledge transfer,
model representation protocol, component of backbone algorithm and dataset
distillation. In addition, the deployment modes of KD are categorized as edge-
side, end-side, and edge-end collaboration. We also provide guidance for future
research directions and real deployment of KD-based FEL.

In principle, KD can effectively help address the core challenges in FEL and
be deemed a functional tool for knowledge transfer and model collaborative
training. In addition, we suggest that future research on KD-based FEL should
focus on improving model accuracy, while paying attention to open problems we
raised. Real deployment requires reasonable integration of existing techniques
and multifaceted performance trade-offs.

Acknowledgment. We thank Hui Jiang, Yuchen Zhu and Tianliu He from
Institute of Computing Technology, Chinese Academy of Sciences for inspiring
suggestions.
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