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Abstract

Streaming algorithms are typically analyzed in the oblivious setting, where we assume that
the input stream is fixed in advance. Recently, there is a growing interest in designing adver-
sarially robust streaming algorithms that must maintain utility even when the input stream
is chosen adaptively and adversarially as the execution progresses. While several fascinating
results are known for the adversarial setting, in general, it comes at a very high cost in terms of
the required space. Motivated by this, in this work we set out to explore intermediate models
that allow us to interpolate between the oblivious and the adversarial models. Specifically, we
put forward the following two models:

e The advice model, in which the streaming algorithm may occasionally ask for one bit of
advice.

o The bounded interruptions model, in which we assume that the adversary is only partially
adaptive.

We present both positive and negative results for each of these two models. In particular,
we present generic reductions from each of these models to the oblivious model. This allows us
to design robust algorithms with significantly improved space complexity compared to what is
known in the plain adversarial model.

1 Introduction

Streaming algorithms are algorithms for processing data streams in which the input is presented
as a sequence of items. Generally speaking, these algorithms have access to limited memory,
significantly smaller than what is needed to store the entire data stream. This field was formalized
by Alon, Matias, and Szegedy [3], and has generated a large body of work that intersects many
other fields in computer science.

In this work, we focus on streaming algorithms that aim to track a certain function of the input
stream, and to continuously report estimates of this function. Formally,
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Definition 1.1 (Informal version of Definition 21)). Let X be a finite domain and let g : X* — R
be a function that maps every input & € X* to a real number g(¥) € R.

Let A be an algorithm that in every round i € [m] obtains an element x; € X and outputs a
response z; € R. Algorithm A is said to be an oblivious streaming algorithm for g with accuracy
«, failure probability B, and stream length m, if the following holds for every input sequence ¥ =
(r1,22,...,2m) € X™. Consider an execution of A on the input stream &. Then,

Pr[Vi € [m] we have z; € (1 £ ) - g(x1,...,2;)] > 1 -8,
where the probability is taken over the coins of algorithm A.

Note that in Definition [[I] the streaming algorithm is required to succeed (w.h.p.) for every
fized input stream. In particular, it is assumed that the choice for the elements in the stream is
independent from the internal randomness of the streaming algorithm. This assumption, called the
oblivious setting, is crucial for the correctness of most classical streaming algorithms. In this work,
we are interested in the setting where this assumption does not hold, referred to as the adversarial
setting.

1.1 The (Plain) Adversarial Model

The adversarial streaming model, in various forms, was considered by [27, 17, 18 [1 2, 20} [0l
8, 211, 30} [7, 4]. The adversarial setting is modeled by a two-player game between a (random-
ized) StreamingAlgorithm and an Adversary. At the beginning, we fix a function g : X* — R.
Throughout the game, the adversary chooses the updates in the stream, and is allowed to query
the streaming algorithm at 7" time steps of its choice (referred to as “query times”). Formally,

1. For round i =1,2,...,m

(a) The Adversary chooses an update x; € X and a query demand ¢; € {0,1}, under the
restriction that > %, ¢; < T

(b) The StreamingAlgorithm processes the new update z;. If ¢; = 1 then, the Streaming-
Algorithm outputs a response z;, which is given to the Adversary.

The goal of the Adversary is to make the StreamingAlgorithm output an incorrect response z;
at some query time ¢ in the stream. Let g be a function defining a streaming problem, and suppose
that there is an oblivious streaming algorithm A for ¢g that uses space s. It is easy to see that ¢
can be solved in the adversarial setting using space = s -1, by running 7" copies of A and using
each copy for at most one query. The question is if we can do better. Indeed, Hassidim et al. [21]
showed the following result.

Theorem 1.2 ([21], informal). If there is an oblivious streaming algorithm for a function g that
uses space s, then there is an adversarially robust streaming algorithm for g supporting T queries
using space ~ \/T - S.

Note that when the number of queries T is large, this construction incurs a large space blowup.
One way for coping with this is to assume additional restrictions on the function g or on the input
stream. Indeed, starting with Ben-Eliezer et al. [§], most of the positive results on adversarial
streaming assumed that the input stream is restricted to have a small flip-number, defined as
follows.



Definition 1.3 (Flip number [8]). The (o, m)-flip number of an input stream & w.r.t. a function
g, denoted as Aom(T,q), or simply X, is the maximal number of times that the value of g changes
(increases or decreases) by a factor of (1 + «) during the stream .

Starting from [§], the prior works of [8, 2], 30, 4] presented generic constructions that transform
an oblivious streaming algorithm with space s into an adversarially robust streaming algorithm with
space =~ s - poly(A). That is, under the assumption that the flip-number is bounded, these prior
works can even support T = m queries. This is useful since the parameter A is known to be small
for many interesting streaming problems in the insertion-only model (where there are no deletions
in the stream). However, in general it can be as big as ©(m), in which case the transformations of
[8, 2], 30 4] come at a very high cost in terms of space.

To summarize this discussion, current transformations from the oblivious to the adversarial
setting are useful when either the number of queries T is small, or under the assumption that the
flip-number is small.

1.2 Our Results

One criticism of the adversarial model is that it is (perhaps) too pessimistic. Indeed, there could be
many scenarios that do not fall into the oblivious model, but are still quite far from an “adversarial”
setting. Motivated by this, in this work, we set out to explore intermediate models that allow us
to interpolate between the oblivious model and the adversarial model. Specifically, we study two
such models, which we call the advice model and the bounded interruptions model.

1.2.1 Adversarial Streaming with Advice (ASA)

We put forward a model where the streaming algorithm may occasionally ask for one bit of advice
throughout the execution. Let n € N be a parameter controlling the query/advice rate. We
consider the following game, referred to as the ASA game, between the StreamingAlgorithm and
an Adversary.

For round i =1,2,...,m:

1. The Adversary chooses an update z; € X and a query demand ¢; € {0,1}, under the
restriction that 23:1 ¢ <T.

2. The StreamingAlgorithm processes the new update z;.
3. If ¢; =1 then

(a) The StreamingAlgorithm outputs a response z;, which is given to the Adversary.

(b) If <Z§:1 qj) modn = 0 then the StreamingAlgorithm specifies a predicate p; : X* —
{0,1}, and obtains p;(z1,x2,. .., ;).

That is, in the ASA model the adversary is allowed a total of T' queries, and once every 7
queries the streaming algorithm is allowed to obtain one bit of advice, computed as a predicate of
the items in the stream so far.



The main motivation to study this model is a theoretical one; it gives us an intuitive way
to measure the amount of additional information that the streaming algorithm needs in order to
maintain utility in the adversarial setting. This model could also be interesting from a practical
standpoint in the following context. Consider a streaming setting in which the input stream is fed
into both a (low space) streaming algorithm A and to a server S. The server has large space and
can store all the input stream (and, therefore, can in principle solve the streaming problem itself).
However, suppose that the server has some communication bottleneck and is busy serving many
other tasks in parallel. Hence we would like to delegate as much of the communication as possible
to the “cheap” (low space) streaming algorithm 4. The ASA model allows for such a delegation,
in the sense that the streaming algorithm handles most of the queries itself, and only once in every
1 queries it asks for one bit of advice from the server.

We show the following generic result.

Theorem 1.4 (informal version of Theorem [B.5)). If there exists an oblivious linear streaming
algorithm for a function g : X* — R with space s, then for every n € N there exists an adversarially

robust streaming algorithm for g in the ASA model with query/advice rate n using space = 1 - s2.

To obtain this result, we rely on a technique introduced by Hassidim et al. [21] which uses
differential privacy [I5] to protect not the input data, but rather the internal randomness of the
streaming algorithm. Intuitively, this allows us to make sure that the “robustness” of our algorithm
deteriorates slower than the advice rate, which allows us to obtain an advice-robustness tradeoff.

Note that the space complexity of the algorithm from Theorem [[.4ldoes not depend polynomially
on the number of queries 1. For example, the following is a direct application of this theorem in
the context of F, estimation (i.e., estimating the second moment of the frequency vector of the
input stream).

Theorem 1.5 (F; estimation in the ASA model, informal). Let n € N. There exists an adver-
sarially robust Fy estimation algorithm in the ASA model with query/advice rate n that guarantees
a-accuracy (w.h.p.) using space O (n/a4).

Remark 1.6. We stress that there is a formal sense in which the ASA model is “between” the
oblivious and the (plain) adversarial models. Clearly, the ASA model is easier than the plain
adversarial model, as we can simply ignore the advice bits. On the other hand, a simple argument
shows that the ASA model (with any n > 1) is qualitatively harder than the oblivious setting. To
see this, let A be an algorithm in the ASA model for a function g with query/advice rate n > 1.
Then A can be transformed into the following oblivious algorithm Agplivious for g (that returns an
estimate in every time step without getting any advice):

1. Instantiate A.
2. In every time i € [m):

(a) Obtain an update x; € X.
(b) Duplicate A (with its internal state) into a shadow copy ASHadoW,

(c) Feed the update (x;,0) to A and the update (;,1) to A2V and obtain an answer z; from
the shadow copy. Note that we only query the shadow copy.

(d) Output z; and erase the shadow copy from memory.



As we “rewind” A after every query, it is never expected to issue an advice-request and so Agplivious
never issue advice-request as well. That is, Agblivious 45 an oblivious model algorithm. Furthermore,
a simple argument shows that this algorithm maintains utility in the oblivious setting

Remark 1.7. Our construction has the benefit that the predicates specified throughout the interac-
tion are “simple” in the sense that every single one of them can be computed in a streaming fashion.
That is, given the predicate p;, the bit p;(x1,za,...,x;) can be computed using small space with one
PASS OVET X1, L2, . .., T;.

A negative result for the ASA model. Theorem [I.4] shows a strong positive result in the
ASA model, for streaming problems that are defined by real valued functions. We compliment this
result by presenting a negative result for a simple streaming problem which is not defined by a
real valued function. Specifically, we consider (a variant of) the well-studied ¢y-sampling problem,
where the streaming algorithm must return a uniformly random element from the set of non-deleted
elements. It is known that the {y-sampling problem is easy in the oblivious setting (see e.g. [22])
and hard in the plain adversarial setting (see e.g. [I]). Using a simple counting argument, we show
that the ¢p-sampling problem remains hard also in the ASA model even if the query/advice rate is
1, i.e., even if the streaming algorithm gets an advice bit for every query.

1.2.2 Adversarial Streaming with Bounded Interruptions (ASBI)

Recall that in the plain adversarial model, the adversary is fully adaptive in the sense the ith
update may be chosen based on all of the information available to the adversary up until this point
in time. We consider a refinement of this setting in which the adversary is only partially adaptive.
The game begins with the adversary specifying a complete input stream. Throughout the execution,
the adversary (who sees all the outputs given by the streaming algorithm) can adaptively decide to
interrupt and to replace the suffix of the stream (which has not yet been processed by the streaming
algorithm). For simplicity, here we assume that the streaming algorithm is queried on every time
step (i.e., T =m).

Formally, let R € N be a parameter bounding the number interruptions. We consider the
following game, referred to as the ASBI game, between the StreamingAlgorithmand an Adversary.

!To see this, fix an input stream & = (x1,x2,...,%n), and fix j € [m]. Note that the distribution of the output
given by Aoblivious in time j when running on Z is identical to the outcome distribution of .4 when running on the
stream ((z1,0),...,(z;-1,0), (z;,1)), which must be accurate w.h.p. by the utility guarantees of A (since there is
only 1 query in this alternative stream, then A gets no advice when running on it). The claim now follows by a union
bound over the query times.



1. The Adversary chooses a stream & = (1, 2,...,Ty) € X™.

2. Forround i =1,2,...,m

(a) The StreamingAlgorithm obtains the update x; and outputs a response z;.

(b) The Adversary obtains z;, and outputs an interruption demand d; € {0,1}, under the
restriction that Z;Zl dj < R.

(c) If d; = 1 then the adversary outputs a new stream suffix (z,,,...,},) and we override
(Tig1s- - Tm) = (Tf g, T,).

That is, the adversary sees all of the outputs given by the streaming algorithm, and adaptively
decides on R places in which it arbitrarily modifies the rest of the stream. Importantly, the stream-
ing algorithm “does not know” when interruptions occur. This model gives us a very intuitive
interpolation between the oblivious setting (in which R = 0) and the full adversarial setting (ob-
tained by setting R = m, or more subtly by setting R = 7" when there are at most 7' < m queries).
We show the following generic result.

Theorem 1.8 (informal version of Theorem [A1]). If there exists an oblivious streaming algorithm
for a function g : X* — R using space s then for every R € N there exists an adversarially robust
streaming algorithm for g in the ASBI model that resists R interruptions using space = R - s.

To obtain this result, we rely on the sketch switching technique introduced by Ben-Eliezer et
al. [8]. Intuitively, we maintain 2R copies of an oblivious streaming algorithm A, where in every
given moment exactly two of these copies are designated as “active”. As long as the two active
copies produce (roughly) the same estimates, they remain as the “active” copies, and we use their
estimates as our response. Once they disagree, we discard them both (never to be used again)
and designate two (fresh) copies as “active”. We show that this construction can be formalized to
obtain Theorem [L.8]

Note that the space complexity of the algorithm form Theorem [[.8 does not depend polynomially
on the number of time steps m. For example, the following is a direct application of Theorem [L.8|
for Iy estimation.

Theorem 1.9 (F; estimation in the ASBI model, informal). Let R € N. There ezists an adversar-
ially robust Fy estimation algorithm in the ASBI model that guarantees a-accuracy (w.h.p.) while
resisting R interruptions using space O (R/ a2).

A negative result for the ASBI model. Note that the space blowup of our construction
from Theorem [L.8 grows linearly with the number of interruptions R. Recall that in the full
adversarial model (where R = T for T queries) it is known that a space blowup of /T suffices
(see Theorem [[2). Thus, one might guess that the correct dependence in R in the ASBI model
should be vR. However, we show that this is generally not the case. Specifically, we show that
there exists a streaming problem that can easily be solved in the oblivious setting with small space,
but necessitates space linear in R in the ASBI model, provided that the number of queries is large
enough (polynomial in R).




1.3 Additional Related Works

The adversarial streaming model (in a setting similar to ours) dates back to at least [1], who studied
it implicitly and showed an impossibility result for robust ¢y sampling in sublinear memory. The
adversarial streaming model was then formalized explicitly by [20], who showed strong impossibility
results for linear sketches. A recent line of work, starting with [§] and continuing with [21], [30], [4, [7]
showed positive results (i.e., robust algorithms) for many problems of interest, under the assumption
that the flip-number of the stream is bounded. On the negative side, [8] also presented an attack
with O(n) number of adaptive rounds on a variant of the AMS sketch, where n is the size of the
domain. Later, [25] constructed a streaming problem for which every adversarially-robust streaming
algorithm must use polynomial space, thus showing a separation between the oblivious model and
the (plain) adversarial model. More recently, [12] presented an attack on a concrete algorithm,
namely CountSketch, that has length that is linear in the space of the algorithm and is using only
two rounds of adaptivity.

2 Preliminaries

In this work we consider streaming problems which are defined by a real valued function (in which
case the goal is to approximate the value of this function) as well as streaming problems that define
set of valid solutions and the goal is to return one of the valid solutions. The following definition
unifies these two objectives for the oblivious setting.

Definition 2.1 (Oblivious streaming). Let X be a finite domain and let g : X* — 2V be a function
that maps every input T € X* to a subset g(Z) C W of valid solutions (from some range W ).

Let A be an algorithm that, for m rounds, obtains an element x; € X and outputs a response
z; € W. Algorithm A is said to be an oblivious streaming algorithm for g with failure probability
B, and stream length m, if the following holds for every input sequence & = (x1,x2,...,Tm) € X™.
Consider an execution of A on the input stream Z. Then,

Pr Vi € [m] we have z; € g(x1,...,2;)] > 1 -,
where the probability is taken over the coins of algorithm A.

For example, in the problem of estimating the number of distinct elements in the stream, the
function g in the above definition returns the interval g(z1,...,2;) = (1 £ «) - [{x1,...,z;}|, where
« is the desired approximation parameter.

2.1 Preliminaries from Differential Privacy

Differential privacy [15] is a mathematical definition for privacy that aims to enable statistical
analyses of databases while providing strong guarantees that individual-level information does not
leak. Consider an algorithm A that operates on a database in which every row represents the
data of one individual. Algorithm A is said to be differentially private if its outcome distribution
is insensitive to arbitrary changes in the data of any single individual. Intuitively, this means
that algorithm A leaks very little information about the data of any single individual, because its
outcome would have been distributed roughly the same even without the data of that individual.
Formally,



Definition 2.2 ([I5]). Let A be a randomized algorithm that operates on databases. Algorithm A
is (e,d)-differentially private if for any two databases S,S’ that differ on one row, and any event
T, we have

PrA(S) e T] < e -Pr[A(S) € T] +6.

2.1.1 Privately Approximating the Median of the Data

Given a database S € X*, consider the task of privately identifying an approximate median of S.
Specifically, for an error parameter I', we want to identify an element x € X such that there are at
least |S]/2 —T" elements in S that are larger or equal to =, and there are at least |S|/2 —I' elements
in S that are smaller or equal to x. The goal is to keep I' as small as possible, as a function of the
privacy parameters ¢, §, the database size |S|, and the domain size |X|.

There are several advanced constructions in the literature with error that grows very slowly as a
function of the domain size (only polynomially with log™ | X|) [6l 1T} 10, 24} 13]. In our application,
however, simpler constructions suffice (where the error grows logarithmically with the domain size).
The following theorem can be derived as an immediate application of the exponential mechanism
[26].

Theorem 2.3. There exists an (e,0)-differentially private algorithm that given a database S € X*
outputs an element x € X such that with probability at least 1 — 3 there are at least |S|/2 — T
elements in S that are bigger or equal to x, and there are at least |S|/2 —T elements in S that are

smaller or equal to x, where I' = O ( log ('X‘>).

2.1.2 Composition of Differential Privacy

The following theorem allows arguing about the privacy guarantees of an algorithm that accesses
its input database using several differentially private mechanisms.

Theorem 2.4 ([16]). Let 0 < &,8' < 1, and let 6 € [0,1]. A mechanism that permits k adap-
tive interactions with mechanisms that preserve (g,0)-differential privacy (and does not access the
database otherwise) ensures (&', ké + &' )-differential privacy, for &' = \/2kIn(1/8') - € + 2ke?.

2.1.3 The Generalization Properties of Differential Privacy

Dwork et al. [14] and Bassily et al. [5] showed that if a predicate h is the result of a differentially
private computation on a random sample, then the empirical average of h and its expectation over
the underlying distribution are guaranteed to be close. Formally,

Theorem 2.5 ([14] 5, 29]). Let ¢ € (0,1/3), § € (0,e/4) and n > 6%log(%). Let A: X" — 2%
be an (g,0)-differentially private algorithm that operates on a database of size n and outputs a
predicate h : X — {0,1}. Let D be a distribution over X, let S be a database containing n i.i.d.
elements from D, and let h < A(S). Then

> _hz)— E [h(x)]

xES

SND" [
h+A(S)



3 Adversarial Streaming with Advice (ASA)

In this section we present our results for the ASA model, defined in Section [[LZ.Il We begin with
our generic transformation.

3.1 A Generic Construction for the ASA Model

Our generic construction for the ASA model transforms an oblivious and linear streaming algorithm
A into a robust streaming algorithm in the ASA model. The linearity property that we need is the
following. Suppose that three copies of A, call them A;, Ay, A3, are instantiated with the same
internal randomness r, and suppose that A, processes a stream #; and that Ay processes a stream
Z9 and that Ajs processes the stream &7 o 5. Then there is an operation (denote it as “+”) that
allows us to obtain an internal state (LA; + A) that is identical to the internal state of A3. Many
classical streaming algorithms have this property (for example, the classical AMS sketch for F5 has
this property [3]). Formally,

Definition 3.1 (Linear state algorithm). Let A be an algorithm with the three segments of mem-
ory state. The first segment is randomized in the beginning of the algorithm and remain fized
throughout its execution and denoted as Sp. The second segment is an encoding of vector in RY,
and denoted S,. The third segment is the rest of its memory space and denoted as S. and is used
for other computations. Then, A is linear state w.r.t. its input stream if for any two streams
i = ((r1,q1), - (@ @) € (X < {0,1})), @2 = ((@1,q1), -, (2p,4p)) € (X x {0,1})P with length
of l,p € N and three different executions of A with the same randomized state (Sg) the following
holds:
Sv(ﬁl o ﬁg) = Sv(ﬁl) + Sv(ﬁg)

Where S, (i) is the encoded vector v € R? resulting from the input stream i encoded in the corre-
sponding memory state.

Consider algorithm RobustAdvice. In the beginning of each iteration of the outer loop, algo-
rithm RobustAdvice samples k fresh random strings, with which it instantiates the corresponding
next and shadow copies of algorithm A for that outer loop iteration. Denote by 7 the number of
such outer loops (7 < m). Instead of sampling these random strings, let us imagine that algorithm
RobustAdvice gets these strings as inputs in the following format:

7= <7‘1,r2,...,7‘7) = ((r%,...,r,i),(r%,...,r,%),...,(rf,...,rg)),

where 17 = (7‘{, o ,ri) for some j € [r] is used as the random strings for the iteration of the
outer loop for the k instances initialized on Step 2adl and their k& duplicates at step 2bl Denote by
(t1 < --- < t;) the times that each outer loop began (Step 2a)) and by #; the input stream till time
t. Then the following lemma states that at the beginning of the outer loop iteration (say, time t;
for some j € [r]) the instances of AUV for i € [k] consist of the state that corresponds to the

input stream in time ¢;, 7, for a random string rfj ~'. That is, Step 2el has successfully recovered

the state of instance i of algorithm A®4ve w r.t. rfj ~' for input 7.

T

Lemma 3.2 (State recovery). Denote by T the number of outer loops, by (t1 < --- < t;) € [m]
the times of the beginning of each outer loop (Step[2d) and by Z; the input stream till time t. Then,
forall j € {1,...,7 =1}, for all i € [k] algorithm instance A2 consist of state segment S,(Ty,)

corresponding to state segment SR(rg _1).



Algorithm 1 RobustAdvice(S3,m,n)

Input: Parameters: 3 is the failure probability, m is the length of input stream and 7 is the
advice query cycle.
Algorithm used: An oblivious linear streaming algorithm A with space s for « accuracy.
Constants calculation:
1. k= Q(nslog(m/B)log?(m/(Ba))) is the number of instances of each of the sets ‘active’,
‘next’ and ‘shadow’.

2. g9 = ———=——— 1is the privacy parameter of PrivateMed executions, where ¢ = 1/100
v/ 8nksIn(1/6) ’ ’
6 =0(B/m).
1. Initialize k independent instances Aj<Uve ... A3V of algorithm A.

2. REPEAT (outer loop)

(a) Initialize k independent instances At ... ARt of algorithm A.

(b) Let Ashadow ,Azhadow be duplicated copies of A}, ... AR where each Ajhadow is
initiated with the same randomness as .A?e"t.

(c) Denote the current time step as ¢. (That is, so far we have seen t updates in the stream.)

(d) REPEAT (inner loop)
i. Receive next update x; and a query demand ¢; € {0,1}.

ii. Insert update z; into each of Ajctive, Anext gactive  gnext,

iii. If ¢; = 1 then:
e Query Ajctive, gactive . factive and obtain answers y; 1, i 2, - - - Yik
e Output z; < PrivateMed(y;1,¥i2,- .-, ¥ik) With privacy parameter €.

o If <Z§-:1 qj) modn = 0 then define the predicate p; that given a (prefix of a)

stream 4 returns the next bit in the inner state of (Ajhadow  Ashadow ,Azhadow)

after processing the first ¢ updates in 4. Update the corresponding bit in the
state of the corresponding A;-hadow.

o If <Z§:1 qj> mod nks = 0 then EXIT inner loop. Otherwise, CONTINUE inner
loop.

(e) For j € [k] let AGHVE ¢ AR 4 Ajhadow,

Proof. Fix j € {1,...,7 — 1}. In time ¢;_; the strings rfjfl was used for the randomization of
both Aghadow  gnext fo ; ¢ [k]. We focus on the execution of the inner loop, that is time steps
t € [tj_1,t;). Throughout the execution of time steps ¢t € [t;_1,t;), the state S, of algorithms A"t
are updated by the stream update of these time steps. In addition, during time steps t € [t;_1,;),
algorithm RobustAdvice issues advice queries that are corresponding to the input stream 7y, ,
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with randomization strings rjil, where each query recovers additional bit from the k S,-states of
the Ashadow ingtances. Now, since the inner loop is of size at least 7 - k - s where s is the number of
bits of the state S,, then during time steps t € [t;_1,t;) all of the s bits of state S, of all of the k&
instances of A%"2% are recovered via these advice queries. That is, each of the instances .Als-hadow
consist of S, corresponding to #;;_, with randomization string Tg “lforie [k]. Recall that for
i € [k] each of the pairs (A$Padow ABext) have state S, corresponding to the same randomization
rg ~! And so by the linearity of algorithm A we have that summing the state S, for each of the
pairs (Ashadow  Anexty in Step 2 resulting in state S, of the instances A" corresponding to the
input stream Z,. That is, we have that all of the A2°%ve instances have recovered their S, for time
tj. O

Lemma 3.3. Let 7 be the number of outer loops of algorithm RobustAdvice and denote by ri for
j € [r] the random strings vector of the outer loop number j. Then for every j € [r]|, algorithm

RobustAdvice is (e, 0)-differential privacy w.r.t. ri.

Proof. Denote by 7 the number of outer loops and denote by ti,...,t, the time steps that the
algorithm executes 2al In each such time t; € {ti,...,¢;} algorithm RobustAdvice uses a new
database: throughout time steps ¢ € [t;,t;41) the algorithm is using ri exclusively. Now, fix
Jj € [7]. For time steps t € [t;,t;41) algorithm RobustAdvice is executing nks times the PrivateMed
mechanism. By composition (Theorem 2.4]) and PrivateMed guarantee (Theorem [23]), selecting
g0 = €/+/8nkslog(1/9) assures that each inner loop j € [7] is (¢, d)-DP w.r.t. its exclusive database
7. U
Theorem 3.4 (Algorithm RobustAdvice is robust). Denote by Z; the input stream till time t.
Provided that A is an oblivious linear algorithm for a real valued function g, s.t. w.p. at least 9/10
it is accurate for all t € [m] in the oblivious setting (i.e. it gives estimations §(¥y) € (1+a)-g(Zy)),
then w.p. at least 1 — B for all t € [m] we have:

2z € (1xa)-g(Zy).

Proof. Let t; < --- < t; be the times when the outer loop begins (Step 2al). Fix j € [r], and
focus on time segment ¢ € [t;_1,¢;) during which the j’th outer loop iteration is executed. Let
@y = (21,..., ) denote the first ¢t updates in the stream. By Lemma [3.2] we have that on time ¢;_;
all of the k instances of A"V are updated w.r.t. the input stream z; ;1 each corresponding to the
random string rg “forie [k]. We now argue that these instances remain robust throughout the
time segment ¢ € [t;_1,t;) in which they receive the input stream updates of this time segment and
the output of RobustAdvice is a function of these instances estimations. Let A(r, #;) denote the
output of the oblivious algorithm A when it is instantiated with the random string r and queried
after seeing the stream ;. Consider the following function:

fa.(r) = T{A(r, T;) € (1 £ ) - g(Z1)} -

By Lemma [3.3] algorithm RobustAdvice is (z—::WlO, 0= %) - differentially private w.r.t. the col-

lection of strings i1, Furthermore, the updates in the stream #; are chosen (by the adversary)
by post-processing the estimates returned by RobustAdvice, and the function fz,(-) is defined by
7. As differential privacy is closed under post-processing, we can view the function fz,(-) as the
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outcome of a differentially private computation on the collection of strings i1, Therefore, by the
generalization properties of differential privacy (Theorem 2.5]), assuming that k& > E% log(%a), with
probability at least (1 — —) for every t € [t;_1,t;) it holds that

k 1
g : <10&:—1—0

This holds for any j € [7], and so holds for all ¢ € [m] w.p. at least 1 — 3/2 by selecting g = % (for
the corresponding random strings and functions fz, (r)). We continue the analysis assuming that
this is the case. Now observe that E,[fz, (r)] > 9/10 by the utility guarantees of A (because when
the stream is fixed its answers are accurate to within multiplicative error of (1+«) with probability
at least 9/10). Thus, for at least (75 —10e)k = 4k/5 of the executions of A we have that fz,(r;) = 1,
which means that y;; € (1 £ «) - g(#;). That is, in every time step ¢ € [m] we have that at least
4k /5 of the y;;’s satisfy y;; € (1 £ «) - g(Z¢). Recall that when the algorithm outputs an estimate,
it is computed using algorithm PrivateMed, which is executed on the database (y;1,...,y1x). By
Theorem 23] assuming that?

oo (557)) =0 e vn (3) ()

then with probability at least 1 — % algorithm PrivateMed returns an approximate median g for
the estimates y; 1,. .., Yk, satisfying

?’rl>—‘

4k 4/<;

Since 4k /5 of the y; ;’s satisfy y:; € (1 £ a) - g(Z%), such an approximate median z; must also be
in the range (1 £ «) - g(&;). This holds separately for every estimate computed in time ¢ € [m)]
(approximated median z;) with probability at least 1 — 53—, thus holds simultaneously for all the
estimates computed throughout the execution with probablhty at least 1 — 3/2. Overall, we have
robustness for all ¢ € [m] w.p. at least 1 — 3/2 and PrivateMed for all ¢ € [m] executed within
its error guarantee w.p. at least 1 — 3/2, and so we have that w.p. at least 1 — 3 for all ¢ € [m]
RobustAdvice output z; admits:
2 € (1ta)-g(d).

The following Theorem now follows from Theorem [3.41

Theorem 3.5. Fix any real valued function g and fix o, 3 > 0 and n € N. Let A be an oblivious
linear streaming algorithm for g that uses space s and guarantees accuracy o with failure probabil-
ity 1/10. Then there exists an adversarially robust streaming algorithm for g in the ASA model with
query/advice rate n), accuracy o, and failure probability B using space O(ns®log(m/B)log?(m/(Ba))).

%We assume that the estimates that A returns are in the range [—n°, —1/n°] U {0} U [1/n°, n°] (polynomially
bounded in n) for some constant ¢ > 0. In addition, before running PrivateMed we may round each y: ; to its nearest
power of (14 «), which has only a small effect on the error. There are at most O( L Jogn) possible powers of (1 + )
in that range, and hence, PrivateMed guarantees error at most I' = O(=- L log( log n)) with probability at least
1—46/A. See Theorem Im Recall also our assumption that logm = O(log n)
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3.2 A Negative Result for the ASA Model

In this section we show that fy-sampling, a classical streaming problem, cannot be solved with
sublinear space in the adversarial setting with advice. Consider a turnstile stream @ = (uq, ..., uUp,)
where each u; = (a;,A;) € [n] x {£1}. A p-error {y-sampler returns with probability at least 1 — 3
a uniformly random element from

Support(uy, . . ., Upy) = {a € [n]: Z A; # 0},
:a;=a
provided that this support is not empty. The next theorem, due to Jowhari et al. [23], shows that
fo sampling is easy in the oblivious setting.

Theorem 3.6 ([23]). There is a streaming algorithm with storage O <log2(n) log(%)> bits, that

with probability at most B reports FAIL, with probability at most 1/n? reports an arbitrary answer,
and in all other cases produces a uniform sample from support(i).

Nevertheless, as we next show, this is a hard problem in the ASA setting. In fact, our negative
result even holds for a simpler variant of the £o sampling problem, in which the algorithm is allowed
to return an arbitrary element, rather than a random element. Formally,

Definition 3.7. Let X be a finite domain and let A be an algorithm that operates on a stream of
updates (u,...,upm) € (X x {£1}), given to A one by one. Algorithm A solves the Jy problem
with failure probability B if, except with probability at most B, whenever A is queried it outputs an
element with non-zero frequency w.r.t. the current stream. That is, if A is queried in time i then
it should output an element from support(uy,...,u;).

Theorem 3.8. Let X be a finite domain and let T be such that | X| = Q(T) (large enough). Let A
be an algorithm for solving the Jy streaming problem over X in the adversarial setting with advice
with T queries and with failure probability at most 3/4. Then A uses space Q(T'). Furthermore,
this holds also when n = 1, that is, even if algorithm A gets an advice after every query.

Proof. Let A be an algorithm for Jy sampling with T' queries over domain X in the ASA setting
with failure probability at most 3/4. Consider the following thought experiment.

Input: Y C X of size |Y| =T
1. For every x € Y, feed algorithm A the update (z,1).
2. Initiate Y = 0.
3. Repeat T times:

a) Query A and obtain an outcome z € X
b) If A requests an advice then give it a random bit b.
c

(¢) Add z to Y

(
(
(d) Feed the update (z,—1) to A

4. Output Y.
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We say that the thought experiment succeeds if Y =Y. By the assumption on A, for every
input Y, our thought experiment succeeds with probability at least 277 /4. This is because if all
of the bits of advice are correct then A succeeds with probability at least 1/4, and the advice bits
are all correct with probablhty at least 277 Hence, there must exist a fixture of A’s coins and a
fixture of an advice string b for which our thought experiments succeeds on at least 277 /4 fraction
of the possible inputs Y

That is, after fixing A’s coins and the advice string b as above, there is a subset of inputs %5
of size [B| > %(L}(\) such that for every Y € B, when executed on Y, our thought experiment
outputs Y=Y.F inally, note that the inner state of algorithm A at the end of Step 1 determines the
outcome of our thought experiment. Hence, as there are at least 27 ('X ‘) different outputs, there

must be at least 2— (‘X |) possible different inner states for algorlthm A, meaning that its space
complexity (in blts) is at least log( ('X ‘)) , which is more than T provided that |X| = Q(T)
(large enough). O

4 Adversarial Streaming with Bounded Interruptions (ASBI)

In this section we present our results for the ASBI model, defined in Section [[.2.21 We begin with
our generic transformation.

4.1 A Generic Construction for the ASBI Model

Our construction is specified in algorithm RobustInterruptions. The following theorem specifies
its properties.

Theorem 4.1. Fizx any function g and fix o, 3 > 0. Let A be an oblivious streaming algorithm
for g that uses space s and guarantees accuracy o with failure probability 5. Then there exists an
adversarially robust streaming algorithm for g that resists R interruptions and guarantees accuracy
Sa with failure probability O(RB) using space O(Rs).

Fix an adversary B and consider the interaction between algorithm RobustInterruptions and
the adversary B. For r € [R], let i, denote the time step in which zCheCk is returned.

Lemma 4.2. Fiz r* € [R]. With probability at least 1 — B3, the answers returned by ALK in times
1,2,... i are a-accurate. That is, for every 1 < i < i, it holds that zChCCk € (1ta)-g(zy,...,x;).

Proof. For simplicity, we assume that the adversary B is deterministic (this is without loss of
generality by a simple averaging argument). Fix the randomness of all copies of algorithm A,
except for AﬁEeCk. Let RI,» be a variant of algorithm RobustInterruptions which is identical to
RobustInterruptions until the time step ¢* in which r becomes r*. In times ¢ > ¢*, algorithm
RI,» simply outputs 27", i.e., the answer given by AT"". Note that Acheck does not exist in
algorithm RI,

As we fixed the coins of the copies of A # A%k the interaction between B and RI,« is
deterministic. In particular, it generates a single stream &,«. By the utility guarantees of algorithm

3QOtherwise, consider sampling an input Y uniformly. We have that ¥ < Prng,y[.Ang(Y) succeeds] =

> Prlr, b] - Pry [A, 5(Y) succeeds] < ZN;Pr[r,l;] . % = #, which is a contradiction. Here r denotes the

randomness of A and b is the advice string.
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Algorithm 2 RobustInterruptions

Input: Parameter R bounding the number of possible interruptions.
Algorithm used: An oblivious streaming algorithm A with space s, accuracy «, and confidence

8.

1. Initialize 2R independent instances of algorithm A, denoted as AW ... AESY" and
Agheck | Agheck - Set = 1.

2. Fort=1,2,...,m:

a) Obtain the next item in the stream z; € X.

(
(b) Feed z; to all of the copies of algorithm A.
(

)
)
) Let Zp e and zﬁged‘ denote the answers returned by A"V and Aheck respectively.
)
)

(c
d) If 227 € (1420) 'zﬁged‘ then output 222V, Otherwise, output z2°* and set r < r+1.

T, T,

(e) If r > R then FAIL. Otherwise continue to the next iteration.

.Aff&“k, when run on this stream, then with probability at least 1 — § it maintains a-accuracy
throughout the stream.

The lemma now follows by observing that until time 4,» the stream generated by the interaction
between B and algorithm RobustInterruptions is identical to the stream . O

Lemma 4.3. With probability at least 1 — RS, all of the answers given by RobustInterruptions
(before returning FAIL) are ba-accurate.

Proof. Follows from a union bound over Lemma[£2] and by Step 2d| of RobustInterruptions. [J
Lemma 4.4. Algorithm RobustInterruptions returns FAIL with probability at most 2R0.

Proof. Let j1,jo,...,jr denote the time steps in which the adversary conducts interruptions. That
is, j1 is the first time in which the adversary switches the suffix of the stream, js is the second time
this happens, and so on. Also let p1,pa,...,pr denote the time steps in which the parameter r
increases during the execution of algorithm RobustInterruptions. Specifically, p; is the time ¢ in
which r becomes equal to £ + 1. We show that for every r € [R], with probability at least 1 — 2rf
it holds that j,. < p,. (That is, interruptions happen “faster” then r increases.)

The proof is by induction on r. For the base case, r = 1, let 1 denote the first stream chosen
by the adversary. By the utility guarantees of A, with probability at least 1 — 23 we have that both
Aamswer and Aheck are a-accurate w.r.t. this stream, in which case 7 does not increase. Thus, with
probability at least 1 — 25 we have j; < p;.

The inductive step is similar: Fix r € [R], and suppose that j, < p,, which happens with
probability at least (1 — 2rf) by the inductive assumption. Let Z, denote the last stream specified
by the adversary before time p,. Note that the internal coins of A2Y" and ALK are independent
with this stream. Hence, by the utility guarantees of A, with probability at least 1 — 23 we have
that both A5 and A%k are a-accurate w.r.t. this stream, in which case r does not increase.
Overall, with probability at least 1 — 2(r + 1) we have jy4+1 < pr41.
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The lemma now follows by recalling that there are at most R interruptions throughout the
execution. Hence, with probability at least 1 — 2Rf it holds that r never increases beyond R, and
the algorithm does not fail. O

Theorem E.I] now follows by combining Lemmas E.2], £.3], 141

4.2 A Negative Result for the ASBI Model

Theorem 4.5. For every R, there exists a streaming problem over domain of size poly(R) and
stream length poly(R) that requires at least Q(R) space to be solved in the ASBI model with R
interruptions to within constant accuracy (small enough), but can be solved in the oblivious setting
using space polylog(R).

This theorem follows by revisiting the negative result of Kaplan et al. [25] for the (plain)
adversarial model. They presented a streaming problem, called the SADA problem, that is easy
to solve in the oblivious setting but requires large space to be solved in the adversarial setting.
To obtain their hardness results, [25] showed a reduction from a hard problem in learning theory
(called the adaptive data analysis (ADA) problem) to the task of solving the SADA problem in the
adversarial setting with small space.

In the ADA problem, the goal is to design a mechanism A that initially obtains a dataset D
containing n i.i.d. samples from some unknown distribution P, and then answers k adaptively chosen
queries w.r.t. P. Importantly, A’s answers must be accurate w.r.t. the underlying distribution P,
and not just w.r.t. the empirical dataset D. Hardt, Ullman, and Steinke [19] 28] showed that the
ADA problem requires a large sample complexity. Specifically, they showed that every efficien
mechanism for this problem must have sample complexity n > Q(\/E)

Theorem follows by the following two observations regarding the negative result of [25] for
the SADA problem, and regarding the underlying hardness result of [19] 28] for the ADA problem:

1. In the hardness results of [19] 28] for the ADA problem, the adversary generates the queries
using O(n) rounds of adaptivity, where n is the sample size. In more detail, even though the
adversary poses poly(n) queries throughout the interactionﬁ, these queries are generated in
O(n) bulks where queries in the jth bulk depend only on answers given to queries of previous
bulks.

2. The reduction of Kaplan et al. [25] from the ADA problem to the SADA problem maintains
the number of adaptivity rounds. That is, the reduction of Kaplan et al. [25] transforms an
adversary for the ADA problem that generates the queries in £ bulks into an adversary for
the SADA problem that uses £ interruptions.

We remark that Theorem holds even for a model in which the streaming algorithm is
strengthen and gets an indication during each interruption round. That is true since by the tech-
nique of [25], the streaming algorithm can identify the exact round of a new bulk and such round
corresponds to an interruption round.

In Appendix [A] we survey the necessary details from [25, 19] 28], and provide a more detailed
account of the modifications required in order to obtain Theorem

4The results of [19, 28] hold for all computationally efficient mechanisms, or alternatively, for a class of unbounded
mechanisms which they call natural mechanisms.
®The adversary poses O(n?) in [I9] and O(n?) in [28)].
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Details for Theorem

In this section we elaborate on the components from which Theorem follows:

1. The hardness results of [19] 28] for the ADA problem.

18



2. The reduction of Kaplan et al. [25] from the ADA problem to the SADA problem.

The purpose is to show that the number of adaptive rounds of the reduction is O(R) where R
is the bound on the interruptions, in spite of the fact that the number of queries throughout the
attack of 28] is O(R?) and despite the fact that, in the reduction of [25], these O(R?) queries are
encoded and delivered to the streaming algorithm using a somewhat long stream of length poly(R).
In other words, we show that the negative result presented by [25] for algorithms that solve the
SADA problem is in fact stronger in the sense that it rules out algorithms in the ASBI model, and
not only algorithms in the plain adversarial model.

A.1 TIFPC adaptivity level

We now elaborate on the number of adaptive rounds in the hardness results [19, 28] (as apposed
to the total number of rounds). Specifically, [28] presents a two player game protocol (see def-
inition below) between the players adversary P and the finger printing code F. In their paper,
[28] use this definition of a game along with a code, namely Interactive Finger Printing Code (de-
note IFPA) to prove an upper bound on the number of accurate queries that can be guaranteed
against an adaptive analyst. The role of the analyst is played by F. [28] present an algorithm for
F that assures that P looses after O(n?) adaptive rounds (i.e. return an inaccurate answer to a
query of the analyst), where n is the size of the database in the game. The game is defined as follows:

Game protocol: adversary P vs IFPC F
1. P selects a subset S' C [N], unknown to F.
2. For j=1,...,¢:
(a) F outputs a column vector ¢/ € {1}V
et . € | be a restriction of CV to coordinates ' which is given to P.
(b) Let ¢}, € {£1}/%'I'b f O d S7 which is g P
(c) P outputs a/ € {£1}, which is given to F.
)

(d) F accuses (possibly empty) set of users I/ C [N]. Let S7+! = 87\ I7,

In above game, P is defined as a coalition of the users S, that receives in each round only a
partial code word C7. The goal of P is to remain consistent. That means that whenever the query
c¢;j is all +1 or all —1, then P must answer +1 or —1 correspondingly. On each round, F chooses
some subset I/ C [N] to accuse. That means that in the next round these entries will be also
restricted from P. The goal of F is to make P be inconsistent while it cannot accuse ”too many”
users that are not from P (i.e. users S1).

In their paper [28] show an algorithm for F that assures inconsistency of any P after O(n?)
number of rounds (see algorithm [B]). In that algorithm (@), D, is a distribution over [0,1] from
which a Bernoulli parameter p’ is drawn and used to generate the jth code word c{ N € p’ and

"’ : {0,1} — R is a function that measures a correlation quantity between user i’s input C‘Z and
the output a/. The main idea is to accumulate for each user this correlation quantity over the
iterations, and once this quantity crossing some threshold for a user, then the algorithm decides
that the user is a part of the coalition and is marked as such (accused).

Importantly to our use case, note that in algorithm Bl all of the code words ¢/ can be drawn in
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Algorithm 3 IFPC(n, N, 4, 3) [28]

Input: Parameters: N is the number of users, 1 < n < N is the size of the coalition, ¢ € (0,1] is
the failure probability, 5 < 1/2 is the fraction of allowed inconsistent rounds.

1. Set parameters o = (1/2 — 8)/4n = Q(1/n), ¢ = 3/8 — 3/4 = 1/2 — 1/4(1/2 — B), 0 =
O((n/(1/2 = B)?)/1og(67 ")), £ = O((n?/(1/2 - B)*) log(1/9))
2. Let Y = 0 for every i € [N]
3. forj=1,...,¢:
(a) Draw p; ~ Do and C{N ~ .
(b) Issue ¢/ € {£1}" as a challenge and receive a/ € {1} as a response.
(c) For i€ [N], let sg = 83_1 +aj - gbpj(cf)
(d) Accuse I = {z e [N]|s] > a}

advance. That is, they are independent from the answers a’. The code words are not presented to
P all at once but one by one, and so the algorithm Bl is interactive, while it is not adaptive.

Yet the game protocol itself, is adaptive. In the protocol step b the part of the code word
that is sent to P is restricted only to the coalition users S7. That is, the users from the initial
coalition S! that have not yet been accused, which is a function of all previous answers a/. And
0, the adaptivity is reflected by the times that code words that are given to P are determined.

We now conclude that the number of such determining times is only O(n): The list of coalition
users that are not accused S7 is monotonic decreasing, thus can be updated at most n times. Now,
recall that the algorithm has length of O(n?) iterations. In addition the set of code words that
are given to P between two consecutive modifications of S7 is fixed. And so, denote by ji, ..., jk
as the times that the list S’ is modified (for some k < n), then for i € [k] during the iterations
[Jis---,Ji+1) the game protocol is not adaptive.

A.2 ADA to SADA reduction maintains adaptivity level

Now we look on the hardness result of Kaplan et al. [25]. In their paper, Kaplan et al. show
a reduction from the ADA problem, that is shown to be hard (a bound of O(n?) query rounds)
n [28], to SADA problem (Streaming Adaptive Data Analysis). In high level, the idea has the
following components:

1. Stream generation and a streaming algorithm: The stream is determined w.r.t. the
game protocol of IFPC where P is a streaming algorithm that answers queries (encoded in
the input stream).

2. Compression: Algorithms with small space (significantly smaller than the size of their input
dataset) are known to have strong generalization properties. Hence, if a small space algorithm
is solving the SADA problem (for number of queries > O(n?) and with space < n) then it
must, in fact, solve the underlying statistical ADA problem for the same number of queries,
contradicting [28§].
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These two components show that any algorithm for the SADA problem must have space Q(n).
Since the number of bounded interruptions in our lower bound paradigm is the number of adaptive
rounds that is determined in the first component, we elaborate on that component only.

The stream is defined w.r.t. the IFPC game protocol in two stages. First stage is setting the set
S1 via n updates in the stream. Each stream update encode a single user in S L. Then on the second
stage, for O(n?) game protocol rounds, the restricted query ng is sent for the streaming algorithm
for an answer. A small issue is that each of these queries is of encoded size of poly(n), and thus it
takes poly(n) stream updates for the streaming algorithm to receive it (and so, the stream length
of the attack is of poly(n)). After each such (encoded) query, the streaming algorithm must answer
(by [28], any such algorithm must fail after O(n?) queries).

Yet, the observation that we have only O(n) adaptive rounds remains, since the reduction uses
the game protocol of [28]. And so, a similar reduction holds from the ADA problem to the SADA
problem in the ASBI model with O(n) rounds of interruptions. This implies a lower bound on the
space of this model.
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