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Cluster Forming of Multiagent Systems
in Rolling Horizon Games with Non-uniform Horizons

Yurid Nugraha, Ahmet Cetinkaya, Tomohisa Hayakawa, Hideaki Ishii, and Quanyan Zhu

Abstract— Consensus and cluster forming of multiagent
systems in the face of jamming attacks along with reactive
recovery actions by a defender are discussed. The attacker is
capable to disable some of the edges of the network with the
objective to divide the agents into a smaller size of clusters
while, in response, the defender recovers some of the edges
by increasing the transmission power. We consider repeated
games where the resulting optimal strategies for the two
players are derived in a rolling horizon fashion. The attacker
and the defender possess different computational abilities to
calculate their strategies. This aspect is represented by the
non-uniform values of the horizon lengths and the game
periods. Theoretical and simulation based results demonstrate
the effects of the horizon lengths and the game periods on the
agents’ states.

I. INTRODUCTION

Multiagent systems are used to model the interaction be-
tween a number of agents capable of making local decisions
in a network. Due to the distributed nature of the agents,
they are prone to cyber attacks initiated by malicious adver-
saries [1]. One of the most common form of cyber attacks
is jamming attacks, where adversaries emit interference
signals to prevent communication among agents. Jamming
attacks on consensus problems of multiagent systems have
been studied in, e.g., [2], [3].

In the presence of adversaries, agents following a stan-
dard consensus protocols may not always converge to
the same state; instead, they may be divided into several
clusters. Cluster forming in multiagent systems has been
studied in, e.g., [4], where the weights in the agents’ state
updates may take negative values, representing possibly
hostile relations among certain agents. Game theoretical
approaches have been studied to analyze the interaction
between such adversaries and the agents in networks [5].

In an attack-prone multiagent system, model predictive
control has been studied to address the situation where
agents solve certain optimization problems with constraints
by considering the future times characterized by the length
of the horizons. A defense mechanism for agents work-
ing together under distributed model predictive control is
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studied in [6]. The rolling horizon concept, which is a key
component of model predictive control, is considered in [7]
in a noncooperative security game related to replay attacks.

In this paper, we consider a jamming attack and defense
scenario in a two-player game setting between a centralized
attacker and a centralized defender. The attacker attempts to
divide the agents into as many clusters as possible, whereas
the defender aims to keep the number of clusters small.
This game is played repeatedly over time, where the players
recalculate and may change their strategies according to
a rolling horizon optimization approach. The players are
assumed to have different computational abilities, repre-
sented by the non-uniform values of the horizon lengths
and the game periods. This problem can be viewed as an
extension of our previous studies [8], [9]; we considered
the special case with players’ uniform horizon parameters
in [8], whereas the performance of the two players with
non-uniform horizons was discussed in [9].

Games where players update their strategies in an asyn-
chronous manner with different resources such as computa-
tion and data can be used to model real-life applications. For
example, decisions involving firms from various countries
cannot be done simultaneously due to different working
times [10], [11]. Due to the non-uniform horizons, the
players’ decision making process becomes complicated,
executed at different time instants. The player with the
longer horizon has a clear advantage; as we study the full in-
formation case, this player may even solve the optimization
problem of the opponent that will take place in the future.
On the other hand, the player with the shorter horizon can no
longer perfectly observe the opponent’s planned action; this
may result in a waste of the player’s resources required to
launch the attack/recovery actions. Similar energy allocation
games in the context of cyber security have been discussed
in, e.g., [12], [13].

Here we consider energy allocation games in the context
of cluster forming of agents. Our approach can be related
to the concept of network effect/externality [14], where the
utility of an agent in a certain cluster depends on how many
other agents belong to that particular cluster. Such concepts
have been used to analyze grouping of agents on, e.g., social
networks and computer networks, as discussed in [15], [16].

The paper is organized as follows. In Section II, we
introduce the framework for the rolling horizon game and
energy consumption models of the players. In Section III,
we describe in detail the structure of the game with non-
uniform horizon lengths and game periods. We continue by
discussing the theoretical results on consensus and cluster
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@ Fig. 2. Example of node attacks

i discussed in Remark [Z.1] The attacker

' attacks node/agent 3, removing edges

o (3,2) and (3,4). As a result, agent 3 is
disconnected from others.

forming of agents in Sections IV and V. We then provide
numerical examples in Section VI. Finally, we conclude the
paper in Section VIIL

The notations used in this paper are fairly standard. We
denote |-| as the cardinality of a set. The floor function and
the ceiling function are denoted by || and [-], respectively.
The set of nonnegative integers is denoted by Nj.

II. PROBLEM FORMULATION

We explore a multiagent system of n agents communi-
cating to each other in discrete time. The network topology
is described by an undirected and connected graph G =
(V,E). Tt consists of the set V of vertices representing the
agents and the set £ C V x V of edges representing the
communication links. Each agent ¢ has the scalar state z;
following the consensus update rule at time k& € Ny

wilk] = Y ag(a;k] - @ilk]), @
JEN;[K]

where z[0] = o, a;; > 0, Z?:Lj# a;j < 1, and N;[k]
denotes the set of agents that can communicate with agent
1 at time k. This set may change due to the attacks.

A two-player game between the attacker and the defender
is considered. The attacker is capable to block the communi-
cation by jamming some targeted edges and therefore delay
(or completely prevent) the consensus among agents. These
jamming attacks are represented by the removal of edges in
G. In response, the defender tries to recover the inter-agent
communications by allocating resources to rebuild some of
those edges.

We consider an attacker that has two types of jamming
signals in terms of their strengths, strong and normal. The
defender is able to recover only the edges that are attacked
with normal strength; if the defender allocates its energy
to the strongly-attacked edges, the edges cannot be rebuilt
and the resources will be wasted. Similarly, if the defender
allocates its resources to the edges that are not attacked, the
resources will also be wasted without any improvement of
the network connectivity. While the recent works [3], [5],
[8] consider jamming in similar multiagent system settings,

the notion of wasted resources does not appear there.

A. Attack-recovery sequence

In our setting, the players make their attack/recovery
actions at every time k € Ny. At the beginning of time £,
the communication topology of the system is represented by
G. Then, the players decide to attack/recover certain edges
in two stages, with the attacker acting first and then the
defender. Hence, the game is that of a Stackelberg type.

More specifically, at time k, the attacker attacks G by
deleting Eﬁ C & with normal jamming signals and ?? ce&
with strong jamming signals with 5,? ﬁ?;: = (), whereas the
defender recovers 5,? C £. Due to the attacks and then the
recoveries, the network changes from G to G2 == (V, € \
(&R U??)) and further to GP == (V, €\ (ER UE;:) UEPN
& ,?)) The agents then communicate to their neighbors based
on this resulting graph Gp.

In this game, the players attempt to choose the best
strategies in terms of edges attacked/recovered (?2,8{3)
and £P to maximize their own utility functions. Here the
game is defined over the horizon of several steps. The
players make decisions in a rolling horizon fashion as
explained more in Section the optimal strategies that
have been obtained at a past time may change when the
players recalculate their strategies at a future time. Fig.
illustrates the discussed sequence over time; the attacker’s
and the defender’s horizon lengths, i.e., how far in the future
the players look ahead when determining their strategies,
are denoted by h™ and hP, respectively, whereas the game
periods, i.e., how often players update their strategies, are
denoted by T and TP (discussed in more detail later). As
a consequence of having non-uniform game periods, players
have separate decision-making processes represented by the
decision-making indices [ and [P; a game is defined as a
set of decision-making process that starts from a time where
the players simultaneously update their strategies, indicated
by the yellow boxes.

Remark 2.1: In addition to the attacks and the recoveries
based on individual edges as introduced above, we can
consider a slightly different setting where the attacker can
attack nodes/agents so that all edges adjacent to the attacked
agents are disconnected, as shown in Fig. 2l Specifically,
the attacker’s actions are now & € F and £, € F, where
F o= {@,Fl,FQ, RPN ,Fn,Fl U FQ, RPN ,5 = UiGVFi} and
F; :={(i,7) : j € N;} represents the set of edges adjacent



to agent ¢. In this case, the attacker effectively attacks a
node/agent by attacking all edges adjacent to it.

B. Energy constraints

By attacking and recovering, the players allocate their
energies to the attacked/recovered edges. These actions
are affected by the constraints on the energy resources,
which increase linearly in time. The energy consumed
by the players is proportional to the number of planned
attacked/recovered edges as well. Here, the strong attacks
on El,: take BA > 0 energy per edge per unit time compared
to the normal attacks on 8;?, which take 84 > 0 energy per

edge, where 3" > BA. The total energy used by the attacker
by time k is constrained as
k

S EUELHBMER) S KA+ 0N B

m=0
where k4 > pA > 0, 3% > 0. This inequality implies that
the total energy spent by the attacker cannot exceed the
available energy characterized by the initial energy x* and
the supply rate p™. This energy constraint upper-bounds the
number of edges that the attacker can attack.

The energy constraint of the defender is similar to (@)

and is given by

k
> BPIERI< &P+ pPk “)
m=0
with kP > pP > 0, P > 0. Note that the defender
may allocate its energy inefficiently, i.e., the defender may
attempt to recover unattacked edges or edges attacked with
strong jamming signals.

For the node attack case discussed in Remark
the ener%y constraint of the attacker (@) becomes
k —A —=A . . —SA
oo (BuVi | +B5|VA]) < k™ +prk with energies 3y, >
B3, where V,, and V2 denote the sets of nodes/agents
whose adjacent edges are attacked with strong and normal
jamming signals, respectively. Note that in this case, if an
edge is attacked by both normal signals and strong signals,

then that edge cannot be recovered by the defender.

C. Agent clustering and state difference

By attacking, the attacker makes the graph disconnected
and separates the agents into clusters (i.e., sets of agents).
We introduce a few notions related to grouping/clustering
of agents. We call each subset C C V of agents taking the
same state at infinite time as a cluster, i.e., limy_, o z;[k] =
limy o0 z;[k], Vi, j€C.

In the considered game, the attacker and the defender
are concerned about the number of agents in each group.
Specifically, we follow the notion of network effect/network
externality [14], where the utility of an agent in a certain
cluster depends on how many other agents belong to that
particular cluster. In the context of this game, the attacker
attempts to isolate agents so that fewer agents are in each
group, while the defender wants as many agents as possible
in the same group. We then represent the level of grouping

in the graph G’ by the function ¢(-), which we call the
agent-group index, given by
n(g")
(@)= D IVIP=IVE (<0). 3)
p=1

The value of ¢(G') is 0 if G’ is connected, since there is
only one group (i.e., m(G’) = 1). A larger value (closer to
0) of ¢(G’) implies that there are fewer groups in graph G/,
with each group having more agents.

In our problem setting, the players also consider the
effects of their actions on the agent states when attack-
ing/recovering. For example, the attacker may want to
separate agents having state values with more difference
in different groups. We specify the sum of the agents’ state
differences z; of time k as

w(Er €N EDY = ok + 1 Lealk + 1], (6)

with L. being the Laplacian matrix of the complete
greg)h with n agents. The attacked and recovered edges
(Ex, &, EP) will affect 2[k + 1], and in turn influence the
value of zj. Note that the value of z; does not increase over
time [17] because of the protocol given in and even
if the system is under attacks.

The game structure, explained in more detail later, is
illustrated in Fig. [l The attacker’s (resp., the defender’s)
utility functions of the [“th (resp., [Pth) decision-making
index with [4,/P € N starting at time k = (I* — 1)T*
(resp., k = (IP — 1)TP) take account of the agent-group
index c(-) over time horizons h* AP > 1 from time
(1A =1)T to (I* —1)TA +h* —1 (resp., from (I° —1)TP
to (I —1)TP + hP — 1). Specifically, the utility functions
at the “th decision-making process for the attacker and at
the [Pth decision-making process for the defender are

(A =1)TA+rA -1
Uh = Z
k=(A-1)TA
(P —1)TP4+nP -1

Ul% = Z

k=(IP—1)TP

(azi, — be(GP)), 7

(—azk + be(Gr)), (8)

which are to be maximized by the players. The player with a
longer horizon length and a shorter game period is expected
to use its energy more efficiently, and thus to obtain a higher
utility over time.

III. GAME STRUCTURE WITH NON-UNIFORM ROLLING
HORIZON LENGTHS AND GAME PERIODS

We are interested in finding the subgame perfect equilib-
rium of the game outlined so far. To this end, the game is
divided into some subgames/decision-making points. The
subgame perfect equilibrium must be an equilibrium in
every subgame. The optimal strategy of each player is
obtained by using a backward induction approach, i.e., by
finding the equilibrium from the smallest subgames. The tie-
break condition happens when the players’ strategies result
in the same utility. In this case, we suppose that the players
choose to attack/recover more edges if they have enough



energy to attack/recover all edges at all subsequent steps;
otherwise, they will attack/recover fewer edges.

In this section, before considering the more general
setting, we consider a simpler scenario. This case is when
the players employ different horizon parameters but their
game periods are the same. Then, we study the case when
the game periods of the players also differ. The first case
still represents players with different computational abilities
to solve games.

A. Non-uniform Horizon Lengths

In this subsection, we explain the game structure with
non-uniform horizon length and uniform game periods. That
is, we assume 7* = TP = T This implies that both players
make their decisions periodically at the same time. Thus,
the indices for the decision-making processes of the players
become equal [* = [P =1 at all times.

Due to the nature of the rolling horizon approach, the
strategies obtained for the /th decision-making process, i.e.,
attacked and recovered edges, are applied only from time
(1 =1)T to IT — 1 with T < min{h® hP}. The players’
strategles at the /th decrslon making process ajre specified as
((gl 1 gl 175l 1) (gl ,hD> gl hDvgll?hD)v (gl,hDJrla gﬁhD+1)

(& hAaglAhA)) if h* > hP, and ((3?17 51A1751Dl)

51 hD) if K < RP,
with &+ Lo El ', &P, indicating the strategies at the ath step
of the Ith de01310n -making process with o € N. Note that
if A > AP, only the attacker formulates its strategies
after hPth step. Similarly, if 24 < hP, only the defender
formulates its strategies after h*th step. The case where
h* = hP can be srmllarly handled, with the strategies
((gllvglAlvngl) (5l hAvgﬁhAvgl,hA))'

From these obtamed strategies, only the strategies from
the Ist step to the T'th step are applied. Since we consider
the full information setting, the values of hA and KL are
known to both players.

We now provide an example to explain how the optimal
edges are obtained for the case of h* = 3 and h” = 2. The
optimal strategies of the players solved backward in time at

the decision-making index [ are given by:
. Step 3:

A D
(51 hA’gl hA’gl hA) gl,hA-i-l""

—A
5 5 (€13, &l 3) € arg max — U 35 9
1,3
(513(512) 5 (512)) € arg max Ul3(8 5 )5
(‘gl 3)51 3) (10)
. Step 2: N
5 5 (€12, Ef 2) € argngraxUl 2 (11)
—Ar
(51,2(51,1) 5 (51 1)) € arg rpax _Ul]?Q(gl]?Q/)v
(gl 27£l 2) (12)
—Ax «
(&2 (511,31%51]}2 (511,31)) € arg max U (5 5),
(E20ER) (13)

o Step 1:

A/
5 (51 1€, M) e argmax U (51,27511?2/), (14)

ll
—Ax
(gl,lagfl*) € arg max Ui (511,311%
(5117 ll)

(I-1)T+h* -1

where Ula =D (I—1)Tta-1 = 0%k — be(GP) (resp.,
Zl DT +hP -1

k=(-)T a1 = —azp + be(GP)) is defined as

parts of Ul (resp., Ul ) calculated from the ath step to the
h th (resp., hPth) step of the Ith decision-making process.
These optimization problems are solved backward ev-
ery game period T from the (max{h® hP})th step
of the [th decision-making process. Note that to find
(& 1,5IA1 ). one needs to obtain (£7 (€} 1,5;“1)) before-

hand. Likewise, to find (Ell?l* (51,17511?1))’ one needs to ob-

tain (Ef; (ED), €/ (ED))), and s0 on. Also, note that while
8}?3* is not part of the defender’s strategy, it is still needed

for the attacker to obtain (?ﬁ; , 8{}3*). Therefore, outside the
defender’s ability characterized by its horizon length AP,
here we suppose that the attacker utilizes the strategy that
emulates the defender’s best response with longer horizon,
i.e., from part of the ut111ty function —Ul Throughout this

paper, we denote (8 Las El P D*) as the optimal strategies
accordmg to the player with longer horizon length and
(&, a,ElA(;, EDL) as the optimal strategies according to the
player with shorter horizon length.

In the step o < hP(< h*), the defender assumes that
the attacker’s optimal edges, e.g., in (12)), are based on the
defender’s utility function, which consists of AP steps only.
The defender’s optimal strategies according to the attacker,
e.g., in (I4), are based on the defender s perception of
the attacker’s optimal strategies, i.e., (& Q,SZAZ) since the
defender is not able to foresee the attacker’s strategy beyond
hP. For the attacker, since it is able to compute the optimal
strategy for the defender as well (due to the longer h*), the
attacker’s strategies in the steps with index o < AP, e.g.,
and (I3), are based on &P/

In this Stackelberg game setting, the defender’s strategy
space depends on the attacker’s strategy at the same step,
i.e., the defender can only recover edges attacked normally.
Hence, it is possible that the defender cannot perfectly apply
its strategy. Specifically the defender may not recover some
of 8,? , in which the energy is allocated, when the attacker
changes its own strategy. In this case, the defender will
apply the strategy only on the edges that can be recovered.
However, as explained above, it is natural that the recovery
of the edges not attacked still consumes energy. This will
be important to the discussion of consensus and clustering
as shown later.

The decision-making process of the players in this ex-
ample is illustrated in the game tree in Fig. [3] where the
blue line indicates the equilibrium path, i.e., the strategy
taken by the players following backward induction, for
h* = hP = 3. The green line indicates the equilibrium
path for h* = hP® = 2, and the magenta line indicates the
equilibrium path for A = 3, hP = 2. In step 2, the attacker

5)
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assumes that £25 comes from the utility over h* = 3. The
case where h* < hP can be similarly described.

B. Non-uniform Game Periods

In this subsection, we extend our discussion to the case
of non-uniform game periods 74 and T® for the attacker
and the defender, respectively. The corresponding decision-
making indices are I and [P, which respectively consist
of a® and aP steps. These periods 74 and TP are known
by both players as we consider the full information case.
To ensure that both players are able to obtain their own
strategies at any k, we set T4 < h® and TP < AP.

The game with non-uniform game periods is illustrated
in Fig.[Il The yellow rectangle indicates the set of decision-
making processes in one game, which follows a certain
pattern. A game is played, i.e., both players simultaneously
update their strategies, every lowest common multiple of
TA and TP denoted as lem (7T, TP); in Fig. [l the game
is played every 2 time steps. With this formulation, it
is expected that the players have better performance with
shorter game period.

From Fig.[Il we see that the players may not decide their
strategies at the same time. For example, at time k = 2,
only the attacker updates its strategy, whereas the defender
does not due to longer 7°. Since T4 and TP are known
by both players, at £ = 2 the attacker decides its strategy
considering the defender’s strategy that is obtained before
at k = 0. Furthermore, since h** = 6 in Fig. [l here the
attacker with the ability to compute for three time steps
ahead can only foresee three steps forward for the defender’s
2nd decision-making process.

Since the non-uniform game periods make the players
decide their strategies at different times, we use different
decision-making indices I* and IP to specify the decision-
making processes that occur at times (14 —1)T* and (1P —
1)TP for the attacker and the defender, respectively, where
the players maximize the utility functions (Z) and (8). Note
that different values of these indices for the players may
refer to the same time step; e.g., in Fig. [Il both A =2,
a® =1and [P =1, aP = 3 correspond to k = 2.

As the players decide their strategies at different times,
the optimization problems are different in each time. For
example, the optimal strategy of the attacker at time k = 2
in the case shown in Fig. [Tl is given by (only some steps
are shown due to space limitation):

e Step 6 QZ =7, Step 1 for defender):
5?]35(8276,526) € argrggx—UQG,
3,2

(16)

—Ax * *
(52,6(554)7536(554))63fg ax Uée(g?]?,z)a

(€2,6:E86) 17
e Step 5 gcA: 6, Step 4 for defender):
£24(E25:E25) € argmax Uy, (18)

2,4

—Ax «
(52,5(5%?3%5?5 (5%?3)) € arg (El{nag)i )U2A75(5£41),
2,5:¢2 5

’ 19)
e Step 2 (k = 3, Step 1 for defender):
—A —A
8%371 (52,27 52A,2) € arg I?gx U%?l (52,/37 géA,é)v (20)

2,1

—Ax «
(52,2(5?%5?,2(5?)) € arg max U2A,2(5%3,1)=

(52A,27£§,2) (21)

e Step 1 (k_:A*2):
(5271,521‘) € arg max UgA(EE).

(22)
(E51.88)

The attacker cannot compute more than h* = 6 time
steps ahead, and hence in (16) above the attacker will use its
own utility function U, lﬁ to estimate the defender’s optimal
edges at [P = 3. By k (mod TP) # 0, the defender does
not make a new decision and thus will apply the strategy
obtained in the previous time instead, e.g., 5? obtained at
k = 0. Therefore, it is then possible for the player with
shorter game period (in this case, the attacker) to benefit by
changing its strategies; for example, in the case explained
above, the attacker may benefit by changing £5 to avoid
the recovery by the defender in £, which has been set
and cannot be changed. In this game, it is assumed that the
player with longer horizon length is able to correctly recall
the strategy of the opponent that has been determined at the
same time as its own strategy, i.e., at ilcm(TA, TP),i € N.
For example, the attacker in this case knows &2 since it is
decided at time k = 0, i.e., the same time as the attacker’s
decision-making time. The strategies of the shorter horizon
player determined in the past but not at the same time are
also known by the longer horizon player as long as the
entire horizon of the shorter horizon player falls into the
same horizon of the longer horizon player.



IV. CONSENSUS ANALYSIS

We now examine the effect of the game structure and
players’ energy constraints on consensus. We note that our
earlier work [9] dealt with players’ performance given non-
uniform horizons, but consensus and cluster forming were
not discussed there, and utilities had different forms.

We first investigate the defender’s optimal strategies.

Lemma 4.1: There exists an infinite sequence ZD =
{11 ,12 beent of the defender’s decision-making indices
where Z?H > l and Z? € N such that in the Z?th decision-
making process, the optimal strategy for the defender in the
first step is to recover 5_]% ;é () as long as 5_’% ;é 0.

Proof: 'We note that 1f the defender does not recover from
nonzero normal attacks in the first step of the game, the
worst scenario is that agent states will eventually converge
to different values. Consequently, the attacker needs to keep
attacking the edges connecting the agents with different
states to keep them separated from other clusters. Suppose
that the agents are separated into clusters at the game with

index Z? Here, we can verify that it always holds:

ne S_D ,w)zzzpl(.,éfg ,5_% ), (23)

with 5A bemg the edges separating agents with different

states. In this case, the attacker needs to attack & % to keep

the agents from arriving at consensus. Note that is a
more specific form of z,(0,€,0) > 2zx(0,&,EP ), where
attacking all edges always gives the maximum value of zj.

From (23), the defender always benefits from recovering
nonzero number of edges, since zp , = =P, if the defender
does not recover any edge, which’ gives the least value of

utility. Since c(gZD 1) also gives the lowest value if the

defender does not recover, at the first step of the ZPth
game the defender’s utility with recovering nonzero edges
is always better than the case of not recovering any edge.
Since the defender constantly gains pP amount of energy at
each time, this action for the defender is the same for the
next games with indices 1. 1 7 9, and so on. |

The following two propositions provide necessary condi-
tions for the agents to be separated into multiple clusters
for infinitely long duration without achieving consensus.

Proposition 4.2: A necessary condition for consensus not
to occur is p® /3% > \, where ) is the connectivity of G.

Proof: 'We note that, without any recovery from the
defender (£ = 0), the attacker must attack at least A
number of edges with normal signals at any time k in
order to make g}f disconnected. If the attacker attacks A\
edges with normal jamming signals at all times, the energy
constraint (@) becomes (AN — p*)k < k?. Thus, the
condition p*/B* > X has to be satisfied for all . ]

Proposition 4.3: A necessary condition for consensus not
to occur is p*/ B > ) if either of the following two
conditions is satisfied:

(@) b=0, h® > h* and lem(T*, TP)
(b) b=0and TP = 1.

=T4; or

Proof: We prove by contrapositive; especially, we prove
that consensus always happens if p*/3° < X under the
specified conditions.

We first suppose that the attacker attempts to attack A
edges strongly at all times to disconnect the graph GP. From
(B]) the energy constraint of the attacker at time k£ becomes
(B A — pM)k < k®. This inequality is not satisfied for

higher k if p* /BA < A, since the left-hand side becomes
positive and x* is finite. Therefore, the attacker cannot
attack \ edges strongly at all times if p*/ B < A, and
is forced to disconnect the graph by attacking with normal
jamming signals instead. As a consequence, it follows from
Lemma (] that there exists an interval of time where the
defender always recovers, i.e., & ;é 0,3 =1,2,.

;é V) Note that this strategy is

always applied since it 1s for the first step of the game.

From the utility function in (8), given that b = 0, we
can see that the defender obtains a higher utility if the
agents are closer, which means that given a nonzero number
of edges to recover (at the first step of the games with
index l described above), the defender recovers the edges
connecting further agents. Specifically, for the sequence of
decision- making indices [7?, 73_1], there is a time step where
UR (€lD L = &) > UR(&), where & and & denote
the sets of edges connecting agents with further states and
closer states, respectively. Since by communicating with the
consensus protocol (1) the agents’ states are getting closer,
the defender will choose different edges to recover if the
states of the agents connected by the recovered edges 5,?
become close enough.

For Case (a), with P > h# and lem (T, TP) = T4, it
is guaranteed that the defender does not waste any energy
by recovering, since by having longer horizon length the
defender will accurately predict the attacker’s action. The
game period lem(T», TP) = T4 implies that the attacker
will never update its decision alone, i.e., the defender
also updates when the attacker updates, which prevents
the attacker to unilaterally change its strategy to avoid
the defender’s planned recovery. On the other hand, for
Case (b), the defender with TP = 1 will be able to perfectly
observe the attacker’s action, and hence can fully avoid the
possibility of wasting energy.

Consequently, for both Cases (a) and (b), if p* /3 [3 <A,
then there exists j € N depending on 7 such that the union
of graphs, i.e., the graph having the union of the edges of
each graph (V, U((é’\(é’k UER))UEP)), over the decision-

making index [/

are optimal given that E 2

PP +j(iz]]3 becomes a_connected graph for
all 4. These intervals [(I,; — 1)TP, (lz—l—](z) TP, i =
1,2,..., occur infinitely many times, since the defender’s
energy bound keeps increasing over time.

It is shown in [18] that with protocol (), the agents
achieve consensus in the time-varying graph if the union
of the graphs over bounded time intervals is a connected
gragh This implies that consensus is achieved if (V, J((€\
(&, UEM))UEP)) is connected over [l?,l?ﬂ(Z | for all 4.



The next result provides a condition for consensus to be
completely blocked and all agents are separated from each
other. It shows that the attacker should be capable to make
strong attacks on all the edges for all time.

Proposition 4.4: A sufficient condition for all agents not
to achieve consensus at infinite time is p* /3 [3 > €.

Proof:  As it holds za ,a(E,0,0) > ZlA aA (8; oA
El‘} aA,Ela aA) and c((V,0)) > c((V 8\(51A OéAUSlA aa)U
(ER AN El A.qa))), the function U/x has the highest value

if the attacker attacks all edges, ElA A = & or

ERX or = € With ph /B > |&|, the attacker can attack
all edges of G with strong jamming signals at any time k.
Thus, the attacker will attack £ strongly at the o*th step of
the IAth decision-making process, i.e., &a ,a = &, which
also prevents the defender from recovering any edge, i.e.,
512,041% = (), for all lA, a®. Thus the attacker will attack &
strongly at all time, separating agents into n clusters. W

Remark 4.5: So far we have obtained necessary condi-
tions and a sufficient condition based on the assumption
that the unsuccessful recovery, i.e., 5}3 \E A otill consumes
energy as formulated in (). The conditions in the case
where the defender does not lose energy from unsuccessful
recovery can be obtained in more intuitive forms. In such
a case, we assume that the energy consumptron of the
defender satisfies Zm o BPIED N ERI< KP + pPk. Then

necessary conditions to prevent consensus are p*/ B > A
if b= 0 and p*/B* > A otherwrse A sufficient condition

can be easily obtained as p*/ B > €]
The terms used for the necessary condition and the

sufficient condition in Remark 43l ie., A/B > )\,

pA/BA > )\, and pA/ﬁ > |£|, are the same as those
in Propositions 4.2] and [£.4] above, since the conditions of
those results are derived from the attacker’s ability rather
than the defender’s, as discussed in the proofs of the
propositions. For the case of b = 0, there is a difference
from Proposition that in a no-waste energy situation,
the defender’s horizon parameters no longer influence the
requirement for obtaining a tighter necessary condition.
This implies that the defender becomes weaker with energy
constraint ({]), since the necessary conditions to prevent
consensus become less tight.

Remark 4.6: For the node attack case characterized in
Remark 2.1l the necessary conditions pA /EA > X and

pA/BA > Xin Proposmons 4.2l and B3] to prevent con-
sensus change to p*/ BV > 1 and p* /B35 > 1, respectively,
since the attacker only needs to isolate an agent to prevent
consensus.

V. CLUSTERING ANALYSIS

In this section, we derive some results on the number
of formed clusters of agents at infinite tlme From Propo-
sition 4] above, it is clear that if p*/ B > |&|, then the
attacker can make n clusters by strongly attacking all edges
at all time. Thus, for the result below, we consider the case

where pA/BA <€l

Proposition 5.1: Define a vector © € RI€| with elements
©; := maxga|—; n((V,E\ EN)), with in((V, £\ E*)) being
the number of groups of graph (V, £\E”). Then the number
of formed clusters at infinite time is upper bounded by

* Ol

(@) b=0, h® > h* and lem(T#,TP)

(b) b=0and TP =1,

. @min“gMpA/ﬁAJ} otherwise.

if either

=T4; or

Proof: The i-th element of the vector © consists of the
maximum number of formed groups 7((V, £ \ £*)) given
the number of attacked edges to be ¢. As some edges need
to be attacked consistently to divide the agents into clusters,
the number of formed clusters at infinite time is never more
than the maximum number of groups at any time %k given
the same number of strongly attacked edges.

The rest of the proof follows from Proposrtron 4.3l For
the cases specified in (a) and (b) there, |p A/B | is the
maximum achievable number of edges that can be strongly
attacked at all times. If the conditions of Cases (a) or (b) do
not hold, then the maximum number of edges is [p* /84 ].
Thus, given the known graph topology G with |£| number
of edges, we can imply that depending on the values of
horizon lengths and the game periods A, RP, T, and
TP, the values in @ or in Oyingie|,|pr/pa]} give
the maximum number 0# clusters at infinite time. [ ]

We illustrate the results in Proposition[5.1]by considering
the unattacked version of the graph in Fig. 2l as G. In
this graph, the vector © is © = [2,2,3,4]T. Suppose
gA =1, EA = 2, p» = 3.5. In this case, if b = 0
and h®, RP, TA TP satisfy conditions (a) or (b) in
Proposition then the maximum number of clusters is
©, = 2; otherwise the maximum number of clusters is
O3 = 3. When the values of horizon lengths and game
periods satisfy condition (a) or (b) in Proposition it
follows that ©;,1 > ©O; holds for each ¢. This is because
under condition (a) or (b), the defender is stronger and thus,
the attacker may not be able to make more clusters when
the number of attacks increase.

Remark 5.2: For the node attack case characterized in
Remark in the upper bounds of the clusters in Propo-
sition 5.1} the vector © changes to ©y € RIYI with
elements Oy ; := maxya—; Ty ((V \ VA E\ E53)), where
ap((V\ VA, E\ €5)) is the number of groups of graph
(VA VA E\ EA) and & is the set of all edges adjacent to
agents V2. Assuming pA/BV < |V|, the terms ©
and © a3 then change to ©
respectively.

LA /B
v, (A ) and Oy 102 /880>

VI. NUMERICAL EXAMPLE

In this section, we show the effects of the horizon
lengths and game periods on the consensus speed and the
number of clusters by numerical simulation. Specifically,
we demonstrate that consensus may still be prevented if the
defender’s horizon parameters are sufficiently small, even
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Fig. 5. Wasted energy and total supplied energy, i.e., k° 4+ pPk, of the

defender for Cases 1 and 2

with relatively low energy parameters for the attacker. This
is related to the conditions in Propositions [£.2] and [£.3]

Consider a simple path graph consisting of three agents
(I€]= 2, A = 1) with the following parameters:

e Case 1: WA =3 WP =2, T4 =1, TP =2,
e Case 2: WA =hP =TA =7TP =2,

with b = 0, K0 = pP = 0.5, kA = pA = 1.5, 5" = 2,
B2 = P =1 in both cases. Notice that since pA/BA <
A = 1, the attacker is not able to strongly attack edges
at all time to keep the graph disconnected. Thus, in order
to prevent consensus, the attacker needs to continuously
change its strategies to make the recovery unsuccessful.

The attacker is stronger than the defender in Case 1,
since with h* > AP and T < TP the attacker can
look further forward and update their strategies more often.
Consequently, in this case the attacker may avoid the
recovery on £ either by canceling its planned attacks or by
changing to strong attacks instead. In Case 2, both players
have the exact same horizon parameters, implying that the
defender never wastes its energy since the attacker is not
able to unilaterally change its strategy.

Fig. M shows the evolution of agents’ states where agents
are being divided into two clusters in Case 1 while in
contrast, they converge to the same state in Case 2. This is
because in Case 2 the defender wastes all of its its energy
by attempting to allocate its resources to the edges that are
not attacked normally, as illustrated in Fig. Note that
the values of the horizon lengths and the game periods in
Case 2 satisfy the requirements in Proposition [£.3] to make
the necessary condition tighter, i.e., p /BA > X instead of
of p/B* > A. On the other hand, the horizon parameters
in Case 1 do not satisfy those requirements, making it easier
to prevent consensus.

VII. CONCLUSION

We have formulated a two-player game in a cluster for-
mation of resilient multiagent systems. The players consider
the impact of their actions on future communication topolo-
gies and agent states, and adjust their strategies according to
a rolling horizon approach. Conditions for forming clusters
among agents have been derived. We have discussed the
effect of the horizon parameters on the possible number
of clusters and consensus. In general, the attacker needs to
have sufficiently long horizon length and short game period
to prevent consensus, in addition to having sufficient energy
for generating attacks.
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