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Abstract—Quantum cryptography can provide a very high
level of data security. However, a big challenge of this technique
is errors in quantum channels. Therefore, error correction
methods must be applied in real implementations. An example is
error correction based on artificial neural networks. This paper
considers the practical aspects of this recently proposed method
and analyzes elements which influence security and efficiency.
The synchronization process based on mutual learning processes
is analyzed in detail. The results allowed us to determine the
impact of various parameters. Additionally, the paper describes
the recommended number of iterations for different structures of
artificial neural networks and various error rates. All this aims
to support users in choosing a suitable configuration of neural
networks used to correct errors in a secure and efficient way.

Index Terms—quantum cryptography, key reconciliation, error
correction, artificial neural networks

I. INTRODUCTION

The emergence and intensive development of the field of
quantum computing has put many cryptography algorithms at
risk. However, quantum physics also allows to achieve multi-
ple cryptography tasks. One of the most popular is quantum
key distribution [1]. Unfortunately, quantum communication
is not perfect and additional solutions are required to correct
any errors after the key distribution in the quantum channel.
Artificial neural networks can be utilized to correct these errors
[2]. It is a recently proposed solution which provides high
level of security and efficiency comparing to other existing
error correction methods.

This paper analyzes the impact of different neural networks’
parameters on the synchronization process. These parameters
influence the number of iterations required as well as the
security and efficiency of quantum cryptography. Therefore,
it is important to know which neural network scheme should
be chosen and which should be avoided. Additionally, the syn-
chronization requires the number of iterations to be specified.
Therefore, a recommended number of iterations for a particular
multiple neural network’s scheme is provided.

The paper is structured as follows. Related work is re-
viewed in Section 2. Section 3 presents the basics of quantum
cryptography, the architecture of the tree parity machine,

and error correction using this structure of artificial neural
networks. Analysis of synchronization parameters including
the recommended number of iterations for typical keys and
error rates is described in Section 4. Section 5 concludes the
paper.

II. RELATED WORK

The first quantum key distribution (QKD) protocol, intro-
duced in 1984 by Bennet and Brassard, is BB84 [3]. This
scheme uses the polarization state of a single photon to
transmit information. Since then, several other protocols have
been presented. One of them is the E91 protocol introduced
in 1991 by Ekerd [4]. It utilizes entangled pairs of photons
in the QKD process. However, some errors usually appear
during data exchange in the quantum channel. After the initial
QKD, there is a specific step: quantum bit error rate (QBER)
estimation based on the acquired keys. The QBER value is
usually low [5]. It must to be lower than the chosen threshold
used to detect the eavesdropper.

Several methods of correcting error incurred in the quan-
tum key distribution process have been developed. The first
described method – BBBSS – was proposed in 1992 [6].
However, the most popular is the Cascade key reconciliation
protocol [7]. It is based on multiple random permutations.
The Winnow protocol, based on the exchange of parity and
Hamming codes, is another method of error correction in the
raw key [8]. Its main improvement is the reduction of the
required communication between both parties. The third most
popular error reconciliation scheme is the low density parity
check approach. It offers a significant reduction of exchanged
information; however, it introduces more computation and
memory costs than the Cascade and Winnow protocols [7].

In 2019, another method of error correction in quantum
cryptography was proposed by Niemiec in [2]. The solution
uses mutual synchronization of two artificial neural networks
(ANN) to correct the errors. The tree parity machine (TPM)
is proposed as a neural network used in this approach. It is
a well-known structure in cryptography – the synchronization
of two TPMs can be used as a key exchange protocol. TPMs
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cannot be used as a general method to correct a selected error
because it is not possible to predict the final string of bits after
the synchronization process. However, it is a desirable feature
for shared keys which should be random strings of bits.

III. QUANTUM CRYPTOGRAPHY SUPPORTED BY
ARTIFICIAL NEURAL NETWORKS

Symmetric cryptography uses a single key to encrypt and
decrypt secret messages. Let’s assume that Alice and Bob, the
two characters used in describing cryptography protocols, are
using symmetric encryption. The goal is to send information
from Alice to Bob in a way that provides confidentiality. To
achieve this, Alice and Bob need to agree on a shared secret
key. Alice encrypts confidential data using the previously
chosen key and Bob decrypts it using the same key. The same
key is applied to encrypt and decrypt the information, hence
the name: symmetric-key encryption. It is worth mentioning
only the one-time-pad symmetric scheme has been proven
secure but it requires a key not smaller than the message being
sent.

In general, symmetric-key encryption algorithms – for ex-
ample the Advanced Encryption Standard (AES) [9] – per-
form better than asymmetric-key algorithms [10]. However,
symmetric-key algorithms have an important disadvantage
compared to asymmetric-key schemes. In the symmetric key
encryption scheme, the key needs to be safely distributed
or established between Alice and Bob [11]. The symmetric
key can be exchanged in a number of ways, including via
a trusted third party or by direct exchange between involved
parties. However, both methods introduce some vulnerabili-
ties, including passive scanning of network traffic. A method
where the eavesdropper can be easily detected uses quantum
mechanics to establish keys between Alice and Bob. It is called
the quantum key distribution protocol.

A. Quantum key distribution

Quantum mechanics allows for secure key distribution1

among network users. Two main principles are the core of
the security of QKD: an unknown quantum state cannot be
copied [12], and the quantum state cannot be estimated without
disturbing it. One of the most popular QKD protocols which
uses those principles is the BB84 scheme [3].

The BB84 protocol uses photons with two polarization
bases: rectilinear or diagonal. Alice encodes a string of bits
using photons on a randomly chosen basis. After that, all the
photons are sent through a quantum channel. Bob randomly
chooses a basis for each photon to decode the binary 0 or
1. Alice and Bob’s bases are compared through a public
communication channel. Each bit where both parties chose the
same basis should be the same. However, when Bob measures
the photon in a different basis than Alice, this bit is rejected.
The remaining bits are the same for both parties and can be
considered as a symmetric key. Next, the error estimation

1In fact, a key is not distributed but negotiated. However, the term
’distribution’ is consistently used in this paper to be consistent with the
commonly accepted name of the technique.

is performed. Randomly chosen parts of the keys between
Alice and Bob are compared to compute the QBER value.
If the comparison results in a high error rate, it means that
the eavesdropper (Eve) is trying to gain information about
the exchanged photons. However, the quantum channel is not
perfect, and errors are usually detected due to disturbance,
noise in the detectors or other elements. The number of errors
introduced by the quantum channel’s imperfections must be
considered while deciding the maximum acceptable error rate.

The differences between Alice and Bob’s keys need to
be corrected. Several error correction methods are known.
BBBSS is the earliest scheme proposed in [6]. It is mainly
based on parity checks. The most popular method is the
Cascade protocol [13]. It is an improved version of BBBSS
and requires less information to be sent between Alice and
Bob through the public channel. The Cascade protocol and
its predecessor are based on multiple parity checks. The basic
idea is that the keys are divided into blocks of a fixed size.
The number of bits in each block depends on the previously
calculated QBER value. Alice and Bob compare the parities
of each block to allow them to find an odd number of errors.
If errors are detected in a given block, it is split into two.
The process is repeated recursively for each block until all
errors are corrected. It concludes a single iteration after which
Alice and Bob have keys with an even number of errors or
without any errors. Before performing the following iterations,
the keys are scrambled, and the size of the block is increased.
The number of iterations is predetermined. As a result of this
process, Alice and Bob should have the same keys. However,
it is not always the case. A number of iterations or block sizes
can be chosen incorrectly and cause failure in error correction.
Additionally, the algorithm performs multiple parity checks
over the public channel, which can be intercepted by an
eavesdropper (Eve). As a result, Eve can construct a partial
key. Alice and Bob should discard parts of their keys to
increase the lost security. This reduces the performance of
this method since the confidential keys must be shortened in
the process. Another error reconciliation method is based on
mutual synchronization of artificial neural networks.

B. Tree parity machine

An artificial neural network (ANN) is a computing system
inspired by biological neural networks [14]. ANNs are used
to recognize patterns and in many other solutions in the fields
of machine learning. ANNs consist of multiple connected
nodes (artificial neurons), with each neuron representing a
mathematical function [15]. These nodes are divided into three
types of layers: the first (input) layer, at least one hidden layer,
and the output layer. The connections between neurons in each
layer can be characterized by weights.

In cryptography, the most commonly used neural network is
the tree parity machine (TPM) [16]. A scheme of this model
is presented in Fig. 1. There are K×N input neurons, divided
into K groups. There is a single hidden layer with K nodes.
Each of these nodes has N inputs. The TPM has a single
output neuron. The connections between input neurons and



hidden layer neurons are described by weights W – integers
in the range [−L, L], thus L is the maximum and −L is
the minimum weight value. The values of σ characterize the
connections between the hidden layer neurons and an output
neuron. The output value of the TPM is described by τ .

The value of σ is calculated using the following formulas:

σk = sgn(

N∑
n=1

xkn ∗ wkn) (1)

sgn(z) =

{
−1 z ≤ 0

1 z > 0
(2)

Due to the usage of the presented signum function, σ can take
two values: 1 or −1. The output value of TPM is calculated
as:

τ =

K∏
k=1

σk (3)

This neural network has two possible outcomes: 1 or −1.
For the TPM structure, multiple learning algorithms are

proposed. Most popular are Hebbian, anti-Hebbian, and ran-
dom walk. The leading is the Hebbian rule [17]. The Hebbian
algorithm updates ANN weights in the following manner:

w∗
kn = vL(wkn + xkn ∗ σk ∗ θ(σk, τ)) (4)

where θ limits the impact of hidden layer neurons whose value
was different than τ :

θ(σk, τ) =

{
0 if σk 6= τ

1 if σk = τ
(5)

The vL function makes sure that the new weights are kept
within the [−L, L] range:

vL(z) =


−L if z ≤ −L
z if − L < z < L

L if z ≥ L
(6)

The TPM structure allows for mutual learning of the two
neural networks [18], primarily based on updating weights
only when the outputs from both neural networks are the same.
The input values are random and the same for both Alice and
Bob’s TPMs. Inputs are updated in each iteration. The security
of this process relies on the fact that cooperating TPMs can
achieve convergence significantly faster than Eve’s machine,
which can update weights less frequently. The TPM is most
commonly used in cryptography to exchange a secret key. This
usage is defined as neural cryptography [19]. Alice and Bob
mutually synchronize their TPMs to achieve the same weights.
After the synchronization process, these weights provide a
secure symmetric key.

C. Error correction based on TPMs

TPMs can be utilized during the error correction process
in quantum cryptography [2]. The neural network’s task is to
correct all errors to achieve the same string of confidential bits
at both endpoints. Firstly, Alice and Bob prepare their TPMs.
The number of neurons in the hidden layer (K) and the number
of input neurons (N ) is determined by Alice and passed on
to Bob. The value L must also be agreed between the users.
The keys achieved using the QKD protocol are changed into
integer values in the range [−L, L]. These values are used
in the appropriate TPMs as weights between neurons in the
input layer and the hidden layer. Since Alice’s string of bits
is similar to Bob’s (QBER is usually not high), the weights
in the created TPMs are almost synchronized. At this point,
Alice and Bob have constructed TPMs with the same structure
but with a few differences in the weight values.

After establishing the TPM structure and changing bits to
weights, the synchronization process starts. It consists of mul-
tiple iterations, repeated until common weights are achieved
between Alice and Bob. A single iteration starts from Alice
choosing the input string and computing the result using the
TPM. After that, the generated input string is passed on to Bob,
who computes the output of his TPM using the received input.
Then, the results are compared. If the outputs of both TPMs
match, the weights can be updated. Otherwise, the process is
repeated with a different input string.

After an appropriate number of iterations, the TPMs are
synchronized and Alice and Bob can change the weights back
into a string of bits. The resulting bits are the same. However,
the privacy amplification process after error correction is still
recommended [20]. The reduction of the key protecting Alice
and Bob from information leakage is defined as [2]:

Z = log2L+12
i (7)

where i is the number of TPM iterations.
This usage of TPM is safer than the neural cryptography

solution, because weights are similar before the synchroniza-
tion. Therefore, significantly fewer iterations are required to
achieve convergence than the randomly initialized weights
in key establishing algorithms. It is worth mentioning this
method of error correction is characterized by high efficiency,
e.g. requires approximately 30% less iterations than Cascade
algorithm [2].

IV. ANALYSIS OF THE SYNCHRONIZATION PROCESS

The crucial decision regarding the error detection approach
based on TPMs is the number of iterations during the syn-
chronization process. This value should be as low as possible
for security reasons. However, it cannot be too low, since
neural networks will not be able to correct all errors in the
key otherwise. It is the user’s responsibility to select the
appropriate value for the error correction. The main objective
of the analysis is to determine the impact of various neural
network parameters on the synchronization process. Another
goal is to provide a recommended number of iterations for
users.
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Fig. 1. Model of tree parity machine.

A. Testbed

The experiments require an application to simulate the error
correction process based on artificial neural networks. The
application for correcting errors arising in quantum key distri-
bution was written in Python and uses the NumPy package – a
library for scientific computing which provides fast operations
on arrays required by the TPM. The functions provided by
NumPy satisfy all necessary calculations to achieve neural
network convergence. Synchronization of TPMs is performed
over sockets to allow real-world usage of this tool. The
Hebbian learning algorithm for updating weights is used.

The developed application makes it possible to correct errors
in the keys using quantum key distribution protocols. The users
are also able to correct simulated keys with the chosen error
rate. It helps if users do not have strings of bits created by a
real QKD system. An important feature of the tool is its ability
to select neural network parameters. The user can personalize
the synchronization process, starting from the key length and
error rate. The least sufficient number of bits was used for
translation into a single integer (values of the weights must be
in the range [−L, L]). It was demonstrated that the number of
hidden neurons and the number of inputs depend on the chosen
key length and L value. Therefore, users need to select these
parameters taking into account the requirements and needs.

During the experiments the minimum number of returned
required iterations for a single TPM configuration was set
to 200. The maximum number of iterations was limited to
1000. Additionally, the maximum number of retries in a single
iteration was limited to 10 to speed up the simulation process.
Finally, 1880 different scenarios were analyzed. All possible
TPM configurations for key lengths varying between 100 and
700 with a 100 bit step are available. Moreover, the data is
available for other keys with lengths varying between 128 and
352 with an 8 bit step. Between 350 and 500 synchronizations

were performed for each TPM. It was assumed that this
number of iterations is sufficient to achieve convergence.

B. Recommended number of iterations

To obtain the recommended number of iterations of TPMs
for successful error correction, the sum of means and standard
deviations of the results was calculated. The median and
variance values were calculated as well for comparison. The
full results are available online2. The selected part – the neural
network configurations where the key length equals 256 bits
with the recommended number of iterations – is presented in
Tab. I.

Fig. 2. Histogram for number of iterations (TPM with a 256 bit key, N = 16,
K = 4, L = 4, QBER = 3%).

2Recommended numbers of iterations for 1880 different scenarios –
TPM structures and QBER values – are available from: http://kt.agh.edu.pl/
∼niemiec/ICC-2023 This is mainly based on possible key lengths which vary
between 128 and 500 bits with 4 bit steps. Additionally, keys with lengths
between 500 and 700 with 100 bit steps are included.

http://kt.agh.edu.pl/~niemiec/ICC-2023
http://kt.agh.edu.pl/~niemiec/ICC-2023


TABLE I
RECOMMENDED NUMBER OF ITERATIONS FOR TPMS GENERATED FOR

256 BIT KEYS

Weights
range
{−L, L}

QBER
[%]

Number
of inputs
to a single
hidden
neuron
[N]

Number
of
hidden
neurons
[K]

Recommended
number of
iterations

2 1 2 43 154
2 1 43 2 51
2 2 2 43 179
2 2 43 2 59
2 2 86 1 24
2 3 2 43 188
2 3 43 2 64
2 3 86 1 25
3 1 2 43 218
3 1 43 2 71
3 1 86 1 33
3 2 2 43 309
3 2 43 2 94
3 2 86 1 39
3 3 2 43 325
3 3 43 2 97
3 3 86 1 40
4 1 2 32 450
4 1 4 16 496
4 1 8 8 301
4 1 16 4 176
4 1 32 2 125
4 2 2 32 554
4 2 4 16 701
4 2 8 8 483
4 2 16 4 264
4 2 32 2 152
4 3 2 32 609
4 3 4 16 772
4 3 8 8 542
4 3 16 4 302
4 3 32 2 164

Fig. 2 shows the histogram of data gathered for a sin-
gle neural network configuration. The distribution is right-
skewed. The mean value is greater than the median. It is a
common characteristic for other tested TPM configurations. If
the distribution is not positively skewed, it is symmetrical.
The recommended number of iterations for the presented
configuration, according to Tab. I, equals 302. It is based on
the sum of the mean and standard deviation values. For all
presented TPM configurations, this sum gives an 84% chance
of successful synchronization, assuming a normal distribution
of results. For the right-skewed distribution, similar to the one
presented in Fig. 2, the probability of success is higher. The
85-th percentile for the given set is equal to 276 – less than
the proposed value. In this case, after choosing the suggested
number of iterations the user has more than an 88% chance
of success.

Knowing the lowest required number of iterations is im-
portant because it reduces the risk of a successful attack by
Eve. The attacker could create independent TPMs and try
to synchronize one of them with Alice or Bob’s machine.
The recommended number of iterations increases the security

of this solution because Alice and Bob require far fewer
iterations to synchronize, compared to Alice (or Bob) and Eve
synchronizing using random weights.

C. Impact of TPM structures

The results of simulations allow us to analyze how TPM
structures affect the number of required iterations during the
synchronization process. Fig. 3 shows the number of required
iterations depending on the K and N parameters. It shows
two different TPM configurations: one with a 144 bit key and
another with a 216 bit key. These configurations were chosen
due to having a similar number of possible K and N pairs.
For a given key length, L value and error rate there is a limited
number of possible N and K values. The K value changes
in inverse proportion to the N value. As presented in Fig.
3 the speed of the TPM synchronization process depends on
the neural network structure (N and K values). The number
of required iterations increases alongside the higher number
of neurons in the hidden layer (K). The trend is similar for
both presented TPMs. After achieving a certain threshold,
the number of recommended iterations increases slowly. The
results fit the logarithmic trend line. It means that after a
certain K value, increasing this parameter further does not
affect the synchronization speed as much as under a certain
threshold.

Fig. 3. Number of iterations for TPMs with 144 and 216 bit keys for different
K value.

Other configurations of the selected TPMs were studied
based on the increasing error rate of the keys. Two configura-
tions with 128 and 256 bit keys were tested. The average of
every possible configuration of the recommended number of it-
erations was calculated for different QBER values. The results
are presented in Fig. 4. This confirms that a greater number
of errors results in a higher average number of recommended
iterations. It confirms the applicability of TPMs to correct
errors emerging in quantum key distribution, where the error
rate should not be higher than a few percent. Therefore, the
eavesdropper needs more iterations to synchronize its TPM.

Additionally, it was verified that value L has an exponential
impact on the average recommended number of iterations. The
data was gathered using a similar approach to the study with



Fig. 4. Number of iterations for TPMs with 128 and 256 bit keys depended
on the QBER.

the impact of QBER. The average recommended number of
iterations of each configuration for a given L was calculated.
Fig. 5 shows the exponential trend line. It is worth mentioning
that the impact of L value on the synchronization time is
significant.

Fig. 5. Number of iterations for TPMs with 128 and 256 bit keys dependent
on the L value.

It is the user’s responsibility to choose the best possible
configuration for a given key length and QBER value. The
analysis shows that the L value should be chosen carefully
since it exponentially affects the required number of iterations.
Additionally, the choice of the K value should be made
with caution due to its logarithmic impact on the number of
iterations.

V. SUMMARY

The analysis of the TPM synchronization process used for
error correction purposes was presented in this paper. It shows
that the parameters of the TPM structure have an impact on
the synchronization time and security of this error correction
method. However, different parameters of artificial neural
networks have different effects. Therefore, users should be
aware of how to choose the configuration of neural networks
used to correct errors in a secure and efficient way. One of

the deciding factors which need to be selected is the number
of iterations. The paper describes the recommended number
of iterations for different TPM structures and QBER values
to assist users in this step. The numbers recommended by the
authors are as low as possible but with a high probability of
successful synchronization to ensure secure and efficient error
correction based on artificial neural networks.
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