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Outer Bounds on the CEO Problem with
Privacy Constraints

Vamoua Yachongka

Abstract—We investigate the rate-distortion-leakage region of
the Chief Executive Officer (CEO) problem with a passive
eavesdropper and privacy constraints, considering a general
distortion measure. While an inner bound directly follows from
the previous work, an outer bound is newly developed in this
paper. To derive this bound, we introduce a new lemma tailored
for analyzing privacy constraints. As a specific instance, we
demonstrate that the tight bound for discrete and Gaussian
sources is obtained when the eavesdropper can only observe
the messages under logarithmic loss distortion. We further
investigate the rate-distortion-leakage region for a scenario where
the eavesdropper possesses the messages and side information
under the same distortion, and provide an outer bound for this
particular case. The derived outer bound differs from the inner
bound by only a minor quantity that appears in the constraints
associated with the privacy-leakage rates, and it becomes tight
when the distortion is large.

Index Terms—Eavesdropper, logarithmic loss, privacy leakage,
rate region, the CEO problem.

I. INTRODUCTION

The Chief Executive Officer (CEO) problem, introduced by
Berger et al. in [1]], can be viewed as a particular case of
multiterminal source coding [2], [3]. As depicted in Fig. El,
multiple encoders observe noisy measurements of a remote
source and separately transmit compressed messages to the
decoder. The task of the decoder is to reconstruct the original
source sequence within a prescribed distortion level, taking
into account the independent noises added during the obser-
vation process. Practical applications related to this problem
encompass a broad range of areas, with a focus on distributed
sensor networks [4] and collaborative communications [3]].

In the early 1980s, an achievable rate-distortion region of
the CEO problem with two encoders was studied in [6]. Later,
an alternative expression of the achievable region and some
code-design techniques were developed in [7]]. The problem
was generalized by Berger et al. in [1]] for discrete sources.
The case of Gaussian sources and quadratic distortion was
studied in [8]], where the asymptotic trade-off between sum
rate and distortion was characterized. This characterization
was subsequently refined in [9]]. The CEO problem has been
broadly investigated in many subsequent papers, but even
to date, finding a tight rate-distortion region for a general
distortion measure remains to be solved.
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For some special cases, however, notable progress has been
made. The tight rate-distortion region for the quadratic Gaus-
sian CEO problem has been elegantly delineated in [[10[]—[/12].
Numerous extensions of the scalar Gaussian case are found
in [[13|-[20]]. The vector Gaussian source, for which the tight
rate-distortion region has not been clarified, is extensively dis-
cussed in [21]-[24]. Additionally, some new results have been
presented for the non-regular CEO problem in [25], as well as
for both regular and non-regular CEO problems incorporating
a generalized distortion metric in [26]. Logarithmic loss (log-
loss) distortion, which allows the decoder to reproduce the
sequence generated by the remote source with a soft decision,
emerges as an alternative distortion metric that yields the tight
bound for the CEO problem [27]. Based on this fundamental
result, a practical coding scheme is proposed in [28]], [29] for
the binary CEO problem. Expansions to continuous alphabets
for complete characterizations of the logarithmic Gaussian
CEO problem for scalar and vector Gaussian sources can be
found in [30] and [31]], respectively.

In physical layer security, privacy conservation of sensitive
information sources is important and commonly arises in many
real-life applications such as secure-packet transmissions in
distributed sensor networks as well as smart-grid systems [32]],
privacy in database [33]], [34], confidential images sharing
in satellite communications [35[, and key agreement using
physical unclonable functions (PUFs) [36], [37]]. See also
[38]-[41] for discussions of multi-party function computations
with privacy. Taking the privacy issues into consideration,
multiterminal source coding in the presence of a passive
eavesdropper (Eve) has been investigated in [42], [43]], where
Eve can obtain not only the messages sent over the noise-
free link connected among encoders and the decoder but also
a correlated sequence of the source, called side information
(SD in this paper. In [43]], compared to the conventional
setups where the compression-rate and distortion constraints
are imposed, the secrecy constraints are newly added in the
problem formulation of the CEO problem to evaluate the
maximum equivocation rates between the source sequence and
the information available at Eve. The authors in [43]] derive
inner and outer bounds on the rate-distortion-equivocation
region under a general distortion measure, and as an example,
they also derive an achievable region for the model where the
messages and SI are available at Eve, as well as the tight
region for a simpler model where Eve does not have access
to the correlated sequence under the quadratic distortion.

Nevertheless, with the secrecy constraints, in case one
considers log-loss distortion, the tight bound may not be
obtained even if the simpler model is taken into consider-
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Fig. 1. The CEO problem with two encoders where Y]* and YJ* denote
measurements of source sequence X" observed through channels Py, | x and
Py, | x, respectively. The compressed messages Ji1 and Jp are transmitted
to the central decoder over noiseless channels. The decoder utilizes these
messages to reconstruct X", a reproduced sequence of the source X ™.

ation (see Appendix [D] for a counterexample). In different
settings, a privacy-leakage constraint, which evaluates the
minimal amount of leakage on the measurement observed at
the encoder gained by Eve, is analyzed in multiterminal source
coding with an untrusted public helper in [44], where the tight
bound under log-loss distortion is attained. Inspired by this
result, in this paper, we impose privacy-leakage constraints
instead of equivocation constraints in the problem formulation
of the CEO proble and aim to characterize the optimal
trade-offs among compression rates, privacy-leakage rates, and
distortion, referred to as the rate-distortion-leakage region in
the sequel, under log-loss distortion. Moreover, we note that
the difference between the privacy and secrecy constraints is a
conditional entropy. By a simple deduction of the inner bound
and outer bounds of the rate-distortion-equivocation region
under a general distortion measure derived in |43, Theorems 1
and 2], we can obtain the counterparts on the rate-distortion-
leakage region for the CEO problem. However, the resulting
expression for the outer bound is somehow simplistic and
offers limited insights into the possibility of deriving a tighter
bound for the log-loss case. Therefore, in this paper, we are
also interested in exploring a novel outer bound for a general
distortion measure.

It is worth noting that the recent developments in [45], [46]
discuss the utilization of private keys that are confidential
from Eve and shared among the encoders and decoder be-
forehand in order to conceal the privacy of source sequence
in multiterminal source coding with decoder-side information.
In contrast to these studies, our objective is to determine the
minimal achievable privacy-leakage rates without assuming
the use of private keys, which is motivated by the fact that
the ideal assumption of perfect confidentiality on the private
keys from Eve may not be realistic in some practical scenarios
[47]. Furthermore, in our system model, the decoder does not
have access to a noisy version of the source sequence and
is interested in reconstructing the sequence generated by the
remote source, rather than the measurements observed at the
encoder.

The main contributions of this paper are summarized as
follows:

e We derive a novel outer bound on the rate-distortion-

leakage region of the CEO problem with Eve under a
general distortion measure. Compared to the outer bound

'We deal only with the CEO problem with two encoders since the m-link
(m > 2) case follows by a straightforward argument [27].

obtained by a simple reduction from [43} Theorem 2], this
new bound bears a closer resemblance to the expression
of the inner bound. To obtain the novel outer bound, we
establish a lemma to bound the privacy-leakage rates and
their sum rate explicitly.

« We demonstrate that it is possible to characterize a tight
bound for the model without SI at Eve under log-loss
distortion for both discrete and Gaussian sources by
evaluating the privacy-leakage rates. Moreover, numerical
examples are conducted for a case where compression
rates are fixed. The obtained results reveal that the
distortion is in a saturation state as the privacy-leakage
rate becomes large, implying that further improvement on
the distortion is not possible. In addition, as the distortion
decreases, the compression rates as well as the privacy-
leakage rate increase.

« We provide an extended version of the lemma used for
analyzing the outer bound under a general distortion
measure, and apply this lemma to characterize an outer
bound under the log-loss distortion for the model with
SI at Eve. The derived bound does not generally match
the inner bound, but the difference between these bounds
is only a quantity that appears in the constraints of the
privacy-leakage rates and their sum rate. Also, when the
distortion is large, the inner and outer bounds become
tight.

For notation, uppercase X and lowercase x denote a
random variable (RV) and its realization, respectively. The
probability mass function of RV X is written as Px(-).
The superscript n denotes n-length sequences across time,
e.g., X" = (Xy,Xs,---,X,), where the subscript repre-
sents the position of an RV in the string. Denote X™\! =
(X1, X1, Xoqq,-- . Xp) and X4 = (Xi 0 k € A)
for a set A. For integers j and k such that (s.t.) j < k,
[j: k] ={4,+1,---,k}. The closed interval between real
numbers z and y is denoted by [z, y]. The set of non-negative
real numbers is denoted as R, E[-] denotes the expected value
of a random variable, and logz (xz > 0) is the logarithm of
base two.

The rest of this paper is organized as follows: We describe
our system model and formulate the achievability definition
in Section [[II An outer bound on the rate-distortion-leakage
region under a general distortion measure is given in Section
Section [[V] presents the statement of our main results under
log-loss distortion measure, and finally, concluding remarks
and future work are given in Section

II. SYSTEM MODEL AND PROBLEM FORMULATION

A. System Model

Our system model is described in Fig. 2] Random vectors
X" and X" stand for the source sequence and its recon-
structed version, respectively. Assume that the sequence X"
is independently and identically distributed (i.i.d.) generated
from the source Px, and the channel to the first encoder
(agent) f1 (X, Py;|x, V1), the channel to the second agent f>
(X, Py,x,Y2), and the channel to Eve (X, Py x, Z) are all
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Fig. 2. System model of the CEO problem in the presence of a passive
eavesdropper.
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discrete and memoryless. The joint distribution of the random
vectors X", Y", Yy, Z™ is given as

(1)

For k € {1,2}, let J; be the set of messages generated from
the agent f. We basically assume that all alphabets )V, X,
and Z are finite, which will be relaxed for the derivation of
Gaussian sources in Section [V-Al

The agent f;, generates message Jr € Jr, which we
denote as J = fr(Y}). The message J; can be regarded
as compressed versions of Y, and both J; and J, are
passed to the decoder g (the CEO or the fusion center) via
public noiseless channels, over which the sent information
can completely be intercepted by Eve. Upon receiving the
messages, the CEO reconstructs a lossy version of the original
source sequence as X" = g(.J1, Ja).

The distortion measure between the source and recon-
structed sequence is expressed as

n
PX"YleznZn = Ht:l PYl,t|Xt ’ PXt ’ Pyz,t‘Xt ’ PZt‘Xt'

Zd xt,xt

where d : X x X — R, is a single-letter measure.

Eve observes Z" and passively eavesdrops on (.J1,.J2). She
uses this information to sniff the source sequence X", which
is hidden from the public networks. In this paper, our objective
is to evaluate the minimum amount of leakage of X to Eve.

B. Problem Formulation

The achievability definition of our model is defined as
follows:

Definition 1. A tuple of compression rates, privacy-leakage
rates, and distortion (Ry, Ro, L1, Lo, D) € Ri is said to be
achievable if for small enough 6 > 0 and large enough n,
there exist encoders (f1, f2) and decoder g satisfying

log | T < n(Ry + 6), (storage rate)  (3)
I(X™ Jo|Z™) < n(Ly, +6), (privacy leakage) (4)
E[d™ (X", X™)] < D+, (distortion) 4)

Sfor k € {1,2}. 0

Definition 2. R is defined as the closure of the set of
all achievable rate tuples, called the rate-distortion-leakage

region in this paper. Moreover, inner and outer bounds of R
are denoted as Ri, and Rout, respectively, where it holds that
Rin € R and Rout 2 R. For a special case where the log-
loss distortion is used, we deploy RE, and RL,, to denote the
inner and outer bounds, respectively. O

The technical meaning of each constraint in Definition [I]
can be interpreted as follows: The constraint (3) is imposed to
minimize the set of messages to reduce the transmission and
hardware cost, (@) evaluates the minimal amount of privacy
leakage of the source sequence to Eveﬂ and (B) indicates that
the distortion between X" and X" should not exceed D.

III. INNER AND OUTER BOUNDS FOR GENERAL
DISTORTION MEASURE

In this section, we present inner and outer bounds on
the rate-distortion-leakage region under a general distortion
measure. The inner bound directly stems from the result
presented in [43, Theorem 1]. In contrast, the outer bound is
newly derived, and its expression shares more similarity with
the inner bound compared to the one obtained by a simple
deduction from [43, Theorem II].

A. An Inner Bound

The inner bound on the rate-distortion-leakage region is
given below, where the time-sharing random variable @,
independent of (X, Y}, Z), is used for convexification.

Theorem 1. An inner bound Ri, on the rate-distortion-
leakage region is characterized as the closure of the set of
all rate tuples (Ry, R, L1, Lo, D) € RY s.1.

Ry > I(Y1;U1|U2,Q), Ry > 1(Y2;U2|Ub,Q), (6)
Ri + Ry > 1(Y1,Y2;U1,U3|Q), (7N
Ly > I(X;U1|Us, Q)
+1(V1;U2|Q) — 1(Z;1]|Q), 3
Ly > I(X;Us|U1, Q)
+1(Va; h|Q) — 1(Z;V2|Q), ©)
Ly + Ly > I(X; Uy, Us|Q) + I(V1;V2|Q)
- 1(Z;N|Q) — I(Z; V2|Q), (10)
Ry + Ly > I(Y1, X; U1, U2|Q) — 1(Z;V3|Q), (11)
Ry + Ly > I(X,Yo; U1, Us|Q) — 1(Z; V1]|Q), (12)
D > E[d(X, X(U1,Us,Q))] (13)

for all joint distributions Py, v, v, x zv,U,v,Q factorized as
2

Px Pz x Pq H Py, 1x PuyviPviuiq
k=1

with [Vi| < Vil + 8, [Us| < (|Vk| + 8)(IVk| +6), |Q| <6,
and a reproduction function X : Uy X Us x Q — X.

Proof: As the privacy constraint in (@) can be expressed
as H(X"|Z™) — H(X"|Jy, Z™), Theorem [1] is immediately

(14)

’In Deﬁnition @) assesses the privacy leakage at each agent separately.
The exploration of joint leakage, represented by I(X™; Jq, J2|Z™) as dis-
cussed in [39], [46} Section III], will be a subject of future analysis.



obtained by subtracting the right-hand side of each constraint
in [43, Theorem 1] from H(X|Z). For a detailed expansion of
the right-hand side of each constraint in [43] Theorem 1] with
the Markov chains defined in (T4), the readers are referred to
[43, Appendix F]. O

The constraints (6), and in Theorem [I] coincide
with the Berger-Tung inner bound [2], [3] when the auxiliary
sequences (V" U7, U3, Vy') are reliably estimated at the
decoder within a certain distortion level D. Equation (9)
expresses the minimal amounts of the privacy-leakage rate at
each agent, and is their sum rate. The conditions
and (T2) reflect trade-offs of the compression and privacy-
leakage rates from different agents. This trade-off suggests that
in terms of the sum rate, the inner region of the CEO problem
with privacy constraints is not only constrained by the sum
rate of compression rates and the sum rate of privacy-leakage
rates but also a jointly mixed combination of these rates from
distinct agents.

B. An Outer Bound

In this subsection, we provide an outer bound on the rate-
distortion-leakage region of the CEO problem under a general
distortion measure, which is one of the main contributions in
this paper. For k € {1, 2}, we define the index

K =3—k, (15)
and an information quantity
& = 1(Vi; Up [Yie, Yir, Q). (16)

Note that if auxiliary random variables V;, Uy, Us, Vo satisfy
the long Markov chain in (T4), the quantity & is just zero.

Theorem 2. An outer bound R.. on the rate-distortion-
leakage region is provided as the closure of the set of all

rate tuples (R, R, L1, Lo, D) € RY s.1.

Ry > I(Y1;U1|U2,Q), Re > 1(Y2;Us|U1, Q),
Ry + Ry > I(Y1,Y2;U1,Us|Q),

Ly > I(X;V1|V2, Q) + I(V1; Us|Q) — 1(Z; 1|Q) — &1,

Ly > I(X; V2|V, Q) + I(Va; Uh|Q) — I(Z; V2|Q) — &2,
Li+ Ly > I(X; Vi, V5|Q) + I(V1; V2|Q) — I(Z; V1]Q)

—I(Z; V2|Q) — min{&1, &},

Ry + Ly > 1(Y1;U1|Uz, Q) + 1(X;V2|Q) — 1(Z;V2|Q),
Ry + Ly > 1(Ya;U2|Ur, Q) + I(X; V1|Q) — 1(Z; V1] Q),

D > E[d(X, X (U1, Us,Q))], a7

where random variables (V1,U1,Y1,X, Z, Y, Us, Vo) satisfy
the Markov chain Vi, — Uy, — Yy — X — (Yyr, Z) for given k
and Q. The cardinalities of auxiliary random variables can be
limited to |Vi| < |Vi|+ 10 and |Ug| < (|Vi| + 10)(|Vk| +5),
|Q| < 6, and a reproduction function X : Uy XxUs x Q — X.

Proof:  See Appendix [A] O

IV. LoG-L0SS DISTORTION MEASURE

For log-loss distortion measure, the reconstruction alphabet
X is defined as the set of probability distributions on X. Given

ry € X and z; € X , the symbol-wise distortion in (@) is
defined as

1
d(x¢, 3¢) = log <5€t($t)) forte[l:n], (18)

where 3 (-) is the tth symbol in the reconstructed sequence
2™, and this distribution is evaluated based on the outcome z;.
The readers may refer to [27, Section II] and [28] for more
details about its definition and the motivation for using this
distortion metric in multiterminal source coding problems.

A. Tight Bounds for the Model Without SI at Eve

The model that we deal with in this section corresponds
to a special case of the one shown in Fig. 2] where Z is
independent of other random variables. For this model, the
auxiliary random variable Vi, k € {1,2}, does not appear in
the expression of the rate-distortion-leakage region, and it is
shown to be exactly tight.

For discrete sources, the following inner and outer bounds
are obtained. We present the expressions of these bounds in
detail so as to facilitate the comprehension of a difference on
the rate-distortion-leakage region compared to the model with
SI at Eve in the upcoming subsection.

Proposition 1. An inner bound RY on the rate-distortion-
leakage region of the model without SI at Eve under log-
loss distortion is given as the closure of the set of all tuples
(Rl, Rs, L+, Lo, D) € R‘_B,’_ s.1.
Ry > I(Y1;Uh|U2,Q), Ro > 1(Y1;U2|Uy,Q),
(
(
(
(

Ri+ Ry > I(Y1,Ys; U1, Us|Q)

Ly > I(X;Uh|U2,Q), Lo > I(X;Us|Uy,Q), (19)
Ly + Ly > I(X; U1, U2|Q), (20)
Ry + Ly > I(Y1, X; U1, Us|Q), 1)
Ry + Ly > I(X,Y2; U, U2|Q), (22)
D = H(X|Uy,Us,Q) (23)

for all joint distributions

Poxvivouius = PoPx Py | x Puyvi@Praix Posvaq (24

with [Uy| < |Vi| + 3 and |Q] < 6.
Proof: The proof follows by setting Vi, and Z as con-

stants and choosing the reproduction function X (U1,U02,Q) =
Pxv,v,0(x|U1, Uz, Q) for z € X in Theorem O

Proposition 2. An outer bound RL,, is characterized as the
closure of the set of all tuples (Ry, Ro, L1, L2, D) € ]Ri s.t.

Ry > I(Y1;Uh]X, Q) + H(X[U2,Q) — D, (25)
Ry > 1(Yo; Us|X, Q) + H(X|U1,Q) — D,  (26)

Ry + Ry > I(Y1; U1] X, Q) + I(Ya; Us| X, Q)
+ H(X)-D, (27)
Ly > H(X|Us2,Q) — D, (28)
Ly > H(X|Uy, Q) — D, (29)
Li+ Ly > H(X)—-D, (30)
Ri+ Ly > I(Y1;h|X, Q) + H(X) - D, €2))
Ry + L1 > 1(Yo;U2| X, Q) + H(X) — D, (32)
D > H(X|Uy,Us, Q) (33)



for the joint distribution defined in (Z4) with |Uy| < |Vi|+ 3
and |Q| < 6.

Proof:  See Appendix O

Although the expression of the inner bound in Proposition
is different from that of the outer bound in Proposition
it can be shown that these regions are equivalent by the same
technique used in [27, Proof of Theorem 3]. The readers may
also refer to Appendix [E] for a detailed discussion. Therefore,
we have the following theorem.

Theorem 3. The rate-distortion-leakage region of the CEO
problem under log-loss distortion is characterized as

R=R:=RL..

(34)
O

Constraints (23)-(27), and in Proposition [2]are the rate-
distortion region of the typical CEO problem under log-loss
distortion measure [27, Theorem 2].

Next, we derive a tight bound for Gaussian sources and
channels. Consider that each symbol of the sources X ~
N(0,0%), which is a Gaussian distribution with zero mean
and variance ag(, and the channels Py, |x and Py, x are
respectively modeled as Y7 = X + N and Yo = X + Ny,
where the noises of each channel are Ny ~ A(0, 012\,1) and
N2 ~ N(070-12V2)'

Here, let S be a subset of the set {1, 2}, and its complement
set is denoted by S¢. This notation rule is applied to other sets
as well.

Theorem 4. The region R for Gaussian sources under log-

loss distortion measure is characterized by the set of all tuples
(R1,Ra, Ly, Ly, D) € RS, satisfying

S Re+ Y L= m

kex k'eKe kex

1— 2—27",- -1
> %) -D 35
jese UNj
Jorall K C S st. KUK® = S and all S C {1,2} s.t.
SUS® ={1,2}, and some r1,r2 > 0.

Proof:  See Appendix C. O

In case the privacy-leakage rates are not considered, i.e.,
Ly can be removed from (33)), Theorem [ reduces to the rate-
distortion region of the CEO problem under log-loss distortion
derived in |30, Theorem 5].

1 1
+ = 10g27re(—2 +
2 0%

Remark 1. It should be noted that the rate-distortion-leakage
region of the quadratic Gaussian CEO problem where the
symbol-wise distortion in @) is measured by

2

for t € [1: nj, (36)

is also tight for this simpler model. The obtained region
is given by a similar form of Theorem W| by replacing the
constraint (35) with the following inequality

ZRk+ Z Lk/erk

d(z, &) = (w4 — 34)

ke k'€KCe ke
1 1,1 1—272ri\ -1
2oe(plzr ) ) @
+20gDa§(+Z, o &7
JjeES*® J

forall K C S st. KUK® = S and all S C {1,2} sz
SUS® ={1,2}, and some 11,19 > 0. See [43, Appendix F]
for a similar proof.

This result matches the rate-distortion region of the
quadratic Gaussian CEO problem derived in [10]-(12)] as a
special case where the privacy-leakage rates are not consid-
ered.

B. Numerical Examples

In this section, we examine the relationship between
privacy-key rate L; and minimum distortion D (min D) for
a practical situation where both the compression rates )
and Ry are fixed. Additionally, the constraint of privacy-
leakage rate Ly is relaxed in the calculations. The detailed
numerical results are shown in Figure [3] where Figures [3[a)
and [3[b) correspond to the curves of the Gaussian CEO
problem under log-loss distortion (Theorem |4)) and quadratic
distortion (Remark [I)), respectively. Relevant parameters are
summarized in Table [

TABLE I
LIST OF PARAMETERS AND CORRESPONDING CURVES IN FIG.[3

Rates
P 2 2
ox | on | 9N, R1 Ro

Variances Results

2 1 1 0.5 | 0.5 | blue curves marked with circles
2 1 1 1.0 | 0.5 | blue curves marked with triangles
5 1 1 0.5 | 0.5 | red curves marked with circles

5 1 1 1.0 | 0.5 | red curves marked with triangles

From the behaviors of each graph, one can see that when
the privacy-leakage rate L; becomes large, the minimum
distortion is in a saturation state, and this appearance is
justified below. For brevity, we use the quadratic Gaussian case
to explain this phenomenon. After performing some algebras,
alternative forms for the constraints on L; are expressed as
follows:

1—272

2

—1
) . D> 2—2(L1+R2—T2)0.§(
UN2

(38)

1
D>27 (T +
9%

for some r1,79 > 0.

Since both R, and R, are fixed at 0.5, from the constraints
in (37), it is clear that the ranges of r and 7o are limited
to [0,0.5]. When L; is large, i.e., 27251 converges to zero
exponentially, the conditions in become redundant. The
minimum value of distortion D subject to other constraints
in when r; and 73 vary over [0,0.5] x [0,0.5] remains
unchanged, and therefore the saturation occurs. The same ob-
servation follows in the case of log-loss distortion measure (cf.
Fig.[3[()). The relationship of linearity of L; with minimum D
in the low rate regime of L; is obvious from the constraints in
Theorem 4] Moreover, from the behaviors of graphs in Figure
it is clear that for the rate pair (R, Ry) = (1.0,0.5), a lower
value in regard to the minimum D is achievable compared
to the case of (Ry, Rs) = (0.5,0.5), which implies that the
smaller the distortion, the larger the compression and privacy-
leakage rates.
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Fig. 3. A relation of privacy-leakage rate versus minimum distortion of the Gaussian CEO problem under (a) log-loss and (b) quadratic distortion measures.

C. Inner and Outer Bounds for the Model With SI at Eve

In the previous subsection, we have seen that for the
model without SI at Eve, the exact rate region under log-
loss distortion is derivable for both discrete and Gaussian
sources. However, this is not the case for the model where
SI is available at Eve. In the following, we provide inner and
outer bounds for the model with SI at Eve. The inner bound
is given below.

Proposition 3. An inner bound R on the rate-distortion-
leakage region under log-loss distortion is given by all con-
straints in Ri, defined in Theorem [I| with replacing the

distortion constraint (13) by

D > H(X|Uy,Us,Q), (39)

where auxiliary random variables Vi, Uy, for k € {1, 2} satisfy
the join distribution with their cardinalities bounded as
Vel < |V 1< (V] + 8)(IVk] +6), and |Q| < 6.

Proof: The proof is straightforward from Theorem [I] by
considering X (U1, Us, Q) = Pxv,v,0(x|U1, Uz, Q) for = €
X. O

Upon comparing Propositions |1| and one can observe
that the difference between these regions appears in the
constraints related to the privacy-leakage rates. For example,
the difference between the privacy-leakage rate L; of the
first agent for the model with and without SI at Eve is
I(V1;U|Q) — I(Z; V1|Q). This quantity indeed serves as an
upper bound on the term —I(Z™;J;) when evaluating the
privacy-leakage rate in the achievability part, as it can be
expanded as I(X™; Jp|Z™) = I(X™; Ji) — I(Z"™; J).

Hereafter, we exhibit an outer bound on the rate-distortion-
leakage region in the context of log-loss distortion. A genuine
challenge for deriving the outer bound lies in providing the
optimal lower bound for the term —I(Z"; J}), that is, it should
be lower bounded by I(Vi;U:|Q) — I(Z;V1]|Q) when the
blocklength is sufficiently large. In the proof, while the optimal
lower bound for this term has not been achieved, a lower bound
that is close to the desired upper one is derived.

To present an outer bound of the rate-distortion-leakage re-
gion under log-loss distortion, let us define &' = I(V7; V5|@).

Proposition 4. An outer bound RL,, is given as the closure
of the set of all rate tuples (R1, Ro, L1, L2, D) € Ri s.t.

Ry > 1(Y; U] X, Q) + H(X[U2,Q) — D,
Ry > 1(Yo; Us|X,Q) + H(X|U1,Q) — D,
Ry + Re > I(Y1; U1 X, Q) + I(Y2; U2| X, Q) + H(X) — D,
Ly > H(X|U2,Q) — D+ 1(V1;U:|Q)
- I(Z; Q) —
Ly > H(X|U1,Q) — D+ 1(Vo;U41]Q)
—1(Z;V2|Q) —
L1+ Ly > H(X) — D+ 1(Vi;V»|Q) — I(Z; V4]|Q)
—I(Z;V»]Q) —
Ri+ Ly > 1(Y;;Uh]X,Q) + H(X) — D — 1(Z; V»|Q),
Ro+ Ly > 1(Yo;Us|X,Q) + H(X) — D — I(Z; V4]|Q),
D > H(X|Uy,Us,Q), (40)

where auxiliary random variables Vi, Uy, for k € {1, 2} satisfy
the join distribution (14) with |Vi| < |V | < (| V| +
9 (| V| +4), and |Q| < 6.

Proof:  See Appendix [C] O

As a final remark, the established outer bound in Proposition
[ is not yet tight, which can be confirmed when examining
the scenario where the distortion is optimal, namely, when
D = H(X|Uy,Us, Q). For this case, it is evident that
RE C RL,, due to the inclusion of ¢ in the constraints of
the privacy-leakage rates and their sum rate. Consequently, the
characterization of the tight bound for the CEO problem, in
which Eve possesses SI under log-loss distortion, remains an
open question. Nevertheless, only under the specific situation
where the distortion D > I(Y1; U1 |X, Q) + I(Ya; U2l X, Q) +
H(X), the inner and outer bounds coincide. This follows
because any point (0,0,0,0, D) with D > I(Y1;U1]X,Q) +
I(Y2;Us|X,Q) + H(X) in Proposition [4] is dominated by
the point (0,0,0,0, H(X)), achieved by setting all auxiliary
random variables (Vy,U;,Us, V) as constants in Proposition




V. CONCLUSIONS

In this work, we have investigated an outer bound on the
rate-distortion-leakage region for the CEO problem in the
presence of Eve. As a special case where the log-loss distortion
measure is used at the CEO, we have shown that the inner and
outer bounds of the model without SI at Eve are exactly tight.
Also, we have derived an outer bound for the model where SI
is available at Eve and shown that the outer bound is close to
the inner bound but not yet tight in general. As a direction for
future research, the characterization of the tight bound remains
open for both quadratic and log-loss distortion in the model
with SI at Eve. Investigating and establishing the tight bound
for this model is of significant interest.
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APPENDIX A
PROOF OF THEOREM[Z]

Assume that a rate tuple (R, Ro,Lq1,L2,D) € R‘:’_ is
achievable with respect to Definition [T} implying that there
exists at least one pair of encoder and decoder that satisfies
all the conditions in Definition (I} As in [43|], define Vi ; =
(Ji, XY and Uy = (Ji, YLV XY for k € {1, 2}
and t € [1 : n|, where the definition of k£’ follows (I3)). These
settings guarantee the Markov chains

Vit = Ukt = Yo — Xo — Yo r, Zy). (41)

Prior to the detailed proof, we introduce an important lemma
that enables us to find the single-letter expression for the outer
bound on the rate-distortion-leakage region, which serves as a
key contribution of this proof.

Lemma 1. Define &,y = I(Vi; Upr t|Yit, Yir ). Then, we
have that

I(Jw; ) = (2% k) 2> AT(Viea; Une o) = 1(Z4; Vi)

t=1

— &t (42)

Proof:  Observe that
I(Jg; i) — I(Z™; ) = H(J,|Z™) — H(Jg|Jyr)
=HY., Jp|Z™) — H(Y"| Ik, Z™) — H(Y,", Y0, Ji| T )
+ HY,", Y0 ks i)
=H(Y'|Z") — HY}! |y, 2") — H(Y}", Vi i)

+H(Ykn,YkT}|Jk,Jk/) (43)

O S HYidl Ze) — H Yl i, X1 Y, 27)
t=1
— H(Yp, Vi ol Jor, XL V7L YT
+ H(Yk,ta Yk’,t|Jk7 Jk'7 Xtila ka_17 ka’_l)}

(b &
> Y {H(Yia|Zi) = H(VeulJr, X', Z2)
t=1

—H(Y5, Y |Upr o) + HYg 1, Yo 4

Vit U 1)} (44)

n
=> {H(YislZ:) = HYit|Vieits Z¢) — H(Yet, Yo 2|Unr )
t=1

+ H Y, Yier t|Vierts Unr 1) }

n

= Z{I(Yk,t; Vil Ze) — H(Yi t\Upr 1) + H(Yi t| Vi, Upr 1)
t=1
— H(Yp t|Ye,to Unr o) + HYir | Yt Vato U 1) }

[
M=

I (Ye; Vil Zt) — I(Vit; Yi t|Upo 1)

~~
Il

1
= I(Vie,t; Yir Yt Unr 2) }

3

—~
2]
N

{H(Vi | Zy) — H(Vi t|Yit) — H( Vi t|Upr 1)
1
HWVi t|Yit, Unr t) = I(Vie; Yir | Yiet, Ur 1) }

+ 0

I
NIE

{HVit|Z¢) — HViet|Upr 1) — I(Vieyt; Uy 1| Vi t)

o~
Il

1
—I(Viet; Yo | Yet, Uk 1)

= Z{I(Vk,t; Ui t) = 1(Z; Viet) = I(Vit; Yir 6, Upr | Yiet)
=1

O S I (Vs Unr ) = 1(Z63 Vior) — €puths 45)

t=1
where (a) is due to the Markov chains Y}, ¢ — (Ji, th*l, Zm) —
Xt=1 and (Yk,t;Yk’,t) — (Jk, Jk/,Yljil,th,il) — Xt-1 (b)
follows as conditioning reduces entropy, and (c) and (d) hold
by the Markov chains Vi, ; — Y s — Z; and Vi, s — Yo o — Yoo 4,
respectively. O

For the compression-rate and distortion constraints, the
discussions are omitted as they follow the steps demonstrated
in [43, Appendix C]. That is, for any S C {1, 2}, it holds that

n

n(> " R +1810) > > I(Ys4;Ust|Use 1), (46)
keS t=1
n(D+6) > > Eld(Xe, Xe(Uk, Uprt))]. (47

~
I
-

The analyses of the privacy-leakage rates, their sum rate,
and the mixed sum rate are verified as follows:
i) Analysis of the Privacy-Leakage Rate: From (), we have
n(Li +6) > I(X™ Je| 2" 2 1(X™ ) — I(Z7: J),) (48)

b
O 1™ Tkl i) + T Ji) — (275 )

D (X Tl s XY I (s Ji) = 1(Z75 )
1

~
Il

I( Xy T, XY T, XY 4+ I Ji) = I(Z7; )

Il
-
Il M:
L

—~

c

>

N

Mz

(X Vit Vi ) + T (Vies Unr o) — 1(Zy; Vi)
t=1

— &kt (49)
where (a) and (b) are due to the Markov chains J, — X" — Z"
and J, — X" — Jy, respectively, and (c) follows since Lemma
[I] applies.



ii) Analysis of the Sum Rate: Again from (@), on one hand,
observe that

=I(X"™ )+ I(X™ 1) — 1(Z™; J,) — I(Z™; Jy)  (50)
= I(Xn; Jl) + I(Xn; J2|J1) + I(Jl; Jg) — I(Zn; Jl)
—1(Z™; Jo)
(a)
> Z{I<Xt7 J17 JQaXt_l) - I(Zt7 J27Xt_1a Zt_l)}
t=1
+I(J1;J2) —I(Z”;Jl)
b n
O S I(Xe Vi, Vo) — 1(Zss, V) }
t=1
+I(J1;J2) —I(Zn;Jl)
(C) n
> Y {I(Xs Vi, Vo) + T(Vae Vo) — 1(Ze;, Vi)
t=1
—I(Z;;Vay) —E1ehs (51)

where (a) holds since each symbol of (X", Z") is i.i.d. gen-
erated and thus Y 7 | I(Xy; XUh) =30 I(Z; 2071 =0,
(b) is due to the Markov chain Z; — (Jo, X!71) — Zt~1
(c) is due to Lemma [T}

On the other hand, in (30), we can also rearrange the equa-
tion as I(X™; J) + I(X™ J1|Jo) — I(Z7; J1) + I(Ja; J1) —
1(Z™; Js). Tracing the steps from (30) to (5I), we also obtain

n(L1+ Lo +26) > Y {T(Xe; Vi, Vo) + 1(Vig Var)

—I(Z; ,Vie) = 1(Zg; Vo) — Eot ) (52)

As a result, it follows that

n

n(Ly + Ly +20) > Y {I(X4; Vi, Vau) + I(Vie; Vo)

t=1
—1(Ze;,Vie) = I(Ze; Vau) — min{fl,ta 52,15}}' (53)
iil) Analysis of the Mixed Sum Rate: From (@) and (@),
’I’L(Rk/ + L, + 26) > log |Jk/| + I(Xn, Jk|Zn)
> H(Jy)+ (X" ) — 1(Z"; Jy) (54)

= H(Jp|Jr) + 1(X"; Jx) + I(Ji; Jrr) — 1(Z75 J,)
> H(Jk/‘Jk) + I(Xn; Jk) — I(Z"; Jk)

S H (T + S (X0 T, X1 -

t=1

H(Jk"t]k) —+ Z{[(Xt, Jk,Xtil)
t=1
— I(Zy; Ty, X071, 2071}

I(Zs; Jy, Z071))

=
=

(Y 63 U Uk t) + 1( X5 Vi) — 1(Ze5 Viet) }

(55)

where (a) follows from the i.i.d. property of (X", Z™) and (b)
is due to the Markov chain Z; — (J;, Xt~1) — Zt=1,

The proof is wrapped up with the standard single-
letterization argument by considering a time-sharing random

-
Il

1

variable ) ~ Unif[l : n] and denoting X = X¢, Z = Zq,
Yk = Yk7Q, Yk/ = Yk/,Q, Uk = Vk7Q, and Vk = Vk)Q for given
@, so that the Markov chain Vi, — Uy, — Yy — X — (Y, 2)
holds.

Moreover, using the support lemma [48, Appendix C], one
can show that it suffices to limit |Vj| < |Vi|+ 10 and |Uj,| <
(|Vk|+10) (| Vx| +5) for preserving Roys. Furtheremore, |Q| <
6 follows from the Fenchel-Eggleston-Carathéodory theorem
[48 Appendix A]. Finally, by letting n — oo and § | 0, the
converse proof completes. O

APPENDIX B
PROOF OF PROPOSITION 2] AND THEOREM [l

A. Proof of Proposition 2]

For the converse part, again assume that a rate tuple
(R1,R2,Ly,Ly, D) € RY is achievable with respect to
Definition [

For k € {1,2} and ¢t € [1 : n], as in [27], we define U ¢ =
(Jk,th*l) and Q; = X™\'. Note that conditioned on Q,
the random variables (Vi ¢, Uk 1, Yi 1, X1, Z;) satisfy the long
Markov chain defined by (24).

The next lemma is useful for simplifying equation develop-
ments during the analysis. For a set  C {1, 2}, the notation
Je =0 for K =0, Jg = Jy or Jo for K = {1} or {2},
respectively, and Jx = (Jy, Jo2) for K = {1,2}.

Lemma 2. [t holds that for all K C {1,2},

H(Je|X™) =" {ZI(Yk,tQ

ke t=1

Q). 56)

Proof:  The equation can be developed as

H(Jc|X™) = HYE, Je| X)) — HYE T, X™)
(a) n n n
H(Y|X™) = H(YE | i, X7)

_Z{ (Yic,e| X™) = H(Yic,ol Jie, i Xn)}
—Z{ (Yie.| Xe, Qo) =
(b)Z{Z (Yier; Ur.t| X1, Qt)}

t=1 kek

H(Vieal U X0 Q1) }

(57)

where (a) follows because Jx is a function of Y}®, and (b) is
due to the Markov chain Yy, — (X3, Ugt) — (Yir 1, Upr o) for
ke {1,2}. O

Now we start analyzing each constraint. For the compres-
sion rates and distortion constraint, it was shown in [27] that
for any S C {1, 2},

ZRk+2§ > H(Js) >Z{ Xt|USC,t7Qt)}

kesS

+3°4 S I(Viss Ul e Q)} -n(D+6),  (58)
keS t=1
n(D+6) > Z (Xe|Us s, Uz, Q). (59)



Note that for a set £ C S with LUK = S, the summation

Y okesidter I(Yit; Urt| Xy, Qi) } on the right-hand side of
can be rewritten as a sum of the following terms

Z { iI(Yk,ﬁ Uk,t|Xt, Qt)}

kel t=1
n
+ 3 S st} @)
k'eke t=1

In the rest of the proof, we verify the constraints of privacy-
leakage rates, their sum rate, and the mixed sum rate between
privacy-leakage and compression rates. From (@) and (@) with
Z =0, for all K C S C {1,2}, we have that

n(> Re+ Y Ly +20) >log|Tc| + > I(X";Jw)

ke k'eKe k'eKe
> H(Jx)+ H(Jce) — Z H(Jw|X™)
k'eKe
H(Js)— > H(Jw|X")
k'eKCe
(a) &
> S {H(Xi|Use., Q)+ 3 I(¥iess Ul X1, Q1)
t=1 keS
- Z I(Yir 1 Upr 4| X, Qt)} —n(D +9)
k' eKe
n
v > { D I(Yits Ukt Xe, Q1) + H(X4|Use s, Qt)}
t=1 ke
—n(D+96), 61)

where (a) is due to (56) and (58) and (b) holds since (60)
applies. In (61I)), the constraint on Ly, is derived when taking
S = {k} and K = (). The constraint on L; + Lo follows from
specifying S = {1,2} and K = (. In a similar manner, by
setting S = {k, &'} and K = {k}, we have the constraint on
Ry + Ly

By the standard argument for single letterization with defin-
ing X = Xrp, Z =Z2r, Yy =Yo7, Uy = U1, Vie = Vi,
and Q = (T,Qr) for T ~ Unif[l : n], and letting n — oo
and 0 | 0, any achievable tuple (Ry, Ro, K1, K>, D) of the
CEO problem with physical identifiers is contained in Rou.

Moreover, using the Fenchel-Eggleston-Carathéodory the-
orem [48| Appendix A], one can limit |Q| < 6, and by the
support lemma [48, Appendix C], we can bound the cardinality
on Uy as [Uy| < |Vk| + 3. O

B. Proof of Theorem

For achievability proof, consider that for k& € {1,2},
Up = Yi + O, where ©p € N(0,03,). The rest of the
achievability proof follows standard techniques, and thus we
omit the details. We refer the readers to [43, Appendix F] for
a similar proof.

For the converse part, note that the expression of single-
letter characterization in (33)) also holds for Gaussian sources.
Therefore, we will use the expression to derive the closed-

form expression for the Gaussian case. Similar to the technique
developed in [49], [50], for & € {1,2}, let us fix ) such that

1 1
h(X|Use, Q) = 710g27re( +3 )
2 e s /8 k
1 1 2 2k 1
= §log27re(U§( + Z ) , (62)
kese
1 o 4Bk
where r, = 5 log i for 8, > 0. Note that v, > 0

for any ) > 0. When the set S is singleton, (62) reduces to

1 1 1 -1
h(XlUk7Q) 510g27T€<0T + m)
X Ny,
ok (0%, + Br) )

63
ag(—i—aka—i—,é’k 63)

1
3 log 27re(

for k € {1,2}. It is not so difficult to verify that there exists
r), such that (63) holds. The setting in (63) stems from the fact
that the term inside the parenthesis is a continuous and mono-
tonically decreasing function with respect to r, and when the
auxiliary RV Uy, varies, there always exists a satlsfylng

X"N,C o
ﬁzk) =
h(X|Y:) < W(X|Up, Q) < h(X) = %logQﬂeaX holds. By
taking 7, = 400 (B — 0) and 7, = 0 (B — o), we
achieve the lower and upper bound this relation. By a similar
analogy, we can check that (62)) holds for any set of S°.

To further bound the right-hand side in (33) for Gaussian
sources, we need to lower bound the terms I(Yy; Ux| X, Q) and
h(X|Use, Q). Now observe that the term I(Yy; Uil X, Q) =
I(Yi; Ui|Q) — I(X; Uil X, Q) = h(Ye) — h(Yi|Uk, Q) —
h(X)+h(X|Ug, Q). Since h(Y}) and h(X) are constant, and
h(X|Uy, Q) is obtained from (63), the remaining tasks are to
derive the optimal upper bound on H (Y |Uy, Q). Following
the technique used in [51]], the converted channel from Y} to
X is given as

this condition since one can see that & 5 log 27re(

o% o XN
X=X _V,+N, J\f,cwj\/(o,i2 i ) (64)
oy —‘rO’Nk O'X—|-O'Nk

Applying the conditional entropy power inequality [52]] to
yields

2
2h( ;27— Y2 Uk, Q)
pe Nk

22h(X|Uk,Q) > 9 + 92h(Ny|Uk,Q)

2 2
2 2 .
0% +0Nk

Now using the condition and after some algebras, it holds
that

2
Ox

2
:( 5 5 ) 22h(Yk|Uk7Q)+2ﬂ—e<
0% +0Nk

2 2
22h(YilU,@) < QM( Brlok +o%,) )

65
U§(+‘712Vk+ﬁk 65)
Therefore,
1 Br(ok +o%,)
h(Yi|Us, <71026(—k) 66
(k|kQ)_2 g 2T U§(+U]2Vk+ﬁk ()



and combining the condition in (63) with (66) yields

IV Ukl X, Q)
= h(Yr) — M(Yi|Ug, Q) — h(X) + h(X|Ug, Q)
2 2 2 + 2
. llogm(m) _ 110g2m(M>
2 0% 2 o toy, + B

0% (0%, +5) )

1
+ =lo 27re(
2 & o§(+012\,k+5

1
—3 log 2mec%

—k 67

5 3 (67)
Finally, putting (62) and (67) into the constraints in (23)-
(33), the converse proof of Theorem [] completes. O

APPENDIX C
PROOF OF PROPOSITION [4]
Assume that a rate tuple (Ri,Rs,L1,Ls,D) € RS is
achievable with respect to Definition [T} Define

Vi = (e Y1), Uk = (e Y7L X0, Q= X"
(68)
for k € {1,2}. Note that conditioned on ¢, the random
variables Vi ¢, U ¢ Y14, X4, Zy, Yo Uay, and Vo, satisfy all
possible Markov chains defined by (T4).

In the following lemma, we derive a lower bound on the
term —1(Z™; Ji) for the settings in (68)) via Lemma

Lemma 3. Define §; = I(V1 1; V2.4|Q4). It holds that

—I(Z"; Jy) > Z{I(Vk,t; Upr t|Qt) — I(Z; Vit Q1) — &1}

t=1

(69)

Proof: ~ From the same development to derive ([@3), we have
I(Ji; Jir) — 1(Z™; i) Z{H Vit Zt)

= H(Yiot i, Y71, Z”) = H (Y, Yiral T, Yy~ Y5

+ HYp i, Yir o) e Jer, YL VED)}
= S {HYilZ) -
=1

— 1(Qu; Yie | I, 27, V7Y

— H(Yit, Vool Je, VLV Qu)

= 1(Qu; Yie, Y ol i, Y7LV

+ HYi i, Yir o s Je, YL VEH Q1)
+ 1(Q; Vi, Yir ol s Jo, VL YETD)Y

(a) I
> Z{H(Yk,ﬂZmQt) —

t=1

— H(Yet, Yir t|Upr t, Qe) + H(Yit, Yor 1| Vit Unr 15, Q)
— I(Q; Yit| ke, 27, Yljfl)

— 1(Q4; Vi, Yir o) Jor, Vi1 YT

+ 1(Qt; Yie, Yir o) i, Jir, Y1 VA1)

H(Yia| Je, Y1 2™, Qu)

H(Y5t|Vit, Zt, Q1)

n

®)
> Z{I(Vk,t§ Ukt| Q1)

t=1

—I(Z; Vi

)P+ F (70)

with

n
FEZ{_I(Qﬁyk,tUk,Z",Y]:_l)
t=1
- t—1 yrt—1
I(Qt;Yk,hYk/,ﬂJk/,Yk ’Yk/ )

1(Qu; Yit, Vir e iy T, Y VDY,

where (a) follows since conditioning reduces entropy and (b)
follows from the Markov chain Yj; — (Jk,th_l,Zt,Qt) -
Z™\! and the steps from (@) to (@3] since the conditional
mutual information I(Vy ¢; Upr ¢|Yit, Yir 1, Q) = 0.

Observe that F' can be expressed as in (71)) at the top of the
next page, where (a) holds due to the Markov chains Y}, —
(Jo, Y Zm) = X171, (Vg Yies) — (e, Y Y50 =
XVand (Yie, Vi) — (Ji, i, Vi V571 — X071 (b)
follows from the Csiszar sum identify [48, Ch. 2], and (c) is
due to reordering of the terms.

For the first summation in (71), it holds that

Z{_H(Xt‘zt)+H(Xt|JkaY]§71aX?+17Zn)
t=1
— H(Xy) + H(X | Jw, YV X))
+ H(X| e, Y X))
— H(X¢|Jy, o, VLY X))

—

a

g

~
HM:
I}

{ (Xt|Zt)+H(Xt‘JkaY[:_1vztaQt)

H(Xt)+H(Xt|Jk' Vi Q)
+ H(X| T, VI, Q)
— H(X |, Jer, Vi L V7 Q0)}

= Z{—H(thZt) + H(Xt|Vk:,t7 Qta Zt) - H(Xt)
t=1

+ H(Xy| Vi 1, Q1) + H(X¢|Vir 1, Q1)
— H(X| Vi, Vir 1, Q) }

{ I(Xt§Vk,t|Zt7Qt)

I
M:

- I(Xt§ Vk’,t‘Qt)

-
Il

1
(Xta Vk t‘Vk’ ty Qt)}

{ (Zt;Vk,t|Qt) - I(Xt; Vk’,t|Qt)

s

- I(Vk,t§Vk’7t|Qt>}

H
Il

1

[
M:

{(Z4; Vi i) Qo) — T(Xe; Vi £1Q1) — &1}, (72)
t=1
where (a) holds due to the following Markov chains:
X — (J, YN 2 X)) - X (73)
Xe— (S, YL X)) =Y (74)
— (Jp, i, VLY X)) - XL (79)

Note that as a particular case of (73), we also have X; —
(o, Vi h X ) — XL



F Z{ (X35 Vil Ty Z7 YY) = (XT3 Yae Y| i Yo YY) 4 TXT 3 i, Yar el e, Ji, Y5 V1))

b — n n — — n — — n
O S (X Vi X 27) — (X Y Ve i X)L YE ¥ s T X))
t=1

:Z{—H(Xt\Jk, P2+ H(X T Y XD, 2 — H(X | T, X7 + H(X | T, YL YL X))
+ H(Xy| Ty Ty, XP1) — HXYEL Y Ty T, XP00)

=Y (X Tel X[y, 27) = H(X| Z) + H(X| T, Vi X0, Z70) + 1(X s T | X ) — H(X)
t=1
+ H(X T, Y Y X)) + HX s VT T, XT0) = T(X s Tl T, Yo X)) + H(X | Je, VT X))
— H(Xt|Ylf*1,Y;ffl,Jk,Jk:'athJrl)}

C

—~
N

M=

{(—H(X¢|Z:) + H(X4| Ty, Vi X200, Z7) — H(Xy) + H(X | T VLY X0
1

H
Il

H(thJkuYt’le?H) - H(Xt|Y1ct_1v th'_lv Ty Jers X))} + Z‘U(Xt; Tl X4, 27)

t=1
(X T | XPr) + DX Y Ty Jar, XPy) = T(X s Jel T, VT, X)) (71)
For the second summation in , it follows that where (a) is due to the Markov chain J, — X™ — J./, (b) is due
to the Markov chain Z; — X; — (Ji, X7, ), and (c) follows
Z (X0 Jo| XPyy, Z7) + 1(X0s T | X7y ) since conditioning reduces entropy. Substituting (72) and (76)
t=1 into (71), it follows that
+I(Xt;YIct’71|Jk7Jk"XtyL+1) (Xthk|Jk’ = th+1)} - ’
F>=> &+ I Jw) (77)
- Z{[ X3 Je| X741, Z7) + I( Xy T | X[ ) =1
Lastly, plugging (77) into (70), (69) is obtained. O
xn t—1 n
T H(th‘]k’ T Xi'a) = H(Xel T, Vi, X)) For the choice of Vj, ¢, U+ in (68), (36)-(39) also hold, i.e.,
= I(Xy Je| XD, Z7) + I( Xy T | X ) -
Z{ t k| t+1 ) ( t k | t-‘rl) H(Jk|X L) _ ZI(Yk,ta Uk,tIXt7 Qt>7 (78)
xn =1
X XPi1) = H(Xu[ Vi, Qu)} ‘* "
= . . n() Ri+20)>H(Js) > ) {H(Xi|Uset,Qi)}
:Z{_I(Xtizt)‘f‘I(Xt%Z [Tk, Xi'1) I; tzz;
t=1 n
+ I(Xg; Vi d|Qo)} 4+ I(X™ J3) — I(X™; i Jpr) +> { > (Vi Url Xe, Qt)} —n(D+6), (79
kes t=1

(a) &
> {—1(X4; Z) + 1(Xy; Zy| T, X[ 1)
; n(D + 6) E H(Xt|Urt, Uz g, Qt)- (80)

+ 1(Xe; Vi el Q)+ I(Jis )
The analyses of the privacy-leakage rates, their sum rate,

© Z{—H(Zt) + H(Z|Jr, X{' 1) and the mixed sum rate are verified as follows:
=1 , i) Analysis of the Privacy-Leakage Rate: From the same steps
HL(Xe; Vit Qo) } A+ L (s i) to derive (@S], we have
o) M n(Ly+96) > H(Jy) — HX™ Jp) = I(Z™; Ji)
© i1
> {—H(Z) + H(Z| Je. Y Q1) (@)
=1 > Y {H(Xy|Up 1, Q1) — (D +6)} — I(Z"; Ji)
+ I(Xt; Vi t| Qo) } + I( i3 Jy,) =1
n (b) &
= S I(Z65 Vit Qo) + I(Xe; Vie dl Qo) + 1(Jis I1), > > {H(Xi|Up 1, Qe) = (D +6) + I(Va i3 Upr 1] Q)
t=1 =1

(76) *I(Zt;vk,t@t) *52}, (81)



where (a) is due to and with § = {k} and §° = {k'},
and (b) follows since Lemma [3| applies.

ii) Analysis of the Sum Rate: Again from (50), it follows that

n(Ly + Lo + 20)

> (X" )+ (X" Jy) = 1(Z% ) — 1(Z75 J)

= H(J1) + H(Jz) — H(J1|X") — H(J2|X")
—I(Z™; J0) — I(Z™; Jy)

> H(J1, Jy) — H(J|X™) — H(J2|X™)
fI(Z”-Jl)f I(Z"; Jy)

H Z{H (Xe) = (D +8)} = 1(2"; 1) = I(Z"; o)

> Z{H Xe) = (D+0) +I1(Vig;Ust|Qr) — I(Z; Vi t|Q4)
+ I(Vz,u Ui +|Qr) — I(Z4; Var|Qr) — 2, }

> {H(Xe) — (D +0) + I(Vii: VaulQr) — 1(Ze; Vit Q1)
t=1

—I(ZiVallQ)) - £},

where (a) follows from (78) and for S = {1,2} and (b)
is due to Lemma

(82)

iil) Analysis of the Mixed Sum Rate: As in (54),

n(Rk/ + L + 25) > H(Jk/, Jk) — H(Jk‘Xn) — I(Zn; Jk)
(a) &
> Z{I(Yk’,t; Urr | Xe, Q) + H(Xy) — (D +0)

t=1

— I(Zs; Je| 2 1)}

> Z{I(Yk’,tE Upr | Xe, Q1) + H(Xy) — (D +0)
=1
= (2 Y7 @ 27}

b n
Y S (Vi g Une al X0, Qo) + H(X) — (D + )
t=1

_I(Zt§Vk,t|Qt)}a

where (a) follows from (78) and (79) for S = {k,k’'} and
= () and (b) is due to the i.i.d. property of (X", Z™).
The proof is wrapped up by applying the standard single-
letterization argument and the support lemma together with
the Fenchel-Eggleston-Carathéodory theorem [48]] to bound
the cardinalities of Vi, Uy, and Q. Finally, the converse proof
is completed by letting n — oo and § | 0. O

(83)

APPENDIX D
A COUNTEREXAMPLE

In this appendix, we show that the inner and outer bounds
on the rate-distortion-equivocation region under the log-loss
do not coincide. From [43, Eqiations (84)—(92)], the inner
bound is given by the closure of the set of all tuples

(R1,R2, A1, A9, D) € RE, where A1, Ay denote the equivo-
cation rates as in [43], satisfying

1 > 1(Y3;Th|U2,Q),  Re > I(Yy; U2|Us,Q),

Ry + Ry > I(Y1,Ya; U1, UsQ),

Ay < H(X) - I(X;0,|0s,Q),

Ay < H(X) - I(X; 0|01, Q),
A+ Ay < H(X) + H(X|UL, U, Q),
Ay — Ry <H(X)-I1,X; U1,U2|Q)
Ay — Ry < H(X) — I(X,Ya; U1, UsQ),

D > H(X|Uy,Us, Q) (84)

for a joint distribution
2
Px(2)Pq(q) [ ] Prix (k1) Po, 1y, 0 (ilyr @) (85)

k=1

with [Uy,| < |Vi| + 4 and |Q| < 6.

By a similar argument shown in Appendix B with defining
Ui = (J1,Y7 1), Usyy = (Jo, Y47 1), and Q; = X\, the
outer bound is characterized by the closure of the set of all

tuples (Ry, Rz, A1, Az, D) € RY satisfying
Ry > I(Y1;U1|X, Q) + H(X|U, Q) — D,
Ry > I(Ya; U] X, Q) + H(X|U1,Q) — D,
Ri+ Ry > I(Y1;Uh|X, Q) + 1(Y; U2| X, Q) + H(X) = D,
Ay < H(X) - H(X|Us,Q) + D,
Ay < H(X)— H(X|U1,Q) + D,
Ay + Ay < H(X)+ D,
Ay — Ry < —I(Y1;U1|X,Q) + D
Ay = Ry < —I(Y;Us| X, Q) + D
D > H(X|Uy,Us, Q) (36)

for a joint distribution defined in (83) with |Uy| < |Vi| + 1
and |Q] < 6.

Suppose that the rate-distortion-equivocation is tight, i.e.,
the inner bound defined in (84) matches the outer bound
defined in (86). However, for the regions in (84) and (B6),
a counterexample can be easily found as follows: For the
extreme point where D = I(Yl;Ul|X,Q) + H(X|[72,Q)
(the minimum value of R; is zero), the right-hand side of
the constraint for A; in (86) becomes

Ay < H(X)— H(X|Us,Q)+ D
= H(X) +I("1; 1] X, Q),

which is greater than H (X), the maximum achievable quantity
of A; in the inner bound when we set both Ul and Ug to
be constant. This implies that there may exist some rate tuple
(Ry, Ra, A1, Ay, D) in the outer bound which is not contained
in the inner bound. O



P =(0,0,0,0,1(Y1; U1 X, Q) + I(Y2; U2| X, Q) + H(X)),

Py =(0,1(Y2; U2|X, Q),0,0,I(Y1; Uh| X, Q) + H(X)),

Py = (I(Y1;U1]X,Q),0,0,0,1(Y2; Us| X, Q) + H(X)),

Py = (I(Y1; U1 X, Q),I(Ye; U2] X, Q),0,0, H(X)),

P5 = (0,1(Y2;U2|Q), 0, 1(X; U2|Q), I(Y1; Uh | X, Q) + H(X|Us, Q)),

Ps = (I(Y1;U1]Q),0,1(X;U1]Q), 0, 1(Y2; U2| X, Q) + H(X|U1,Q)),

Pr = (I(Y1; U1 X, Q), [(Y2;U2]Q),0, I(X; U2|Q), H(X|Us, Q)),

Py = (I(Y1;U1|Q), I(Y2; U2| X, Q), I(X; U1]Q),0, H(X|U1, Q)),

Py = (I(Y1;U1]Q), I(Y2; U2|U1, Q), I(X; Uh|Q), I(X; Uz |Uy, Q), H(X|U1, Us, Q)),

Pro = (I(Y1;U1|Uz,Q), I(Yo; Uz, Q), I(X; Ur|Uz, Q), I(X; U2|Q), H(X|U1, Uz, Q)), (87)
APPENDIX E [2] T. Berger, “Multiterminal source coding,” in the Information Theory

REGION EQUIVALENCE

In this appendix, we show that the inner bound RY
Proposition I 1| matches the outer bound R, in Proposmon l
We prove this corollary without caring about the cardinality
bounds on the auxiliary RVs Uy, Us, and the time-sharing vari-
able @) since they are obtainable by independent arguments.

It is sufficient to show the relationship RL O RL,, in
the proof since we have already demonstrated in Appendix
[B| that every achievable tuple with respect to Definition [I]
is contained in the region RY,. By the same approach
in [27], for j € [l : 10], we say that a point P, =
RV RY) kW K DW) e RL,, is dominated by a point
RL if there exists some (Ry, R, K1, K2, D) € RE, for which
R < RY, Ry < RY, K < K, Ko < K, and
D < DU). Fixing Pg, Py, v,q, and Py, |y,q, the extreme
points of the polytope defined by the constraints in RE,,
are listed in at the top of this page, where the points
P, P correspond to the endpoints when the constraints
Ri 4+ Ry, R1 + Ko, Ry + K1, K1 + Ko, Ry, Ry, K1, and
Ky in RL,, become zero, respectively, and Py and Py are
attained when the distortion constraint is optimal.

Note that the points Py and Pyq lie in the region R . Now
observe that the point (0,0,0,0, H(X)) is in RL, obtained
by setting U; and U, to be constant, and this point dominates
the points P, P», Ps, and Pj. In case of setting only U; to
be constant, the point

(0, 1(Y2;U2|Q),0,1(X;Us|Q), H(X|Us, Q))

is in RY and dominates P5 and P;. Moreover, by setting Us
to be constant, we have that the point

(I(Y1;U1|Q),0, 1(X;U1]Q), 0, H(X|U1,Q))

is included in RE

mn’

which dominates Ps and Pg. Since RL,,

is the convex hull of these extreme points P, --- , Pyg, it is
guaranteed that the region RL contains RY . O
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