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We present a source of states for Quantum Key Distribution (QKD) based on a modular design
exploiting the iPOGNAC, a stable, low-error, and calibration-free polarization modulation scheme,
for both intensity and polarization encoding. This source is immune to the security vulnerabilities
of other state sources such as side channels and some quantum hacking attacks. Furthermore, our
intensity modulation scheme allows full tunability of the intensity ratio between the decoy and
signal states, and mitigates patterning effects. The source was implemented and tested at the near-
infrared optical band around 800 nm, of particular interest for satellite-based QKD. Remarkably, the
modularity of the source simplifies its development, testing, and qualification, especially for space
missions. For these reasons, our work paves the way for the development of the second generation
of QKD satellites that can guarantee excellent performances at higher security levels.

I. INTRODUCTION

Quantum Key Distribution (QKD) [1, 2] is essential to
ensure the safe exchange of sensitive data between dis-
tant parties. Establishing its security on the principles
of quantum mechanics and the characteristics of photons,
QKD allows two distant parties to distill a secret key with
unconditionally secure and bound the shared informa-
tion with any adversarial eavesdropper [3]. Furthermore,
unlike computationally-secure classical algorithms, QKD
offers long-term privacy since algorithmic and technologi-
cal advances for both classical and quantum computation
do not threaten the security of keys generated with QKD.

Satellite-based QKD [4–6] is essential for the develop-
ment of a global-scale network mainly because the achiev-
able distance between parties with a satellite-assisted link
is substantially larger than the distances compatible with
optical fiber which is limited by exponential propagation
losses to a few hundred of kilometers [7] in the absence
of quantum repeaters. This has led to several pioneer-
ing works in satellite quantum communications [8–10],
culminating in the development and launch of the Mi-
cius satellite by the Chinese Academy of Science [11]
that demonstrated intercontinental QKD links [12]. In
this regard, the near-infrared (NIR) optical band around
800 nm has been often cited as an ideal wavelength
for satellite-based quantum communications since it has
good atmospheric transmission, enables the use of free-
space coupled silicon-based single photon avalanche diode
(SPADs), and is a good compromise in terms of beam
divergence (which is proportional to the wavelength) es-
pecially when compared to longer wavelengths.

The technical solution employed by the Micius satellite
to develop the QKD transmitter is based on a multiple
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light source approach, where each polarization state and
each intensity state was emitted by an independent laser.
This leads to a total of 8 lasers being used to implement
the decoy-states BB84 protocol [13, 14]. This solution of-
fers good performances in terms of stability and intrinsic
QBER, but recent studies have highlighted that a fully
secure implementation can be challenging [2, 15].

A first concern is related to the distinguishability of the
optical pulses emitted by the independent laser sources
and responsible for encoding the different polarization
and intensity states. Any difference between the pho-
tonic degrees of freedom of the light pulses, such as in
the spectral or temporal profiles, could enable an eaves-
dropper to perform a side-channel attack, obtaining in-
formation about the exchanged key without being de-
tected and compromising the security of the protocol [16].
If not properly assessed and mitigated, the harsh space
environment could exacerbate this security vulnerabil-
ity since each individual laser could be subject to differ-
ent temperature gradients or radiation doses, individu-
ally modifying their behavior and opening a side channel
for a quantum hacker to exploit. The second vulnera-
bility of the multiple light source approach is that it is
susceptible to some quantum hacking attacks such as the
Trojan Horse attack described by Lee et al. [17], where
an eavesdropper can change the wavelength of the inde-
pendent laser sources of different amounts, enabling him
to obtain polarization information without performing a
direct polarization measurement.

A possible solution to these security concerns is to
change the design of the QKD transmitter to implement
decoy-states BB84 with a single light source, an inten-
sity modulator to generate the decoys, and a polariza-
tion modulator to encode the quantum states. This,
however, comes with the technical challenge of devel-
oping intensity and polarization modulation stages that
guarantee the required performances in terms of stabil-
ity and state quality. Regarding, intensity modulation
a large concern emerged with the patterning effect that
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commercial-off-the-shelf intensity modulators would ex-
hibit and would cause a significant decrease in the achiev-
able secure key rate [18]. However, this patterning ef-
fect was mitigated with the design presented by Roberts
et al. [19] at the cost of fixing the decoy state ratio
at construction. Regarding polarization modulation in-
stead, the iPOGNAC [20] offers a stable, low-error, and
calibration-free solution [21], which has currently been
developed and tested only at 1550 nm.

In this work, we present a novel QKD source designed
for satellite-based operations and working in the NIR op-
tical band around 800 nm. This QKD source adopts a
modular design approach, exploiting the iPOGNAC for
both intensity and polarization modulation. In this way,
patterning-effect-free intensity modulation is obtained
with the added flexibility of effortless tuning the inten-
sity ratio. Furthermore, polarization modulation with
the iPOGNAC guarantees polarization states that are
fixed with respect to the transmitter’s reference frame
eliminates the need of calibration between the transmit-
ter and the receiver. Secondly, given its free-space out-
put, it can be easily interfaced with a telescope, making
it a promising solution for quantum communication with
satellites.

The manuscript is organized as follows: The design
and working principle of our modular QKD source are ex-
plained in Section II, giving particular focus to the novel
iPOGNAC-based intensity modulation scheme. Exper-
imental validation of the source is performed in Sec-
tion III that concludes with a proof-of-principle QKD
experiment.

II. SETUP

A. Intensity Modulation

PMF

beam
splitter phase

modulator

polarizer

FIG. 1: Scheme of the proposed intensity modulator
composed of an iPOGNAC polarization modulator

followed by a polarizer rotated at an angle θ .

The intensity modulator introduced in this work, de-
picted in Fig. 1, is based on the iPOGNAC polariza-
tion modulator [21]. This design choice results in our
intensity modulator inheriting all of the key performance
characteristics of the iPOGNAC. In particular, its self-
compensating design leads to long-term stability without
the need for any feedback mechanism. This has been

thoroughly tested in previous works [21, 22], even in an
urban field trail [23]. Furthermore, compared to other
polarization encoders, the iPOGNAC is capable of pro-
ducing fixed, stable, and well-defined polarization states
without any need for calibration. This fact is exploited
in the construction of the intensity modulator.

To achieve these characteristics, the iPOGNAC com-
bines a hybrid free-space and fiber-optical scheme, ob-
taining the polarization stability of free-space optics as
well as the flexibility and technological maturity of fiber-
based optical components. The iPOGNAC begins with a
free-space segment composed of a half-wave plate (HWP)
and a beamsplitter (BS). The HWP is used to convert the
input linearly polarized light pulses to a diagonal state of
polarization (SOP) |D〉 = (|H〉+ |V 〉) /

√
2. Instead, the

BS is used to separate the input beam from the output.
The light is then coupled into a polarization-maintaining
(PM) optical fiber and sent to an unbalanced Sagnac in-
terferometer containing a high-bandwidth phase modu-
lator. Here, however, the BS is replaced by a fiber-based
polarization beamsplitter (PBS) with a PM optical fiber
input and outputs. The asymmetry of the interferome-
ter allows us to control the SOP exiting the device by
properly setting the voltage and the timing of the pulses
driving the phase modulator as follows:

|∆φ〉 =
1√
2

(
|H〉+ ei∆φ |V 〉

)
(1)

where ∆φ = φCW − φCCW, and φCW and φCCW are the
phases applied by the phase modulator to the clockwise
(CW) and counter-clockwise (CCW) propagating light
pulses respectively. In particular, if we apply a voltage
pulse that induces a π phase shift to either the CW or the
CCW light pulses, the iPOGNAC generates the antidi-
agonal SOP |A〉 = (|H〉 − |V 〉) /

√
2. Instead, if no phase

shifts are applied, the SOP remains |D〉. These two states
are fundamental in the operation of our iPOGNAC-based
intensity modulator, since we target modulating between
two mean photon number levels, as required for the 1-
decoy state QKD protocol [24]. This decoy-state scheme
is chosen as it simplifies the requirements of the quan-
tum state encoder and can provide higher rates in the
finite-key scenario [24]. The light pulses then travel back
through the PM fiber and are emitted onto the free-space
once again, where the BS directs the light toward the
free-space output port.

What distinguishes our intensity modulator from a
standard iPOGNAC polarization modulator is that we
place a polarizer, with a rotation angle θ, at the output
port.

The polarizer rotated at an angle θ results in a pro-
jection onto the state |θ〉 = cos(θ) |H〉+ sin(θ) |V 〉 which
can be rewritten as |θ〉 = cos

(
θ − π

4

)
|D〉+sin

(
θ − π

4

)
|A〉

to simplify calculations. When the |D〉 SOP encoun-
ters the polarizer, its transmission probability is given
by | 〈θ|D〉 |2 = cos2(θ − π/4),whereas the transmission
probability for the |A〉 state is given by | 〈θ|A〉 |2 =
sin2(θ − π/4). From this, we obtain the intensity ratio
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FIG. 2: A rendered version of the modular source for near-infrared quantum communications.

value between these two possible states is given by:

IR(θ) =
| 〈θ|A〉 |2

| 〈θ|D〉 |2
= tan2

(
θ − π

4

)
. (2)

From Eq. 2, it is clear that the intensity ratio between
the two states can be easily tuned to any value by chang-
ing the polarizer angle θ, with physical device imper-
fections representing the only limit. This feature makes
our iPOGNAC-based intensity modulator more flexible
than other self-compensating intensity modulators such
as the one introduced by Roberts et al. [19], which has
an intensity ratio that is fixed at construction by the
transmissivity and reflectivity of the beam splitter used
in their Sagnac interferometer. Tuning this ratio can be
crucial to obtain the best performance of the QKD sys-
tem since a change to the operational scenario could lead
to a different optimal setting for the decoy states [24].
Furthermore, this feature simplifies the construction and
industrialization of the intensity modulator since its per-
formance is not dependent on the fabrication tolerances
of the optical components, leading to higher standards of
quality and performance repeatability.

Another key feature of our intensity modulator is that
it is free from the patterning effect. This effect arises
when the intensity of a pulse emitted by the transmitter
depends on the previous pulse intensity. This is a se-
curity concern for the implementation of the decoy-state
method and results in a significant drop in the achievable
secure rate when taken into account [18]. The pattern-
ing effect can be mitigated by working at the points with
vanishing derivative of the optical response function [19]
since in the latter points, small deviations caused by im-
perfections and the finite modulation bandwidth of the

system cause only small variations in the intensity ra-
tio. In our design, this is guaranteed by using orthog-
onal SOPs |D〉 (∆φ = 0) and |A〉 (∆φ = π), which al-
ways correspond to the peak and trough points of the
optical response function for all values of the polarizer
angle θ, as inferred from Fig. 3. Similar patterning-
effect mitigation could have been obtained by applying
π/2 radians phase shifts and obtaining the orthogonal

circular left |L〉 = (|H〉+ i |V 〉) /
√

2 and circular right

|R〉 = (|H〉 − i |V 〉) /
√

2 SOPs. However, this would have
increased the complexity of the setup since a quarter-
wave plate (QWP) would have been introduced to per-
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FIG. 3: Theoretical optical response of the system as a
function of the iPOGNAC polarization phase

modulation ∆φ (see Eq. 1) for different polarizer
rotation angles θ.
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form the required projection and coordinated rotation of
the QWP and the polarizer would have been necessary.
We also note that at a fixed polarizer angle, by changing
the value of ∆φ any intensity ratio between 0 and the
value predicted by Eq. 2 can be obtained. Therefore, dif-
ferent intensity levels can be generated by using different
values of ∆φ, but a patterning effect might emerge.

B. Modular QKD source

We developed a QKD source capable of implement-
ing efficient 3-states 1-decoy BB84 protocol [25] work-
ing in the NIR optical band. The light source used
at the transmitter is a gain-switched PM fiber-coupled
distributed-feedback laser (Eagleyard EYP-DFB-0795),
emitting 795 nm light pulses with 575 ps FWHM at a
repetition rate of R = 50 MHz and driven by a laser
pulser (Highland Technology T165). A PM fiber-based
polarizer is then encountered to guarantee a stable and
fixed SOP as the input for the iPOGNAC-based inten-
sity modulator, described in detail in Section II A. For
convenience, instead of rotating the intensity modula-
tor’s polarizer, we decided to keep it at a fixed angle
and inserted an HWP before it to emulate the polar-
ization rotation angle. This allowed us to have a fixed
output polarization state |D〉 at the output of the inten-
sity modulator without changing the characteristics of
the device and simplifying the interface with the follow-
ing module. The HWP was set at an equivalent polarizer
angle θ ≈ 0.50 rad, tuned to guarantee a signal and de-
coy ratio of ν/µ ≈ 0.30 which is near optimal for the
three-state and one-decoy efficient BB84 protocol for a
wide range of total losses (30 dB to 60 dB) of interest for
satellite-based QKD [24].

The light then encountered a second iPOGNAC en-
coder, responsible for modulating the degree of freedom
of polarization of the qubit. In this case, the driv-
ing electric pulse amplitude was set to induce a π/2
phase shift, allowing the iPOGNAC to generate circu-
lar left |L〉, circular right |R〉, or diagonal |D〉 polar-
ized light. In this way, we generate the three states re-
quired by the simplified three-polarization state version
of BB84, with the key generation basis Z = {|0〉 , |1〉}
where |0〉 := |L〉, |1〉 := |R〉, and the control state |+〉
of the X = {|+〉 , |−〉} control basis where |+〉 := |D〉,
|−〉 := |A〉. A Variable Optical Attenuator (VOA) then
sets an appropriate intensity for signal (µ ≈ 0.6) and
decoy (ν ≈ 0.2) pulses. The light was then sent to the
quantum receiver via a free-space channel.

The electronic signals that trigger the laser pulser and
drive the modulators are controlled by a system-on-a-
chip (SoC) that includes a field-programmable gate array
(FPGA) and a CPU [26] and is integrated on a dedicated
board (Zedboard by Avnet).

C. QKD Receiver

The quantum state receiver is based on a well-tested
and fully free-space design that has been used even in
satellite-based QKD experiments [11]. The measurement
basis choice is performed passively using a 60:40 BS. At
each output port of the BS, QWPs, HWPs, and PBSs are
placed to perform projective measurements. In particu-
lar, the transmitted light (60%) is measured in the key-
generation basis Z, whereas the reflected light (40%) is
measured in the X control basis. After projection, light
is filtered by 10 nm FWHM passband filters and col-
lected by multimode fibers ( NA = 0.22 and 105 µm core
size) which guide light toward silicon-based single-photon
avalanche diodes (SPAD) with 68% quantum efficiency
and about 1000 dark counts per second. A time-to-digital
converter was used to record the detection events that
were then processed by a computer.

In our setup, synchronization between the transmit-
ter and the receiver can be performed via a direct RF
cable link, exploiting a clock-data-recovery routine per-
formed on a co-propagating classical optical link [27], or
via Qubit4Sync qubit-based synchronization [28]. How-
ever, for experimental simplicity, a direct RF cable link
was preferred.

To simplify the transportation and installation of the
receiver, particular attention was paid to reducing its
footprint. Taking advantage of the vertical direction, the
complete receiver was contained on a 0.3 m× 0.3 m op-
tical breadboard. In particular, this was achieved by ori-
enting the reflected port of the projection PBSs upward.

III. RESULTS

A. Tunability of the intensity

As mentioned in Section II A, the first key feature of
the iPOGNAC-based intensity modulator is its capability
of tuning the optimal ratio between the two intensity
levels µ, ν simply by rotating the polarizer at the end of
the intensity modulator.

We tested this behavior using the setup described in
the previous section, shown in Fig.2, by sending a pseu-
dorandom sequence of intensities and tacking a 60 s ac-
quisition for each equivalent polarizer angle obtained by
rotating an HWP. As reported in Fig.4, a total of 12 dif-
ferent equivalent polarizer angles were tested in the range
around 0 and π/4, all in good correspondence with the
theoretical values obtained from Eq. 2.

B. Patterning Effect Mitigation

The second key feature of the intensity modulator, as
explained in Section II A, is the fact that it mitigates
patterning effects by operating at the peak of the optical
response function where the derivate is smaller. This
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Pattern ci→i′ di→i′ (%)

µ→ µ 1.00± 0.04 0.001
ν → µ 1.00± 0.04 −0.001
ν → ν 0.30± 0.02 −0.001
µ→ ν 0.30± 0.02 0.001

TABLE I: Average pulse intensities of µ and ν when
preceded by either µ or ν. The average pulse intensity

for the µ intensity is normalized to unity.

guarantees that fluctuation of the driving electric signal
produces small deviations in the final intensities.

As before, we tested this behavior using the setup de-
scribed shown in Fig.2 by sending a 1024-bit pseudoran-
dom sequence of intensities and tacking a 120 s acqui-
sition for a polarizer angle of θ ≈ 0.50 rad, tuned to
guarantee a signal and decoy ratio of ν/µ ≈ 0.30. The
detection histogram for a subset of 50 intensities can be
seen in Fig. 5.

For each intensity, we computed the normalized aver-
age intensity of its subsequent pulse:

ci→i′ =
〈si→i′〉
〈µ〉

(3)

and the deviation from the average:

di→i′ =
〈si→i′ − 〈i′〉〉

〈i′〉
(4)

where si→i′ is the click’s count for the symbol i′ with
preceding symbol i, and 〈i′〉 is the average between all
the same symbols. The results reported in Tab. I show
that all the fluctuations are within the experimental un-
certainty and confirm that there is no patterning. This
result is a substantial improvement compared to the best-
case scenario of around 18.2% deviations observed by
Yoshino et al.. [18] when producing decoy states using
a commercial Mach-Zehnder intensity modulator at the
quadrature point, and is in line with the results obtained
by Roberts et al. [19].
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FIG. 6: The Quantum Bit Error Rate and the Secure
Key Rate obtained with our modular QKD source. An
average QZ = 0.62± 0.05 and QX = 1.15± 0.01 were

observed whereas a finite-key SKR = 2603± 21
(SKR∞ = 2819± 23) bits per second was obtained.

C. QKD Experiment

To evaluate the overall performances of our modular
quantum source, we performed a proof-of-principle 15-
minute long QKD experiment. Such a duration was tar-
geted since it represents the typical duration of a Low
Earth Orbit satellite passage [11]. The test was per-
formed using a quantum channel consisting of a free-
space segment and attenuating neutral density filters to
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simulate losses caused by geometrical losses and atmo-
spheric absorption typical of satellite links. The mean
detection rate Rdet was of ≈ 2.7 · 105 events per sec-
onds. Considering that on average the source emitted
(µPµ + νPν) ·R = 2.4 · 107 photons per second, the mea-
sured total losses were approximately 19 dB. The chan-
nel contribution to these losses is about 15 dB, while the
remaining 4 dB can be attributed to the detectors’ effi-
ciencies and other receiver losses.

We report the quantum bit error rate (QBER) and the
secret key rate (SKR) obtained in Fig. 6. The QBER was
calculated independently for the key generation basis Z
and the control basis X . We can see that both QBERs
are lower than the ≈ 11 % upper limit for secure key
generation, with QZ = 0.62±0.05 and QX = 1.15±0.01.
The SKR was calculated following the finite-size analysis
of Ref. [24]:

SKR =
1

t
[s0 + s1(1− h(φZ))− λEC − λc − λsec] , (5)

where terms s0 and s1 are the lower bounds on the num-
ber of vacuum and single-photon detection events in the
key generating Z basis, φZ is the upper bound on the
phase error rate in the Z basis corresponding to single-
photon pulses, h(·) is the binary entropy, λEC and λc are
the number of bits published during the error correction
and confirmation of correctness steps, λsec = 6 log2( 19

εsec
)

with εsec = 10−10 is the security parameter associated
to the secrecy analysis, and finally t is the duration of
the quantum transmission phase. Equation (5) is ap-
plied to 6.59 · 106-bit-long key blocks. This resulted in
a finite-key analysis SKR or around SKR = 2603 ± 21
bits per second whereas the asymptotic SKR is around
SKR∞ = 2819± 23 bits per second.

IV. CONCLUSIONS

In this manuscript, we have proposed a novel QKD
source based on a modular design exploiting the
iPOGNAC encoder [21] for both intensity and polariza-

tion modulation. In this way, our QKD source is immune
to side-channel [16] and Trojan Horse attacks [17] present
in sources using multiple lasers, and mitigates intensity
pattering effect [18] without sacrificing the tunability of
the decoy state ratio and while maintaining all benefits
deriving from the iPOGNAC. The source was experimen-
tally tested at the NIR optical band around 800 nm,
representing the first implementation of the iPOGNAC
scheme at this wavelength and confirming the key fea-
tures of the source.

The modularity of the scheme is advantageous in the
development, testing and qualification of the entire QKD
system. This is mainly because a single base element,
i.e. the iPOGNAC, is responsible for two key tasks in
QKD implementation. This allows the system developer
to concentrate in optimizing and hardening a single de-
vice, without dissipating resources for others. This is
particularly propitious for satellite missions since space-
qualification is an expensive and time-consuming process.
Furthermore, the design is compatible both at telecom
wavelengths and, as demonstrated here, at the NIR op-
tical band, which are of interest for satellite-based quan-
tum communications. For these reasons, we believe that
our work paves the way for the development of a second
generation of QKD satellites that can guarantee excellent
performances at the highest security levels.
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