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Abstract

We study the canonical statistical estimation problem of linear regression from n i.i.d. examples
under (g, §)-differential privacy when some response variables are adversarially corrupted. We
propose a variant of the popular differentially private stochastic gradient descent (DP-SGD)
algorithm with two innovations: a full-batch gradient descent to improve sample complexity
and a novel adaptive clipping to guarantee robustness. When there is no adversarial corruption,
this algorithm improves upon the existing state-of-the-art approach and achieves a near optimal
sample complexity. Under label-corruption, this is the first efficient linear regression algorithm
to guarantee both (g,)-DP and robustness. Synthetic experiments confirm the superiority of
our approach.

1 Introduction

Differential Privacy (DP) is a widely accepted notion of privacy introduced by ( ),
which is now standard in industry and government ( , ; , ;

, ; , ). A query to a database is said to be (g, §)-differentially private if a strong
adversary who knows all other entries cannot identify with high confidence whether you participated
in the database or not. The parameters € and § restrict the Type-I and Type-II errors achievable by
the adversary in this hypothesis testing ( , ). Smaller ¢ > 0 and § € [0, 1] imply
stronger privacy guarantees.

Although significant advances have been made recently in understanding the utility-privacy
trade-offs in canonical statistical tasks, several important questions remain open. We provide a
survey in App. A. Consider a canonical statistical task of linear regression with n i.i.d. samples,
{(z; € R, y; € R)}L,, drawn from z; ~ N(0,X), y; = =] w* + z;, and z; ~ N(0,0?) for some
true parameter w € R The error is measured in || — w*||y := [|XY2(& — w*)||, which correctly
accounts for the signal-to-noise ratio in each direction; in the direction of large eigenvalue of X3,
we have larger signal in x; but the noise z; remains the same; we expect smaller error in those
directions, which is accounted for in || — w*||x.

When computational complexity is not concerned, the best known algorithm is introduced by

t ( ), called High-dimensional Propose-Test-Release (HPTR). For linear regression,
n = O(d/a® + d/(ea)) samples are sufficient for HPTR to achieve an error of (1/0)|w — w*||s = «
with high probability. After a series of work surveyed in App. A, ( ) achieve the
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best known sample complexity for an efficient algorithm: n = O(k2d/e + d/a? + kd/(e)). The last
term has an extra factor of k, the condition number of the covariance 3 of the covariates, and the
first term is unnecessary.

In this work, we propose a novel method (Algorithm 1) that uses full-batch gradient descent
with adaptive clipping. Furthermore, using a intuitive but intricate analysis, we improve this sample
complexity.

Theorem 1 (informal version of Thm. 4 with no adversary). Alg. 1 is (e,6)-DP. Under the
(2, 0%, w*, K, a)-model in Assumption 1, n = O(~d/042 + k12d/(ect)) samples are sufficient for Alg. 1

to achieve an error rate of (1/0)||w — w*||s = O(«r), where k := Amax(Z)/Amin(2).

That is, we can get rid of the first unnecessary term in alaysis of ( ), while
also improving dependency on k term which is quite critical for practical applications.

Perhaps surprisingly, we show that the same algorithm is also robust against label-corruption,
where an adversary selects arbitrary ccorrupt fraction of the data points and changes their response
variables arbitrarily. When computational complexity is not concerned, the best known algorithm
is again HPTR that also provides optimal robustness and (g,0)-DP simultaneously, i.e., n =
O(d/a? + d/(sc)) samples are sufficient for HPTR to achieve an error of (1/0)||w — w*||s = O(«)
for any corruption bounded by acorrupt < . Note that this is a stronger adversary than the
label-corruption we study in this paper; this adversary can corrupt both the covariate, x;, and the
response variable, y;. Currently, there is no efficient algorithm that can guarantee both privacy
and robustness for linear regression. Under a weaker adversary that only corrupts ¥;’s, we provide
the first efficient algorithm that achieves both privacy and robustness with a near-optimal sample
complexity.

Theorem 2 (informal version of Thm. 4 with adversarial label corruption). Alg. 1 is (g,0)-
DP. Under the hypotheses of Thm. 1 and under ccorrupt-corruption model of Assumption 2, if
Qcorrupt < @ then n = O(d/a? + &'/2d/(ca)) samples are sufficient for Alg. 1 to achieve an error
rate of (1/0)||i — w*||s = O(a) , where k= Amax(X)/Amin(2).

We focus on sub-Weibull distributions in the main text. A similar algorithm can be applied to
the case where the noise in the samples is heavy-tailed, i.e., k-th moment bounded for k£ > 4. This
results in an increased sample complexity of n = O(d/a?#/#=1) 4 k1/2d/(ea*/ (1)) to achieve the
same level of error. We explain the heavy-tailed setting, provide detailed analysis and a proof, and
discuss the results in App. L.

Theorem 3 (informal version of Coro. L.4). Alg. 4 is (¢,6)-DP. Under (¥,0%,w*, K, a, k2, k)-
model of Assumption 3 and Oworrupt-corruption of Assumption 4, if 1.20corrupt < ak/(kfl), then
n = O(k'2d/(ca®/*=1D) 4+ d/a?*/k=1))) samples are sufficient for Algorithm 4 to achieve an error
rate of (1/0)||w — w*||s; = O(a), where k& := Amax(Z)/Amin(Z).

Contributions. For a canonical problem of private linear regression under sub-Gaussian
distributions, we provide a novel algorithm that achieves the state-of-the-art sample complexity and
computational efficiency, improving upon the sample complexity of the prior efficient algorithms

( ) ( ) and nearly matching that of an exponential-time algorithm

( ). For the same problem, we show that the same algorithm is the first to achieve

robustness against adversarial corruption of the response variables. Under a heavy-tailed distribution

of the noise, we provide the first computationally efficient algorithm, to the best of our knowledge,

that achieves a sample complexity close to that of an exponential-time algorithm of ( ).

This algorithm is also the first to achieve robustness against adversarial corruption of the response
variables, under heavy-tailed noise.



We start with the formal description of the setting in Sec. 2, where we present the prior work of

( ) and explain our main technical contributions. ( ) propose

a streaming version of DP-SGD with adaptive clipping. Streaming algorithm ensures independence

between the current iterate and the current gradient, simplifying the analysis. Adaptive clipping

finds the appropriate threshold to clip the norm of the gradients, which is an appropriate technique
when there is no adversarial corruption. However, these two algorithmic choices are sub-optimal.

First, streaming DP-SGD can only use O(n/k) samples at each round, which increases the
sensitivity and leads to an extra x'/2 factor in the sample complexity. Instead, we propose using
a full-batch gradient descent and overcome the challenges in the analysis by relying on resilience
(explained in Sec. 6). Together with the novel analysis technique we explain in Sec. 2.1, this results
in the gain of x!/2.

Next, the gradient-norm clipping is vulnerable against label corruption. Recall that a gradient
is a product of the residual, (th x; — i), and the covariate, z;. An adversary can target those
samples with small covariates and make big changes to the residuals, while managing to evade the
clipping by the norm. Instead, we propose clipping the residual and the covariate separately. With
adaptively estimated clipping thresholds, this provides robustness against label corruption.

We present our main algorithm (Alg. 1) in Sec. 3 with theoretical analyses and justification of
the assumptions. We propose a novel adaptive clipping in Sec. 4 We present numerical experiments
on synthetic data that demonstrates the sample efficiency of our approach in Sec. 5. We end with a
sketch of our main proof ideas in Sec. 6.

2 Problem formulation and background

In linear regression without corruption, the following assumption is standard for the uncorrupted
dataset Sgood, except for the fact that we assume a more general family of (K, a)-sub-Weibull
distributions that recovers the standard sub-Gaussian family as a special case when a = 0.5.

Assumption 1 ((3, 02, w*, K, a)-model). A multiset Sgooa = {(z; € R%,y; € R)} | of n i.i.d. sam-
ples is from a linear model y; = (x;,w*) + z;, where the input vector x; is zero mean, E[z;] = 0,
with a positive definite covariance ¥ := E[z;2] ] = 0, and the (input dependent) label noise z; is zero
mean, E[z;] = 0, with variance 0% := E[2?]. We further assume E[z;z;] = 0, which is equivalent to
assuming that the true parameter w* = L 'E[y;x;]. We assume that the marginal distribution of x;
is (K, a)-sub-Weibull and that of z is also (K, a)-sub-Weibull, as defined below.

Sub-Weibull distributions provide Gaussian-like tail bounds determining the resilience of the
dataset in Lemma J.7, which our analysis critically relies on and whose necessity is justified in
Sec. 3.3.

Definition 2.1 (sub-Weibull distribution ( , ) ). For some K,a >0,
we say a random vector x € R is from a (K,a)-sub-Weibull distribution if for all v € RY,

E (v,:c>2 1/(2a) <9
P (Kam[@m) =
Our goal is to estimate the unknown parameter w*, given upper bounds on the sub-Weibull

parameters, (K, a), and a corrupted dataset under the the standard definition of label corruption in
( ) ). There are variations in literature on the definition, which we survey in App. A.

Assumption 2 (acorrupt-corruption). Given a dataset Sgood = {(xi, yi) iy, an adversary inspects
all the data points, selects corruptn data points denoted as Sy, and replaces the labels with arbitrary
labels while keeping the covariates unchanged. We let Spaq denote this set of acorruptn newly labelled



examples by the adversary. Let the resulting set be S := Sgo0d U Sbad \ Sr. We further assume that the
corruption rate is bounded by qcorrupt < &, where & is a known positive constant satisfying & < 1/10,
7205 K2 & log?(1/(6&)) log(k) < 1/2, and 2C2K?1og?*(1/(2a)) > 1 for the (K, a)-sub- Weibull
distribution of interest and a positive constant Co defined in Lemma J.7 that only depends on (K, a).

Notations. A vector x € R? has the Euclidean norm ||z||. For a matrix M, we use |[M |2 to denote
the spectral norm. The error is measured in || — w* ||y := ||2Y2(w — w*)]|| for some PSD matrix X.
The identity matrix is denoted by Iy € R4, Let [n] = {1,2,...,n}. O(:) hides some constants
terms, K,a = O(1), and poly-logarithmic terms in n, d, 1/¢, log(1/4), 1/¢, and 1/ccorrupt. For a

vector x € Rd, we define clip,(z) := z - min{1, ﬁ}

Background on DP. Differential Privacy is a standard measure of privacy leakage when data is
accessed via queries, introduced by ( ). Two datasets S and S’ are said to be
neighbors if they differ at most by one entry, which is denoted by S ~ S’. A stochastic query g is said
to be (g, ¢)-differentially private for some £ > 0 and ¢ € [0, 1], if P(¢(S) € A) < e*P(q(S) € A) + 4,
for all neighboring datasets S ~ S’ and all subset A of the range of the query. We build upon two
widely used DP primitives, the Gaussian mechanism and the private histogram. A central concept
in DP mechanism design is the sensitivity of a query, defined as A, := supg..g ||¢(S) — q(S")||. We
describe Gaussian mechanism and private histogram in App. B.

2.1 Comparisons with the prior work

When there is no adversarial corruption, the state-of-the-art approach introduced by

( ) is based on stochastic gradient descent, where privacy is ensured by gradient norm clipping
and the Gaussian mechanism to ensure privacy. There are two main components in this approach:
adaptive clipping and streaming SGD. Adaptive clipping with an appropriate threshold 6; ensures
that no data point is clipped while providing a bound on the sensitivity of the average mini-batch
gradient, which ensures we do not add too much noise. The streaming approach, where each data
point is only touched once and discarded, ensures independence between the past iterate w; and
the gradients at round ¢ 4 1, which the analysis critically relies on. For T' = é(/@) iterations where
k is the condition number of the covariance ¥ of the covariates, the dataset S = {(z;, y;)}l; is
partitioned into {B;}1 ' subsets of equal size: |B| = ©(n/k). At each round t < T, the gradients
are clipped and averaged with additive Gaussian noise chosen to satisfy (g, 9)-DP:

1 . 0i+/210g(1.25/6
weer w3 elipy o - )+ OBy 1)
1Bl 5, e|Bil
where vy ~ N(0,15). In ( ), a variation of this streaming SGD requires

n = O(k*d/e +d/a® + kd/(ea)) to achieve an error of |[wp — w*||3 = O(c2a?).

Our technical innovations. Our approach builds upon such gradient based methods but
makes several important innovations. First, we use full-batch gradient descent, as opposed to the
streaming SGD above. Using all n samples reduces the sensitivity of the per-round gradient average,
since n > |B;| = ©(n/k). This improves the sample complexity to n = O(d/a? + £'/2d/(ca)) to
achieve an error of |[wy —w*||% = O(c2a?). However, full-batch GD loses the independence that the
streaming SGD enjoyed between w; and the samples used in the round ¢4+ 1. This dependence makes
the analysis more challenging. We instead propose using the resilience property of sub-Weibull
distributions to precisely track the bias and variance of the (dependent) full-batch gradient average.
Resilience is a central concept in robust statistics which we explain in Sec. 6.



Next, one critical component in achieving this improved sample complexity is the new analysis
technique we introduce for tracking the end-to-end gradient updates. Since our gradient descent
algorithm is not guaranteed to make progress every step, we can not use the vanilla one-step
ahead analysis. Taking the full end-to-end analysis by expanding the whole gradient trajectory will
introduce too many correlated cross-terms which are very hard to control. Therefore, we leverage
an every k-step analysis and show that the objective function at least decreases geometrically
every k steps. To be more specific, our analysis technique in App. H steps 3 and 4 opens up the
iterative updates from beginning to end, and exploits the fact that Amax((n2)Y2(1 — nX)i(n)/?)
is upper bounded by 1/(i + 1) when ||[#3| < 1. This technique is critical in achieving the near-
optimal dependence in . This might be of independent interest to other analysis of gradient-based
algorithms. We refer to the beginning of step 3 in App. H for a detailed explanation.

Finally, we propose a novel clipping method that separately clips z; and (w,'z; — y;) in the
gradient. This is critical in achieving robustness to label-corruption, as we explain in detail in
Sec. 3.1.

3 Robust and DP linear regression

We introduce a gradient descent approach for linear regression with a novel adaptive clipping that
ensures robustness against label-corruption. This achieves a near-optimal sample complexity and,
for the special case of private linear regression without adversarial corruption, improves upon the
state-of-the-art algorithm.

3.1 Algorithm

The skeleton of our approach in Alg. 1 is the general DP-SGD ( , ; ) )
with adaptive clipping ( , ). However, the standard adaptive clipping is not robust
against label-corruption under the more general (K, a)-sub-Weibull assumption. In particular, it is
possible under sub-Weibull distribution that a positive fraction of the covariates are close to the
origin, which is not possible under Gaussian data due to concentration. In this case, the adversary
can choose to corrupt those points with small norm, ||z;||, making large changes in the residual,
(y; — wy x;), while evading the standard clipping (by the norm of the gradient), since the norm of the
gradient, ||z;(y; —w/ ;)| = ||lz:|| |ys — wy x|, can remain under the threshold. This is problematic,
since the bias due to the corrupted samples in the gradient scales proportional to the magnitude of
the residual (after clipping). To this end, we propose clipping the norm and the residual separately:
clipg (z;)clipy, (th T — yl) This keeps the sensitivity of gradient average bounded by ©6;, and the
subsequent Gaussian mechanism in line 11 ensures (g9, dg)-DP at each round. Applying advanced
composition in Lemma B.5 of T" rounds, this ensures end-to-end (g, 6)-DP.

Novel adaptive clipping. When clipping with clipg(x;), the only purpose of clipping the
covariate by its norm, ||z;||, is to bound the sensitivity of the resulting clipped gradient. In particular,
we do not need to make it robust as there is no corruption in the covariates. Ideally, we want to
select the smallest threshold © that does not clip any of the covariates. Since the norm of a covariate
is upper bounded by ||z;]|?> < K?Tr(X)log?*(1/¢) with probability 1 — ¢ (Lemma J.3), we estimate
the unknown Tr(X) using Private Norm Estimator in Alg. 3 in App. F and set the norm threshold
O = K/2T'log?(n/¢) (Alg. 1 line 4). The n in the logarithm ensures that the union bound holds.

When clipping with clipgt(th x; — yi), the purpose of clipping the residual by its magnitude,
lyi — wy o] = |(w* —wy) T2; + 2], is to bound the sensitivity of the gradient and also to provide
robustness against label-corruption. We want to choose a threshold that only clips corrupt data
points and at most a few clean data points. In order to achieve an error (1/0)||wr — w*||s = O(a),



we know that any set of (1 — «) fraction of the clean data points is sufficient to get a good
estimate of the average gradient, and we can find such a large enough set of points that satisfy
[(w* — wy) T2 + 22 < (JJwg — w*||% + 02)CK?1log**(1/(2)) from Lemma J.3. At the same
time, this threshold on the residual is small enough to guarantee robustness against the label-
corrupted samples. We introduce the robust and private Distance Estimator in Alg. 2 to estimate
the unknown (squared and shifted) distance, [|w; — w*||% + o2, and set the distance threshold

0, = 2\/2775\/902[(2 log?*(1/(2a)) (Alg. 1 line 7). Both norm and distance estimation rely on
private histogram (Lemma B.2), but over a set of statistics computed on partitioned datasets, which
we explain in detail in Sec. 4.

Algorithm 1: Robust and Private Linear Regression

Input: S = {(z;,9:)}3",, DP parameters (¢, 4), T, learning rate 7, failure probability ¢,
target error «, distribution parameter (K, a)

1 Partition dataset S into three equal sized disjoint subsets S = 51 U Sy U Ss.

2 50%%,80%4\/%,&)%%,1110%0

3 I' « PrivateNormEstimator(S1, €o, do, (o) /* using Algorithm 3, Appendix F */
4 © « K+/2T log(n/{p)

5 fort=0,1,2,...,7—1do

6 vt < RobustPrivateDistanceEstimator(Ss, wy, €9, do, @, (o) /* using Algorithm 2  */

7 | 0 227 \/902K2 log?*(1/(2a)).
8 Sample v; ~ N (0,1,)

9 f]gt) < clipg(z;)clipy, (%’th — i)

10 ¢r = (v/210g(1.25/60)©0,) / (e0n)

11 | Wiy & wg— 1N (% D iess f]P + ¢t1/t)

12 Return wp

3.2 Analysis

We show that Algorithm 1 achieves a near-optimal sample complexity. We provide a proof in
Appendix H and a sketch of the proof in Section 6. We address the necessity of the assumptions in
Sec. 3.3, along with some lower bounds.

Theorem 4. Algorithm 1 is (g,0)-DP. Under (3,02, w*, K, a)-model of Assumption 1 and Olcorrupt-
corruption of Assumption 2 and for any failure probability ¢ € (0, 1) and target error rate & > eorrupt
if the sample size is large enough such that

1 arl
n=0 <K2d10g2<1+1 (1) | d+log(/Q) K2dT"/?log(5) log (4))
¢ ;

(2)

a? e

with a large enough constant where O hides poly-logarithmic terms in d, n, and k, then the choices
of a step size n = 1/(CAmax(X)) for any C > 1.1 and the number of iterations, T = © (rlog (||w*||))
for a condition number of the covariance k = Apax(X)/Amin(X), ensures that, with probability 1 — ¢,
Algorithm 1 achieves

By e evon [wr — ] = O Koo logh (2 ), 3)



where the expectation is taken over the noise added for DP, and (:)() hides logarithmic terms in
K,o,d,n,1/elog(1/6),1/c, and k.

Optimality. Omitting some constant and logarithmic terms, Alg. 1 requires

d N ml/leog(l/(S)) |

a? cq

n o= O (4)
samples to ensure an error rate of E[||wr — w*||%] = O(0%a?) for any o > acorrupt- The lower bound
on the achievable error of o0?a? > a2a§0rmpt is due to the label-corruption and cannot be improved,
as it matches an information theoretic lower bound we provide in Proposition 3.1. In the special case
when the covariate follows a sub-Gaussian distribution, that is (K, 1/2)-sub-Weibull for a constant
K, there is an n = Q(d/a? + d/(ea)) lower bound ( ( ), Theorem 4.1), and our upper
bound matches this lower bound up to a factor of x!/2 in the second term and other logarithmic
factors. Eq. (4) is the best known rate among all efficient private linear regression algorithms,
strictly improving upon existing methods when log(1/8) = O(1). We discuss some exponential time
algorithms that closes the x'/2 gap in Sec. 3.3.
Comparisons with the state-of-the-art. The best existing efficient algorithm by
( ) can only handle the case where there is no adversarial corruption, and requires
= O(k%d\/log(1/68) /e + d/a® + kd+/log(1/5)/(c)) to achieve an error rate of o2a?. Compared
to Eq. (4), the first term dominates in its dependence in k, which is a factor of k larger than Eq. (4).
The third term is larger by a factor of x!/2 but smaller by a factor of logl/ 2(1 /0), compared to the
second term in Eq. (4).
In the non-private case, when € = oo, a recent line of work has developed algorithms for linear
regression that are robust to label corruptions ( , , ; , ;
, ). Of these, ( )i ( ) are
relevant to our work as they consider the same adversary model as Assumption 2. When z;’s and
2;’s are sampled from N(0, %) and N(0,0?), ( ) proposed a Huber loss
based estimator that achieves error rate of o2a?log?(n/8) when n = O (k*d/a?). Under the same
setting, ( ) propoased a hard thresholding based estimator that achieves o?a?
error rate with O (d/ oz2) sample complexity. Our results in Theorem 4 match these rates, except
for the sub-optimal dependence on log®(1/a). Another line of work considered both label and
covariate corruptions and developed optimal algorithms for parameter recovery ( ,
y 15 ) ; ) ; ) ; )
; , ; , ; , ; , ). The best
existing efficient algorithm , e.g. ( , ), achieves error rate of o2a?log(1/a) when
= O (d/a?), and the z; and 2; are sampled from N(0, ) and N(0, 0?).

Under both privacy requirements and adversarial corruption, the only algorithm with a provable
guarantee is an exponential time approach, known as High-dimensional Propose-Test-Release
(HPTR), of ( , Corollary C.2), which achieves a sample complexity of n = O(d/a? +
(d + log(1/6))/(ecr)). Notice that there is no dependence on x and the log(1/9) term scales as
1/(ea) as opposed to kd'/?/(ea) of Eq. (4). Tt remains an open question if computationally efficient
private linear regression algorithms can achieve such a k-independent sample complexity. Further,
HPTR is robust against a stronger adversary who corrupts the covariates also and not just the
labels. Under this stronger adversary, it remains open if there is an efficient algorithm that achieves

= O(d/a® + d/(ea))) sample complexity even for constant x and 4.

3.3 Lower bounds

Necessity of our assumptions. A tail assumption on the covariate x; such as Assumption 1 is



necessary to achieve n = O(d) sample complexity in Eq. (4). Even when the covariance ¥ is close
to identity, without further assumptions on the tail of covariate x, the result in ( , )
implies that for § < 1/n and sufficiently large n, no (e,d)-DP estimator can achieve excess risk
|1 — w*||% better than Q(d®/(?n?)) (see Eq. (3) in ( , )). Note that this lower bound is a
factor d larger than our upper bound that benefits from the additional tail assumption.

A tail assumption on the noise z; such as Assumption 1 is necessary to achieve n = O(d/(c))
dependence on the sample complexity in Eq. (4). For heavy-tailed noise, such as k-th moment
bounded noise, the dependence can be significantly larger. ( , Proposition C.5)
implies that for § = e 9@ and 4-th moment bounded z; and z;, any (g,0)-DP estimator requires

= Q(d/(ca?)), which is a factor of 1/« larger, to achieve excess risk E[||i — w*||%] = O(0?a?).

The assumption that only label is corrupted is critical for Algorithm 1. The average of the
clipped gradients can be significantly more biased, if the adversary can place the covariates of the
corrupted samples in the same direction. In particular, the bound on the bias of our gradient step
in Eq. (41) in App. H would no longer hold. Against such strong attacks, one requires additional
steps to estimate the mean of the gradients robustly and privately, similar to those used in robust
private mean estimation ( ; , ; , ;

, ). This is outside the scope of this paper.

Lower bounds under label corruption. Under the acorrupt label corruption setting (As-
sumption 2), even with infinite data and without privacy constraints, no algorithm is able to learn
w* with £ error better than ccorrupt. We provide a formal derivation for completeness.

Proposition 3.1. Let Dy, 52 .+ i, be a class of joint distributions on (x;,y;) from (X, o, w*, K,a)-
model in Assumption 1. Let S, o be an a-corrupted dataset of n i.i.d. samples from some distribution
D € Dy 42 4= ko under Assumption 2. Let M be a class of estimators that are functions over the
datasets Sy, o. Then there exists a positive constant ¢ such that

min max E[||d — w*||&] > ca? o2

TL,’UA]GM Sn,a7D€DZ’U‘2_’w*,K’a7w*7K7a”

A proof is provided in Appendix I.1. A similar lower bound can be found in
( , Theorem 6.1).

4 Adaptive clipping for the gradient norm

In the ideal clipping thresholds for the norm and the residual, there are unknown terms which we
need to estimate adaptively, (|jw; —w*||% + 0?) and Tr(¥), up to constant multiplicative errors. We
privately estimate the (squared and shifted) distance to optimum, (||w; — w*[|% + 0?), with Alg. 2
and privately estimate the average input norm, E[||z;]|?] = Tr(X), with Alg. 3 in App. F. These
are used to get the clipping thresholds in Alg. 1. We propose a trimmed mean approach below for
distance estimation. The norm estimator is similar and is provided in App. F.

Private distance estimation using private trimmed mean. The goal is to estimate the
(shifted) distance to optimum, |jw; — w*||% + o2, up to some constant multiplicative error. Note
that this is precisely the task of estimating the variance of the residual b; = y; — wt z;. When there
is no adversarial corruption and no privacy constraint, we can simply use the empirical variance
estimator (1/n) > ;cp, (¥i — w, z;)? to obtain a good estimate. However, the empirical variance
estimator is not robust against adversarial corruptions since one outlier can make the estimate
arbitrarily large. A classical idea is using the trimmed estimator from ( ) ),



which throws away the 2a fraction of residuals b; with the largest magnitude. For datasets with
resilience property as assumed in this paper, this will guarantee an accurate estimate of the distance
to optimum in the presence of « fraction of corruptions.

To make the estimator private, it is tempting to simply add a Laplacian noise to the estimate.
However, the sensitivity of the trimmed estimator is unknown and depends on the distance to
the optimum that we aim to estimate; this makes it challenging to determine the variance of the
Laplacian noise we add. Instead, we propose to partition the dataset into k batches, compute
an estimate for each batch, and form a histogram with over those k estimates. Using a private
histogram mechanism with geometrically increasing bin sizes, we propose using the bin with the
most estimates to guarantee a constant factor approximation of the distance to the optimum. We
describe the algorithm as follows.

Algorithm 2: Robust and Private Distance Estimator

Input: Sy = {(z,v:) 1, current wy, (€0,d0), @, ¢

1 Let b; < (yz — w;—xi)Z, Vi € [TL] and g — {bl}?:l

2 Partition S into k = [C log(1/(60¢))/c0] subsets of equal size and let G; be the j-th
partition.

3 For j € [k], denote v; as the (1 — 3&)-quantile of G and ¢; ﬁ ZiEG]- bi1{b; < 1);}.

4 Partition [0, 00) into geometrically increasing intervals
Q:={..,[271,1),[1,2),[2,2?),...} U{[0,0]}

5 Run (eq, dp)-DP histogram of Lemma B.2 on {qﬁj}?:l over )

6 if all the bins are empty then Return L

7 Let [¢,r] be a non-empty bin that contains the maximum number of points in the DP
histogram

8 return /

This algorithm gives an estimate of the distance up to a constant multiplicative error as we
show in the following theorem. We provide a proof in App. D.

Theorem 5. Algorithm 2 is (g9, 00)-DP. For an qcorrupt-corrupted dataset So and an upper bound
& 0N Qeoprupt that satisfy Assumption 1 and 3702 K? - alog®*(1/(6a)) < 1/4 and any ¢ € (0,1), if

neO ((d+ log((log(l/(5oC)))/€oC))(log(l/(5oC)))) 7

a2eq

()

with a large enough constant then, with probability 1 — (, Algorithm 2 returns £ such that %(Hwt —
w§+0%) < €< Alw - wF + o).

Note that in Theorem 5, we only need to estimate distance up to a constant multiplicative error,
as opposed to an error that depends on our final end-to-end desired level a. Consequently, we
require smaller sample complexity (that doesn’t depend on «) than other parts of our approach.

Remark 4.1. While DP-STAT (Algorithm 3 in (2022)) can also be used to estimate
|lwe — w*||x + o (and it would not change the ultimate sample complexity in its dependence on k, d,
e, and n), there are three important improvements we make: (i) DP-STAT requires the knowledge
of ||lw*||ls + o; (ii) our utility guarantee has improved dependence in K and log**(n); and (iii)
Algorithm 2 is robust against label corruption.
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Figure 1: Performance of various techniques on DP linear regression. d = 10 in all the experiments.
n =107,k = 1 in the 2"¢ experiment. n = 107, = 1 in the 3" experiment, where & is the condition
number of ¥ and o2 is the variance of the label noise z;.

Upper bound on clipped good data points. Using the above estimated distance to the
optimum in selecting a threshold 6;, we also need to ensure that we do not clip too many clean
data points. The tolerance in our algorithm to reach the desired level of accuracy is clipping O(«a)
fraction of clean data points. This is ensured by the following lemma, and we provide a proof in
Appendix E.

Lemma 4.2. Under Assumption 1 and for allt € [T, if 6; > \/902K2 log®®(1/(2a))-(|w* — wy||s + o)
then ‘{z € 53N Sgood : }w;x, — yi‘ > Ht}‘ < an.

5 Experimental results

5.1 DP Linear Regression

We present experimental results comparing our proposed technique (DP-ROBGD) with other
baselines. We consider non-corrupted regression in this section and defer corrupted regression to
the App. K. We begin by describing the problem setup and the baseline algorithms first.
Experiment Setup. We generate data for all the experiments using the following generative model.
The parameter vector w* is uniformly sampled from the surface of a unit sphere. The covariates
{z;}I_, are first sampled from A (0, %) and then projected to unit sphere. We consider diagonal
covariances 3 of the following form: X[0,0] = k, and X[i,i] = 1 for all « > 1. Here k > 1 is the
condition number of 3. We generate noise z; from uniform distribution over [—o, o]. Finally, the
response variables are generated as follows y; = :):Z»Tw* + z;. All the experiments presented below
are repeated 5 times and the averaged results are presented. We set the DP parameters (¢,0) as
€ =1,6 =min(107% n~2). Experiments for ¢ = 0.1 can be found in Fig. 2 in the App. K.
Baseline Algorithms. We compare our estimator with the following baseline algorithms:

e Non private algorithms: ordinary least squares (OLS), one-pass stochastic gradient descent with
tail-averaging (SGD). For SGD, we use a constant step-size of 1/(2Amax) with n/T minibatch
size, where T' = 3k logn.

e Private algorithms: sufficient statistics perturbation (DP-SSP) ( , ; ,

), differentially private stochastic gradient descent (DP-AMBSSGD) ( , ).
DP-SSP had the best empirical performance among numerous techniques studied by ( ),
and DP-AMBSSGD has the best known theoretical guarantees. The DP- SSP algorithm involves
releasing X7 X and X7y differentially privately and computing (X TX )~ 1X Ty. DP-AMBSSGD
is a private version of SGD where the DP noise is set adaptively according to the excess error
in each iteration. For both the algorithms, we use the hyper-parameters recommended in their
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respective papers. To improve the performance of DP-AMBSSGD, we reduce the clipping
threshold recommended by the theory by a constant factor.

DP-RobGD. We implement Algorithm 1 with the following key changes. Instead of relying on
PrivateNormEstimator to estimate I', we set it to its true value Tr(X). This is done for a fair
comparison with DP-AMBSSGD which assumes the knowledge of Tr(X). Next, we use 20% of the
samples to compute ~y; in line 5 (instead of the 50% stated in Algorithm 1). In our experiments
we also present results for a variant of our algorithm called DP-ROBGD* which outputs the best
iterate based on 7, instead of the last iterate. One could also perform tail-averaging instead of
picking the best iterate. Both these modifications are primarily used to reduce the variance in the
output of Algorithm 1 and achieved similar performance in our experiments.

Results. Figure 1 presents the performance of various algorithms as we vary n,k,o. It can be
seen that DP-ROBGD outperforms DP-AMBSSGD in almost all the settings (and DP-RoBGD*
outperforms DP-ROBGD in all cases). DP-SSP has poor performance when the noise o is low,
but performs slightly better than DP-ROBGD in other settings. A major drawback of DP-SSP
is its computational complexity which scales as O(nd? + d*). In contrast, the computational
complexity of DP-ROBGD has smaller dependence on d and scales as O(ndi-@). Thus the latter is
more computationally efficient for high-dimensional problems. More experimental results on both
robust and private linear regression can be found in the App. K.

6 Sketch of the main ideas in the analysis

We provide the main ideas behind the proof of Theorem 4. The privacy proof is straightforward
since no matter what clipping threshold we use the noise we add is always proportionally to the
clipping threshold which guarantees privacy. In the remainder, we focus on the utility analysis.

The proof of the utility heavily relies on the resilience ( , ) (also known as
stability ( , )), which states that given a large enough sample set S, various
statistics (for example, sample mean and sample variance) of any large enough subset of S will be
close to each other. We define resilience in App. C.

The main effort for proving Theorem 4 lies in the analysis of the gradient descent algorithm.
Without clipping and adding noise for differential privacy, convergence property of gradient descent
for linear regression is well known. The convergence proof of noisy gradient descent is also relatively
straightforward. However, our algorithm requires both clipping and adding noise for robustness and
privacy purposes. The key difference between our setting and the classical setting is the existence of
adversarial bias and random noise in the gradient. We give an overview of the proof of our robust
and private gradient descent as follows.

First, we introduce some notations. Let glgt) = (acith — y;)x; be the raw gradient. Note that
when the data follows from our distributional assumption, uncorrupted samples are not clipped:
clipg(x;) = x; for i € Sgood. Let G 1= Sgood N S3 = S3 \ Sbaq denote the clean data that remains in
the input dataset. We can write down one step of gradient update as follows:

* 1 ~ *
Wil — W = wt—TI(nZgi(t)-Htit)—w

€S

= ( — szzxj> (wy —w™) + %szzl + %Z(Qgt) - QZ@) - % Z gz(t) — NGV -

i€eG i€G i€G 1€Shad
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In the above equation, the first term is a contraction, meaning w; is moving toward w*. The second
term captures the noise from the randomness in the samples. The third term captures the bias
introduced by the clipping operation, the fourth term (/n) >, Spad gft) captures the bias introduced
by the adversarial datapoints, and the fifth term captures the added Gaussian noise for privacy.
The second term is standard and relatively easy to control, and our main focus is on the last three
terms.

The third term (n/n) ZieG(gft) - gf”) can be controlled using the resilience property. We
prove that with our estimated threshold, the clipping will only affect a small amount of datap%i)nts,

1€Shad 9;
(n/n) > ies,., cliPs, (z) wy — y;)x; can be controlled since there is only a small amount data points
whose label is corrupted, the clipy, (:L'ith — y;) is controlled by the clipping threshold and the z;
part satisfies resilience property which implies a small, say Spaq, must have small ||, Spad x|

Now we have controlled the deterministic bias. Then, we upper bound the fifth term, which
is the noise introduced by the Gaussian noise for the purpose of privacy, and show the expected
prediction error decrease in every gradient step. The difficulty is that, since our clipping threshold
is adaptive, the decrease of the estimation error depends on the estimation error of all the previous
steps. This causes that in some iterations, the estimation error actually increase. In order to get
around this, we split the iterations into length x chunks, and argue that the maximum estimation
error in a chunk must be a constant factor smaller than the previous chunk. This implies we will
reach the desired error within O(k) steps.

whose contribution to the gradient is small collectively. The fourth term (n/n) >’

7 Discussion

We provide a novel variant of DP-SGD algorithm for differentially private linear regression under
label corruption. We show the first near-optimal rate that achieves privacy and robustness to label
corruptions simultaneously. When there is no label corruption, our result also improves upon the
state-of-the-art method ( , ) in terms of the condition number k. Compared
to ( , ), our algorithm has three innovations: 1) we introduce a novel adaptive
clipping, which is critical in achieving robustness against label corruptions; and 2) we use full
batch gradient descent and a novel convergence analysis to get the near-optimal sample complexity.
Compared to the lower bound and upper bound from a computationally inefficient algorithm in
( , ), our sample complexities O(d/a? + k'/?d/(ca)) has additional /2 factor in the
privacy term. It remains an open question if there is an efficient algorithm to achieve the optimal
rate without the x dependence.
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Appendix
A Related work

Differentially private optimization. There is a long line of work at the intersection of differ-
entially privacy and optimization ( , ; ) ; , ;
, ; : ; : ; : ; ; )-
As one of the most well-studied problem in differentially privacy, DP Empirical Risk Minimization
(DP-ERM) aims to minimize the empirical risk (1/n) ) ;g #(x;; w) privately. The optimal excess
empirical risk for approximate DP (i.e., § > 0) is known to be GD - v/d/(en), where the loss £ is
convex and G-Lipschitz with respect to the data, and D is the diameter of the convex parameter
space ( , ). This bound can be achieved by several DP-SGD methods, e.g., (

, ; , ), with different computational complexities. Differentially private
stochastic convex optimization considers minimizing the population risk E,.p[f(x,w)], where data
is drawn i.i.d. from some unknown distribution D. Using some variations of DP-SGD,

( ) and ( ) achieves a population risk of GD(1/v/n +Vd/(en)).

DP linear regression. Applying above results for the linear model, by observing that G = O(d)
if D = O(1), the sample complexity required for achieving generalization error is n = d?. Existing
works for DP linear regression, for example ( , ; , ; , ;

, ; , ) typically consider deterministic data. Under the i.i.d. Gaussian
data setting, this translates into a sample complexity of n = d®/?/(ec), where the extra d'/? due to
the fact that no statistical assumptions are made. For i.i.d. sub-Weibull data, recent work (

, ) achieved nearly optimal excess population risk d/n + d?/(e?n?) using DP-SGD with
adaptive clipping, up to extra factors on the condition number. This is closest to our work and
we provide detailed comparisons in Sections 2.1 and 3.2. Under Gaussian assumptions,

( ) analyze linear regression algorithm with sub-optimal guarantees. ( , ;

, ; , ; , ) also consider using robust statistics like

Tukey median ( , ) or Theil-Sen estimator ( , ) for differentially private regression.
However, ( , ) and ( , ) lack utility guarantees and ( ,
) is restricted to one-dimensional data. ( ) achieves optimal sample complexity

but takes exponential time.
Robust linear regression. Robust mean estimation and linear regression have been studied
for a long time in the statistics community ( , ; , ; ,
). However, for high dimensional data, these estimators generalizing the notion of median to
higher dimensions are typically computationally intractable. Recent advances in the filter-based

algorithms, e.g., ( , , , , ; , ; , ),
achieve nearly optimal guarantees for mean estimation in time linear in the dimension of the dataset.
Motivated by the filter algorithms, ( D); ( );

( ); ( ); ( ) achieved nearly optimal rate with d

samples for robust linear regression, where both data x; and label y; are corrupted. Another type of
efficient methods that achieve similar rates and sample complexity in polynomial time is based on
sum-of-square proofs ( , ; , ), which can be computationally
expensive in practice. ( ) and ( ) achieves nearly optimal rates using
d samples but require exponential time complexities. An important special case of adversarial
corruption is when the adversary only corrupts the response variable in supervised learning (
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, ) and also in unsupervised learning ( , ). For linear regression,
when there is only label corruptions, ( , : , : ,

) achieve nearly optimal rates with O(d) samples. Under the oblivious label corruption model,
i.e., the adversary only corrupts a fraction of labels in complete ignorance of the data, ( ,

: ) ) provide consistent estimator w,, such that lim,_, E [@,, — w*], = 0 with
O(d) samples.

Robust and private linear regression. Under the settings of both DP and data corrup-
tions, the only algorithm by ( ) achieves nearly optimal rates alog(l/a)o with
optimal sample complexities of d/a? + d/(ea)). However, their algorithm requires exponential time
complexities.

Robust and private mean estimation Based on sum-of-square proofs, recent works (

, ; , ) are able to achieve nearly optimal rates alog(1/a) with O(d)
samples for sub-Gaussian data with known covariance.

B Preliminary on differential privacy

Our algorithm builds upon two DP primitive: Gaussian mechanism and private histogram. The
Gaussian mechanism is one examples of a larger family of mechanisms known as output perturbation
mechanisms. In practice, it is possible to get better utility trade-off for a output perturbation
mechanism by carefully designing the noise, such as the stair-case mechanism which are shown to
achieve optimal utility in the variance ( , ) and also in hypothesis testing (

, ). However, the gain is only by constant factors, which we do not try to optimize in this
paper. We provide a reference for the Gaussian mechanism and private histogram below.

Lemma B.1 (Gaussian mechanism ( )). For a query q with sensitivity A4, the
Gaussian mechanism outputs q(.S) \/210g (1.25/6)/e)?1,) and achieves (g,8)-DP.
Lemma B.2 (Stability-based histogram ( , , Lemma 2.3)). For every K €

N U oo, domain €2, for every collection of disjoint bins By, ..., Bk defined on ), n € N, € > 0,0 €
(0,1/n), B> 0 and « € (0,1) there exists an (&, 0)-differentially private algorithm M : Q* — RE
such that for any set of data X1,...,X, € Q"

n 1

2. (ﬁl,...,ﬁK) — M(Xl,...,Xn), and
3.

8 8
n > min {Eﬂ log(2K/a), 5 10g(4/a5)}
then,
P(|pr — bkl < B8) 21—«

When the databse is accessed multiple times, we use the following composition theorems to
account for the end-to-end privacy leakage.

Lemma B.3 (Parallel composition ( )). Consider a sequence of interactive queries
{ax Y| each operating on a subset Sy of the database and each satisfying (e,8)-DP. If Sy’s are
disjoint then the composition (q1(S1),q2(S2), ..., qx(SK)) is (¢,0)-DP.
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Lemma B.4 (Serial composition ( ). If a database is accessed with an (€1, 91)-
DP mechanism and then with an (€3, 02)-DP mechanism, then the end-to-end privacy guarantee is
(81 + &9,01 + 52)—DP.

In most modern privacy analysis of iterative processes, advanced composition theorem from
( ) gives tight accountant for the end-to-end privacy budget. It can be improved

for specific mechanisms using tighter accountants, e.g., in ( ); ( );
(2019); (2022); (2021).
Lemma B.5 (Advanced composition ( )). For e < 0.9, an end-to-end guar-

antee of (g,9)-differential privacy is satisfied if a database is accessed k times, each with a

(e/(2+/2k10g(2/0)),0/(2k))-differential private mechanism.

C Definition of resilience

Definition C.1 (( , , Definition 23)). For some a € (0,1), p1 € Ry, p2 € Ry, and
p3 € Ry, py € Ry, we say dataset Sgooqa = {(x; € R, y; € R)}Y, is («, p1, p2, p3, pa)-resilient
with respect to (w*, %, ) for some w* € RY, positive definite ¥ = 0 € R¥™?, and o > 0 if for any
T C Sgooa of size |T| > (1 — a)n, the following holds for all v € R%:

5T = eTun| <o TS ®
\le! xlze:T(v,xﬁQ — UTZU‘ < pgvTZv , (7)
1Y | oS 9)

(wiy:) €T

D Proof of Theorem 5 on the private distance estimation

We first analyze the privacy. Changing a data point (x;,y;) can affect at most one partition in
{G; }2?:1. This would affect at most two histogram bins, increasing the count of one bin by one
and decreasing the count in another bin by one. Under such a bounded ¢; sensitivity, the privacy
guarantees follows from Lemma B.2.

Next, we analyze the utility. In the (private) histogram step, we claim that at most only
two consecutive bins can be occupied by any ¢;’s. This is also true for the private histogram,
because the private histogram of Lemma B.2 adds noise to non-empty bins only. By Lemma B.2,
if k> clog(1/(600))/€0, one of these two intervals (the union of which contains the true distance
|we — w*||% + 02) is released. This results in a multiplicative error bound of four, as the bin size
increments by a factor of two.

To show that only two bins are occupied, we show that all ¢;’s are close to the true distance.
We first show that each partition contains at most 2aerrupt fraction of corrupted samples and thus
all partitions are (2@, 6@, 6, 6, 6p,6p)-corrupt good, where p(Cy, K, a,a) = CoK%alog?*(1/6a)
and p'(Cy, K, a,a) = CoKalog®(1/6a), as defined in Definition J.6.
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Let B = |[n/k] be the sample size in each partition. Let (o = (/2. Since the partition is
drawn uniformly at random, for each partition G, the number of corrupted samples o/n satisfies
a’'n ~ Hypergeometric(n, deorrupt 1, 7/k). The tail bound gives that with probability 1 — (o,

o < Qcorrupt + (k/n) log(2/CO) <2a,

where the last inequality follows from the fact that the corruption level is bounded by corruption < @
and the assumption on the sample size in Eq. (5) which implies n 2 log(1/(d0¢0)) log(1/¢o)/(aco).
For a particular subset G, Lemma J.7 implies that if B = O((d + log(1/{p))/a?), then G; is
(o, 6a,6p,6p,6p,6p )-corrupt good set with respect to (w*, 3, o) from Assumption 1. This means
that there exists a constant C > 0 such that for any 71 C Sgooq With |T1| > (1 — 6&) B, we have

1 * * — — *
e (3, w* —wy)? — [Jw* — wel}] < 6C2K2alog?(1/(6a))|w* — wi|%
73] i€y

1

il > 2 —o?| < 6CoK alog™(1/(6a))0”

€Ty
and
1 . i o
PR D i i = )| < 6Co KA 10g (1/(6)) o — s
€Ty

Note that for i € Sgo0a, b = z? + 2z (w* —wy) T2y + (w* — wt)TxixiT(w* —wy). By the triangular
inequality, we know, under above conditions,

1
ol D b — wt — w3 — 0?| < 12C2K2alog®(1/(6a))(|Jw* — wil|3 + o) . (10)
1 €T
Which also implies that any subset Tp C Sgood and |To| < 6&|Sge0d|, we have
1 * — *
o D b= wt — w3 — 0?| < 120K 10g”(1/(6a)) (|w* — w3, + o) . (11)
€Ty

Recall that 1; is the (1 — 3a&)-quantile of the dataset G;j. Let T := {i € Sgpoa : b; < 1}, where with
a slight abuse of notations, we use Sgo0q4 to denote the set of uncorrupted samples corresponding to
G and Shpaq to denote the set of corrupted samples corresponding to G;. Since the corruption is less
than o, we know (1 —3a —o/)B < |T| < (1 —3a+ «/)B. By our assumption that o/ < 2a, we have
|E| > (3@ — o/)B > aB where E := Sgo0q \ E. Using Eq. (11) with a choice of Th = E, we get that

minb; — |jw” — wel|f — 0 < 12Co K2 1og>(1/(6@))(lw* — w3 + 0?) . (12)
1€

This implies that

P; < 1205K?1og?*(1/(6a))(Jw* — wi||% + o?). (13)
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Hence

1
65— llo* —will} = 0% = | 5 EXG: bi - 1{bs < 5} = [[w” — w3 - o
(]

1 § 1
— EZ@_H@U — w3 — 0% + 5 D b 1{b; <y}
i€T 1€Shad

< 37CHK? - alog?(1/(6a))(||w* — ws||% + o2), (14)

where we applied Eq. (13) and Eq. (10) in the last inequality.

On a fixed partition G, we showed that if B = O((d + log(1/{p))/a?) then, with probability
1—Co, |¢j — |w* — w3 — 02| < L(|lw* — w3 + 02), which follows from our assumption that
37CyK? - alog?*(1/(6a)) < 1/4. Using an union bound for all subsets, we know if B = O((d +
log(k/Co))/a?), then 1 — (o, |¢; — |[w* —wy[|3 — 0| < (||w* —wi||% +02) holds for all j € [k]. Since
the upper bound lower bound ratio is 5/3 which is less than 2. All the ¢; must lie in two bins,
which will result in a factor of 4 multiplicative error.

E Proof of Lemma 4.2 on the upper bound on clipped good points

Let p(Cy, K, a,a) = 202 K?alog?*(1/(2a)) and §/(Cs, K, a, ) = 203 Kalog?(1/(2a)). Lemma J.7
implies that if n = O((d+1og(1/¢))/(a?)) with a large enough constant, then there exists a universal
constant Cy such that Ss is, with respect to (w*, X, 0), (Qcorrupt, 24, p, p, p, p')-corrupt good. The
rest of the proof is under this (deterministic) resilience condition. By the resilience property in
Eq. (7), we know for any T' C Sgooq with |T'] > (1 — 2a)n,

]' * * * a *
mZ(w —wy) Twix) (W —wy) — [Jw* — wel|E] < 20.K2%alog??(1/(2a))||w* — wel|E . (15)
€T

i
note & := |E|/n. We want to show that & < «/2. Let T be the set of points that contain the smallest
1 — a/2 fraction in {(w* —wy) "z, (w* — W) }ieSyo0q- We know [T = (1 —a/2)n > (1 — 2a)n. To

Let E := {i € Sgood : (W* —wy) iz (w* — wy) > [w* — w||%(8C2K? log**(1/(2c0)) + 1) }. De-

i
prove by contradiction, suppose & > a/2, which means all data points in Seooq \ 7" are larger than
|w* — w]|4(8C2 K2 log**(1/(2c)) + 1). From resilience property in Eq. (15), we know

1

— Z (w* — wy) Tz, (w* — wy)
" 1€Sg00d
1 * T T * 1 * T T *
= EZ(ZU —wy) ziz; (W —wy) + - Z (W* —wy) iz (W' — wy)
€T 1€8g00a\T'

v

o 1 N o as 1 N
(1-5) (1-200alog () ) o~ wrll + § (SCaRlog* () + Dl ~ il
> (14202 K2alog?(1/2a))||w* — we||% ,

which contradicts Eq. (15) for Sgooq. This shows & < ar/2.
Similarly, we can show that ‘{z € Sgood : 22 > 02(8C2 K% log?*(1/(2a)) + 1)}| < «/2. This

means the rest (1 — a)n points in Sgooq satisfies \/(w* —wy) Twgz] (w* —we) + |z] < (Jlwg — w*|| +
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o) \/(802K2 log*(1/(2a)) + 1). Note that for all i € Sgood, We have

|xith — il = xiT(wt —w*) =z

< o] (we —w*)| + |z

< <\/(w* —wy) Twz] (w* —wy) + |Zz'|> :

By our assumption that CyK?1log??(1/(2@)) > 1 which follows from Assumption 2, we have

{1 € Sunaa sl =il < (= ') + ) 0o 081/ 2a) | > (=) (10)

F Private norm estimation: algorithm and analysis

Algorithm 3: Private Norm Estimator

Input: S1 = {(zs,y:)}}'_,, target privacy (eg,do), failure probability (.

1 Let a; < ||z]|>. Let S = {a;}1,.

2 Partition S into k = |Cy log(1/(J0¢))/e] subsets of equal size and let G; be the j-th
partition.

3 For each j € [k], denote v; = (1/|Gj|) ZieG]_ a;.

4 Partition [0, 00) into bins of geometrically increasing intervals
Q= {... [27%4 27 V4) 2714 1) [1,21/4), [21/4,22/4) . Y u{[0,0]}

5 Run (eq, dp)-DP histogram learner of Lemma B.2 on {%};‘?Zl over {2

6 if all the bins are empty then Return L

7 Let [¢,7] be a non-empty bin that contains the maximum number of points in the DP
histogram

8 Return /¢

Lemma F.1. Algorithm 3 is (9,00)-DP. If {z;}I", are i.i.d. samples from (K,a)-sub- Weibull
distributions with zero mean and covariance > and

:()(10%2“(1/(500)) |

€0

with a large enough constant then Algorithm 8 returns I' such that, with probability 1 — _,

1
7 Tr(X) < T <V2Tr(X) .

We provide a proof in App. F.1.

F.1 Proof of Lemma F.1 on the private norm estimation

By Hanson-Wright inequality in Lemma J.1 and union bound, there exists constant ¢ > 0 such that
with probability 1 — ¢,

b o 0g?®
@me—mmmd&mm<lfﬁu}gfm), (17)
i=1
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This means there exists a constant ¢ > 0 such that if b > ¢/ K?log?*(k/(), then for all j € [k].
165 — Te()] < 215 Tx(x) (1)

With probability 1 — ¢, {t); }§=1 lie in interval of size 21/4 Tr(X). Thus, at most two consecutive
bins are filled with {9); }le. Denote them as I = I;UIly. Our analysis indicates that P(¢; € I) > 0.99.
By private histogram in Lemma B.2, if £ > log(1/(6¢))/e, |pr — pr| < 0.01 where py is the empirical
count on I and py is the noisy count on I. Under this condition, one of these two intervals are
released. This results in multiplicative error of v/2.

G Proof of the resilience in Lemma J.7

We apply following resilience property for general distribution characterized by Orlicz function from
(2019).

Lemma G.1 (( , , Theorem 3.4)). Dataset S = {x; € R4}, consists i.i.d. samples

from a distribution D. Suppose D is zero mean and satisfies E,p [@b (@T—x)z’)z]ﬂ <1 for

IR
all v € RY, where () is Orlicz function. Let ¥ = By plzx']. Suppose a < &, where & satisfies
(14 a/2) - 2x2anp~1(2/@) < 1/3, @ < 1/4. Then there exists constant cy,Co such that if n >
c1((d +10g(1/¢))/(a?)), with probability 1 — ¢, for any T C S of size |T| > (1 — a)n, the following

holds:
- 1/2 T
(\Tr 2.

€T

< Coran/9=1(1/a) (19)

and

< Coranp™H(1/a) . (20)

I, — %12 ( sz ) —-1/2

zET

2

Let ¥(t) = e’ 1t is easy to see that ¥(t) is a valid Orlicz function. Then if z; is (K, a)-sub-

Weibull, then we know
< CoKan/log?(1/a) , (21)

i 1/2<‘T’sz>

€T

and

< CyK2alog?(1/a) . (22)
2

I,— %12 <|T| le ) —-1/2

€T

This implies

(1 — CoK2%alog?(1/a))Ig < %~ W(\T!Z% )z 12 2 (14 CoK%alog? (1 /o)y . (23)
€T

Using the fact that CTAC < CTBC if A < B, we know

(1 - CyK%alog?(1/a))s < \7| D w2 (14 CoK?alog®(1/a)) . (24)
€T
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This implies resilience properties of z; and z; in Eq. (7) and Eq. (8) in Definition C.1 respectively.
Next, we shovg the2resilience property of x;z;.
By ab < % + %, for any fixed v € R?,

XTiZi, U 2\ 1/(4a) T4,V 2\ 1/(2a) 212 1/(2a)
Elexp <<’K<4(I%T>E‘v> )1 sk leXp ((M) /2> exp (<K20_2) /2)] (25)

1 | (i, v) ‘2 1/(2a) 22 1/(2a)
=3 (E P <<K2TE TE o { | 2202
(26)
<2. (27)
Since E[z;2;] = 0, ( , , Lemma E.3) implies that there exists constant ¢1, Co > 0 such

that if n > ¢1(d + log(1/¢))/(a?), with probability 1 — ¢, for any T' C Sgeoa of size |T| > (1 — a)n,

= (%)

i€T

< CyK?0alog?(1/a) . (28)

H Proof of Theorem 4 on the analysis of Algorithm 1

The main theorem builds upon the following lemma that analyzes a (stochastic) gradient descent
method, where the randomness is from the DP noise we add and the analysis only relies on certain
deterministic conditions on the dataset including resilienece and concentration. Theorem 4 follows
in a straightforward manner by collecting Theorem 5, Lemma F.1, Lemma 4.2, and Lemma H.1.

Lemma H.1. Algorithm 1 is (g,0)-DP. Under Assumptions 1 and 2 for any ¢ € (0,1) and
QO > Qeorrupt Satisfying K2alog?(1/a)log(k) < ¢ for some universal constant ¢ > 0, if distance
threshold is small enough such that

0, < 3C3*Klog(1/(20)) - (JJw* — wells + o) | (29)

and large enough such that the number of clipped clean data points is no larger than an, at every
round, the norm threshold is large enough such that

© > Ky/Tr(X)log*(n/¢), (30)

and sample size is large enough such that

n—O <K2dlog(d/C) log2(n /) + d—+ lzgz(l/() N K2T1/2dlog(T!;5) loga(n/(ag))> ’ (31)

with a large enough constant, then the choices of a step size, 1 = 1/(CAmax(X)) for some C' > 1.1,
and the number of iterations, T = O (rlog (||w*||)), ensures that Algorithm 1 outputs wr satisfying
the following with probability 1 — (:

Eyy o mnvoiplllor —w'[§] < K'o®log?(r)a®log™(1/a) (32)

where the expectation is taken over the noise added for DP and ©(-) hides logarithmic terms in
K,o,d,n,1/e,log(1/§),1/a.
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Proof of Lemma H.1. We first prove a set of deterministic conditions on the clean dataset, which is
sufficient for the analysis of the gradient descent.

Step 1: Sufficient deterministic conditions on the clean dataset. Let Sg,,q be the
uncorrupted dataset for S3 and Spaq be the corrupted datapoints in S3. Let G := Sgp0q N S3 =
Sg \ Shaa denote the clean data that remains in the input dataset. Let Apax = [|X|l2. Define

= (1/n) > icq Ti%; I, B:=1;—n%. Lemma J.4 implies that if n = O(K2dlog(d/¢)log?*(n/¢)),
then

09 <2 <1.1%. (33)

We pick step size 1 such that 7 < 1/(1.1Anay) to ensure that 5 < 1/||%|]2. Since the covariates
{z;}ics are not corrupted, from Lemma J.3, we know with probability 1 — ¢, for all i € S3,

lzil* < K2 Tr(%) log (n /) - (34)

Lemma J.7 implies that if n = O((d + log(1/¢))/(a?)), then there exists a universal constant Co
such that Ss is, following Definition J.6, with respect to (w*, %, o),

(Qcorrupts @, CoK2alog?(1/a), CoK2alog?(1/a), CoK?alog?(1/a), Co Kalog®(1/a))-corrupt good.
Such corrupt good sets have a sufficiently large, 1 — ceorrupt, fraction of points that satisfy a good
property that we need: resilience. The rest of the proof is under Eq. (33), Eq. (34), and that Sgo0q
is resilient.

Step 2: Upper bounding the deterministic noise in the gradient. In this step, we
bound the deviation of the gradient from its mean. There are several sources of deviation: (1)
clipping, (7i) adversarial corruptions, and (iii) randomness of the data noise and privacy noise.
We will show that deviations from all these sources can be controlled deterministically under the
corrupt-goodness (i.e., resilience).

Let ¢y = (1/210g(1.25/80)00;)/(eon), which ensures that we add enough noise to guarantee
(€0,90)-DP for each step of gradient descent. This follows from the standard Gaussian mechanism
in Lemma B.1 and the fact that each gradient is clipped to the norm of ©6;, resulting in a DP
sensitivity of ©6;/n. The fact that this sensitivity scales as 1/n is one of the main reasons for
the performance gain we get over ( ) that uses a minimatch of size n/k with
sensitivity scaling as k/n. Define gi(t) := x;(x] wy — y;). Fori € Sgood, We know y; = x] w* + z. Let
g§t) = clipg (;)clipy, (x; wy — ;). Note that under Eq. (34), clipg(z;) = 2; for all i € Ss.

From Algorithm 1, we can write one-step update rule as follows:

Wt+1 —
1 -
=wy — 1N (n Zgz@ + ¢tVt> —w"
i€s
i ( —% Z) (= wt) 4 0wt Sl ) nome = S0 i @)
e "iea e 1€Sbad

Let Fy :={i € G : 6; < |z w; — 3|} be the set of clipped clean data points such that ZieG(g(t) -

)

g(t)) = ZieEz(ggt) — QZ@). We define ¢ := (1/n) > cq ®iz, ugl) = (1/n) ZzeEt Tix T(U)t —w*),
2 ~
( ). = (1/n) ZieEt —x;7;, and u( )= = (1/n) Z’iesbadUEt gi(t).

We can further write the update rule as:

wpyp — w* :B(wt —w") +no+ nugl_)l + 77U§2_)1 — Ny — 77%@1 ) (36)
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We bound each term one-by-one. Since G C Sgood and |G| = (1 — acorrupt)n, using the resilience
property in Eq. (6), we know

E7120) = (1 — acorrupt) max T2 (v, w0 Y i
H ” ( co upt)”v”:1 (1 acorrupt Z v

<(1- acormpt)CgKZQlog2“(1/a)a (37)
< CoK%alog*(1/a)o . (38)

Let @ = |E¢|/n. By assumption, we know & < « (which holds for the given dataset due to
Lemma 4.2), and

1
=20 = |z Zwﬂi wy —w*)| .
ZGEt
From Corollary J.8, we know

_ 1
=2 D ] (a0 = e —
1€E;

1 Tv-1/2.. T Ty1/2
max —- u X re) (wp — w")|| — max v XV (wy — w”)
wilull=1 | Ey| Z o vilol=1

Ty—1/2 T 1/25+1/2 [ T1/20 ok
- T 2 Y by
’Et’ E U Tik (wy —w")|| —u (wp — w*)

= Z T (5 a2 1) 22 —w*)H‘

S w IIUII 1

UIIuII 1

[ g (a1 2
i€k

<|gr g (et -

2 —
<

CgKgalogQ‘l(l/a) lwy —w*||5; -
This implies that

_ 1 —1/21 *
572 < 872D ] ()|

el
< (@ +2CoK?alog® (1/a)) [wy — w*|5
< 3Cy K alog? (1/a) lwy — w*ly; (39)

where the last inequality follows from the fact that & < o and our assumption that Cy K2 log?*(1/a) >
1 from Assumption 2. Similarly, we use resilience property in Eq. (6) instead of Eq. (7), we can
show that

=120 || < 3CoK?alog?(1/a)o . (40)
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Next, we consider ugg). Since |Sphad| < acorrupt and |Ey| < an, using Eq. (9) and Corollary J.8,

we have

— 1 - 1
[ = max 37 TS aelipy, (o w — yi)
U:II’U”:]. n ZES UFE,
bad t
< 205Kalog®(1/a)b;

< 603 K?alog?(1/a)(||ws — w*||s + o) . (41)

Now we use Eq. (38), Eq. (39), Eq. (40) and Eq. (41) to bound the final error from update rule
in Eq. (36).

Step 3: Analysis of the t-steps recurrence relation. We have controlled the deterministic
noise in the last step. In this step, we will upper bound the noise introduced by the Gaussian noise
for the purpose of privacy, and show the expected distance to optimum decrease every step.

We want to emphasize that most of our technical contribution is in the convergence analysis (Step
3 and Step 4). More precisely, naive linear regression analysis can only show a suboptimal error rate of
| —w*||s = O(kao) with sample size n = O(d/a®+ k'/?d/(ec)). Define u; = (f}—HLEl) +u§2) —uf’)).
This follows from Eq. (36):

Wiy — w" =B(wy — w*) + nug — oy (42)
=Is - ﬁi)(wt —w") +nug — NPy . (43)

From Eq. (39), Eq. (40) and Eq. (41), it follows that
* 1 * *
lwesr = wille < (1= —)flwe = w™ls + alo + [lwy — w[|s)

where we omitted constants for simplicity, which after T = O(K) iterations achieves a sub-optimal
error rate |wr — w*||s = O(kao).
One attempt to get around it is to take the Euclidean norm instead, which gives, after some

calculations,
Elllwesr — 0| < Elllw — o)) = o (Jlwy - w*% - a%0?) .

This implies that E[||ws1 — w*||?] strictly decreases as long as ||w; — w*||% > Ca?0?, which is
the desired statistical error level we are targeting. With this analysis, we can show that in T' = O(m)
iterations, there exists at least one model w; that achieves E[|jw; — w*||%] = O(a?0?) among all the
intermediate models we have seen.

However, the problem is that under differential privacy, there is no way we could select this good
model w; among T models that we have, as privacy-preserving techniques for model selection are
not accurate enough to achieve the desired level of accuracy. Hence, we came up with the following
novel analysis that does not suffer from such issues.

We can rewrite Eq. (36) or Eq. (42) as

wir1 —w* =B(wy — w") + nug — ndivy (44)
t t
:BH_I(’UJO - w*) + n Z Biut_i —n Z ¢t—iBin—i . (45)
=0 =0
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Taking expectations of $-norm square with respect to vy, - , 14, we have

Euy,.vem(0.10) lwers — w1 (46)
t t
< 2B (wo — w3 + 2E[|In Y | B3]+ 07 Tr(B¥S)E[gr ] (47)
i=0 i=0
t ot ' '
< 2B (wo — wh)E 4 20°ED D 1B sl 1B us— ] (48)
i=0 j=0
t .
+1° ) Te(B¥S)E[g7 ], (49)
i=0
where at the second step we used the fact that vq,1v9, - , 14 are independent isotropic Gaussian.

Note that

NIBruilly = nlSY2BEY2E 2|

< SISy S 20,

< lISY2BIEY2||y (o) (Jlwi—i — w*|lg + o)
1

< mp(a) (lJwe—i — W*”z +0o),

where p(a) = 1.1(6Cy + 6C3°)K?alog?*(1/a), and the second inequality follows from Eq. (39),
Eq. (40), Eq. (41) and the deterministic condition in Eq. (33). Note that the last inequality is true
because 7 < 1/(1.1Amax) and |[SY2B7512||y < Ly — 7215122 < Amax/(G + 1) .

This implies
tot )
El?Y ) 1B uillgl B ujls) (50)

=0 j=0

Sha Gk

< 4]E[Z:0 jZO W(E[Hwt% — W3] + E[fJw—j — w*||3] + 0?) (51)

<80 ; j_ 1)2l3(a)2(m?XEH|wtfi —w*|}] + %) (52)
i=0

< 8(log t)Qﬁ(a)Z(m?XE[Hwt—i —w*|}] +0%), (53)

Then,

| B (wo — w*) ||, = |SV2BHISY2E12 (wy — w2
1

<(1- 7)2(t+1)||w0 _ W*H% < e-2(t+1)/5Hw0 - UJ*H% 7
K
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and for n 2 (1/¢)\/rdlog(1/0)/a,
Y Te(B¥S)E[¢7_] (54)
=0

t
21og(1.2 K2 Tr(X) log?® K?21log?(1/(2a))(E[||wy_; — w*||2 2
S L — S| - 2I08025/00) K () log™ () Go) Co R log™* (1 (20) (B e — w'|2] + o)

— e3n?
(55)
t
1 ~ *
<4 Z(m)Zp(a)2(E[Hwt—i —w|3]+0?). (56)
i=0
We have

B onb(01 [es — ] < 2620 g~ +20(l0g )2 () (ma Bl —w” 3] +0%)

Note that this also implies that

H
I
—

E[[|(were = w*)[|EJwe] < 272wy — w?[|Z, + 207(cr)? (; i D Ellwr i = w[lwe] +0%)
- (57)
which implies
E[[|(w e — w*)[|E] < 2¢7*/7E[flwy — w*|[E] + 205(cr)” t_l(L)Z(E[Ilw i — IR+ 0?)
'+t ST t $ P 2\ /-t —i s
- (58)
< 267 /E g — 3]+ 20(log 1)%p(e0)*(max Ef w41 — 3] + 0%) (59

Step 4: End-to-end analysis of the convergence. In the last step, we shown that the amount
of estimation error decrease depends on the estimation error of the previous t steps. In order for
the estimation error to decrease by a constant factor, we will take t = k. Roughly speaking, we will
prove that for every x steps, the estimation error will decrease by a constant factor, if it is much
larger than O((log k)?p(ar)%02). This implies we will reach O((log x)2p()20?) error with in O(k)
steps.

For any integer s > 0, as long as maX;e|(s—1)x+1,sx] E[||wi — w*H;] > 2(log k)?p(a)?0?,

1
*(12 24 2 *(12 24 2 2
e Bl w3 € (G o+ (logmPae)) | max Bl — ' [3] + (log26)%(a)’0? . (60)

Assuming p(a)?(logk)? < 1/2 — 1/€?, the maximum expected error in a length k sequence
decrease by a factor of 1/2 every time.

Now we bound the maximum expected error in the first length x sequence: max;e(g 1 E[||w; —
w*HQE] Since

E[[lw; — w*|[3] < e”2/"||lwy — w* || + (10gi)2ﬁ(a)2j€%%}>jl]E[Hwa‘ — w'[|3] + (log9)*p(a) 0 .
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As a function of i, max;ejg ;1) E[[|w; — w*||§] only increase when it is smaller than

1
1 (log)?(a

2 (Ilhwo — w13, + (log)*p(a)?0?) .

Thus we conclude

1
1= (log #)%Ala

max Ef|lwi — w*||%] <

*2 240 2\ 2
icl0n-1] gy (llwo — w” [ + (log )*5(a*)o)

s = log(||w*||/(p(a)o)) will give us

El[[worsr — w*|2] < (log k)25(a)?0?

I Lower bounds

1.1 Proof of Proposition 3.1 for label corruption lower bounds

We first prove the following lemma.

Lemma I.1. Consider an o label-corrupted dataset S = {(x;, yi)}7_, with o < 1/2, that is generated
from either x; ~ N(0,1),y; ~ N(0,1) orz; ~ N(0,1), z; ~ N(0,1—a?),y; = ax;+2;. It is impossible
to distinguish the two hypotheses with probability larger than 1/2.

In the first case,

(i, yi) ~ P = N(0, [(1) (1)])

In the second case,

(@i, 9:i) ~ P2 = N(0, B ﬂ)'

By simple calculation, it holds that Dgr(Pi||P2) = —3log(1 — a?) < a?/2 for all a < 1/2. Then,
Pinsker’s inequality implies that Dry (P1]|P2) < /2. Since the covariate x; follows from the same
distribution in the two cases, and the total variation distance between the two cases is less than a//2.
This means there is an label corruption adversary that change /2 fraction of y;’s in P; to make it
identical to Ps. Therefore, no algorithm can distinguish the two cases with probability better than
1/2 under « fraction of label corruption.

Since ¥ = 1, 0% € [3/4,1], the first case above has w* = 0, and the second case has w* = «, this
implies that no algorithm is able to achieve E[||w — w*||s] < o« for all instances with [|w*|] < 1
under « fraction of label corruption.

J Technical Lemmas

Lemma J.1 (Hanson-Wright inequality for subWeibull distributions ( ). Let S =
{z; € R4}, be a dataset consist of i.i.d. samples from (K, a)-subWeibull distributions, then

. nt? nt %
IP’( 2t> < 2exp <_mm{K4(Tr(E))2’(KQTr(E)> }) . (61)
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Lemma J.2. Let Y ~ Lap(b). Then for all h > 0, we have P(|Y| > hb) = e~".
Lemma J.3. If v € R? is (K, a)-subWeibull for some a € [1/2,00). Then
o for any fized v € RY, with probability 1 — ¢,
(z,0)? < K20 S0log?*(1/¢) . (62)
o with probability 1 — C,
lz]|* < K? Tr(%) log(1/¢) - (63)

We provide a proof in Appendix J.1.1.

Lemma J.4. Dataset S = {z; € Rd};‘zl consists i.1.d. samples from a zero mean distribution D.
Suppose D is (K, a)-subWeibull. Define ¥ = Exwp[ach]. Then there exists a constant c1 > 0 such
that with probability 1 — (,

1 n
— g zix] — %
n

i=1

Lemma J.5 (Lemma F.1 from ( ). Let x € RY ~ N(0,%). Then there exists
universal constant Cg such that with probability 1 — (,

<

K2dlog(d)/C) log2“(n/C) N \/K2dlog(d/5) log2a(n/C) IS, (64)

n n

lz]|* < C Tr(X) log(1/¢) - (65)

Definition J.6 (Corrupt good set). We say a dataset S is (Qcorrupts @, P1, P2, P3, P4)-corrupt good
with respect to (w*, %, o) if it is Qcorrupt-corruption of an (o, p1, p2, p3, pa)-resilient dataset Sgood-

Lemma J.7. Under Assumptions 1 and 2, there exists positive constants c1 and Co such that
if n > e1((d + log(1/¢))/a?, then with probability 1 — ¢, Sgooa 15, with respect to (w*,%,0),
(o, C2 K2alog?(1/a), Co K 2alog?(1/a), Co K% alog?®(1/a), Co K alog®(1/a))-resilient.

We provide a proof in Appendix G.

Corollary J.8 (Lemma 10 from ( ) and Lemma 25 from ( ))-
For a («, p1, p2, p3, pa)-resilient set S with respect to (w*,X,7) and any 0 < & < a, the following
holds for any subset T C S of size at least Gn and for any unit vector v € RY:

)‘; (%%):ET(U, zi)(yi —z wh)| < 2 ; &Pl ViTSuo, (66)
|;| z€T (v,z)? —v'Sv| < 2 — o pav' v, (67)

‘ﬂlﬂ ($i%):€T(yi - a:iTw*)2 -0’ < < ; dPs o®, and (68)
|111| 2 (v,25) | < 2 ;{ o piVuTSv . (69)

33



J.1 Proof of technical lemmas
J.1.1 Proof of Lemma J.3

Using Markov inequality,

P((v,2)? 2 2) =P (el > ") o
< e "R 7D
< ot K (E[(wa)) /D (72)
t2 1/(2(1)
=2ex N == : 73
P ( <K2E[<U,x>2]) ) ( )

This implies for any fixed v, with probability 1 — (,
(z,0)* < K20 E[za T vlog?*(1/¢) . (74)

For j-th coordinate, let v = e; where j € [d]. Definition 2.1 implies

2 1/(2a) 2 1/(2a)
E j <E i <2 75
P\ KTTe(D) =P Ky, =< (75)
Note that f(x) = ® is concave function for a <1 and « > 0. Then (a1 + ---ax)* < af +---af
holds for any positive numbers aq,--- ,a; > 0. By our assumption that 1/(2a) < 1. , we have
/(2a) 2 4 2 2\ 1/(2a)
BN o}t af 4 +ad
E L —E
fexp ((K A | = Blexp ( (L2 | (76)
d 22 1/(2a)
<E —— 77
. 2 1/(2a) d
Zj:l Elexp <K2Tfr(g)> ]
< y (78)

IN
[\]
—~
N
=)
~

By Markov inequality,

P(al] > t) = P (el > &™) (80)
< e g el (81)

2 1/(2a)
< exp (— <K2ffr(2)> ) . (82)

This implies with probability 1 — (,

lz]|* < K? Te(%) log**(1/¢) - (83)
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Figure 2: Performance of various techniques on DP linear regression. d = 10 in all the experiments.

n =107,k =1 in the 2" experiment. n = 107, 0 = 1 in the 3" experiment.
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Figure 3: Non-robustness of existing techniques to adversarial corruptions. n = 107, ¢ = 1 in both
experiments.

K Experiments

K.1 DP Linear Regression

Experimental results for e = 0.1 can be found in Figure 2. The observations are similar to the e = 1
case. In particular, DP-SSP has poor performance when o is small. In other settings, DP-SSP
has better performance than DP-ROBGD.

K.2 DP Robust Linear Regression

We now illustrate the robustness of our algorithm. We consider the same experimental setup as
in Section 5 and randomly corrupt « fraction of the response variables by setting them to 1000.
Figure 3 presents the results from this experiment. It can be seen that none of the baselines are
robust to adversarial corruptions. They can be made arbitrarily bad by increasing the magnitude of
corruptions. In contrast, DP-ROBGD is able to handle the corruptions well.

K.3 Stronger adversary for DP Robust Linear Regression

In this section, we consider a stronger adversary for DP-ROBGD than the one considered in
Section 5. Recall, for the adversary model considered in Section 5, DP-ROBGD was able to
consistently estimate the parameter w* (i.e., the parameter recovery error goes down to 0 as
n — 00). This is because the algorithm was able to easily identify the corruptions and ignore the
corresponding points while performing gradient descent. We now construct a different instance
where the corruptions are hard to identify. Consequently, DP-ROBGD can no longer be consistent
against the adversary. This hard instance is inspired by the lower bound in Bakshi & Prasad (2021)
(see Theorem 6.1 of Bakshi & Prasad (2021)). This is a 2 dimensional problem where the first
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Figure 4: Performance against the stronger adversary

covariate is sampled uniformly from [—1, 1]. The second covariate, which is uncorrelated from the
first, is sampled from a distribution with the following pdf

g if 22 € {~1,1}
p(z?) = =2 if 2 € [~0,0] .
0 otherwise

We set o = 0.1 in our experiments. The noise z; is sampled uniformly from [—o, o]. We consider two
possible parameter vectors w* = (1,1) and w* = (1, —1). It can be shown that the total variation
(TV) distance between these problem instances (each parameter vector corresponds to one problem
instance) is O(a) ( , ). What this implies is that, one can corrupt at most «
fraction of the response variables and convert one problem instance into another. Since the distance
(in ¥ norm) between the two parameter vectors is (o), any algorithm will suffer an error of
Qo).

We generate 107 samples from this problem instance and add corruptions that convert one
problem instance to the other. Figure 4 presents the results from this experiment. It can be seen
that our algorithm works as expected. In particular, it is not consistent in this setting. Moreover,
the parameter recovery error increases with the fraction of corruptions.

L. Heavy-tailed noise

We study the heavy-tailed regression settings where the label noise z; is hypercontractive, which is
common in robust linear regression literature ( , ; , ). We define
(K2, k)-hypercontractivity as follows. This is a heavy-tailed distribution we have bound only up to
the k-th moment.

Definition L.1. For integer k > 4, a distribution P,y is (k2, k)-hypercontractive if for all v € R¢,
Eonpy [[(v, (. — ) |F] < 6507 S0)5/2, where X is the covariance.

We give a formal description of our setting in Assumption 3. Note that we consider the input
vector x; to be sub-Weibull and label noise z; to be hypercontractive. If both z; and z; are
hypercontractive, the uncorrupted set Sgooq is known to be not resilient ( ,

). However, by ( , , Lemma G.10), we can clip z; by O(Vd||Z]|2), and obtain a
(o, O(ka™= k), O(kal=2/F), O(/@al_wk),O( 1=1/k))_resilient set ( , , Lemma 4.19).
This would result in sub-optimal error rate O(mal_w k), which depends on condition number . For
convenience, in this section, we further assume that z; and z; are independent. In the dependent case,
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the only thing we need to change is the p; resilience from O(a'~'/*) to O(a'~?/*) in Lemma L.2.
This would result in O(a'~%/%) error rate if we plug this new resilience in Theorem 6.

Assumption 3 ((Z,0% w*, K, a, k2, k)-model). A multiset Sgooa = {(7; € RY y; € R)}™, of n
i.i.d. samples is from a linear model y; = (x;,w*) + z;, where the input vector x; is zero mean,
E[z;] = 0, with a positive definite covariance ¥ := E[z;2; ] = 0, and the independent label noise z; is
zero mean, Elz;] = 0, with variance o := E[2?]. We assume that the marginal distribution of x; is
(K, a)-sub-Weibull and that of z; is (K2, k)-hypercontractive, as defined above.

This is similar to the light-tailed case in Assumption 2.1. The main difference is that the noise
z; 18 heavy-tailed and independent of the input z;.

Assumption 4 (acorrupt-corruption). Given a dataset Sgood = {(xi, ¥:) }iey, an adversary inspects
all the data points, selects ccorruptn data points denoted as Sy, and replaces the labels with arbitrary
labels while keeping the covariates unchanged. We let Spaq denote this set of acorruptn newly labelled
examples by the adversary. Let the resulting set be S := Sgood U Shad \ Sr. We further assume that
the corruption rate is bounded by ccorrupt < &, where & is a positive constant that depends on ka, k,

K, log(k), a and C.

Compared to Assumption 2, this only difference is in the conditions on &. Similar as Lemma J.7,
we have the following lemma showing that under Assumption 3, the uncorrupted dataset can Sgooq
is corrupt-good, which means that it can be seen as being corrupted from a resilient set. We provide
the proof in App. L.2.

Lemma L.2. A multiset of i.i.d. labeled samples Sgooa = { (i, y:)}iq is generated from a linear
model: y; = (x;,w*) + z;, where feature vector x; has zero mean and covariance IE[:J;Z:UZT] =X >0,
independent label noise z; has zero mean and covariance E[z2] = 02 > 0. Suppose z; is (K, a)-
sub-Weibull, z; is (ka, k)-hypercontractive, then there exist constants c1,Co > 0 such that, for any
0 <a<a<cwherece (0,1/2) is some absolute constant if

p k2a?2kdlogd  ridlogd . d+log(1/C)> | (84

n>c <<2(1_1/k)a2(1_1/k) + C2_4/kl€§ a2/k a2

then with probability 1 — ¢, Sgooa s
(0.20r, v, Cok(ka)* K koot =V/EC1R CoK2a1og? (1/a), Cok?k3al =2/ ¢=2/% Cy Kalog®(1/&))-corrupt
good with respect to (w*, 3, 0).

In the rest of this section, we assume we have a (O(«a), «, p1, p2, p3, pa)-corrupt good set under
Assumption 3 and present following algorithm and our main theorem under this setting in Theorem 6.
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We also provide the proof in App. L.1.

Algorithm 4: Robust and Private Linear Regression for heavy-tailed noise

Input: dataset S = {(z;,%:)}3",, (¢,9), T, learning rate 7, failure probability ¢, target error
rate «, distribution parameter (K, a)
1 Partition dataset .S into three equal sized disjoint subsets S = 57 U Sy U S3.
2 50 — 5/(2T>, E0 8/(4 TlOg(l/(So)), CO — C/?), wg < 0
3 T < PrivateNormEstimator(Sy, o, 80, (o), © + K+/2T log®(n/{o)
4 fort=1,2,...,T—1do

5 vt < RobustPrivateDistanceEstimator(Se, wy, €9, do, , (o)
6 0r < 24/27; - \/max{8pa/c, 8ps/a} + 1.
7 | Sample v, ~ N (0,1)
: . \/21og(1.25/50)©6
8 | Wi wr—1 (31 > ics, (clipg(zi)clipy, (w) z; — yi)) + Og(son/ 0)00: Vt)

9 Return wr

Theorem 6. Algorithm 4 is (g,0)-DP. Under (X,0% w*, K, a, ko, k)-model of Assumption 3 and
Qcorrupt -corTuption of Assumption 4 and for any failure probability ¢ € (0,1) and target error rate
a > 1.20corrupt, if the dataset S is (0.2, o, p1, p2, p3, pa)-corrupt good set S with respect to (w*, 3, o)
and sample size is large enough such that

K2dT"/?1og(T/8)1log®(n/(aC))r/Smax{pa/a, p3/a} + 1>
ep(a) ’

n =0 (K2d10g<d/c> log?(n/¢) +

(85)

where p(a) = max{p1,3p2,2p4\/Smax{pa/a, p3/a} + 1}, then the choices of a small enough step
size, 1 < 1/(1.1Amax (X)), and the number of iterations, T = O (klog (||w*||)) for a condition number
of the covariance k = Apax(X)/Amin(2), ensures that, with probability 1 — , Algorithm 1 achieves

EV1,“' wi~N(0,14) [ HwT —w" H%] = O ( :62(@)‘72> , (86)

where the expectation is taken over the noise added for DP, and ©(-) hides logarithmic terms in
K, ko,0,d,n,1/elog(1/6),1/a, and k.

By Lemma L.2, if we set & = o'~ V¥ p; = Cok(ka)*K koo "VECVE py = CoK2al =1 Flog?2(1/a~1/k) p3 =
Cok?k3a'=2/k¢2/F and py = CoKa'~/*1og?(1/a'~1/*), we have following corollary.

Corollary L.3. Under the same hypotheses of Theorem 6 and under acorrypt—cormption model
of Assumption 4, if 1.2acormupt < o« and K,a,rk,k = O(1), then n = O(d/(CQ_Q/kQQ_Q/k) +
/31/2d/(6a1_1/k)) samples are sufficient for Algorithm 4 to achieve an error rate of (1/o%)||o—w*||& =
O(¢*a2=4/%) with probability 1 — ¢, where £ 1= Amax(2)/Amin(X), O(-) hides logarithmic terms
in o,d,n,1/e,1log(1/6),log(1/{) and k.

Simiarly, if we set & = a, p1 = Cok(ka)*Kroal~Vk¢E py = CyK2alog?(1/a),ps =
Cok?k3a!=2/k¢=2/F and py = CoKalog?(1/a), we have following corollary.
Corollary L.4. Under the same hypotheses of Theorem 6 and under Qicorrupt-corruption model of
Assumption 4, if 1.20corrupt < @ and K, a, ko, k = O(1), thenn = O(d/(¢>~/*a?=2/%) 1 51/2d ) (ca) +
(d+ 10g(1~/C)/a2)) samples are sufficient for Algorithm 4 to achieve an error rate of (1/0?)||w —
w*||% = O(C™*a?72/%) with probability 1 — ¢, where & := Amax(X)/Amin(X), O(-) hides logarithmic
terms in o,d,n,1/e,log(1/9),log(1/¢) and k.
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As a comparison, we also apply the exponential-time robust linear regression algorithm HPTR
by ( ) under our setting.

Theorem 7 (( ) , Theorem 12)). There exist positive constants ¢ and C' such that for
any ((2/11) e, o, p1, p2, P3, pa)-corrupt good set S with respect to (w*, X = 0,0 > 0) satisfying o < c,
p1<c, p2 <c, p3 < c,and p? < ca, HPTR achieves (1/0)||(8 — B)|ls < 32p1 with probability 1 — ¢,
if

d +1og(1/(6¢))

> .
n > C o (87)

We set @ = o'~V p = Cok(ka)*Kroa VECVE py = CoK2al =1k 10g?(1/al=1/F), ps =
C’ngm%al_Q/kC_2/k, and py = CoKa'~*log?(1/a'~/*), we have the following utility gaurentees.

Corollary L.5. Under the hypothesis of Assumption 3, there exists a constant ¢ > 0 such that for
any o < ¢, (ka)*Kroa = VE¢CVE < ¢ B2R30172/k¢2/k < ¢ and K2a'=%/Flog?®(1/al~1/F) < ¢, it
is sufficient to have a dataset of size

d k2o 2*dlogd  w3dlog d) (88)

"= O<C2(1—1/k)a2(1—1/k) + C2—4/k,€% a2/k

such that HPTR achieves (1/0)||d — w*||s = O(k(ka)* K koo =/ ¢=Y*) with probability 1 — ¢.

Note that both of our result in Corollary L.3 and Corollary L.4 are suboptimal compared to
the exponential time algorithm HPTR from Corollary L.5. Suppose K, a, ko, k,( = ©(1), HPTR
achieves (1/0)||w*—| = O(a!~/*) with sample complexities n = d/ (a2 =1/*)) 4+ (d+log(1/6))/(en).
However, in the analysis in Corollary L.3, Algorithm 4 achieves (1/0)|jw* — | = O(a*~%/*) with
the same sample complexities. In the analysis in Corollary L.4, Algorithm 4 achieves the same
error rate as HPTR but requires extra O(d/ a?) sample complexities. The suboptimality is caused
by the gradient truncation step in our algorithm. From Theorem 7, the final error rate of HPTR
only depends on the first resilience p;. However in Theorem 6, the final error rate of Algorithm 4
depends on p(a) = max{p1, p2, pa+/p2/a}. When the noise is heavy-tailed, the bottleneck is the last
term pgr/pa/a ~ o' =2/* which is due to the truncation threshold from Eq. (98). This cannot be
tightened by using a smaller truncation threshold. Because we can construct y;, such that there are
a-fraction of points that are at the threshold level 6; ~ o '/*(line 6 of Algorithm 4). If exponential
time complexity is allowed, we could robustly and privately estimate the average of the gradients
by directly estimating the x;y;. However, the current best efficient algorithm ( , ) for
estimating the mean of Gaussian with unknown covariance robustly and privately would require
O(d'®) samples.

For a fair comparison, we also rewrite the error rates of Corollary L.3, Corollary L.4, Corollary L.5
as the same accuracy level o and different corruption level acorrupt respectively.

Corollary L.6. Under the same hypotheses of Theorem 6 and under cicorrupt-corruption model of
Assumption 4, if 1.2ccorrupt < P52 and K, a, ko, k = O(1), then

n = O0(d/(¢¥ 2k 2k=1D/(k=2)y 4 (172 ) (cq(k=1D/(k=2)y)

samples are sufficient for Algorithm 4 to achieve an error rate of (1/a?)||[w—w*||% = O(C*/*a?) with

probability 1—C, where k := Amax(2)/Amin (X), O(-) hides logarithmic terms in o,d,n,1/e,log(1/9),log(1/¢)
and k.
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Corollary L.7. Under the same hypotheses of Theorem 6 and under cicorrupt-corruption model of
Assumption 4, if 1.20corrupt < oF/ k=1 and K, a, ko, k = O(1), then

= O(d/(¢*7**a®) + £'/2d/(ea™FD) 4 (d +1og(1/¢) o/ F71)))

samples are sufficient for Algorithm 4 to achieve an error rate of (1/0?)|[w—w*||3, = O(¢~2/*a?) with
probability 1—C, where k := Amax(2)/Amin(X), O(+) hides logarithmic terms in o,d,n,1/e,log(1/9),log(1/¢)
and k.

Corollary L.8 (HPTR). Under the same hypotheses of Theorem 6 and under ccorrupt -corruption
model of Assumption 4, if 0corrupt < P B gnd o B2/ < ¢ and K, a, ko, k = O(1), then

- d d -+ log(1/(5¢
:O(Cz—z/ka2+ ;;gk(/ki(l )))

samples are sufficient for HPTR to achieve an error rate of (1/0?)|w — w*(|3 = O(¢?*ka?) with
probability 1 — ¢, O(-) hides logarithmic terms in o,d,n,1/e,log(1/d),log(1/¢) and k.

L.1 Proof of Theorem 6

Proof. The proof follows similarly as the proof of Theorem 4. We only highlight the difference in
the proof.
Let Sgo0a be the uncorrupted dataset for S3 and Spaq be the corrupted data points in S3. Let G
denote the clean data that satisfies resilience condltlons We know |G| > (1—-1.2acorrupt)n > (1—a)n.
Let Amax = ||Z]l2. Define 3 := (1/n) Siec T B :=1; —n%. Lemma J.4 implies that if
= O(K?%dlog(d/¢)log**(n/¢)), then

09Y <2 < 1.1%. (89)

We pick step size 1 such that 1 < 1/(1.1Anax) to ensure that n < 1/||||o. Since the covariates
{z;}ics are not corrupted, from Lemma J.3, we know with probability 1 — ¢, for all ¢ € Ss,

lil|* < K Te(S) log (n/C) . (90)

The rest of the proof is under Eq (89), Eq. (90) and the resilience conditions.

Let ¢y = (1/210g(1.25/09)086;)/(gon). Define gi(t) = z;(x] wy — y;). Fori € Seood, We know

Yi = :J:iTw* + z;. Let gl( ) = clipg (z;)clipy, (xl-th — vi). Note that under Eq. (90), clipg(x;) = z; for

all ¢ € Ss.
From Algorithm 4, we can write one-step update rule as follows:

W1 —
1 ~ *
e (n Zgi(t) + ¢tl/t) —w
€S
(I - — sz ) lezz + — Z (t) g t 77¢t7/t - Z Z gz(t) (91)
’LEG ’LEG ’LEG lESg\GUEt

Let Fy :={i € G : 6; < |z w; — 3|} be the set of clipped clean data points such that ZieG(gEt) -

i) = Siem (0 = i), We define & == (1/n) Xjeq wizi, ut” = (1/n) e, wiay (wp — w*),

ul? = (1/n) Syep, —wizi and uf? = (1/n) e\ o "
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We can further write the update rule as:

wpyp — w* zé(wt —w") +no+ nugl_)l + nuEQ_)l — NPy — nug)l ) (92)

Since G' C Sgooa and |G| > (1 — a)n, using the resilience property in Eq. (6), we know

[DsiEte roax D <’07 |é‘ Zl’m>

1€G
<1 —a)po (93)
§ P10 . (94)

Let ag = |E;|/n. Following the proof of Lemma 4.2, we can show following lemma.

Lemma L.9. Under Assumptions 3, if 0, > \/max{8p2/c,8ps/a} + 1 - (|[w* — wi|x + o), then

HiGG:‘wt—l—xifyi

> GtH <an

, forallt € [T)].
Similar as Theorem 5, we have following theorem.

Theorem 8. Algorithm 2 is (g, 80)-DP. For an (Qcorrupts @, p1, P2, P3, p4)-corrupted good dataset
Sy and an upper bound & on Qcorrupt that satisfy Assumption 3 and py + p2 + p3 < 1/4, for any

¢€(0,1), if

Qgg

with a large enough constant then, with probability 1 — ¢, Algorithm 2 returns £ such that i(Hwt —
w3 +0%) < €< 4w — w*|E + 0?).

This means oo < «, and we have

=70 = 20D i e — )]
i€Ey
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From Corollary J.8, we know

— 1 T * *
[p2 1/2@ > mia] (we—w*)|| = wy — w*||y
i€E;

|Et| Z w2V 202 (wy — w*)|| — max v"EY2(w, — w)

u: HUH 1 vifjvf|=1

<
u: |IUI| 1

’ Z UTZ I/Qxl TZ 1/221/2( w*)H - uTzl/Q(wt - ’LU*)

!Et

1/2xixTZ_1/2 _ Id) S12(0 — w
= iy !Et! Z " ’ (o =)l

t‘ Z ( —1/2, 0, T31/2 Id) B2 (1w, — w*)

1€E;

|Et| ZGZE < 1/2951-963271/2 — Id> H . Hzl/z(wt —w)

< || *HE
/? Wy —w .
= ) 2 t

This implies that

1
1=l < 572y ] (o —w)]

i€EE
< (a2 +2p2) [[wy — w*||yy
< 3pg lwe — wly; (96)

where the last inequality follows from the fact that as < a and our assumption that a < ps from
Assumption 4. Similarly, we use resilience property in Eq. (6) instead of Eq. (7), we can show that

1520 < 3p30 . (97)

Next, we consider ugg). Since |S3 \ G| < 1.2acorruptn and |E¢| < an, using Eq. (9) and

Corollary J.8, we have

1
HZfl/Q H = max — Z szfl/Qxiclipet(xith—yi)
H H L 1E€ESpaqUFE:
< 2p46;
< 2p4\/Smax{pa/a pafa} +1- (Jwy — w7lls +0) (98)

The analysis of convergence follows similarly as in Step 3 and Step 4 of the proof of Theorem 4
except we set p(a) = max{p1,3p2, 2ps+/8max{pa/c, p3/a} + 1}.

The second term in Eq. (85) ensures the added Gaussian noise is small enough such that
o7 ||ve]|? < pla)?(Elflwe — w*||%] + o2), which is similar as in Eq. (56)

O]
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L.2 Proof of Lemma L.2
Proof. For any z that is (K, a)-sub-Weibull from Definition 2.1, Eq. (73) implies that for any k& > 1,

E[| (v,z) "] = /Ooo P(| (v,) | > t"/*)dt (99)
o0 t;?la
<), 2o <_ <K2E[<v,x>2nf«z) ! e
:2Kk(E[<v,w)2])k/2ka/ e Mt dy (101)
0
= 2K*(E[(v, )*))*/?D(ka + 1) (102)
< 2K*(E[(v, 2)*))*/* (ka)* (103)

This implies that x; is also ((ka)*K, k)-hypercontractive. Since x; and z; are independent, we

have
Tl

This means z;z; is also ((ka)*K kg, k)-hypercontractive. From ( , Lemma G.10), we
know with probability 1 — ¢, there exists S C Sgooqa With [S1| > (1 —0.1cv)|Sgood|, such that for any
T C Sy with |T'| > (1 — «)|S1], we have

E U<v,0121/2xizi>

] E [\aflzﬂ < 2(ka)Fo ki . (104)

Z <v,071271/2xi(yi — a:?w*)> ‘ < Cok(ka) K koot ~VE¢ =k (105)

‘ 1
i,Yi) €S

Similarly, there exists S C Sgood With |S2| > (1 — 0.1a)|Sgo0d|, such that for any T C Sy with
IT| > (1 — «)|S2|, we have

1 - . o
‘m > (07 My -zl w))? - 1‘ < Ook2r2al"2/k¢2/k (106)
(zi,y:)€T

From Lemma J.7, for any T' C Sgooq With |T| > (1 — &)|Sgeod|, we have

’% > <v,2_1/2xi>2 - 1‘ < CyKalog?(1/a) . (107)
d (wisyi)ET
and
\% > (037w | < CoKalog®(1/a) (108)
‘ | (wifyi)eT

Set S = 51N S, we know |S| > (1 — 0.2a)|Sgo0d| and S is
(0.20, @, Cok(ka)* K koot 1V/R¢C1k CoK2alog? (1)), Cok? w3l =2/k¢=2/k Oy Kalog?(1/&))-corrupt
good with respect to (w*, 3, o). This completes the proof. O
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