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Abstract—We know the classical public cryptographic 

algorithms are based on certain NP-hard problems such as the 

integer factoring in RSA and the discrete logarithm in Diffie-

Hellman. They are going to be vulnerable with fault-tolerant 

quantum computers. We also know that the uncertainty principle 

for quantum bits or qubits such as quantum key distribution or 

QKD based on the quantum uncertainty principle offers the 

information theoretical security. The interesting implication with 

the paradigm shifts from classical computing to quantum 

computing is that the NP-hardness used for classical 

cryptography may shift to the uncertainty principles for 

quantum cryptography including quantum symmetric 

encryption, post-quantum cryptography, as well as quantum 

encryption in phase space for coherent optical communications. 

This paper would like to explore those so-called generalized 

uncertainty principles and explain what their implications are for 

quantum security. We identified three generalized uncertainty 

principles offering quantum security: non-commutability 

between permutation gates, non-commutability between the 

displacement and phase shift operators for coherent states, and 

the modular Diophantine Equation Problem in general linear 

algebra for post-quantum cryptography.  
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I. INTRODUCTION 

 Today’s information security is based on the foundation of 
the public key infrastructure or PKI with the well-known 
public key cryptographic algorithms such as RSA, Diffie-
Hellman, elliptic curve Diffie-Hellman (ECDH) for key 
establishment and digital signature algorithm (DSA) or elliptic 
curve digital signature algorithm (ECDSA). The current PKI 
relies on the NP-hard problems such as the integer factoring 
problem in RSA and the discrete logarithm in Diffie-Hellman 
for key exchange and DSA or ECDSA for digital signature for 
information security within the scope of classical computing 
with the Boolean algebra. To break RSA-2048 public key 
requires a classical computer for 300 trillion years [1]. The 
Shor’s algorithm provides a way to factor the RSA public key 
in polynomial time [2], with a fault-tolerant quantum 
computer. The current implementation by Skosana and Tame 
in 2021 [3] demonstrated the factorization for a number 21 =
3 × 7. The most recent preprint paper from a Chinese research 
team led by Professor Long has token a major step up to a new 
milestone to factor a 48-bit number 261980999226229 with a 

hybrid of classical and quantum approach [4]. Their algorithm 
is called Sublinear-resource Quantum Integer Factoring or 
SQIF. They achieved this milestone by leveraging both 
advantages from classical approach of the Schnorr’s algorithm, 
turning a factoring problem into a lattice-based CVP problem 
[5,6] with a reduction from the Babai’s algorithm for the 
optimal vector [7], and quantum approach, using a quantum 
optimizer called QAOA to replace the most time-consuming 
part of the Schnorr’s algorithm for the so-called smooth-
relation pairs. After obtaining enough smooth-relation pairs, 
the factors can be found by solving a linear equation system 
with a Boolean coefficient matrix. SQIF has two bounds B1 
and B2 with B1 to be the quantum resource bound or the 
number of qubits which is a sublinear at 𝑛 = 𝒪(𝑚/ log2𝑚) 
with 𝑚 to be the bit length of the factoring integer and B2 to be 
the number of smooth-relation pairs set to be at least 2𝑛2 + 1. 
Comparing with the Shor’s algorithm requiring 4099 logical 
qubits and billions of gate operations and circuit depth to break 
RSA-2048, SQIF requires only 372 good physical qubits for 
about 1200 circuit depth with the gate fidelity at level 
99.9999%. Today, we do have quantum computers with more 
than 372 physical qubits, but their gate fidelity is about two-
three nines. Once the gate fidelity is improved to the required 
level, RSA-2048 would be probably broken. From the 
capability perspective, SQIF looks more promising to reach 
that threshold of breaking RSA-2048 earlier than using the 
Shor’s algorithm. On the other hand, the authors [4] suggested 
in a private conversation to make a trade-off with more 
physical qubits for the lower gate fidelity to increase the 
capability of factoring integers in today’s or near future 
quantum computers. SQIF algorithm has been proven by  
Hegade and  Enrique using digitized-counterdiabatic quantum 
computing or DCQC [8], replacing QAOA quantum optimizer.  
Hegade and  Enrique also laid out their roadmap for factoring 
RSA-64, RSA-128, and RSA-2048 with a hybrid technique.   

 The fast advancement in quantum computing drives the 
urgency of quantum cryptography, especially quantum safe 
asymmetric cryptography or post-quantum cryptography called 
PQC. After three rounds of NIST standardization reviews, 
NIST announced its first standardized algorithms [9]: the 
lattice-based Kyber [10] for key encapsulation mechanism or 
KEM, the lattice-based Dillithium [11] and Falcon [12], and 
hash-based SPHINCS+ [13] for digital signature. Other KEM 
candidates BIKE [14], Classic McEliece [15], HQC [16], and 
SIKE [17] moved to the 4th round to be considered further. 
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https://arxiv.org/search/quant-ph?searchtype=author&query=Hegade%2C+N+N
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NIST has also announced its reopening submissions for digital 
signature standardization due June 2023 [18]. 

Recent cryptanalysis reports have made two PQC 
candidates be vulnerable: Supersingular Isogeny Diffie-
Hellman protocol or SIDH [19, 20] and Multivariate Public 
Key Cryptography or MPKC [21]. Another interesting research 
reported by Emily, et al. in 2022 demonstrated that the Short 
Vector Problem or SVP in lattice-based algorithms can be 
solved by using machine learning for lattice dimension from 
small to mid size [22].  Plus, the SQIF paper also demonstrates 
the capability to solve SVP problem with reduced quantum 
resources [4]. As continuing advancement of quantum 
computing, we would face more and more cryptanalyses from 
quantum inspired and quantum computing-aided algorithms as 
what we have seen since 2022. This trend of cryptanalysis 
should wake us up to rethink what the problem quantum 
cryptography should root on to defend the incoming powerful 
quantum computing threat. 

 Looking back to One-Time-Pad or OTP proven to be 
perfect secrecy by Shannon in 1949 [23]. Although OTP is a 
perfectly secure encryption with the true random key of the 
same length as the plaintext, it can only be used for once 
because the encryption is the Boolean logic operator XOR 
which is commutative and self-cancelled out if the same key is 
reused for encryption. On the other hand, quantum key 
distribution or QKD, proposed by Bennett and Brassard in 
1984 [24], has been proven to be information theoretical secure 
by Shor and Preskill in 2000 [25]. If we look at OTP and QKD 
more closely, both encryption schemes are associated with 
each other once we describe them in the quantum 
computational basis {|0⟩, |1⟩} where XOR is expressed with a 

matrix 𝑋𝑂𝑅 = [
0 1
1 0

]  for OTP and QKD encoding is 

expressed with Hadamard gate 𝐻 =
1

√2
 [
1 1
1 −1

]. The magic 

here is that the Hadamard gate is nothing else but the eigen-
basis of XOR operator. Quantum mechanically, the 
computational basis denoted by { |0⟩, |1⟩} for a single qubit is 

the eigen-basis of information operator 𝐼 with two eigenvalues 
𝐼1  referring to information bit value 0 and 𝐼2 referring to 

information bit value 1. Then the information operator 𝐼and 

XOR operator 𝑋𝑂�̂�  have their matrix expressions  𝐼 =

 [
𝐼1 0
0 𝐼2

] and 𝑋𝑂�̂� =  [
0 1
1 0

]. What we know the uncertainty 

principle in QKD could be specifically expressed as follows 

 

   𝐼 𝑋𝑂�̂� − 𝑋𝑂�̂� 𝐼 =  [
𝐼1 0
0 𝐼2

] [
0 1
1 0

] − [
0 1
1 0

] [
𝐼1 0
0 𝐼2

] ≠ 0.   

  

Therefore, the information theoretical security of QKD proven 
by Shor and Preskill in 2000 [25] has its quantum mechanical 
interpretation: a generalized uncertainty principle between 

operators 𝐼  and 𝑋𝑂�̂�  implemented physically with qubits.  
Theoretically, we can continue to extend QKD encoding 
mechanism for two or more qubits by leveraging the quantum 
uncertainty principle for multiple qubit system and quantum 

superpositions. However, it is very impractical to implement it 
that way, even just for two qubit QKD.  

 The objective of this paper is to describe and demonstrate 
those generalized uncertainty principles identified in our 
research for quantum symmetric and asymmetric cryptographic 
encryptions, as well as quantum encryption in phase space for 
coherent communications. 

II. SECURITY AND GENERALIZED UNCERTAINTY 

A. Shannon Perfect Secrecy in Boolean Algebra 

Shannon stated in 1949 [23] that Perfect systems in which 
the number of cryptograms, the number of messages, and the 
number of keys are all equal are characterized by the 
properties that (1) each is connected to each by exactly one 
line, (2) all keys are equally likely. Thus the matrix 
representation of the system is a “Latin square”. Let’s use a 
toy example of items 0, 1, 2, 3  to demonstrate the Shannon 
perfect cryptosystem. The Latin square is written as follows: 

[

0
1
2
3

   

1
0
3
2

   

2
3
0
1

   

3
2
1
0

] 

which denotes the plaintext space, the ciphertext space and the 
key space are identical: {0, 1, 2, 3}. This Latin square can be 
decomposed into following 4 matrix vector operations: 

[

1
0
0
0

   

0
1
0
0

   

0
0
1
0

   

0
0
0
1

] [

0
1
2
3

] =  [

0
1
2
3

],        [

0
1
0
0

   

1
0
0
0

   

0
0
0
1

   

0
0
1
0

] [

0
1
2
3

] =  [

1
0
3
2

]       

[

0
0
1
0

   

0
0
0
1

   

1
0
0
0

   

0
1
0
0

] [

0
1
2
3

] =  [

2
3
0
1

],        [

0
0
0
1

   

0
0
1
0

   

0
1
0
0

   

1
0
0
0

] [

0
1
2
3

] =  [

3
2
1
0

]   (1) 

denoting 4 encryptions in terms of matrix and vector 

multiplications 𝐾𝑖  �⃗⃗� =  𝑐 𝑖  with 𝑖 = 0, 1, 2, 3 . The square 
matrix on the left of an equation represents the encryption 
transformation with a particular key taking from the key space 
{0, 1, 2, 3}.  All transformation matrices are unitary and 
symmetric and commutative. It can be easily verified that 𝑐𝑖𝑗 =
𝑖⨁𝑗. That means, the Shannon perfect cryptosystem performs 
encryption and decryption with Boolean XOR operator. Then 
the perfect secrecy of the Shannon cryptosystem is solely 
dependent on the key randomly chosen from the key space or 
the uncertainty of the key space. 

B. Extension of Shannon Perfect Secrecy to Linear Algebra 

Kuang and Bettenburg in 2020 [26] have extended the 
Shannon perfect cryptosystems, representing with the Latin 
square in Boolean algebra, to a generic n-bit or qubit system by 
replacing the XOR symmetric permutation matrices with any 
n-bit permutation matrices. There are total (2𝑛!) permutation 
matrices from the quantum computational basis 
{ |0⟩, |1⟩,… , |2𝑛 − 1⟩}.  Of those (2𝑛!)  permutation matrices, 
there are 2𝑛 matrices representing XOR operations between n-
bit numbers as what we have seen in the Shannon perfect 
cryptosystem and other (2𝑛 − 1)! permutation matrices cannot 



be simply expressed in terms of any known Boolean operators 
which leads to another uncertainty of choosing encryption 
operators. With this extension, the Shannon perfect systems are 
then characterized by the properties that (1) each is connected 
to each by exactly (𝟐𝒏 − 𝟏)! lines, (2) all keys (permutation 
matrices) are equally likely [26]. 

Kuang and Bettenburg proposed to map the classical key 
into a set of permutation matrices called Quantum Permutation 
Pad or QPP, using some algorithm such as the Fisher-Yates 
random shuffling. Kuang and Barbeau in 2022 proposed a 
scheme of universal cryptography using QPP [27] and a few 
use cases were implemented in classical computing systems 
[28, 29, 30, 31, 32]. Kuang and Perepechaenko in 2022 
reported their implementations in IBM Quantum computers by 
directly using the permutation gates for permutation matrices 
to create quantum permutation circuits [33, 34, 35]. These toy 
examples demonstrated that QPP can be implemented in both 
classical and quantum native systems so QPP could be used to 
bridge quantum encrypted communications between quantum 
and quantum, classical and classical, and quantum and classical 
systems. 

III. GENERALIZED UNCERTAINTY PRINCIPLES 

The uncertainty principle in quantum physics is the 
fundamental principle which states that two non-commutative 
operators cannot be accurately measured at the same time in 
any same basis. QKD turns this general uncertainty principle 

𝐼 𝑋𝑂�̂� − 𝑋𝑂�̂� 𝐼 ≠ 0  into secure key establishment by 
encoding an information bit in a randomly selected basis of 

two conjugate bases of the information operator 𝐼 and XOR 

operator 𝑋𝑂𝑅.̂  Encoding in the eigen-basis of 𝑋𝑂�̂�  is 
equivalent to the Hadamard gate operation. That means, the 
uncertainty principle in QKD leads to the physical 
untouchable security, in contrast to the uninterpretable 
security of the Shannon perfect cryptosystem. It may be 
wisely to have a cryptography or quantum cryptography built 
on both the uncertainty of choosing encryption operators 
from a large key (operator) space and the uncertainty of non-
commutativity between chosen operators which offers both 
perfect in encryption and reusable with the chosen operators. 
That is what we refer to as the generalized uncertainty 
principles for quantum cryptography.  

We identified three generalized uncertainty principles for 
quantum cryptography in symmetric and asymmetric 
encryption, as well as quantum analogue encryption for 
coherent optical communications. 

A. Uncertainty within Permutation Gates 

In a general case of n-qubit system, there are (2𝑛!) 
permutation gates existing over the computational basis 
{ |0⟩, |1⟩,… , |2𝑛 − 1⟩}  which form a quantum permutation 
space or key operator space.  

The first Generalized Uncertainty Principle: Under the 
computational basis { |0⟩, |1⟩, … , |2𝑛 − 1⟩} of n-qubit system, 
there exists a general non-commutativity between two 
quantum permutation gates �̂�𝑖and �̂�𝑗 

�̂�𝑖�̂�𝑗 − �̂�𝑗�̂�𝑖 ≠ 0,      for   𝑖 ≠ 𝑗 = 1, 2, … , 2𝑛!           (2)  

The entire space of quantum permutation gates holds the 
uncertainty (2𝑛!)  of the chosen permutation gates and the 
uncertainty between permutation gates as shown in Eq. (2) 
leading to the reusability of the chosen encryption gates. 
Therefore, this generalized uncertainty principle leads the 
generalized Shannon perfect cryptosystem [26, 27]. For details 
of how QPP can be used to perform encryption and decryption, 
please refer to the publications [26, 27, 28, 29, 30, 31, 32] for 
classical computing system and [33, 34, 35] for quantum 
native computing system. Here we just illustrate the general 
scenario of implementation in classical systems in Fig. 1.  

 

B.  Uncertainty between Displacement and Phase Shift 

Operators 

For the coherent states |𝛽⟩  of a quantum harmonic 

oscillator, the displacement operator �̂�(𝛼) is defined as  
 

�̂�(𝛼) = 𝑒𝛼 �̂�
 †−𝛼∗ �̂�            (3) 

 
and it is easy to verify that the displacement operator is 

unitary and reversible: �̂�−1(𝛼) = �̂�†(𝛼) = �̂�(−𝛼). Let’s apply 

the displacement operator �̂�(𝛼) to a coherent state |𝛽⟩ 
 

     �̂�(𝛼) |𝛽⟩ =  �̂�(𝛼) �̂�(𝛽) |0⟩ =  𝑒𝛼𝛽
∗−𝛼∗𝛽|𝛼 + 𝛽⟩            (4) 

indicating that the displacement operator performs a 
transformation of the plain coherent state |𝛽⟩  into a cipher 
coherent state which is equivalent to an addition of two 
complex numbers |𝛼 + 𝛽⟩, except for a global phase which 
does not impact any physical measuring results. On the other 
hand, the phase shift operator is defined as  
 

�̂�(𝜙) = 𝑒𝑗𝜙 �̂�†�̂�             (5) 
 

and operating on a coherent state would change its phase 
angle, 
 

 �̂�(𝜙)|𝛽⟩ = |𝑒𝑗𝜙𝛽⟩.            (6) 

 
Figure 1. A typical implementation is illustrated for the extended Shannon 
perfect cryptosystem over quantum computational basis using QPP. At 

the top is to show how a QPP can be chosen from the n-bit permutation 

space using a pre-shared secret, through an Init procedure of the Fisher-
Yates random shuffling algorithm.  PRNG is used to pre-randomize the 

biased plaintext and dispatch to indexed permutation gate to operate, then 

the ciphertext is accordingly assembled for transmission. At the receiver, 
the reversed process is used with a transposed QPP and the de-

randomizing is at the last for outputting the plaintext [27, 28, 29, 30, 31, 

32]. The same architect can be implemented into a native quantum 

computer as shown in [33, 34, 35]. 
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The phase shift operator is also unitary and reversible: 

�̂�−1(𝜙) =  �̂�†(𝜙) = �̂�(−𝜙). Then we can easily verify the 
non-commutativity between the displacement and phase shift 
operators 
 

 �̂�(𝛼) �̂�(𝜙) − �̂�(𝜙) �̂�(𝛼) ≠ 0           (7) 
 

The second Generalized Uncertainty Principle: In the 
phase space, there exists a generalized uncertainty principle 

between the displacement and phase shift operators �̂�(𝛼) and 
�̂�(𝜙) 

 �̂�(𝛼) �̂�(𝜙) − �̂�(𝜙) �̂�(𝛼) ≠ 0           (8) 
 

With 𝛼 to be a complex number and 𝜙 ∈ [0, 2𝜋). Eq. (8) is 
true for any given complex number 𝛼  and phase shift 𝜙 . 
Therefore, the uncertainty of chosen encryption operators 

�̂�(𝛼) and  �̂�(𝜙) is large and they are also non-commutative.  

Based on the second generalized uncertainty principle, an 
analogue encryption mechanism can be developed for 
coherent optical communications. Kuang and Bettenburg in 
2020 proposed quantum public key envelope or QPKE with 
randomized phase shift [36], in a roundtrip scheme using self-
shared random key mapped to phase shift for phase shift 
keying data modulation. Experimental implementation 
together with security analysis have been carried out since 
then [37, 38, 39, 40]. The experiments achieved the key 
distribution speed over 200 gbps at 80 km between Alice and 

Bob [39, 40]. Recently, Kuang and Chan proposed a Quantum 
Encryption in Phase Space or QEPS using the displacement 
operator together with phase shift operator or encryption 

operator �̂�(𝛼, 𝜙) =  �̂�(𝛼) �̂�(𝜙)  with quadrature amplitude 
modulation or QAM and QPSK data modulations [41, 42]. 
Kuang and Chan [41] offered a security analysis using the 
wired-tap channel scheme. Due to their bijective 

transformation of �̂�(𝛼) and �̂�(𝜙), QEPS encryption can be 
also considered as the generalized Shannon perfect 
cryptosystem in an analogue domain.  

Using QEPS for coherent encryption requires the 
communication peers to have a pre-shared secret to seed a 

cryptographic pseudo random number generator for 
synchronized random number generations. The random 
numbers from RNG are mapped to complex numbers 𝛼 and 

phase shift 𝜙 for the displacement operator �̂�(𝛼) and �̂�(𝜙) at 

transmission side and �̂�(−𝛼) and �̂�(−𝜙) at receiving side. A 

simulation layout of QEPS with encryptor �̂�(𝛼, 𝜙) = 

�̂�(𝛼) �̂�(𝜙) is illustrated in Fig. 2 and the simulation results 
are illustrated in Fig. 3 [41]. The direct detection of QEPS 
encrypted coherent states demonstrate a random constellation 

diagram as shown in Fig. 2(a) and 2(c). For any wiretapping 
with DSP processing or the Eve, the constellation diagram still 
shows a random scheme with a Bit-Error-Rate or BER = 47% 
in Fig. 2(c). The constellation in Fig. 2(b) shows a square-like 
random image but the DSP processing reveals a clear 16-
QAM constellation with BER=0 as shown in Fig. 2(d).  

C. Uncertainty from Modular Diophantine Equation Problem 

In linear algebra, there are two special vector spaces: 
multidimensional vector space labeled with 𝑘1, 𝑘2, … , 𝑘𝑚 and 
polynomial vector space labeled with 𝑥0, 𝑥1, 𝑥2, … , 𝑥𝑁  for a 
polynomial of order N. The variable 𝑥 ∈ 𝔽𝑝 in the polynomial 

is used to represent a message with 𝑝 to be a prime number 
and variables 𝑘1, 𝑘2, … , 𝑘𝑚  ∈ 𝔽𝑝  are used to denote the 

random variables to be chosen at the time of encryption. The 
following special modular Diophantine Equation Problem or 
MDEP 

 
𝑝1(𝑥)𝑘1 + 𝑝2(𝑥)𝑘2 +⋯+ 𝑝𝑚(𝑥)𝑘𝑚 = 𝐶 𝑚𝑜𝑑 𝑝          (9) 
 

where 𝑝𝑖(𝑥) are known polynomials of order N. Symbolically, 
a solution of the message 𝑥  can be expressed in terms of 
𝑘1, 𝑘2, … , 𝑘𝑚: 𝑥 = 𝒦(𝑘1, 𝑘2, … , 𝑘𝑚) ∈ 𝔽𝑝. Therefore, the 

solution for 𝑥 is non-deterministic with a complexity 𝒪(𝑝) of 
purely random guessing and a complexity 𝒪(𝑝𝑚)  of 
mathematically attacking. That means, the modular 
Diophantine Equation Problem is NP-complete as stated by 
Moore and Mertens in 2011 [43].  

 
Figure 2. A scheme of QEPS illustrated with displacement and phase 
shift operators in a typical coherent optical communication 

implementation [41]. RNG: cryptographic random number generator 

seeded with a pre-shared secret, QEPS: using generated random number 
to trigger Signal Generator for IQ Modulator for analogue encrypted 

signal to be transmitted over fiber, EDFA: coherent amplifier for 

coherent detection, QEPS and DSP: QEPS decryption in electric digital 

mode before Digital Signal Processing to extract transmitted data.     

QEPS 
and 
DSP

 
Figure 3. Constellation diagrams are illustrated for QEPS with 16-
QAM data modulation at fiber length 80km [41]. a: direct coherent 

detection at the receiver, b: after QEPS decryption, c: after 

applying DSP for the direct detection from a, d: after DSP for 

QEPS decryption from b. 

a b

c
d



MDEP in Eq. (9) represents a map between the ciphertext 
𝐶  and the plaintext 𝑥  with variables 𝑘1, 𝑘2, … , 𝑘𝑚 ∈ 𝔽𝑝  as 

random encryption key. For each pair of 𝑥  and 𝐶 , there 
generally exist 𝑝𝑚−1 set of solutions (𝑘1, 𝑘2, … , 𝑘𝑚) met Eq. 
(13). This is another generalized Shannon perfect 
cryptosystem: the Shannon perfect systems are then 
characterized by the properties that (1) each is connected to 
each by exactly 𝑝𝑚−1 lines, (2) all keys (𝑘2, … , 𝑘𝑚 ∈ 𝔽𝑝) are 

equally likely. That leads to our next generalized uncertainty 
principle. 

The third Generalized Uncertainty Principle: For a 
generic multivariate polynomial 𝐺(𝑥, 𝑘1, 𝑘2, … , 𝑘𝑚)  over a 
prime field 𝔽𝑝 or a ring ℤ𝑝,  the well-known Modular 

Diophantine Equation Problem or MDEP can be written as 
 
𝐺(𝑥, 𝑘1, 𝑘2, … , 𝑘𝑚) = 𝐶 𝑚𝑜𝑑 𝑝           (14) 
 

with 𝑥  as a message variable, 𝑘1, 𝑘2, … , 𝑘𝑚  as runtime 
encryption keys, and 𝐶  as its corresponding ciphertext of 𝑥 
under the encryption with 𝑘1, 𝑘2, … , 𝑘𝑚.  The overall 
uncertainty of the keys is 𝑝𝑚, exponential complexity 𝒪(𝑝𝑚) 
by attacking this cryptosystem in comparison with  𝒪(𝑝 ) by 
purely random-guessing 𝑥 . This generalized uncertainty 
principle can be used to develop algorithms for Post-Quantum 
Cryptography or PQC in KEM and DS. 

Kuang, Perepechaenko, and Barbeau in 2022 proposed 
their Multivariate Polynomial Public Key or MPPK [44], 
relying on this generalized uncertainty principle against the 
secret recovery attack. Kuang and Perepechaenko further 
improved the security of MPPK for private key recovery 
attack by introducing homomorphic encryption on plain public 

key over hidden ring(s) then renaming MPPK as HPPK [45, 
46]. We summarize the HPPK KEM [45] in Fig. 4 for 
illustration purpose. We recently identified the private key 
security of MPPK digital signature proposed by Kuang, 
Perepechaenko, and Barbeau in 2022 [47], relying on this 
generalized uncertainty principle too.  

IV. DISCUSSION AND CONCLUSION 

We introduced three generalized uncertainty principles 
based on the uncertainty of key space and the non-
commutativity between operators in the key space. We 
summarize them in Fig.5. The well-known Shannon perfect 
cryptosystem in Boolean algebra at the top of Fig. 5 indicates a 
1-to-1 mapping scheme with the Boolean XOR operator. The 
first generalized uncertainty principle refers to the QPP with a 

mapping 1
(2𝑛−1)!
↔     1 for each pair of n-bit word plaintext and 

ciphertext. The QPP encryption scheme can be implemented in 
both classical system with matrix-vector multiplication and 
quantum system with permutation gates or circuits. The second 
generalized uncertainty principle can be applied to build KEM 
[45, 46] and DS [47] for PQC. The third generalized 
uncertainty principle helps to establish analogue quantum 
encryption in phase space such as QEPS for coherent optical 
communications or secure communications between future 
photonic quantum computers [41, 42].  

ACKNOWLEDGMENT 

The author wishes to acknowledge Prof. Michel Barbeau 
from Carleton University, my colleagues Maria Perepechaenko 
and Adrian Chan for collaborations during the developments of 
quantum symmetric encryptions for universal gate quantum 
computers, multivariate polynomial public key schemes, and 
quantum encryption in phase space. The author also 
acknowledges M. Khalil, K. A. Shahriar, Prof. L. R. Chen, and 
Prof. D. V. Plant from McGill University for collaborations of 
experimental implementations of QEPS with the phase shift 
operator.  

 

REFERENCES 

 
Figure 5. The generalized uncertainty principles are summarized as 
mapping mechanisms between plaintext space and ciphertext space. The 

traditional Shannon perfect cryptosystem refers a 1 − 𝑡𝑜 − 1  mapping 

using Boolean XOR. The Shannon perfect cryptosystem can be 

generalized from Boolean algebra to linear algebra by replacing the 

Boolean 1 − 𝑡𝑜 − 1 mapping with permutation gate operations in QPP, 

MDEP in HPPK, and displacement and phase shift operators in QEPS. 

Plaintext Ciphertext

n

n

n

n

n

n

n

n

OTP:

QPP:

MDEP:

QEPS:

Mappings

Shannon Perfect System

Generalized Shannon Perfect System

 
Figure 4. The homomorphic polynomial public key or HPPK is illustrated 

with the brief key generation, encryption, and decryption modules [45]. 

The homomorphic encryption with self-shared keys 𝑅0, 𝑅𝑛 , 𝑆 where 𝑆 is 

defined a hidden ring ℤ𝑆. The private key SK consists of coefficients of 

solvable univariate polynomial 𝑓(𝑥)  and ℎ(𝑥). Two public key 

polynomials 𝒫(𝑥, 𝑘1, 𝑘2, … , 𝑘𝑚)  and 𝒬(𝑥, 𝑘1, 𝑘2, … , 𝑘𝑚)  allow the 

uncertainty from 𝑘1, 𝑘2, … , 𝑘𝑚 to be automatically cancelled out during 

the decryption. The private key security is achieved the symmetric 

encryption with the self-shared key and the secret security is provided by 

MDEP. 

Key Gen
Solvable: 

Ring: , | | = 2| | + 8

)

Randomly choose and evaluate 

or guess

Choose 
De

= →

Symmetric Encrypted SK, PK



[1] NIST, “NIST names four post-quantum cryptography algorithms”, 
https://cybernews.com/news/nist-names-four-post-quantum-
cryptography-algorithms/ 

[2] Shor, P. W. Polynomial-time algorithms for prime factorization and 
discrete logarithms on a quantum computer. SIAM J. Comput. 26, 1484–
1509 (1997). 

[3] Skosana, U., Tame, M. Demonstration of Shor’s factoring algorithm for 
N = 21 on IBM quantum processors. Sci Rep 11, 16599 (2021). 
https://doi.org/10.1038/s41598-021-95973-w. 

[4] Bao Yan, Ziqi Tan, Shijie Wei, Haocong Jiang, Weilong Wang, Hong 
Wang, Lan Luo, Qianheng Duan, Yiting Liu, Wenhao Shi, Yangyang 
Fei, Xiangdong Meng, Yu Han, Zheng Shan, Jiachen Chen, Xuhao Zhu, 
Chuanyu Zhang, Feitong Jin, Hekang Li, Chao Song, Zhen Wang, Zhi 
Ma, H Wang, Gui-Lu Long, Factoring integers with sublinear resources 
on a superconducting quantum processor, arXiv preprint 
arXiv:2212.12372, 2022. https://doi.org/10.48550/arXiv.2212.12372 

[5] C. P. Schnorr, Factoring integers by CVP algorithms, in Number Theory 
and Cryptography (Springer, 2013) pp. 73–93. 

[6] C. P. Schnorr, Fast factoring integers by SVP algorithms, corrected, 
Cryptology ePrint Archive (2021). 

[7] L. Babai, On lovasz’lattice reduction and the nearest lattice ´ point 
problem, Combinatorica 6, 1 (1986). 

[8] N. N. Hegade and S.  Enrique. Digitized-counterdiabatic quantum 
factorization.  arXiv preprint arXiv:2301.11005  [quant-ph] (2023). 
https://doi.org/10.48550/arxiv.2301.11005. 

[9] NIST. Status report on the third round of the nist post-quantum 
cryptography standardization process. https://csrc.nist.gov/ publications/ 
detail/nistir/ 8413 /final (2022). 

[10] Bos J, Ducas L, Kiltz E, Lepoint T, Lyubashevsky V, Schanck JM, 
Schwabe P, Seiler G, Stehle D (2018) CRYSTALS - Kyber: A CCA-
secure module-lattice-based KEM. 2018 IEEE European Symposium on 
Security and Privacy (EuroS P), pp 353–367. 

[11] Lyubashevsky V (2009) Fiat-Shamir with aborts: Applications to lattice 
and factoring-based signatures. Advances in Cryptology – ASIACRYPT 
2009, ed Matsui M (Springer Berlin Heidelberg, Berlin, Heidelberg), pp 
598–616. 

[12] Gentry C, Peikert C, Vaikuntanathan V (2008) Trapdoors for hard 
lattices and new cryptographic constructions. Proceedings of the Fortieth 
Annual ACM Symposium on Theory of Computing STOC ’08 
(Association for Computing Machinery, New York, NY, USA), pp 197–
206. https://doi.org/10.1145/1374376.1374407. 

[13] Bernstein DJ, Hulsing ¨ A (2019) Decisional second-preimage 
resistance: When does SPR imply PRE? Advances in Cryptology – 
ASIACRYPT 2019, eds Galbraith SD, Moriai S (Springer International 
Publishing, Cham), pp 33–62. 

[14] Misoczki R, Tillich JP, Sendrier N, Barreto PSLM (2013) MDPC-
McEliece: New McEliece variants from moderate density parity-check 
codes. 2013 IEEE International Symposium on Information Theory, pp 
2069–2073. https://doi.org/10.1109/IS IT.2013.6620590. 

[15] McEliece RJ (1978) A Public-Key Cryptosystem Based On Algebraic 
Coding Theory. Deep Space Network Progress Report 44:114–116. 

[16] Aguilar-Melchor C, Blazy O, Deneuville JC, Gaborit P, Zemor ´ G 
(2018) Efficient encryption from random quasi-cyclic codes. IEEE 
Transactions on Information Theory 64(5):3927–3943. 
https://doi.org/10.1109/TIT.2018.2804444. 

[17] Jao D, De Feo L (2011) Towards quantum-resistant cryptosystems from 
supersingular elliptic curve isogenies. Post-Quantum Cryptography, ed 
Yang BY (Springer Berlin Heidelberg, Berlin, Heidelberg), pp 19–34. 

[18] NIST. https://csrc.nist.gov/csrc/media/Projects/pqc-dig-sig/documents/ 
call-for-proposals-dig-sig- sept-2022.pdf. 

[19] Robert, D. Breaking sidh in polynomial time. Cryptology ePrint 
Archive, Paper 2022/1038 (2022). https://eprint.iacr.org/ 
2022/1038. 

[20]  Castryck, W. & Decru, T. An efficient key recovery attack on sidh 
(preliminary version). Cryptology ePrint Archive, Paper 
2022/975 (2022). https://eprint.iacr.org/2022/975. 

[21] Beullens, W. Breaking rainbow takes a weekend on a laptop. Cryptology 
ePrint Archive, Paper 2022/214 (2022). https://eprint.iacr.org/2022/214. 

[22] Wenger, E., Chen, M., Charton, F. & Lauter, K. Salsa: Attacking lattice 
cryptography with transformers. Cryptology ePrint Archive, Paper 
2022/935 (2022). https://eprint.iacr.org/2022/935.14/15. 

[23] Shannon, Claude. "Communication Theory of Secrecy Systems", Bell 
System Technical Journal, vol. 28(4), page 656–715, 1949. 

[24] C. H. Bennett and G. Brassard. "Quantum cryptography: Public key 
distribution and coin tossing". In Proceedings of IEEE International 
Conference on Computers, Systems and Signal Processing, volume 175, 
page 8. New York, 1984. 

[25] Shor PW, Preskill J. Simple proof of security of the BB84 quantum key 
distribution protocol Physical Review Letters. 2000 Jul;85(2):441-444. 
DOI: 10.1103/physrevlett.85.441. PMID: 10991303. 

[26] R. Kuang and N. Bettenburg, "Shannon Perfect Secrecy in a Discrete 
Hilbert Space," 2020 IEEE International Conference on Quantum 
Computing and Engineering (QCE), Denver, CO, USA, 2020, pp. 249-
255, doi: 10.1109/QCE49297.2020.00039. 

[27] Kuang, R., Barbeau, M. Quantum permutation pad for universal 
quantum-safe cryptography. Quantum Inf Process 21, 211 (2022). 
https://doi.org/10.1007/s11128-022-03557-y. 

[28] D. Lou et al., "Benchmark Performance of Digital QKD Platform Using 
Quantum Permutation Pad," in IEEE Access, vol. 10, pp. 107066-
107076, 2022, doi: 10.1109/ACCESS.2022.3212738. 

[29] R. Kuang, D. Lou, A. He, A. Conlon "Quantum Secure Lightweight 
Cryptography with Quantum Permutation Pad", Advances in Science, 
Technology and Engineering Systems Journal, vol. 6, no. 4, pp. 401-405 
(2021). 

[30] R. Kuang, D. Lou, A. He and A. Conlon, "Quantum Safe Lightweight 
Cryptography with Quantum Permutation Pad," 2021 IEEE 6th 
International Conference on Computer and Communication Systems 
(ICCCS), Chengdu, China, 2021, pp. 790-795, doi: 
10.1109/ICCCS52626.2021.9449247. 

[31] D. Lou, R. Kuang and A. He, "Entropy Transformation and Expansion 
with Quantum Permutation Pad for 5G Secure Networks," 2021 IEEE 
21st International Conference on Communication Technology (ICCT), 
Tianjin, China, 2021, pp. 840-845, doi: 
10.1109/ICCT52962.2021.9657891. 

[32] R. Kuang, D. Lou, A. He, C. McKenzie and M. Redding, "Pseudo 
Quantum Random Number Generator with Quantum Permutation 
Pad," 2021 IEEE International Conference on Quantum Computing and 
Engineering (QCE), Broomfield, CO, USA, 2021, pp. 359-364, doi: 
10.1109/QCE52317.2021.00053. 

[33] Kuang, R., Perepechaenko, M. Quantum encryption with quantum 
permutation pad in IBMQ systems. EPJ Quantum Technol. 9, 26 (2022). 
https://doi.org/10.1140/epjqt/s40507-022-00145-y. 

[34] M. Perepechaenko and R. Kuang, "Quantum Encrypted Communication 
between Two IBMQ Systems Using Quantum Permutation Pad," 2022 
11th International Conference on Communications, Circuits and 
Systems (ICCCAS), 2022, pp. 146-152, doi: 
10.1109/ICCCAS55266.2022.9824836. 

[35] M. Perepechaenko and R. Kuang, “Quantum encryption and decryption 
in IBMQ systems using quantum Permutation Pad,” Journal of 
Communications, vol. 17, no. 12, December 2022. 

[36] R. Kuang and N. Bettenburg, "Quantum Public Key Distribution using 
Randomized Glauber States," 2020 IEEE International Conference on 
Quantum Computing and Engineering (QCE), 2020, pp. 191-196, doi: 
10.1109/QCE49297.2020.00032. 

[37] A. Chan, M. Khalil, K. A. Shahriar, L. R. Chen, D. V. Plant and R. 
Kuang, "Security Analysis of a Next Generation TF-QKD for Secure 
Public Key Distribution with Coherent Detection over Classical Optical 
Fiber Networks," 2021 7th International Conference on Computer and 
Communications (ICCC), 2021, pp. 416-420, doi: 
10.1109/ICCC54389.2021.9674320. 

[38] A. Chan, M. Khalil, K. A. Shahriar, L. R. Chen, D. V. Plant and R. 
Kuang, "On the Security of an Optical Layer Encryption Using 
Coherent-based TF-QKD in Classical Optical Fiber Links," 2022 4th 
International Conference on Computer Communication and the Internet 
(ICCCI), 2022, pp. 105-110, doi: 10.1109/ICCCI55554.2022.9850244. 

[39] K. A. Shahriar, M. Khalil, A. Chan, L. R. Chen, R. Kuang and D. V. 
Plant, "Physical-Layer Secure Optical Communication Based on 

https://cybernews.com/news/nist-names-four-post-quantum-cryptography-algorithms/
https://cybernews.com/news/nist-names-four-post-quantum-cryptography-algorithms/
https://doi.org/10.1038/s41598-021-95973-w
https://scholar.google.com/scholar?oi=bibs&cluster=9174663307878255063&btnI=1&hl=zh-CN
https://scholar.google.com/scholar?oi=bibs&cluster=9174663307878255063&btnI=1&hl=zh-CN
https://doi.org/10.48550/arXiv.2212.12372
https://arxiv.org/search/quant-ph?searchtype=author&query=Hegade%2C+N+N
https://arxiv.org/search/quant-ph?searchtype=author&query=Solano%2C+E
https://arxiv.org/abs/2301.11005
https://doi.org/10.1145/1374376.1374407
https://doi.org/10.1109/TIT.2018.2804444
https://csrc.nist.gov/csrc/media/Projects/pqc-dig-sig/documents/%20call-for-proposals-dig-sig-%20sept-2022.pdf
https://csrc.nist.gov/csrc/media/Projects/pqc-dig-sig/documents/%20call-for-proposals-dig-sig-%20sept-2022.pdf
https://eprint.iacr.org/2022/975
https://eprint.iacr.org/2022/214
https://en.wikipedia.org/wiki/Bell_System_Technical_Journal
https://en.wikipedia.org/wiki/Bell_System_Technical_Journal
https://doi.org/10.1007/s11128-022-03557-y
https://doi.org/10.1140/epjqt/s40507-022-00145-y
https://scholar.google.ca/scholar?oi=bibs&cluster=11303585992335882461&btnI=1&hl=en
https://scholar.google.ca/scholar?oi=bibs&cluster=11303585992335882461&btnI=1&hl=en


Randomized Phase Space in Pseudo-3-Party Infrastructure," 2022 
Conference on Lasers and Electro-Optics (CLEO), 2022, pp. 1-2. 

[40] K. A. Shahriar, M. Khalil, A. Chan, L. R. Chen, R. Kuang and D. V. 
Plant, "Security Performance of Physical-Layer Encryption Based on 
Randomized Phase Space in Optical Fiber Communication," 2022 IEEE 
Photonics Conference (IPC), 2022, pp. 1-2, doi: 
10.1109/IPC53466.2022.9975665. 

[41] Kuang, R., Chan A.. Quantum encryption in Phase Space with 
Displacement Operators. EPJ Quantum Technol., submitted  (2022) 

[42] Kuang, R., Chan A.., " Quantum Encryption in Phase Space using 
Displacement Operator for QPSK Data Modulation," 2023 12th 
International Conference on Communications, Circuits and Systems 
(ICCCAS), Singapore, Singapore, 2022, submitted. 

[43] Moore, C., Mertens, S.: The Nature of Computation. OUP, Oxford 
(2011) 

[44] Kuang, R., Perepechaenko, M. & Barbeau, M. A new post-quantum 
multivariate polynomial public key encapsulation algorithm. Quantum 
Inf Process 21, 360 (2022). https://doi.org/10.1007/s11128-022-03712-5 

[45] Kuang, R. & Perepechaenko, M. A New Symmetric Homomorphic 
Functional Encryption over a Hidden Ring for Polynomial PublicKey 
Encapsulations. Sci Rep, submitted (2022). 

[46] Kuang, R. & Perepechaenko, M. Homomorphic Polynomial Public Key 
Encapsulation over Two Hidden Rings for Quantum-Safe Key 
Encapsulation. Quantum Inf Process, submitted (2022). 

[47] Kuang, R., Perepechaenko, M. & Barbeau, M. A new quantum-safe 
multivariate polynomial public key digital signature algorithm. Sci 
Rep 12, 13168 (2022). https://doi.org/10.1038/s41598-022-15843-x 

 

 

 

https://doi.org/10.1007/s11128-022-03712-5

