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ABSTRACT

In this work, besides improving prediction accuracy, we study
whether personalization could bring robustness benefits to back-
door attacks. We conduct the first study of backdoor attacks in the
PFL framework, testing 4 widely used backdoor attacks against 6
pFL methods on benchmark datasets FEMNIST and CIFAR-10, a
total of 600 experiments. The study shows that pFL methods with
partial model-sharing can significantly boost robustness against
backdoor attacks. In contrast, pFL methods with full model-sharing
do not show robustness. To analyze the reasons for varying robust-
ness performances, we provide comprehensive ablation studies on
different pFL methods. Based on our findings, we further propose a
lightweight defense method, Simple-Tuning, which empirically im-
proves defense performance against backdoor attacks. We believe
that our work could provide both guidance for pFL application in
terms of its robustness and offer valuable insights to design more
robust FL methods in the future. We open-source our code to es-
tablish the first benchmark for black-box backdoor attacks in pFL:
https:// github.com/ alibaba/FederatedScope/ tree/ backdoor-bench.
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1 INTRODUCTION

Along with increasing concerns and stricter regulations [15] re-
garding data privacy, Federated Learning (FL) [40] has attracted
widespread attention from both industry and academia. As a para-
digm for collaboratively training machine learning models without
access to dispersed and private data, FL has been successfully used
in many real-world applications including keyboard prediction [21],
Internet of Things [27], and medical image analysis [32]. How-
ever, with the popularity of FL, we also face severe security threats
from potential adversaries in real-world scenarios. Focusing on
breaching the availability of FL models, poisoning attacks [5, 45, 51]
could completely corrupt the FL models. Focusing on breaching
the confidentiality of FL models, inference attacks [41, 42] and re-
construction attacks [63] could significantly increase the privacy
risk of FL models. To eliminate the above threats, many defense
methods [7, 25, 46] have been proposed and achieved outstanding
defense performance against these attacks.

Meanwhile, due to the distributed nature of FL system, the back-
door attack is emerging and becoming one of the most serious
security threats to FL system [3, 18, 26, 48, 53]. Backdoor attacks
aim only to mislead backdoored models to exhibit abnormal behav-
ior on samples with backdoor triggers. Similar to poisoning attacks,
the adversary manipulates some training samples, such as adding a
small patch in samples or adding extra specific samples, to insert a
backdoor trigger into the model. Compared with poisoning attacks
that aim to corrupt FL models’ prediction performance or make
FL training diverge [5, 7, 17, 51], backdoor attacks could only be
activated by data with triggers so that they are more stealthy and
much harder to be detected and defended against. How to effec-
tively defend against backdoor attacks to FL methods is still an
open problem [3, 18, 48, 53]. Existing defense methods that perform
well against poisoning attacks like Krum [7], norm clipping [46],
and adding noise [14, 53] do not achieve expected results against
backdoor attacks [53] (also seeing results in Section 4.2). Backdoor
attacks in FL framework could be separated into two categories:
white-box and black-box attacks [18, 37]. Compared with white-box
attacks which allow adversarial clients to control the local training
process, adversarial clients are only allowed to manipulate local
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training datasets under the black-box setting. Therefore, black-box
attacks with few knowledge requirements are more practical for
real-world scenarios [46] and also lead to non-negligible risks to
FL systems [46, 53] (seeing results in Section 4.2).

A recent trend in FL deployment is to utilize personalized FL
(pFL) methods [9, 10, 26, 50] to mitigate the data heterogeneity issue
across clients, a universal characteristic inherent in all real-world
datasets. Being different from general FL methods only having a
global model, pFL methods allow each client to have their own local
personalized models, by finetuning [35, 60], interpolating [16, 31],
or partially sharing the global model [13, 33]. This brings better
adaptability on local private datasets and helps pFL methods surpass
general FL methods by a large margin on prediction accuracy under
practical Non-IID scenarios [9, 56].

The unique aspect of pFL, where clients have their own personal-
ized local models, is a major contributor to its success. This distinc-
tion prompts us to consider whether the difference between clients’
local models could prevent the injection and spread of backdoor fea-
tures. Specifically, in this study, we aim to determine whether pFL
methods can also provide robustness against difficulty-eradicated
backdoor attacks. We ask the below questions:

Do pFL methods bring robustness again backdoor attacks?
And if the answer is yes, what leads to robustness, and how to
utilize it?

To answer the above questions, we study the robustness of main-
streamed pFL methods against backdoor attacks in this paper. Our
work focuses on black-box backdoor attacks as they efficiently ex-
ploit security risks in more practical settings. We test 4 widely used
backdoor attacks against 6 pFL methods on benchmark datasets
FEMNIST and CIFAR-10, a total of 600 experiments.

For the first question, we find that various pFL methods show
different robustness against backdoor attacks. Some pFL methods
(partial model-sharing) could achieve outstanding defense
performance, especially FedRep [13] could reduce backdoor at-
tack success rate below 10%. Even compared with some widely
used defense methods, they are able to achieve similar and better
robustness while still keeping excellent prediction accuracy.

Through a series of experiments to dig out the source of robust-
ness from pFL methods, we find that the degree of personaliza-
tion is a key factor to robustness benefits. We observe that
pFL methods with full model-sharing do not improve robustness
against backdoor attacks. In contrast, pFL methods with partial
model-sharing, FedBN [33], and FedRep [13], significantly improve
defense performance. These observations suggest a strong positive
correlation between robustness against backdoor attacks and the
larger personalization degree of pFL methods. Then, to further ana-
lyze the reasons behind different robustness from pFL methods, we
conduct ablation studies on pFL methods. For full model-sharing
methods, we find that if training of local models is more dependent
on the global model, they are more vulnerable to backdoor attacks.
For partial model-sharing methods like FedBN or FedRep which
allow each client to own their locally preserved BN layers or linear
classifiers, we find that they successfully block the propagation of
backdoor features between personalized local models.

Finally, inspired by our findings, we further propose a defense
method, Simple-Tuning, that allows training FL models while ef-
ficiently reducing vulnerability to backdoor attacks. Simple-Tuning
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first reinitializes the linear classifier of trained models of each client
and then trains it on local training datasets. As only tuning the lin-
ear classifier, Simple-Tuning is easier to be combined with existing
FL methods with significantly reduced computation costs. We test
defense performance of Simple-Tuning, and the results show that
it significantly boosts robustness against backdoor attacks.

Contributions. We summarize our contributions as follows:
(1) We present the first detailed and thorough study that tests
the robustness of 6 popular pFL methods against 4 widely used
backdoor attacks. We find that some pFL methods (partial model-
sharing) could achieve outstanding defense performance against
backdoor attacks.

(2) We find that the degree of model-sharing is a key factor to ro-
bustness benefits from pFL methods. pFL methods with full model-
sharing do not show robustness against backdoor attacks. In con-
trast, pFL methods with partial model-sharing, FedBN [33], and
FedRep [13], significantly improve defense performance against
backdoor attacks.

(3) We also compare pFL methods with some widely used defense
methods in FL against backdoor attacks. pFL methods are able
to achieve similar and even better robustness while still keeping
excellent prediction accuracy.

(4) We conduct ablation studies on pFL methods to further ana-
lyze the reasons behind various robustness performances of pFL
methods.

(5) Based on our findings, we propose a lightweight and plug-and-
play defense method, Simple-Tuning. The experiments show its
effectiveness in boosting FL models’ robustness against backdoor
attacks.

2 BACKGROUND

2.1 Personalized Federated Learning

Before conducting our studies, we first introduce Federated Learn-
ing (FL) and personalized Federated Learning (pFL). Under FL sce-
nario, each client i € C has his own private dataset S; drawn from
its own local data distribution D; over X X Y. The goal of FL is to
train a single (global) model collaboratively without sharing clients’
local data. The objective of FL is

n’él)il’l E(x,y)~Di,i€C [L(f(egZ-x)’y)] (1)

where 6 is the global model shared with all clients. £ is the
loss function, such as cross-entropy of the classification task. Fe-
dAvg [40] is the most widely used method to solve Eq.1. For each
round of FL training, several clients are selected by the server to
participate in the training. The server first broadcasts 6 to selected
clients. All clients then locally train f(6y;-) on their private dataset
by using SGD for several epochs and upload the update of 6 to the
server. After receiving all clients’ update, the server conducts the
weighted average of updates by

— LIS M
V6, = Zl 57V 18I Zl 1S;l- (2)
J= J=

Here, |Sj| is the size of dataset owned by the selected client j. The

server applies the V6, into 8, for the next round of FL training,
and the process repeats until convergence.
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Being different from FL, pFL methods not only tend to learn a
global model but also aim to learn a local personalized model for
each client. The local personalized model is better adaptive to each
client’s local dataset and helps pFL methods surpass general FL
methods by a large margin on prediction accuracy under practical
Non-IID scenarios [13, 20, 35, 44, 47, 50, 60]. Here, we use below
formulations to illustrate various pFL methods based on
different personalization degrees.

(i) Full model-sharing [16, 31, 35, 38, 49]:

0, (B ey~ Duiee LU0 X 9T+ 4RO 0. )
where 6; represents local personalized model owned by each client
and 6; means the global reference model shared among all clients.
We can observe that the whole global model 6, is shared across all
clients. The new added H is the regularizer of similarity between
0y and 6; and A is the coefficient for each client. In each round,
selected clients receive 6; and use it as the reference to training 6;.
0, is also updated on local datasets and then uploaded to the server
to participate in the aggregation process. Therefore, full model-
sharing also indicates knowledge from every client’s local dataset
could be transferred to local models of other clients by sharing 6,.

Here, we introduce several pFL methods with full model-sharing
used in our experiments. (1) Ditto [31]: each client has two models,
global model 6, and local model 6;. During local training, after re-
ceiving 0, clients first train f(6y; -) on their local datasets to update
0,. Then they train local model 6; using 6, as the reference with
a added regularizer A||6; — y]|2. Here, A controls the consistence
between 6, and 6;, the personalization degree of each client. (2)
pFedMe [49]: By first setting 6 as the reference, clients utilize the
Moreau envelop similar to Ditto regularizer to update 6;. Then they
update 6 by using aggregation of the updates of 6; at the end of
each local epoch. (3) FedEM [38]: this method assumes the data dis-
tribution of each client is the mixture of unknown underlying data
distributions with different coefficients. Therefore, they propose to
learn a mixture of multiple base models (a}el +oe af@k, i€Q)
for each client with different mixture coefficients. All clients share
these based models 6", . . ., 6% but they have their own personalized
mixture coefficients, a}, s af. (4) Fine-tuning: It is a widely used
method to obtain a personalized model for each client and some-
times shows a better performance than other pFL methods [9, 39],
in which each client obtains 6; by Fine-tuning 6, on their local
datasets after FL training finishes.

(ii) Partial model-sharing [2, 13, 33, 44]:

o Biey-vuice | LU0 AR T
where the local personalized model 6; is further separated into
two group parameters, 8° and 9;0 . There is no more global model
and only partial parameters 6° of 6; are shared across clients. After
finishing local training, global shared parameters 6° are uploaded to
the server for aggregation. Locally parameters 9;0 are never shared
with other clients. Partial model-sharing indicates each client could
only utilize knowledge of partial model parameters trained on the
other clients’ local datasets so that each client could gain larger
personalization degrees. For example, (5) FedBN [33] decouples
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the whole model 0; into locally preserved BN layers Of and shared
parameters 0°. After the local training process finishes, clients
only upload 6° to participate in aggregation. (6) FedRep [13, 44]
decouples models into global feature extractor (6°) and local linear
classifier (Olp ). In each iteration of local training, clients first freeze

the feature extractor and update 9;0 on their private datasets. And
then, they freeze the local linear classifier and update global feature
extractor 6°. Only the global feature extractor is uploaded to the
server and participates in aggregation.

2.2 Backdoor Attacks in FL

Backdoor attacks aim to mislead the backdoored model to exhibit
abnormal behavior on samples stamped with the backdoor trigger
but behave normally on all benign samples. As shown in Figure 1,
the backdoor attacker inserts a backdoor trigger into the model
by manipulating some training data samples, like adding a small
patch in clean images or just choosing special samples as triggers.
Backdoored samples’ labels would also be changed to attacker des-
ignated target label y;. In the training phase, the model f(6’;-) is
trained on clean data samples (x, y) together with backdoored sam-
ples (x”, y;). During the inference phase, the presence of a backdoor
trigger in input samples will mislead backdoored model f(6’;-) to
predict the target label y; while keeping the same performance on
samples without the trigger. Therefore, compared with poisoning
attacks which corrupt FL models’ prediction performance or make
FL training diverge [5, 7, 17, 51], backdoor attacks are more stealthy
and hard to detect since the backdoored model behaves normally
in the absence of triggers [18].

Backdoor Attacks in FL could be separated into 2 categories: (1)
white-box setting where the adversarial client can control the whole
local training process and local updates to the server; (2) black-box
setting where the adversarial client is only allowed to manipulate
his own local dataset. In the black-box setting, the adversary does
not require computing resources and any access to the internal
configurations (e.g., FL binaries, memory) of compromised devices.
Therefore, backdoor attacks in black-box setting is much more
practical in real-world scenarios [26, 37, 46] and also more widely
used in previous works of backdoor learning [46, 53, 54].

Bagdasaryan et al [3] propose the first backdoor attack in FL.
One or multiple adversarial clients use several special training sam-
ples as semantic triggers which are inconsistent with other images
in the same class. The authors also assume that attackers always
conduct attacks near the convergent phase of FL training. Wang
et al [53] propose edge-case backdoor triggers by choosing sam-
ples from other data distributions as backdoor triggers. They think
these samples are located in the tail of the original data distribu-
tion. Therefore, the model updates from those samples are unlikely
to conflict with model updates from other benign clients. Their
experiments also show that edge-case triggers are more effective
and persistent than semantic triggers. Besides, the authors also
use a more practical attack setting, where the attacker could only
periodically participates in several FL rounds, for example, in every
fixed Q round.

In DBA attack [57], the authors propose to use the BadNet [19]
trigger which is the most widely used attack in centralized training.
Besides, DBA attack also assumes the attacker can control multiple
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Figure 1: We show used backdoor triggers: edge-case, BadNet,
Blended, SIG triggers. The first and second row are visualiza-
tions on CIFAR-10 and FEMNIST, respectively.

adversarial clients. Each adversary injects a different local trigger
into his own dataset, trains the model on this backdoored dataset,
and uploads its model updates to the server. During the inference
process, the attacker uses the combination of these local triggers
as a new trigger to conduct the attack.

Besides, other works also propose white-box backdoor attacks [3,
6,57, 61], which allow attackers to control the local training process,
such as model replacement attack to magnify poisoning update [3].
We leave evaluations about them in future work.

3 THREAT MODEL

In this work, we focus on black-box backdoor attacks that do
not require control and knowledge about training procedures like
model architecture, parameters, or training methods. They also do
not require any computing resources which makes them essential
threat in real-world scenarios. For simplicity, we consider the task
of image classification that has been used in most research on
backdoor attacks.

In our studies, we choose the stricter assumption that there is
only one adversarial client. Following [48, 53], we adopt the fix-
frequency attack setting in which the adversarial client is selected
to join in the training process for every fixed Q round, where we
set Q = 10 through all experiments.

We adopt commonly used edge-case and BadNet triggers in
our evaluations and also explore various trigger types, including
Blended [11] and SIG [4] triggers, which are widely used in cen-
tralized training but not yet studied in FL. Blended trigger extends
BadNet by encouraging the invisibility of triggers through blending
clean images and triggers. We choose the hello-kitty (hk) pattern as
our trigger since it achieves the best attack performance in related
backdoor defense works [24, 54, 55, 62]. Without changing image
pixels, SIG adopts a sinusoidal signal as the trigger to perturb clean
images. Examples of backdoor triggers are listed in Figure 1.

4 ROBUSTNESS OF PFL METHODS AGAINST
BACKDOOR ATTACKS

In this work, we want to learn that apart from better prediction ac-
curacy, do pFL methods bring robustness again backdoor attacks? If
the answer is true, what factors of pFL methods lead to robustness?
And based on our studies, could we exploit this robustness benefit
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to help improve the robustness of FL models against backdoor at-
tacks? We first try to answer the first question by conducting the
evaluations of backdoor attacks on pFL methods mentioned before.
We outline our experimental setup in Section 4.1 and show overall
experimental results in Section 4.2 followed by our interesting find-
ings. We also compare some widely used defense methods in FL in
Section 4.2.

To further analyze the reasons behind various robustness from
PFL methods, we conduct ablation studies on pFL methods with
partial model-sharing in Section 5.1 and methods with full model-
sharing in Section 5.2, respectively. In Section 6, based on previous
findings, we propose a simple defense method, Simple-Tuning and
further verify its effectiveness of defending against backdoor attacks
by taking experiments on FL methods.

4.1 Experimental Settings

4.1.1 Datasets and Models. We conduct evaluations on two widely
used image classification datasets, FEMNIST [8] and CIFAR-10 [28]
in FL literature. FEMNIST is a handwritten character recognition
dataset containing 62 classes and each client corresponds to a
character writer from EMNIST[12]. Following pFL-bench[9], we
adopt the sub-sampled version of FEMNIST in our experiment,
and it contains 200 clients. And the dataset is randomly split into
train/valid/test sets with a ratio 3:1:1. For CIFAR-10, following pre-
vious works [8, 9, 53, 59], we use Dirichlet allocation to split it
into 100 clients with Dirichlet factor & = 0.5. These two datasets
represent two different settings in Non-IID setting: feature-skew
and label skew [9, 37, 59]. Besides, for CIFAR-10, we also consider
the IID setting in which we uniformly and randomly sample images
from each class for each client. The splitting details about datasets
are shown in Section Al in Appendix.

Following pFL works [9, 35, 49], we use a simple ConvNet model
on these two datasets. The details are shown in Section A1 in Appen-
dix. Besides, to align with previous backdoor attacks works [53, 61],
we also use a larger network, ResNet-18 [23], for CIFAR-10 dataset.

4.1.2  Personalized FL Methods. We first consider the baseline FL
method, FedAvg [40]. We adopt mainstreamed pFL methods men-
tioned in Section 2.1, Fine-tuning [35], FedBN [33], FedRep [13, 44],
Ditto [31], pFedMe [49], FedEM [38]. They are also used in recent
benchmark [9, 39]. We implement these methods following pFL-
bench ! [9] and defer the choice of hyperparameters in Section A2
in Appendix.

4.1.3  Training Details. The total training round T is set to be 1, 000.
For each training round, the server randomly samples 10% clients
from all clients to participate in the training process. That is to say,
in each round, 20 and 10 clients are randomly selected for FEMNIST
and CIFAR-10 dataset.

4.14  Attack Settings. Through our evaluations, for simplicity, we
choose the client-1 and client-15 as the adversarial client on FEM-
NIST and CIFAR-10, respectively. We set the target label y; = 1 on
FEMNIST and y; = 9 on CIFAR-10 following [53]. For FEMNIST
dataset, we use 100 images of “7”s from Ardis [29] as edge-case
triggers. For CIFAR-10 dataset, we use 500 images of Southwest

!https://github.com/alibaba/FederatedScope/tree/master/benchmark/pFL-Bench
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Airline’s planes provided in [53] as edge-case triggers. For each of
BadNet, Blended, and SIG, we put it on 50% of training samples
of the adversarial client. Following attack hyparameters provided
in [54], for BadNet attack, we choose the 3 X 3 grid pattern and put
it at the downright corner of poisoned samples. For Blended attack,
we choose the hello-kitty pattern and set the blending ratio « as
0.2. For SIG attack, we set the amplitude of sinusoidal signal as 20
([0,255]). We also show these used triggers in Figure 1.

4.1.5 Baseline Defense Methods. We adopt four baseline defense
methods in FL: norm-clipping [46, 48, 53], adding noise [14, 48, 53],
Krum [7], and Multi-Krum [7] which are widely used in previous
works [3, 3, 14, 46, 48, 53, 57, 61]. (1) Krum only selects one uploaded
model update which is similar to other updates by computing pa-
rameter similarity (£, norm) between them as the aggregation result.
Rather than only selecting one update, Multi-Krum selects top-k
updates based on ranking of computed similarity and then takes an
average as the aggregation result. (2) Norm-clipping: Norm-clipping
clips the model update so as not to exceed the given threshold c
before aggregation. We set ¢ = 1 and ¢ = 0.5 following [61], where
a smaller ¢ means the smaller contribution to model aggregation
from local model update. (3) Adding noise method adds Gaussian
noises Ao to model updates from clients. v is sampled from normal
distribution. We try a series of noise scales o = 1073,5 % 1074, and
10~%4. We implement them based on source code ? of [53].

4.1.6  Evaluation Details. We take two evaluation metrics, includ-
ing Clean Accuracy (C-Acc) (i.e., the prediction accuracy of clean
samples) and Attack Success Rate (ASR) (i.e., the prediction accu-
racy of poisoned samples to the target class). We test C-Accs on
all clients’ testing dataset using their own pFL models. For edge-
case attack, we follow [53] to test ASR on 100 edge-case images on
FEMNIST and 196 edge-case images on CIFAR-10, respectively. For
BadNet, Blended, and SIG attacks, we test ASR on testing sets of all
clients except the selected adversarial client. All experiments are
conducted with 3 times over different random seeds, and we report
the average through experiments.

4.2 The Overall Robustness Evaluation

In Figure 2, we show performance curves of backdoor attacks on
pFL methods under Non-IID data distribution. Due to the space
limitation, the results of IID setting are deferred in Section A3 of
Appendix. There are three subfigures: results on ResNet-18 and
CIFAR-10, results on ConvNet and CIFAR-10, and results on Con-
vNet and FEMNIST. In each subfigure, we first demonstrate the
backdoor attack success rate (ASR) and then the original task’s
clean accuracy (C-Acc). Each column represents different FL and
pFL methods. The solid line represents ASR, and the dashed line
represents the C-Acc.

Black-box backdoor attacks achieve good attack performance.
We first look at how black-box backdoor attacks perform on pFL
methods. From Figure 2, we first observe that even without requir-
ing access to the FL training process, simple black-box backdoor
attacks especially BadNet and Blended attacks achieve outstanding
performance. This shows that practical black-box backdoor attacks

Zhttps://github.com/ksreenivasan/OOD_Federated_Learning
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are non-negligible threats. And, for all pFL methods, backdoor at-
tacks do not affect C-Acc. As shown in each subfigure, different
color dash lines almost overlap with the grey dash line (clean accu-
racy without attacks). It also reflects the stealthiness of black-box
backdoor attacks that behave normally on samples without triggers.
Then, among these four attack methods, Blended attack (the solid
red line) achieves the best attack performance on CIFAR-10 dataset
with over 90% ASR on two models. On FEMNIST, BadNet attack
achieves the best attack performance, followed by Blended attack.

pFL methods with partial model-sharing effectively alle-
viate backdoor attacks. Next, we can clearly observe that pFL
methods with partial model-sharing (last two columns), FedRep
and FedBN, show outstanding robustness against backdoor attacks.
FedRep shows the best defense performance against attacks and
can limit the success rate of Blended attack and other attacks below
20% and 10%. FedBN achieves the second-best defense performance
on CIFAR-10 dataset and reduces ASR of four attacks below 20%
on the larger model, ResNet-18. These positive results demonstrate
that apart from improving prediction accuracy, some pFL
methods (partial model-sharing) also bring better robustness
against backdoor attacks.

The degree of personalization is a key factor to robustness
benefits. Across columns, we observe that pFL methods with par-
tial model-sharing significantly improve defense performance, but
all pFL methods with full model-sharing (from the 2nd to 5th col-
umn) do not show improvement in the robustness against backdoor
attacks except for pFedMe method. These observations suggest a
strong positive correlation between robustness against backdoor
attacks and the larger personalization degree of pFL methods. In
Section 5, we will deeply investigate why different model-sharing
degrees lead to various defensive effects and show that pfedMe is
also vulnerable to backdoor attacks like other full model-sharing
methods.

Besides, comparing results of two different models on CIFAR-
10 dataset, we could observe that backdoor attacks achieve better
attack performance on high-capacity model (ResNet-18) than on the
low-capacity model (ConvNet), which indicates that larger models
may be more vulnerable to be injected with backdoor triggers in
FL. The similar trend is also observed in [53, 54].

4.3 The Robustness Evaluation of Baseline
Defense Methods

To further compare the robustness brought by pFL methods, we
also conduct experiments to evaluate defense performance of some
widely used defense strategies in FL. We adopt four defense meth-
ods: norm-clipping, adding noise, Krum, and Multi-Krum. The hy-
perparameters have been outlined in Section 4.1. In [53], these four
defense methods, especially Krum and Multi-Krum, show robust-
ness against edge-case attack. Here, we implement these defense
methods following [53] and test them on the Blended attack which
behaves better performance in the above studies. We still adopt the
Non-IID setting and choose the FedAvg training method. The final
epoch’s ASR and C-Acc are shown in Figure 3.

We first observe the defense performance of the simple norm
clipping (NC) method. NC with ¢ = 1 used in [53] couldn’t bring
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Figure 2: Comparison of backdoor attacks on different pFL methods. (a): Results on ResNet-18 and CIFAR-10; (b) Results on
ConvNet and CIFAR-10; (c) Results on ConvNet and FEMNIST. In each figure, the value of horizontal or vertical axis is the
number of training rounds or attack success rate, respectively. The solid line means ASR, and the dashed line means the C-Acc.

any robustness improvement against the Blended attack. We fur-
ther reduce the norm constrain of NC on local update to 0.5. While
reducing ASR of Blended attack, it also causes a significant drop on
C-Acc. Like norm clipping, with increased strength of added noise
o, AD significantly reduces the ASR of Blended attack. However, it
also leads to a significant drop of C-Acc. Similar to performance on
the edge-case attack, Krum also improves the robustness against

Blended attack. However, since only one model would be selected
in every aggregation, the C-Acc also experiences a significant drop.

Rather than only selecting one model update as the result of ag-
gregation, Multi-Krum selects top-k (k = 7) model updates and
then averages updates in the aggregation. Although Multi-Krum
achieves better C-Acc, it fails to defend against Blended attack.
Although NC, AD, and, Krum show different robustness improve-
ments against Blended attack, they all face a serious trade-off
between robustness and clean accuracy.
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Figure 3: The evaluation of FedAvg with baseline defense
methods against Blended attack on ResNet-18. Left: The ASR
of Blended attack; Right: The C-Acc of FedAvg with defense
strategies.
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Figure 4: The results of Blended attack on FedBN on CIFAR-
10 dataset under Non-IID and IID setting. Left: On ResNet-18;
Right: On ConvNet.

5 ANALYSIS OF VARIOUS ROBUSTNESS FROM
PFL AGAINST BACKDOOR ATTACKS

In Section 4.2, we observe that pFL methods with partial model-
sharing, FedRep, and FedBN, gain much better robustness against
backdoor attacks than full model-sharing methods. In following
sections, we take detailed studies of pFL methods to analyze the
reasons behind various robustness from them. We first look at
FedBN and FedRep in Section 5.1 and then analyze full model-
sharing methods in Section 5.2.

5.1 pFL Methods with Partial model-sharing

FedBN. In FedBN, as every client shares all parameters except lo-
cal BN layers, data heterogeneity among clients leads to differences
in local BN layers’ parameters. We think differences in local BN
layers across clients block backdoor feature propagation in local
models. For simplicity, each local model could be denoted as a neu-
ral network Fl.(l) with [ layers, Fl.(l) = f(l) od; of(l_l) ogio-- -of(l),
where i is the client index and [ is total number of layers. ¢; are
local BN layers and the remaining f are shared parameters 6°. Even
if backdoor features have been learned by 6%, due to different ¢;
from FedBN, neurons corresponding to backdoor features after
the BN layers of other local models won’t be activated by triggers.
Therefore, FedBN could perform better robustness against backdoor
attacks. To verify this, we conduct evaluations of Blended attack on
FedBN under Non-IID and IID settings on CIFIAR-10. According to
our previous analysis, under IID setting, without data heterogene-
ity, local BN layers of clients become more consistent with each
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Figure 5: The evaluation of each part of BN layers. Left: On
ResNet-18; Right: On ConvNet.
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Figure 6: The T-SNE visualization on feature space of global
feature extractor of FedRep. Each color denotes each class,
and the black points represent backdoored samples.

other, which should lead to better attack results under this setting.
As shown in Figure 4, ASR of IID is higher than that of Non-IID.
Especially on ResNet-18, FedBN does not show a defensive effect,
which is consistent with our previous analysis.

To further analyze defense performance of local BN layers, we
take attack evaluations on each part of BN layers, i.e., running
statistics y, 0 and learnable parameters y, . Unlike FedBN, we
only choose not to share running statistics or learnable parameters.
We denote them as Fed-sta or Fed-para. The comparison between
Fed-sta, Fed-para, and the original FedBN on the Blended attack and
CIFAR-10 dataset is shown in Fig 5. We can observe that in terms
of C-Acc, Fed-sta and Fed-para experience a drop on ResNet-18 but
the latter drops less. In ConvNet, Fed-para keeps the same C-Acc
as FedBN. Surprisingly, we find that Fed-para achieves even better
robustness than FedBN. In contrast, Fed-sta performs the worst
defensive effect against Blended attack, and ASR even increases
to 90% on ResNet-18. Those results demonstrate the differences
in learnable parameters may be more important in preventing the
propagation of backdoor features than the differences in running
statistics of BN layers.

FedRep. FedRep decouples the local model into global feature
extractor 6° and local linear classifier 9;0 and alternatively trains
them on local datasets. And only feature extractor 6° is updated
and shared across clients. We would like to know which part of
FedRep leads to or contributes most to improving robustness against
backdoor attacks. We first study the global feature extractor 6° to
figure out whether it has learned backdoor triggers even under an
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Figure 7: The results of Blended attack on Ditto with different
A on CIFAR-10 dataset. Left: ResNet-18; Right: ConvNet.
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alternative training procedure. We conduct feature visualization on
feature space of 8° by using T-SNE [52]. Specifically, we randomly
choose 4 benign clients with the adversarial client and visualize
their training samples in feature space for both BadNet and Blended
attacks. We take experiments on ResNet-18 and CIFAR-10. The
results are shown in Figure 6, where black points are backdoored
samples. We could observe that most backdoored samples gather
together in a single cluster, which indicates that the global feature
extractor has already learned backdoor features.

Therefore, FedRep’s outstanding robustness against backdoor
attacks comes from the local linear classifier 9;.0 of each client. 0?
of benign clients are updated only based on their own clean dataset
and never shared with other clients. Therefore, benign client’s linear
classifiers Gf do not learn the mapping from backdoor features to
target label y;. Inspired by this exciting finding, we further propose
a simple defense method and will discuss it in Section 6.

5.2 pFL Methods with Full model-sharing

Ditto. Backdoor features could be inserted into 8, during local
training on the adversary client and then propagated to other clients
by full model-sharing. In Ditto [31], clients use the global model
0, as the reference to guide training of local model 6; based on
AH (64, 0;). A controls the similarity with 6, and also the person-
alization degree of 6;. The smaller A means the 6;’s update is less
dependent on 6. Since previous results indicate a strong positive
correlation between robustness against backdoor attacks and the
larger personalization degree, we investigate if the smaller A (larger
personalization degree) can block the transfer of backdoor features
from 6 to 6;. We conduct experiments of Blended attack on CIFAR-
10 dataset with A = 0.1 and A = 0.01 in Figure 7. We could observe
that with smaller A, ASR drops slightly on ResNet-18 and ConvNet.
This verifies our thought. However, in terms of clean accuracy,
the convergence of Ditto also significantly slows down. Therefore,
Ditto also faces a trade-off between backdoor robustness and clean
accuracy of the main task like mentioned defense methods.

pFedMe. Similar to Ditto, pFedMe [49] also trains local person-
alized model of each client with a penalty term A% (6y, 6;) but
performs a better defense performance against backdoor attacks.
The reason is that pFedMe only updates the global model at the
end of each epoch of local training based on local model updates,
which leads to fewer chances for backdoor triggers to insert into
the global model by using pFedMe method. Compared with Ditto
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Figure 8: The results of Blended attack on pFedMe with the
different number of local training epoches on CIFAR-10. Left:
on ResNet-18; Right: on ConvNet.
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Figure 9: The results of Blended attack for FT with various
epoch numbers on ConvNet and CIFAR-10.

Rounds

which updates 6y at each batch in local training, few updates of 6,
on the adversarial client hinder the injection of backdoor signatures.
Therefore, we test Blended attack performance on ResNet-18 and
ConvNet on CIFAR-10 while increasing the number of local epochs
from the original 3 to 6. The results are shown in Figure 8. We
can observe that ASR increases by 15% along with increasing local
epoch number. This demonstrates that pFedMe is also vulnerable
to backdoor attacks like Ditto.

FedEM. In FedEM [38], each client trains multiple base models on
local datasets, and all base models are later uploaded to aggregate
in the server. Therefore, backdoor features could be learned by the
base models from adversarial clients and are later propagated to
other clients by full model-sharing.

Fine-tuning. Fine-tuning (FT) is also a widely used backdoor
defense method in centralized setting [24, 34, 36, 54] which further
updates trained model to forget backdoor triggers. However, we
find it couldn’t improve the robustness under FL setting. Specifically,
we set the epoch number of FT as 5, 10, 20, and 50 to observe if
the robustness will increase with the increase of FT epochs. The
results on ConvNet and CIFAR-10 are shown in Figure 9. Even
if we use 50 epochs to conduct local Fine-tuning, ASR remains
unchanged. The first potential reason is that there are no sufficient
clean training examples for Fine-tuning to purify the backdoored
global model. Training samples owned by each client are much less
than training samples under centralized setting, which restricts the
effect of Fine-tuning. Besides, it is also observed that FT couldn’t
effectively reduce ASR of backdoor attacks with low poisoning
rate [54]. Since there is only one adversarial client and 50% of
training samples of the adversarial client are backdoor samples in
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Table 1: The results on ResNet-18 and ConvNet models on
CIFAR-10 dataset. We adopt trained models from FedAvg
and Ditto methods. A lower ASR means better robustness. A
higher ACC means better C-Acc. The best results are high-
lighted in bold.

Models Methods original + FT-linear +ST
Attacks | ASR(]) Acc(T) | ASR(]) Acc(T) | ASR(l) Acc(T)
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our evaluations, the proportion of poisoned samples in all training
samples is still very low with only 0.55% (275/50000).

6 IMPROVING BACKDOOR ROBUSTNESS
WITH SIMPLE-TUNING

In previous sections, we observed that pFL methods with partial
model-sharing could achieve better robustness against backdoor
attacks. By conducting detailed studies on them in Section 5.1, we
found that locally trained BN layers in FedBN or locally trained
linear classifiers in FedRep plays the key roles in improving robust-
ness. Therefore, it is natural to consider, whether can we provide
some insight for designing better robust FL methods to further
boost robustness based on our findings and analyses? In this sec-
tion, we take an initial step by providing a simple but effective
defense method.

Based on the idea of locally training a linear classifier of FedRep,
we propose Simple-Tuning which only tunes the linear classifier
of FL models of each client after the training process. Specifically,
we first reinitialize the linear classifier and retrain it with the
local training dataset of each client, while freezing the remaining
parameters of each model. Compared with vanilla Fine-tuning,
Simple-Tuning (ST) has made two improvements: (1) Compared
with tuning the whole model in FT, we only tune the linear classifier
after finishing the training process, which could efficiently reduce
computation costs; (2) Rather than inheriting parameters of original
models like FT, we choose to reinitialize and retrain local linear
classifier on local datasets.

We test our method on trained models from FedAvg and Ditto and
show defense performances against BadNet and Blended attacks.
For Simple-Tuning, we adopt default Kaiming Uniform normaliza-
tion [22] and use the constant learning rate as 0.005. We only tune
the linear classifier for 10 epochs. The results containing ASR and
C-Acc on ResNet-18 and ConvNet models are shown in Table 1.
We compare the results of our method with the results of original
FedAvg and Ditto models and models from only fine-tuning local
linear classifiers without reinitialization. We denote the latter as
FT-linear. As shown in Table 1, our method, Simple-Tuning, signifi-
cantly improves robustness against backdoor attacks. Compared
with original models, it efficiently reduces the ASR of two back-
door attacks by 56.6% on average. It achieves better robustness on
smaller model ConvNet, reducing ASR below 20%. Surprisingly,
Simple-Tuning even improves the C-Acc of FL methods except for
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Ditto on ConvNet. These results demonstrate the great potential
of Simple-Tuning. It is worth noting that FT-linear does not show
any robustness like vanilla FT. It also verifies the importance of
reinitialization in our method to backdoor robustness. This suggests
that directly fine-tuning FL backdoor models may not efficiently
remove backdoor triggers. It also contrasts with findings of [1]
which utilizes FT methods to purify watermark, specific backdoor
trigger, in DNN models. However, they demonstrated that all three
methods - vanilla FT, FT-linear, and FT-linear with randomized lin-
ear classifier - can effectively purify watermark triggers. We believe
this is mainly because triggers of the watermark are set differently
from the general backdoor triggers. In [1], the authors set y; of
each watermarked sample to a randomly chosen label, rather than
a fixed target label as in backdoor attacks.

By only tuning the linear classifier, Simple-Tuning is easier to
be combined with existing FL methods. It is also more convenient
to deploy in real-world scenarios with significantly reduced com-
putation costs. However, Simple-Tuning still couldn’t completely
eliminate security risks from backdoor attacks. We hope it could
inspire future work to propose better defense mechanisms, such as
using more advanced optimizers and designing better FT methods.

7 CONCLUSION

This paper studies the robustness of popular personalized FL meth-
ods against backdoor attacks in FL. We conduct the first study
of backdoor attacks in the pFL framework, testing 4 widely used
backdoor attacks against 6 pFL methods on benchmark datasets
FEMNIST and CIFAR-10, a total of 600 experiments. We show that
pFL methods with partial model-sharing achieve outstanding ro-
bustness against backdoor attacks. Based on our in-depth ablation
studies on various pFL methods, we find there is a strong positive
correlation between robustness and a larger personalization de-
gree. Inspired by our findings, we further propose a simple defense
method that could effectively alleviate backdoor attacks with much
fewer computational costs. We make two categories of conclusions:

Next steps for researchers. We have shown that FedRep and our
Simple-Tuning achieve good defense performance. It is an inter-
esting question if there is a new way to design stronger backdoor
attacks that reduce the effectiveness of FedRep and bypass our
Simple-Tuning. It could help us better foresee potential security
risks. Another direction is to design a better defense method suit-
able for FL settings. We should consider both defense performance
and requirements of real-world scenarios like limited computational
resources.

Next steps for practitioners. The security threat, black-box back-
door attacks, we expose is immediately practical and lead to non-
negligible risks. Therefore, this vulnerability will need to be con-
sidered during the deployment of FL models. Both improving pre-
diction accuracy under Non-IID setting and boosting backdoor
robustness, pFL methods with partial model-sharing may be better
choices in real-world applications.
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Figure A10: The violin plot of number of samples per client
for CIFAR-10 and FEMNIST datasets.

A1l DATASETS AND MODELS

Datasets. We conduct experiments on two widely used dataset,
FEMNIST and CIFAR-10 in FL literature [8, 9, 39, 40, 53, 56]. These
two datasets represent two different settings of Non-IID respec-
tively, feature-skew and label skew [9, 37, 59].

o FEMNIST: The Federated Extended MNIST (FEMNIST) is a
widely used FL dataset for 62-class handwritten character
recognition [8]. The original FEMNIST dataset contains 3,550
clients and each client corresponds to a character writer
from EMNIST[12]. We adopt the sub-sampled version in our
evaluations, which contains 200 clients and totally 43, 400
images with resolution of 28 X 28 pixels. The distribution of
samples number per client is shown in Figure A10.

e CIFAR-10is a 10-class image classification dataset containing
60,000 colored images with resolution of 32x32 pixels. We
use Dirichlet allocation to split this dataset into 100 clients
with a = 0.5. The distribution of samples number per client
is shown in Figure A10.

Models. Following the previous pFL works [9, 35, 38, 49], we
utilize a simple ConvNet on FEMNIST and CIFAR10. This ConvNet
model consists of two convolutional layers with the 5 X 5 kernel,
max pooling, batch normalization, ReLU activation, and two dense
linear layers. The hidden size of linear layer is 2,048 and 512 on
FEMNIST and CIFAR10 respectively. To align with backdoor attacks
works [48, 53, 54, 61], we also adopt the larger model, ResNet-18
on CIFAR-10 dataset.

A2 IMPLEMENTATION DETAILS

Environment. We implement our evaluations 3 based on Py-
torch [43] and FederetadScope framework [58]. And all experiments
are conducted on a cluster of 8 NVIDIA GeForce GTX 2080 Ti GPUs.

A2.1 More Details of Attacks Hyper-parameters

Following attack hyparameters provided in [54], for BadNet attack,
we choose the 3 X 3 grid pattern and put it at downright corner of
poisoned samples. For Blended attack, we choose the hello-kitty
pattern and set the blending ratio « as 0.2. For SIG attack, we set
the amplitude of sinusoidal signal as 20 ([0, 255]).

Shttps://github.com/alibaba/FederatedScope/tree/backdoor-bench
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A2.2 Implementation Details of pFL methods

Following pFL-bench * [9], we also use hyper-parameter searching
(HPO) algorithm, HyperBand [30], to find the best hyper-parameters
for all the baselines on all datasets. We use the vanilla SGD optimizer
and set the batch size of local datsets as 32 for all methods. Here,
we provide adopted hyper-parameters for all baseline methods:

e FedAvg: we set learning rate as 0.1 and epoch number as 2
for each client on two datasets.

e Ditto: we set learning rate as 0.1 and A as 0.1 for each client.
The epoch number is 2 or 3 on CIFAR-10 or FEMNIST.

o FedEM: ResNet-18 and CIFAR-10: we set learning rate as 0.5
and epoch number as 1. ConvNet and CIFAR-10 or FEMNIST:
we set learning rate as 0.05 and epoch number as 2. The
number of base model for two datasets is 3.

o Fine-tuning: On CIFAR-10: we set learning rate of FT as 0.01
and epoch number of FT as 2. On FEMNIST: we set learning
rate of FT as 0.01 and epoch number of FT as 3.

e pFedMe: On ResNet-18 and CIFAR-10: we set learning rate
as 0.5 and epoch number as 3. We set local approximation
steps K as 1, average moving parameter §§ as 1 and A as 0.5;
On ConvNet and CIFAR-10: we set learning rate as 0.1 and
epoch number as 3. We set local approximation steps K as 2,
average moving parameter f as 1, and A as 0.5; On ConvNet
and FEMNIST: learning rate is 0.1, epoch number is 2, local
approximation steps K is 3, average moving parameter f is
1, Ais 0.8.

o FedBN: On ResNet-18 and CIFAR-10: we set learning rate as
0.5 and epoch number as 2; On ConvNet and CIFAR-10: we
learning rate as 0.1 and epoch number as 2; On ConvNet and
FEMNIST: we set learning rate as 0.01 and epoch number as
2.

e FedRep: On CIFAR-10: we set learning rate of 6° as 0.1, epoch
number of 6° as 1, learning rate of 6as 0.005, and epoch
number of 6P as 1; On FENNIST: we set learning rate of 6°
as 0.1, epoch number of 6° as 2, learning rate of 6 as 0.1,
and epoch number of 67 as 1.

A3 DETAILED EXPERIMENTAL RESULTS
A3.1 Experimental Results about IID Setting

In this section, we demonstrate attack results on pFL methods
under IID setting in which we uniformly and randomly sample
images from each class of CIFAR-10 for each client. The results are
shown in Figure A11. We have similar observations as in the Non-
IID scenario: @ Under IID setting, for all pFL methods, backdoor
attacks do still not affect C-Acc. @ Under IID setting, Blended attack
(the solid red line) also achieves the best ASR on all pFL methods
and CIFAR-10 dataset. ® pFL methods with partial model-sharing
also achieve better defense performance against backdoor attacks.
Compared with attack results under Non-IID setting, attack results
on FedBN under IID setting are higher. We have analysed reasons
in Section 5.1. @ Under IID scenario, we still observe that backdoor
attacks achieves better attack performance on high-capacity model
(ResNet-18) than on low-capacity model (ConvNet).

4https://github.com/alibaba/FederatedScope/tree/master/benchmark/pFL-Bench
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Figure A11: Comparison of backdoor attacks on different pFL methods. (a): Results on ResNet-18 and CIFAR-10; (b) Results on
ConvNet and CIFAR-10. In the figures, the solid line means ASR, and the dashed line means the C-Acc.



	Abstract
	1 Introduction
	2 Background
	2.1 Personalized Federated Learning
	2.2 Backdoor Attacks in FL

	3 Threat Model
	4 Robustness of pFL methods against Backdoor Attacks
	4.1 Experimental Settings
	4.2 The Overall Robustness Evaluation 
	4.3 The Robustness Evaluation of Baseline Defense Methods

	5 Analysis of Various Robustness from pFL Against Backdoor Attacks
	5.1 pFL Methods with Partial model-sharing
	5.2 pFL Methods with Full model-sharing

	6 Improving Backdoor Robustness with Simple-Tuning
	7 Conclusion
	8 Acknowledgements
	References
	A1 Datasets and Models
	A2 Implementation Details
	A2.1 More Details of Attacks Hyper-parameters
	A2.2 Implementation Details of pFL methods

	A3 Detailed Experimental Results
	A3.1 Experimental Results about IID Setting


