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Differential Privacy with Higher Utility through

Non-identical Additive Noise
Gokularam Muthukrishnan*, Sheetal Kalyani*

Abstract—Differential privacy is typically ensured by pertur-
bation with additive noise that is sampled from a known distri-
bution. Conventionally, independent and identically distributed
(i.i.d.) noise samples are added to each coordinate. In this work,
propose to add noise which is independent, but not identically
distributed (i.n.i.d.) across the coordinates. In particular, we study
the i.n.i.d. Gaussian and Laplace mechanisms and obtain the
conditions under which these mechanisms guarantee privacy.
The optimal choice of parameters that ensure these conditions
are derived theoretically. Theoretical analyses and numerical
simulations show that the i.n.i.d. mechanisms achieve higher
utility for the given privacy requirements compared to their i.i.d.
counterparts.

Index Terms—Differential privacy, Non-identical noise, Addi-
tive noise mechanism, Gaussian mechanism, Laplace mechanism.

I. INTRODUCTION

D IFFERENTIAL privacy (DP) is a mathematical for-

mulation that safeguards an individual’s privacy while

releasing query responses on databases [1]. It facilitates the

learning of the patterns in the population while ensuring the

privacy of an individual. The parameters ǫ and δ , respectively

the privacy budget and privacy leakage capture the privacy

constraints. The formal definitions of DP and its mechanisms

are deferred to Section II. Differential privacy has wide-

ranging applications; it is used to provide privacy guarantees

on learning problems such as empirical risk minimization [2],

data mining [3], low-rank matrix completion [4], clustering

[5] etc.

Additive noise mechanism randomizes the result of a real-

valued query on the dataset by adding noise sampled from a

known distribution and ensures privacy. When the query re-

sponse is K-dimensional, the convention is to add independent

and identically distributed (i.i.d.) noise samples to each of the

coordinates; hence, the accuracy translates to the variance of

this i.i.d. noise. Note that there is always a trade-off between

privacy and utility. Stronger privacy guarantee can be achieved

by adding noise of larger variance; however, this will affect

the accuracy of the outcome.

Over the years, several noise distributions have been consid-

ered for differential privacy and the privacy guarantees of such

mechanisms have been documented. Gaussian mechanism that

adds i.i.d. noise from N (0, σ2) is a popular mechanism that

has been studied extensively. Various sufficient conditions that

directly provide the scale parameter σ satisfying the given
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privacy constraints, are available [1], [6], [7]. However, the

necessary and sufficient condition in [8] has been shown to

provide the smallest variance σ2 that ensures (ǫ, δ)-DP, though

not in closed form.

Laplace mechanism is another popular mechanism that,

unlike Gaussian, is capable of ensuring the stronger notion of

DP with δ = 0. However, Gaussian mechanism typically adds

noise of smaller variance compared to the Laplace mechanism

when employed for high dimensional queries [9]. This is

because the ℓ1-sensitivity, which determines the variance of

Laplace noise, increases faster with the dimension than the

ℓ2-sensitivity associated with Gaussian noise.

Similar to Laplace, logistic mechanism [10], [11] can also

ensure the stronger ǫ-DP. Subbotin density has also been

considered for sampling the additive noise [12]. Recently pro-

posed Offset Symmetric Gaussian Tails (OSGT) mechanism

[13] and Flipped Huber mechanism [14] add noise sampled

from sub-Gaussian distributions and are shown to provide

better accuracy than the Gaussian mechanism for the given

privacy constraints. However, determination of noise param-

eters in these mechanisms is complex, especially when the

dimension of the query response is very large. Thus, Gaussian

and Laplace mechanisms still remain the popular choices since

the scale parameter for the given privacy constraints can be

determined easily.

To our best knowledge, existing works have only considered

the addition of i.i.d. noise to the coordinates of the query result.

This is not a suitable choice, especially when the individual

coordinates of the query are of different sensitivities to the

replacement of a single data record in the dataset. In this

work, we investigate whether adding independent, but non-

identically distributed (i.n.i.d.) noise samples instead of i.i.d.

samples provides any gain in terms of utility while guaran-

teeing privacy. Specifically, we introduce the i.n.i.d. variants

of the two popular noise mechanisms, namely the Gaussian

and Laplace mechanisms and provide both theoretical and

empirical results to illustrate the benefits of i.n.i.d. noise

addition.

A. Contributions

The major contributions are listed below.

(i) We propose to add the noise that is i.n.i.d. across the

coordinates of the query response so that privacy is

ensured with lesser perturbation than i.i.d. noise.

(ii) In specific, we consider i.n.i.d. Gaussian and Laplace

mechanisms and the corresponding (ǫ, δ)-DP and ǫ-DP

guarantees are derived.
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(iii) The optimal choices of coordinate-wise scale parameters

for these mechanisms are derived that improve the accu-

racy/utility compared to the i.i.d. variants, leveraging on

the disparity in the coordinate-wise sensitivities.

(iv) Through theoretical analyses and simulations, we show

that the i.n.i.d. noise, with the proposed set of scale

parameters, provides high accuracy over the i.i.d. noise.

To the best of our knowledge, ours is the first work to

formally introduce the i.n.i.d. mechanisms for differential

privacy and show that i.n.i.d. noise can give higher utility

than i.i.d. noise for the same privacy requirements with the

appropriate choice of the noise parameters.

B. Basic notations

In this article, log(·) denotes the natural logarithm. The pos-

itive part of a real number a is denoted as [a]+ = max(a, 0).
R++ indicates the set of positive real numbers, (0,∞), which

with the inclusion of 0 is denoted as R+ . We use bold-

face letters to denote the vectors. The operator ‖·‖p provides

the ℓp-norm of a vector. The vector of all ones in R
K is

denoted as 1K . The diagonal matrix formed by the elements

of vector r ∈ R
K is written as diag(r) and r

◦p denotes p-

th Hadamard power, r◦p = [ rp1 rp2 · · · rpK ]⊤. The probability

measure is denoted by P{·} and E[·] indicates the expectation.

The probability density function (PDF) and the cumulative

distribution function (CDF) of the random variable T are

respectively denoted as gT (·) and GT (·). The Gaussian (or

normal) distribution with variance σ2 that is centred at θ is

denoted by N (θ, σ2) and L(θ, β) denotes Laplace (or bilateral

exponential) distribution with mean θ and scale parameter

β. Let Q(·) denote the complementary CDF of the standard

Gaussian distribution N (0, 1).

II. BACKGROUND AND I.I.D. NOISE MECHANISMS

We now provide some definitions pertaining to differential

privacy and also introduce a few notations that we will be

using in this article. Let X be the space of datasets. The query

function f : X → Y acts on dataset D ∈ X and provides the

query response f(D). If a pair of datasets differ by only a

single data record, we call them neighbouring datasets; when

D and qD are neighbouring datasets in X , we write D 〉〈

X

qD.

Definition 1. [1] The randomized mechanism M : X → Y
is said to guarantee (ǫ, δ)-differential privacy ((ǫ, δ)-DP in

short) if for every measurable set E in Y and every pair of

neighbouring datasets D 〉〈

X

qD,

P{M(D) ∈ E} ≤ eǫP{M( qD) ∈ E} + δ (1)

where ǫ ≥ 0 and δ ∈ [0, 1] are respectively the privacy budget

and privacy leakage parameters. When δ = 0, the mechanism

is said to guarantee pure DP or ǫ-DP.

The notion of privacy loss [15] encapsulates the divergence

between the mechanism’s outputs on the neighbouring datasets

as a univariate random variable. Let us denote the probability

measures associated withM(D) andM( qD) respectively as µ
and qµ and assume that µ is absolutely continuous with respect

to qµ, i.e., µ≪ qµ (for generalization, see [16]).

Definition 2. The random variable L
D, qD
M

= log dµ
dqµ (V), where

V ∼ µ, is known as the privacy loss random variable of

the mechanismM on the neighbouring datasets D 〉〈

X

qD. The

corresponding privacy loss function is given by log dµ
dqµ .

Whenever the density functions of M(D) and M( qD) are

defined, the privacy loss function reduces to the logarithm of

their ratio. The following expression from [8] is an equivalent

condition for (ǫ, δ)-DP in terms of the privacy loss random

variables.

sup
D 〉〈

X
qD
P
{
L
D, qD
M

> ǫ
}
− eǫP

{
L

qD,D
M

< −ǫ
}
≤ δ . (2)

This characterization of DP through privacy losses makes the

analysis easier whenever the privacy losses are sufficiently

simple. We observe one such scenario in the following sub-

section for the case of additive noise mechanisms, where the

privacy loss can be redefined simply in terms of noise density.

A. Additive noise mechanism

A direct way to randomize the query response that is a

numeric vector is to add noise to it.

Definition 3 (Additive noise mechanism). Let f : X → R
K be

the K-dimensional, real-valued query function. The additive

noise mechanism imparts differential privacy by perturbing the

query output for the dataset D as M(D) = f(D) + t, where

t = [t1 t2 · · · tK ]⊤ ∈ R
K is the noise that is sampled from

a known distribution with CDF G
T

and PDF g
T

.

Conventionally, ti, i = 1, 2, . . . , K are i.i.d. noise samples

drawn from some univariate distribution. The amount of noise

added is determined by the privacy parameters ǫ and δ . Along

with these, the sensitivity of the query function also impacts

the variance of added noise.

Definition 4 (Sensitivity). For the real-valued, K-dimensional

query function f : X → R
K , the ℓp-sensitivity is defined as

∆p = sup
D 〉〈

X
qD

∥∥f(D)− f( qD)
∥∥
p
, p ∈ [1,∞] . (3)

The sensitivity profile is the vector of coordinate-wise sensi-

tivities, λ = [λ1 λ2 · · · λK ]⊤, where

λi = sup
D 〉〈

X
qD

∣∣[f(D)− f( qD)]i
∣∣

is the sensitivity of the i-th coordinate. Hence, ∆p = ‖λ‖p .

Thus, sensitivity indicates the maximum magnitude of

change that the true response incurs when a single entry of

the dataset is replaced. Using the equivalence of norms [17],

we have

∆q ≤ K
[1/q−1/r ]+×∆r , ∀ q, r ∈ [1,∞] . (4)

We observe that ∆q ≤ ∆r ∀ r ≥ q , and hence, ∆p is

monotonic decreasing in p.

Next, we define the equivalent privacy loss for the additive

noise mechanism. Let z = f(D) and qz = f( qD) denote the true

responses to the query on the neighbouring datasets D 〉〈

X

qD
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and let d = z−qz. Also, let T be the random vector that models

the additive noise. Thus, the random vectors corresponding to

the mechanism’s outputs for D and qD are respectively V =
z+T and qV = qz+T.

Hence, we have the output densities as g
V
(v) = g

T
(t) and

g qV
(v) = g

T
(t+ d), where t = v−z. The equivalent privacy

loss function is given by ζ
d
(t) = log

g
T
(t)

g
T
(t+d) . It is evident that

the random variable ζ
d
(T), where T ∼ G

T
is probabilistically

equivalent to L
D, qD
M

. Therefore, we can express the necessary

and sufficient condition for the additive noise mechanism to

guarantee (ǫ, δ)-DP using the equivalent privacy losses as

sup
D 〉〈

X
qD
P{ζ

d
(T) ≥ ǫ} − eǫP{ζ−d

(T) ≤ −ǫ} ≤ δ , (5)

which resembles (2).

1) Classical Gaussian mechanism

The following lemma provides the privacy guarantees of the

i.i.d. Gaussian mechanism.

Lemma 1. [8] The Gaussian mechanism that adds i.i.d. noise

sampled from N (0, σ2) to each of the K coordinates of the

query response is (ǫ, δ)-differentially private if and only if

Q
(

σǫ
∆2
− ∆2

2σ

)
− eǫQ

(
σǫ
∆2

+
∆2

2σ

)
≤ δ ,

where ∆2 is the ℓ2-sensitivity of the query.

The smallest σ that satisfies the condition in the above

theorem corresponds to the optimal i.i.d. Gaussian noise that

results in the smallest perturbation of query output. Such a

scale parameter cannot be determined in closed form but can

be obtained numerically [8].

2) Classical Laplace mechanism

The necessary and sufficient condition for the i.i.d. Laplace

mechanism that adds noise samples from L(0, β) to guarantee

(ǫ, δ)-DP [11], [16] is
[
1− exp

(
1
2 (ǫ −∆1/β)

)]
+
≤ δ . Because

of the exponential tails of the noise distribution, the Laplace

mechanism, unlike the Gaussian mechanism, is also capable

of ensuring pure DP [18] as stated in the following Lemma.

Lemma 2. [19] The i.i.d. Laplace mechanism that adds K
independent noise samples from L(0, β) to each coordinate

of the query response guarantees ǫ-differentially private for

ǫ ≥ ∆1

β , where ∆1 is the ℓ1-sensitivity of the query.

Hence, the Laplace noise of scale
∆1

ǫ corresponds to the

minimum level of i.i.d. noise that is needed for ǫ-DP. Note

that the classical Gaussian and Laplace mechanisms add noise

based on a single measure of sensitivity without taking into

account the fact that the sensitivity of each coordinate of the

query response can be different. In the following sections, we

propose to add i.n.i.d. noise that leverages on the disparity in

λi , i = 1, 2, . . . , K to improve the accuracy for the same

privacy guarantees.

III. NON-IDENTICAL GAUSSIAN NOISE MECHANISM

Let us consider the DP mechanism that perturbs the query

response with the noise vector whose coordinates are i.n.i.d.

Gaussian random variables. Let σ = [σ1 σ2 · · · σK ]⊤ denote

the vector of scale parameters. Hence, the random vector

T = [T1 T2 · · · TK ]⊤ modelling the noise is multivariate

Gaussian N (0, diag(σ)2) and its coordinates Ti ∼ N (0, σ2
i ),

i = 1, 2, . . . , K are independent. We now derive privacy

guarantees for the proposed i.n.i.d. Gaussian mechanism. We

first provide a lemma that is useful throughout our analysis.

Lemma 3. The function φǫ : R++ → R, defined by

φǫ(a) = Q
(
ǫ
a − a

2

)
− eǫQ

(
ǫ
a + a

2

)
, (6)

is a monotonic increasing function for any ǫ ≥ 0.

Proof. The lemma is proved by showing
dφǫ

da ≥ 0 ∀ a > 0.

Using the Leibniz integral rule, d
dbQ(b) = − e−b2/2

√
2π

. Hence,

d
daφǫ(a) =

d
da

[
Q
(
ǫ
a − a

2

)
− eǫQ

(
ǫ
a + a

2

)]

= 1√
2π

exp
(
− 1

2

(
ǫ
a − a

2

)2)[ ǫ
a2 + 1

2

]

− 1√
2π

exp
(
ǫ− 1

2

(
ǫ
a + a

2

)2)[ ǫ
a2 − 1

2

]

= 1√
2π

exp
(
− 1

2

(
ǫ
a − a

2

)2)≥ 0 ∀ a > 0,

which proves the lemma.

We now provide the necessary and sufficient condition for

the i.n.i.d. Gaussian mechanism to be (ǫ, δ)-DP.

Theorem 4. The i.n.i.d. Gaussian mechanism that adds noise

sampled from N (0, σ2
i ) to the i-th coordinate of the K-

dimensional query response is (ǫ, δ)-differentially private if

and only if

Q
(

ǫ
M − M

2

)
− eǫQ

(
ǫ
M + M

2

)
≤ δ ,

where M2 =
∑K

i=1
λ2
i

σ2
i

and λi is the sensitivity of the i-th

coordinate of the query.

Proof. The equivalent privacy loss function for the i.n.i.d.

Gaussian mechanism is given as ζ
d
(t) =

∑K
i=1 ζdi

(ti), where

ζdi
(ti) = log

gTi
(ti)

gTi
(ti+di)

. Since the noise density is given as

gTi
(ti) = 1√

2πσ2
i

exp
(
− t2i

2σ2
i

)
, we can deduce that ζ

d
(t) =

∑K
i=1

tidi

σ2
i

+
d2
i

2σ2
i

. We know that
∑K

i=1
Tidi

σ2
i
∼ N

(
0, ‖m‖22

)
,

where m = diag(σ)−1
d. Therefore, the privacy loss random

variable ζ
d
(T) is also Gaussian and hence, P{ζ

d
(T) ≥ ǫ} =

Q
(

ǫ
‖m‖2

− ‖m‖2

2

)
and P{ζ−d

(T) ≤ −ǫ} = Q
(

ǫ
‖m‖2

+
‖m‖2

2

)
.

Hence, using (5), the necessary and sufficient condition for

(ǫ, δ)-DP is

Q
(

ǫ
‖m‖2

− ‖m‖2

2

)
− eǫQ

(
ǫ

‖m‖2
+

‖m‖2

2

)
≤ δ , (7)

which must hold for every pair of neighbouring datasets.

From Lemma 3, we know that the function at the left is a

monotonic increasing function in ‖m‖2 , which in turn is a

monotonic increasing function in each of |di|. Thus, by taking

the supremum of (7) over every pair of neighbouring datasets

D 〉〈

X

qD, we obtain the condition

Q
(

ǫ
M − M

2

)
− eǫQ

(
ǫ
M + M

2

)
≤ δ ,

where M = sup
D 〉〈

X
qD
‖m‖2 =

√
∑K

i=1
λ2
i

σ2
i

.



4

In the following subsection, we derive the appropriate

choice of the scale parameters from the known sensitivity

vector λ, so that the mechanism ensures (ǫ, δ)-DP.

A. Determination of scale parameters

We formulate the selection of the scale parameters as an op-

timization problem. The mean squared error (MSE) between

perturbed and unperturbed query responses is related to the

scale parameters as E
[
‖M(D)− f(D)‖22

]
= E

[
‖T‖22

]
=

‖σ‖22 [20]. The objective is to minimize the MSE while

ensuring privacy. Therefore, we can obtain suitable scale

parameters by solving the following optimization problem.

(P1)

min
σ∈R

K
++

‖σ‖22

subject to Q
(

ǫ
M − M

2

)
− eǫQ

(
ǫ
M + M

2

)
≤ δ

M2 =
K∑
i=1

λ2
i

σ2
i

.

However, this cannot be solved easily because it is not

a convex optimization problem; it has to be solved using

optimization algorithms which, despite being complex, are

not guaranteed to give the optimum solution. Further, any

numerical procedure that searches for the optimum would be

complex as there are K parameters to be determined.

Therefore, we propose to decouple the optimization into

two problems. The first one deals exclusively with the privacy

constraint. Let M0 be the maximum M for which the privacy

constraint holds, i.e., M0 is the solution to

(P2)
max
M>0

M

subject to Q
(

ǫ
M − M

2

)
− eǫQ

(
ǫ
M + M

2

)
≤ δ

.

Using Lemma 3, we know that the constraint function

is monotonically increasing in M . Therefore, M0 solves

Q
(

ǫ
M0
− M0

2

)
− eǫQ

(
ǫ

M0
+

M0

2

)
= δ and also, the privacy

constraint is met by all M ≤M0 .

Remark 1. Though the optimization problem (P2) is non-

convex, it is one-dimensional and hence, the solution can

be obtained using simple numerical methods like Newton’s

method. However, from Lemma 3, we know that the con-

straint function is monotonic. We can exploit this property

to efficiently obtain the solution using the bisection method.

The algorithm, along with the details, has been provided in

Appendix A.

Once M0 is obtained, the optimal scale parameters can be

obtained by solving the problem

(P3)

min
σ∈R

K
++

‖σ‖22

subject to
K∑
i=1

λ2
i

σ2
i
≤M2

0

.

Let us consider the function ν : R
K
++ → R defined by

ν(σ) =
∑K

i=1
λ2
i

σ2
i
−M0 . Since the Hessian matrix ∇2

σ ν(σ)

is positive definite1, ν is a convex function and hence the

equivalent optimization problem (P3) is a convex program.

Thus, the optimal scale parameters of the problem (P1) can

be obtained by solving the convex problem (P3) which in turn

makes use of the solution M0 to the one-dimensional problem

(P2). The following theorem provides the optimal i.n.i.d. noise

power allocation.

Theorem 5. The optimal assignment of variances of the i.n.i.d.

Gaussian noise that results in minimum MSE while ensuring

(ǫ, δ)-DP is given by

σ2
i =

∆1

M2
0
λi , i = 1, 2, . . . , K,

where M0 satisfies Q
(

ǫ
M0
− M0

2

)
− eǫQ

(
ǫ

M0
+

M0

2

)
= δ .

Proof. The objective function of the optimization problem

(P3) has its lowest value at σ = 0, where its gradient is

zero. But, this point does not meet the constraint. Thus, the

constraint is active (i.e., the optimal solution is at the boundary

of the constraint set) since the optimization is convex. Hence,

the solution satisfies

K∑

i=1

λ2
i

σ2
i
= M2

0 . (8)

Also, since σ = 0 is not in the constraint set, the positivity

constraints σi > 0 can be relaxed to σi ≥ 0. The problem (P3)

can be written in the standard form with explicit positivity

constraint as

min
σ∈RK

‖σ‖22

subject to
K∑
i=1

λ2
i

σ2
i
≤M2

0 ,

−σi ≤ 0 ∀ i = 1, 2, . . . , K

.

As this is a convex problem, the optimal solution can be

obtained through KKT conditions [21]. The Lagrangian as-

sociated with this problem is

L(σ, τ0, τ ) = ‖σ‖22 + τ0

(
K∑

i=1

λ2
i

σ2
i
−M2

0

)
− τ⊤σ ,

where τi ≥ 0, i = 0, 1, . . . , K are the Lagrange multipliers.

The KKT conditions are as follows.

(a) ∇σ L= 0 =⇒ 2σi − 2τ0
λ2
i

σ3
i
− τi = 0. Thus,

τi = 2
(
σi − τ0λ

2
i

σ3
i

)
, i = 1, 2, . . . , K. (9)

(b) Due to complementary slackness, we have

τ0

(∑K
i=1

λ2
i

σ2
i
−M2

0

)
= 0. This holds trivially due

to (8). Also, we have the complementary slackness

conditions τiσi = 0, i = 1, 2, . . . , K . Using (9), we

obtain 2
(
σ2
i − τ0λ

2
i

σ2
i

)
= 0 and therefore,

σ2
i =
√
τ0λi , i = 1, 2, . . . , K. (10)

1Since we have
∂2

∂σj∂σl
ν(σ) =

6λ2
j

σ4
j

≥ 0 when j = l, else 0.
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Substituting (10) in (8) will result in
√
τ0 =

∆1

M2
0

and hence,

σ2
i =

∆1

M2
0
λi , i = 1, 2, . . . , K is the optimal noise power

distribution for the of i.n.i.d. Gaussian mechanism.

Thus, the optimal noise variance for the i-th coordinate is

proportional to the sensitivity of the same coordinate, σ2
i ∝

λi . It also depends on the ℓ1-sensitivity unlike the i.i.d. case,

where the scale depends only on ∆2 . Next, we theoretically

analyze the performance of the i.n.i.d. Gaussian mechanism

under this optimal choice of scale parameters and its gains

over the i.i.d. counterpart.

B. Guarantees on MSE reduction

Let σ0 = σ01K be the vector of scale parameters cor-

responding to i.i.d. Gaussian noise. Hence, the optimal σ0

that satisfies the (ǫ, δ)-DP condition in Lemma 1, is given

by σ0 =
∆2

M0
, where M0 is the solution to (P2) and the

corresponding MSE is ‖σ0‖22 =
K∆2

2

M2
0

. For the optimal noise

power allocation as in Theorem 5, the i.n.i.d. Gaussian noise

offers the MSE ‖σ‖22 =
∆2

1

M2
0

. Hence, the reduction in MSE

compared to the i.i.d. case is κ =
‖σ0‖2

2

‖σ‖2
2

=
K∆2

2

∆2
1

. Using the

norm equivalence (4), we have ∆2 ≤ ∆1 ≤
√
K∆2 , therefore,

1 ≤ κ ≤ K .

Thus, the i.n.i.d. Gaussian noise always provides lesser

MSE compared to the i.i.d. noise. It can give up to K-

fold improvement when λ is one-hot, i.e., λl = ∆2 for

some l ∈ {1, 2, . . . , K} and λi = 0 ∀ i 6= l . Also, the

performance of i.n.i.d. noise is equivalent to that of i.i.d. noise

when all the coordinates are equi-sensitive, i.e., λ is uniform,

λi =
∆2√
K
∀ i = 1, 2, . . . , K . This suggests that the MSE

reduces with the increase in disparity of the coordinate-wise

sensitivities λi , i = 1, 2, . . . , K . We formally prove this

conception in the sequel. Before proceeding, we introduce the

notion of majorization [22], which is a quasi-order on the

vectors based on the relative ‘spread’ of their entries.

Definition 5 (Majorization). Consider the vectors a, b ∈ R
K

and let a(i) denote the i-th largest entry of a. Then b is said

to majorize a, denoted as b ≻ a (or a is majorized by b,

a ≺ b), if
∑l

i=1 b(i) ≥
∑l

i=1 a(i) ∀ l = 1, 2, . . . , K with

equality when l = K . Intuitively, b ≻ a means that the entries

of b are more dispersed than those of a.

We will utilize the following key result from [23] to prove

our theorem.

Lemma 6. Consider the real-valued function h0 : Ω → R

(where Ω ⊆ R) and the function h : ΩK → R, expressed

as h(b) =
∑K

i=1 h0(bi), b ∈ ΩK . If h0 is a strictly convex

function on Ω, then h is a strictly Schur-convex function on

ΩK , that is, if b ≻ a on ΩK and b is not a permutation of

a, then h(b) > h(a).

The following theorem formally states that for two sets of

coordinate-wise sensitivities, the i.n.i.d. Gaussian noise results

in lesser MSE and higher utility for the one which is more

spread out.

Theorem 7. Let λ and λ̃ be two sets of coordinate-wise sensi-

tivities that are not permutations of each other. If λ
◦2 ≻ λ̃◦2 ,

then the mean squared error of the i.n.i.d. Gaussian mecha-

nism corresponding to λ is lesser than that corresponding to

λ̃, i.e., ‖σ‖22 < ‖σ̃‖22 .

Proof. To prove the result, we need to show that the ℓ1-

sensitivities corresponding to λ and λ̃ are ordered as ∆1 <

∆̃1 , since the MSE ‖σ‖2 =
∆2

1

M2
0

depends on λ only

through ∆1 . When λ
◦2 ≻ λ̃◦2, from Definition 5, we have∑K

i=1 λ
2
i =

∑K
i=1 λ̃

2
i , i.e., both λ and λ̃ correspond to

the same ℓ2-sensitivity, ∆2 = ∆̃2 . We observe that the

function h0 : R+ → R, defined by h0(r) = −√r for

r ∈ R+ , is strictly convex on R+ . Thus, using Lemma 6,

h(b) = −∑K
i=1

√
bi is a strictly Schur-convex function on

R
K
+ . We proceed further by taking a = λ̃◦2 and b = λ◦2;

when λ◦2 ≻ λ̃◦2 and λ is not a permutation of λ̃, h
(
λ◦2)>

h
(
λ̃◦2) =⇒ ∑K

i=1 λi <
∑K

i=1 λ̃i =⇒ ∆1 < ∆̃1 . Hence,

‖σ‖2 =
∆2

1

M2
0
<

∆̃2
1

M2
0
= ‖σ̃‖2 .

We know that λ̃◦2 =
∆2

2

K 1K is majorized by all other λ
◦2

such that 1
⊤
K

(
λ◦2) = ∆2

2 ; this is a direct consequence of

the fact that
1K

K is majorized by every other vector in the

probability simplex
{
b ∈ R

K
+ |
∑K

i=1 bi = 1
}

[22]. Hence,

uniform sensitivity profile, λi =
∆2√
K
∀ 1, 2, . . . , K , results

in the maximum MSE among the profiles which correspond to

the same ℓ2-sensitivity. We empirically study the performance

of the i.n.i.d. Gaussian mechanism in Section V.

IV. NON-IDENTICAL LAPLACE NOISE MECHANISM

In this section, we introduce the i.n.i.d. Laplace mecha-

nism that ensures ǫ-DP with improved accuracy compared

to the i.i.d. mechanism. Consider the random vector T =
[T1 T2 · · · TK ]⊤ whose coordinates are independent Laplace

variables, Ti ∼ L(0, βi), i = 1, 2, . . . , K . The variance of Ti

is σ2
i = 2β2

i and hence, the MSE resulting from the addition of

i.n.i.d. Laplace noise to query output is ‖σ‖22 = 2 ‖β‖22. Simi-

lar to the Gaussian mechanism, the vector of scale parameters

β = [β1 β2 · · · βK ]⊤ has to be determined from the given

ǫ and the coordinate-wise sensitivities λi, i = 1, 2, . . . , K .

The following theorem provides the optimal choice of β that

minimizes the MSE.

Theorem 8. The i.n.i.d. Laplace mechanism that adds noise

sampled from L(0, βi) to the i-th coordinate of the K-

dimensional query response is ǫ-differentially private for

βi =
λ
1/3
i

ǫ

K∑

j=1

λ
2/3
j , i = 1, 2, . . . , K,

where λi is the sensitivity of the i-th coordinate of the query.

The corresponding MSE is at most the MSE resulting from the

i.i.d. Laplace noise with the scale parameter β0 =
∆1

ǫ .

Proof. The necessary and sufficient condition for the noise

mechanism to guarantee ǫ-DP [1] is

ζ
d
(t) =

K∑

i=1

ζdi
(ti) ≤ ǫ ∀ t ∈ R

K . (11)
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For the mechanism that adds i.n.i.d. Laplace noise, we have

gTi
(ti) = 1

2βi
e−|ti|/βi and hence, ζdi

(ti) = log
gTi

(ti)

gTi
(ti+di)

=

|ti+di|−|ti|
βi

. Therefore,

ζd(t) =

K∑

i=1

|ti+di|−|ti|
βi

≤
K∑

i=1

|di|
βi
≤

K∑

i=1

λi

βi
,

where the first inequality is the application of reverse triangle

inequality, |a − b| ≥ |a| − |b| ∀ a, b ∈ R, and the second

inequality follows from the definition of λi . Hence, from (11),

the condition of ǫ-DP is
∑K

i=1
λi

βi
≤ ǫ. The MSE is ‖σ‖22 =

2 ‖β‖22 and the choice of scale parameters that minimize MSE

while satisfying the ǫ-DP constraint can be obtained by solving

the optimization problem,

min
β∈R

K
++

‖β‖22 subject to

K∑

i=1

λi

βi
≤ ǫ.

This is a convex problem outright and we need not do any

relaxation as we have done for the Gaussian case. After

expressing the problem with explicit positivity constraints, the

associated Lagrangian can be written as

L(β, τ0, τ ) = ‖β‖22 + τ0

(
K∑

i=1

λi

βi
− ǫ

)
− τ⊤β ,

where τi ≥ 0, i = 0, 1, . . . , K are the Lagrange multipliers.

By using the KKT condition that ∇β L = 0, we obtain the

optimal Lagrange multipliers as

τi = 2βi − τ0λi

β2
i
, i = 1, 2, . . . , K. (12)

Also, from the complementary slackness associated with the

positivity constraint, τiβi = 0, i = 1, 2, . . . , K , we get

β3
i =

τ0λi

2 , i = 1, 2, . . . , K (13)

using (12). Like the Gaussian case, the privacy constraint

associated with the problem is active, i.e.,
∑K

i=1
λi

βi
= ǫ, and

using (13), the optimal scale parameters are obtained as

βi =
λ
1/3
i

ǫ

K∑

j=1

λ
2/3
j , i = 1, 2, . . . , K.

We observe that for β0 = β01K =
∆1

ǫ 1K ,
∑K

i=1
λi

β0
=

∆1

β0
=

ǫ. Since the constraint is met for β0 , it is a feasible point

for the optimization problem. As the value of the objective

function at the optimum point cannot exceed the value at any

feasible point, the MSE corresponding to the i.n.i.d. noise with

optimal scales is at most that of the i.i.d. mechanism.

Hence, the optimal choices of scale parameters are pro-

portional to the cube root of the respective sensitivities,

βi ∝ λ
1/3
i , and the corresponding MSE is given by ‖σ‖22 =

2 ‖β‖22 = 2
ǫ2

(∑K
i=1 λ

2/3
i

)3
. We illustrate the reduction in

MSE achieved by the i.n.i.d. Laplace mechanism for various

cases of λ through simulations in the following section.

V. EMPIRICAL VALIDATION

In this section, through numerical simulations, we illustrate

the performance gains of i.n.i.d. Gaussian and Laplace noise

over their i.i.d. counterparts. The mean squared error, MSE =
‖σ‖22 , is used as the benchmark metric for comparison. Apart

from the edge cases of uniform and one-hot λ, we consider

three different cases of disparity of coordinate-wise sensitivi-

ties, λi ∝ i, λi ∝ i2 and λi ∝ ei (we call these respectively

linear, quadratic and exponential profiles). For all the cases, λ

is normalized to have the same ℓ2-sensitivity of ∆2 = 1 for the

Gaussian mechanism, and for Laplace, λ is scaled such that

∆1 = 1. We quantify the level of dispersion in λ using the

Gini coefficient [22], computed as 1
2K∆1

∑K
i=1

∑K
j=1 |λi−λj |.

A. Gaussian mechanism

First, we analyse the MSE corresponding to i.n.i.d. and

i.i.d. Gaussian mechanisms with varying privacy budget ǫ in

20 dimensions when δ = 10−6. The corresponding results

are provided in Figure 1. As the i.i.d. mechanism does not

account for individual sensitivities λi , the MSE remains the

same irrespective of how the elements of λ are spread.

However, the i.n.i.d. noise always results in lesser MSE than

the i.i.d. case. In particular, the reduction in MSE over the

i.i.d. mechanism is 1.145dB, 2.442dB and 9.658dB (i.e.,

by a factor of 1.3016, 1.7547 and 9.2423) respectively for

the cases of linear, quadratic and exponential profiles and the

maximum possible reduction, achievable when λ is one-hot,

is 10 log10(K) = 13.01dB.

The performance of i.n.i.d. Gaussian mechanism with vary-

ing dimension K is studied next. The MSE curves for different

K are given in Figure 2 for the privacy parameters ǫ = 0.5
and δ = 10−6. Figure 3 shows the Gini coefficients with

varying K for various sensitivity profiles. From Figure 2, we

can observe that the MSE of i.n.i.d. mechanism pertaining to

quadratic profile is better than that corresponding to linear

profile, which in turn offers lesser MSE than uniform profile

(which coincides with the MSE of i.i.d. mechanism). The

exponential profile results in lesser MSE than the quadratic one

for K ≥ 3; for K = 2 quadratic profile is better (please see

the inset plot in Figure 2) because the quadratic profile is more

spread out than the exponential one when K = 2, which is

evident from the larger Gini coefficient of the quadratic profile

in Figure 3. These results are in accordance with Theorem 7,

that the most dispersed λ is associated with the least MSE.

It can also be observed that the reduction in MSE of the

i.n.i.d. mechanism over i.i.d. one improves with K . However,

for large K , the incremental reduction in MSE is smaller

for the linear and quadratic profiles; for instance, both these

profiles give only 0.02dB improvement for K = 25 compared

to K = 20. However, the exponential profile provides a

substantial reduction in MSE with increasing K compared to

the i.i.d. mechanism. This is because the MSE for the i.i.d.

case increases linearly with K , ‖σ0‖22 =
K∆2

2

M2
0

, whereas the

MSE curve for the exponential profile saturates for large K at

21.477dB.
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Fig. 1. Gaussian mechanism - MSE vs. ǫ for K = 20 and δ = 10−6.
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Fig. 2. Gaussian mechanism - MSE vs. K for ǫ = 0.5 and δ = 10−6.
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Fig. 3. Gini coefficients of the sensitivity profiles.

B. Laplace mechanism

The MSE curves of the i.n.i.d. Laplace mechanism that

guarantees ǫ-DP with varying ǫ is plotted in Figure 4 and

Figure 5 shows the MSE with varying K . As with the Gaussian

case, i.n.i.d. noise always provides improvement over the

i.i.d. noise, and the reduction in MSE improves with the

increase in the dispersion of λ. Particularly, in Figure 4,

we can see that the i.n.i.d. Laplace noise reduces the MSE

by 0.546dB, 1.39dB and 7.609dB consistently over all ǫ,

for the linear, quadratic and exponential sensitivity profiles,

respectively. Figure 5 also depicts a similar trend as that of

our simulations for the Gaussian mechanism in Figure 2. The

i.n.i.d. mechanism for the exponential profile offers lesser

MSE than that pertaining to quadratic and linear profiles for

larger K and the reduction in MSE improves with K since the

MSE saturates at 14.243dB, which is 5.4dB above the MSE

for one-hot λ.

C. Comparison of Gaussian and Laplace mechanisms

Finally, in Figure 6, we compare the MSE pertaining to

i.n.i.d. Laplace mechanism for ǫ = 0.5 with i.n.i.d. Gaussian

mechanism for ǫ = 0.5 and δ = 10−6 for different dimensions

K . For this simulation, λ is normalized to have ∆2 = 1.

Although the Gaussian mechanism is unable to provide the

stronger ǫ-DP guarantee with δ = 0, one of the reasons it is

widely used is that it offers lesser MSE in higher dimensions

than Laplace. This is the case for the uniform λ and we

observe that the Laplace noise results in higher MSE than the

Gaussian for K ≥ 9 in Figure 6. However, when λi ∝ ei,
the i.n.i.d. Laplace mechanism offers lesser MSE than the

Gaussian for all dimensions, despite ensuring the stronger ǫ-
DP condition. Hence, the choice of noise distribution should

not only be based on the dimension but also take into account

the individual sensitivities.

VI. CONCLUSIONS

We have introduced i.n.i.d. noise addition to perturb the

query results on databases to guarantee privacy. In particular,

Gaussian and Laplace i.n.i.d. mechanisms are studied in detail.

The use of i.n.i.d. noise offers more degrees-of-freedom with

one scale parameter per coordinate and the MSE can be

minimized by exploiting the disparity in the sensitivities across

the coordinates.

The appropriate choices for the scale parameters for the

i.n.i.d. Gaussian and Laplace mechanisms that result in the

lowest possible MSE for the required privacy guarantees have

been derived. It has been shown theoretically and empirically

that this choice of parameters improves the utility over the i.i.d.

noise for a wide range of scenarios. We have also observed that

the Laplace mechanism can result in lesser perturbation than

Gaussian even in higher dimensions for certain cases when

i.n.i.d. noise is added.
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Fig. 6. Comparison of Gaussian and Laplace mechanisms with varying K .

APPENDIX A

SOLVING THE OPTIMIZATION PROBLEM (P2)

To solve the problem (P2) efficiently, we make use of the

monotonicity of the constraint function. Let us consider the

function

Jǫ,δ(w) =Q
(
wǫ− 1

2w

)
− eǫQ

(
wǫ+ 1

2w

)
− δ = φǫ

(
1
w

)
− δ.

Also, let w0 be its (positive) root, Jǫ,δ(w0) = 0. we know that

φǫ is a monotonic increasing function on R++ from Lemma

3, therefore, Jǫ,δ is a monotonic decreasing function on R++ .

Hence, w0 corresponds to the smallest w so that φǫ

(
1
w

)
≤ δ

and the solution to the problem (P2) is given as M0 = 1/w0 ;

thus, we focus on obtaining the root w0 of the function Jǫ,δ
in the sequel.

Since Jǫ,δ is monotonic decreasing, it is also quasi-concave

and the root w0 can be obtained using the bisection method

[21], which is exponentially faster than other numerical meth-

ods. Bisection method is iterative. It begins with an interval

in which the function Jǫ,δ changes its sign and in each

Algorithm 1 Bisection method to solve (P2)

Input: privacy parameters ǫ ≥ 0 and δ ∈ [0, 1], tolerance

level wtol.

[wl, wu]←
[
0, 1

2ǫ

(
Q−1(δ)+

√
(Q−1(δ))2+2ǫ

)]
.

repeat

wm ← (wl + wu)/2.

if Jǫ,δ(wm) > 0 then

wl ← wm.

else

wu ← wm.

end if

until wu − wl ≤ wtol.

w0 = wu.

Output: M0 = 1/w0.

iteration, it shrinks the interval to half its current length so

that the function still changes the sign in the new interval. The

procedure can be terminated once the length of the interval

gets smaller than the required level of accuracy in the root.

We know that the function Jǫ,δ is bounded above by J (u)

ǫ,δ

given by

J (u)

ǫ,δ (w) = Q
(
wǫ− 1

2w

)
− δ .

Note that J (u)

ǫ,δ (w) is also monotonic decreasing; therefore, its

root [7]

w(u)

0 = 1
2ǫ

(
Q−1(δ)+

√
(Q−1(δ))2+2ǫ

)

is also above w0 and we have Jǫ,δ(w
(u)

0 ) < 0. Also, we have

lim
w→0

Jǫ,δ(w) = 1−δ ≥ 0. Thus, Jǫ,δ(w) changes its sign over

w ∈ [0, w(u)

0 ]. We can chose this interval as the initial interval

for the bisection method for obtaining the root w0 . Once the

interval gets shorter than the tolerance level in the bisection

method, we take w0 as the upper limit of that interval since it

holds that φǫ

(
1
wu

)
≤ δ , and the optimum of (P2) is computed

as M0 = 1/w0 . The procedure is outlined in Algorithm 1.
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