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Abstract—We investigate the problem of private read update
write (PRUW) with heterogeneous storage constrained databases
in federated submodel learning (FSL). In FSL a machine learning
(ML) model is divided into multiple submodels based on different
types of data used to train it. A given user downloads, updates
and uploads the updates back to a single submodel of interest,
based on the type of user’s local data. With PRUW, the process
of reading (downloading) and writing (uploading) is carried out
such that information theoretic privacy of the updating submodel
index and the values of updates is guaranteed. We consider the
practical scenario where the submodels are stored in databases
with arbitrary (heterogeneous) storage constraints, and provide a
PRUW scheme with a storage mechanism that utilizes submodel
partitioning and encoding to minimize the communication cost.

I. INTRODUCTION

In private read update write (PRUW) [[1]—[8]], the users read
from and write to selected sections of a data storage without
revealing what is read or written. We use PRUW in federated
submodel learning (FSL) [, [2], [9]-[12] to guarantee user
privacy in the learning process. FSL is a method developed to
reduce the communication cost in federated learning (FL), in
which the central FL. model is divided into multiple submodels
based on different types of data used to train it. In FSL, a
given user only downloads the submodel relevant to the user’s
local data, updates it, and writes (uploads) the updates back to
the submodel. The updating submodel index and the uploaded
values of updates leak information about the type of data the
user has. With PRUW, the read-write process in FSL is carried
out while guaranteeing information theoretic privacy of the
updating submodel index and the values of updates. In PRUW,
the submodels are stored in multiple non-colluding databases,
similar to private information retrieval (PIR) [13]—[44].

In this paper, we consider the practical scenario where
the multiple non-colluding databases have arbitrary storage
constraints. PRUW with homogeneous storage constraints is
studied in [3]. PIR with homogeneous and heterogeneous
storage constrained databases is studied in [45]-[51]], which
introduce optimum partitioning strategies to fit the messages
into the storage constrained databases in such a way that the
download cost is minimized. In this work, we extend the ideas
used in PIR with storage constrained databases to PRUW.
The two main methods used in the PIR literature to handle
storage constrained databases are: 1) coded storage, where the
model parameters are encoded with a specific (K, R) MDS
code, and 2) divided storage, where the model is partitioned,
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Fig. 1. System model.

and different partitions are replicated in different subsets of
databases. We first observe that there is an advantage of using
(K, R) MDS coded storage with higher values of K in PRUW
with heterogeneous databases, and propose a PRUW scheme
and a storage mechanism for FSL that is based on both
submodel partitioning and MDS coding to efficiently utilize
the available space in all databases with the goal of minimizing
the total communication cost.

II. PROBLEM FORMULATION

We consider a FSL setting with M independent submodels,
each containing L parameters, taking values from a finite field
IF,, stored in a system of [V non-colluding databases. Database
n has a storage capacity of p(n)M L symbols, where p(n) < 1
forn € {1,...,N}; see Fig. [Il That is,

H(SYY < p(n)ML, ne{l,...,N}, teN, (1)

where Sr[f] is the content stored in database n at time f.
At a given time ¢, a user downloads a required submodel
without revealing its index to any of the databases. This is the
reading phase of the PRUW process. The user then updates
the submodel locally, and uploads the updates back to the
same submodel in all databases without revealing the values
of updates or the submodel index. This is the writing phase.

Privacy of the submodel index: No information on the
updating submodel index at time ¢, 0l is allowed to leak
to any of the databases, i.e., for each n, n € {1,..., N},

I(e[th@%]’ U',[lt]|Q»[,3:t71], S[O:tfl] U”[llttfl]) — O, (2)

n )
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where @),, and U,, are the queries and updates sent by the user

to database n at time instances denoted in square brackets.
Privacy of the values of updates: No information on the

values of updates is allowed to leak to any of the databases,

I(A[et]; U'y[lt] |Q£11:tf]7 37[10:1571]7 U7[11:t71])20, nell,...,N}y (3

where A[et] is the update generated by the user at time .

Security of submodels: No information on the values of
submodels is allowed to leak to any of the databases, i.e.,

w8y =0, ne{l,...,N} )

where W,Et] is the kth submodel at time ¢.

Correctness in the reading phase: The user should correctly
download the required submodel in the reading phase, i.e.,

HW, Q. Ally) =0 )

where A%] is the answer received from database n at time ¢.

Correctness in the writing phase: The submodels in all
databases must be correctly updated as,

W[t] o Wy[ﬁ_l] + Ag«], if m= H[t] 6
K R 1A if m 2 gl ©)

The reading and writing costs are defined as Cr = % and
Cw = %, where D and U are the total number of symbols
downloaded and uploaded in the reading and writing phases,
respectively. The total cost C'r is the sum of the reading and
writing costs, i.e., Cp = Cr 4+ Cyw . In this paper, we use the
notation Cr(a, b) to indicate the total cost when the submodels
are encoded with an (a,b) MDS code.

III. MAIN RESULT

Theorem 1 For a given PRUW setting with N non-colluding
databases having arbitrary storage constraints p(n), n €

N
{1,...,N}, let k = m P =y i(n), r=Fkpand
s = |k|p. Then, there exist a storage mechanism and a PRUW
scheme that completely fills the N databases and achieves a
total communication cost of C = min{C1, Cs}, where

Cr = ([s] = 9)Cr([k]; [s]) + (s = [s))Or (K], [s])
Cy = aBCr([k]; |r]) + a(l = B)Cr(|k], [r])
+ (L= a)dCr([k], [r]) + (1 = ) (1 = §)Cr([K], [7])

)

(3
where,

o= {TUTERD Froll>k-lEss<t)
%(’—k] — k), else

g (R =l >k (k) s> ) (10)
1, else

s (Lot Frolrl <k LK) an
0, else,
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Fig. 2. Example setting with k£ = 2.7 and p = 4.3.
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when |r| — | k| is even, with the function Cr(a,b) defined as,
if b—ais odd

15
if b—a is even. (15)

4b
cwmw—{u;“
b—a—2>
Remark 1 As an illustration of the main result, consider an
example with max,, p(n) = 0.37 and p = Zf:[:l pu(n) = 4.3.
Then, k = 2.7, r = 11.61 and s = 8.6, which results in C7 =
6.6 as shown by the blue star in Fig.[2 Since |r] — |k| =9
is odd, s = 8.6 < 11 = |r] and r — |r] = 0.61 < 0.7 =
k — | k|, for the calculation of Cs, o, B and § are given by
o=Llk -k =2 B=1lands=1- 1~ = %,
respectively. Hence, Co = 5.99 (blue dot in Fig. [2)). Note that
Cy is obtained by storing [s] — s and s — |s| fractions of
parameters of all submodels using (|k], |s]) and (|k],[s])
MDS codes, respectively. Similarly, Co is obtained by storing
a, (1—a)d and (1—a)(1—=41) fractions of all submodels using
(Lk], [r]), (K], |r]) and ([k], [r]) MDS codes, respectively,
as shown in Fig. The minimum achievable cost for this
example is min{C4,Cs} = Cs.

Remark 2 The total cost decreases with the number of repli-
cations b and increases with the coding parameter a as shown
in (T3). However, when the number of replications (v or s) is
chosen as a linear function of the coding parameter k, i.e.,
r = kp, s = |k|p, the total cost decreases with the coding
parameter; see Section[[V-B2) Therefore, Cs in the main result
uses the maximum k by considering both |k| and [k] when
k & Z*. However, based on the fluctuating structure of the
total cost in (13 (dotted lines in Fig.[2) for special cases of k
and p, a lower total cost can be achieved by only considering
|k]. These cases are handled by C\.



Remark 3 For a given PRUW setting with arbitrary storage
constraints {(n)}2_,, let the total available storage be p =
25:1 w(n). Then, there exists an uncoded PRUW scheme (the
proposed scheme in Section [V with k = 1 and r = p) that
replicates [p] — p and p — |p| fractions of uncoded submodel
parameters in |p| and [p| databases, respectively, achieving
a total cost of ([p]—p)Cr(1,[p])+(p—[p])Cr(1,[p]). Note
that this total cost only depends on the sum of all arbitrary
storage constraints (not on individual constraints), which is
consistent with the corresponding result of PIR with uncoded
heterogeneous storage constraints [45]. However, in PRUW,
for a given p, the total cost is minimized when k= L

max,, pu(n)
is maximized, i.e., when all storage constraints are equal.

IV. PROPOSED SCHEME

The proposed scheme for FSL with heterogeneous stor-
age constrained databases comprises two main components,
namely, the storage mechanism and the PRUW scheme. In
this work, we use the PRUW scheme presented in [3] and
[2]], and propose a storage mechanism to perform FSL on any
given setting with arbitrary storage constraints. In this section,
we first state the PRUW scheme briefly for completeness and
then present the proposed storage mechanism.

A. PRUW Scheme

The scheme is defined for a single subpacket of all submod-
els (collection of y coded bits), which is then applied on all
subpackets identically.

Storage: The contents of a single subpacket in database n,

n € {1,..., R}, at time ¢ is given by,
Wik
K . ;
>im1 flﬂ;l—an DY N AW
_W][\/L4]71_
SH = : . (16)
Wi,
K
Zi:l fy,ilfan : + ZJ 02y,
i Wi ] ]

where W[] . is the ith parameter of the jth coded symbol of
submodel m Z; ; are random noise vectors of size M x 1
and f; js and o,s are globally known distinct constants from
F,. Note that the jth coded data symbol (without the noise)
is stored in terms of a (K, R) MDS code.

Reading phase: In the reading phase, the user sends queries
to databases to download the required submodel Wjy. The
queries sent to database n, n € {1,..., R}, to download the
Ky parameters of each subpacket of Wy is given by,

I s (fri—an)

K ~
meﬁ{[( )+ Hi:l(fl,i - an)Zl,Z
Qn.l:
]-_[1K i (fyz Oén)
T f MO )+ T — a0
(17)

for ¢ € {1,...,K} where e (0) is the all zeros vector of
size M x 1 with a 1 at the 6th position and Z; ; are random
noise vectors of size M x 1. Then, database n generates the
corresponding answers given by,

Ape=8TQn¢ = th_atwg+m4K+w,u&
J n

for each ¢ € {1,...,K}, where P,, (h) is a polynomial in
oy, of degree h. Lemma 1 in [[I]] is used to obtain (I8). The
user obtains the Ky parameters of each subpacket of Wy by
downloading the answers in (I8) from R = 2y + K + 1
databases, since there are y parameters of Wy and K +y + 1
polynomial coefficients to be solved for, in each set of answers
for a fixed ¢. Since the total number of databases considered
isRRRR=RifR—Kisoddand R = R-1if R— K
is even, since y € Z7. Therefore, the subpacketization y is

given by y = £=EK=1 which results in a reading cost of,
R x K 2R’
Cpr = = . 19
BT YUK  R-K-1 (19)

Writing phase: In the writing phase, the user sends K
symbols to each of the R databases. The ¢th symbol (out of the
K symbols uploaded) is the combined update that consists of
the updates of Wy corresponding to the ¢th parameter of each
of the y coded parameters in each subpacket. The K combined
updates sent to database n, n € {1,..., R}, are given by,

Yy Yy
Une=Y_ ] (fie—on)A) + H1 Fix = an)ie, (20)

j=1i=1,i#j

~[5] _ I ae(Fii—Fie) [Z]
for £ € {1,...,K} where A,". = Mo b R0
for j € {1,...,y}, with A[ bemg the update of the /(th

parameter of the jth coded symbol of the considered subpacket
in Wy and 2, is a random noise symbol. Once database n
receives all U, ¢, it calculates the incremental update as,

Un,l = Unyg X Dn £ X Qn,l (21)
4
e Apiear(6) + i) (y)
- : ; (22)
1 [l

exr(8) + P (y)

Jye—an — 0y

where D,, ; is a scaling matrix given by,

~ . 1]\4 1]W
Dmg:dlag( e ) (23)
IS (Friman) TLE (Fri—am)

with the all ones vector of size 1 X M indicated as 1,,. Since
the incremental updates (U, ¢) are of the same form as the

storage in (I6), the submodels are updated by Sl = gli=1y
Zz 1 Un,¢. The resulting writing and total costs are,
K xR 2R
C 24
WTKxy R-K-1 24)
' 8 if R— K is odd
Op= 20T _fmicr TR Risedd g,
R -K-1 o3, if R— K is even.



B. Storage Mechanism

The proposed storage mechanism consists of submodel
partitioning and submodel encoding, where the parameters
are encoded with a specific (K, R) MDS code and stored at
different subsets of databases in parts. In this section, we find
the optimum coding parameters and fractions of submodels
stored in each database to minimize the total cost.

1) Submodel partitioning: This determines the fractions
of all (K,R) MDS coded submodels to be stored in the
N databases with arbitrary storage constraints. Based on the
(K, R) MDS coded structure, each coded parameter must be
stored in exactly IR databases. Let 7; be the fraction of all
submodels that are stored in the same subset of R databases
(the subset of databases indexed by 7). Let B be the basis
containing all N x 1 vectors with elements in {0,1} with
exactly R ones, denoted by B = {by,ba,...,b}. Note
that each b; corresponds to a specific subset of R databases,
indexed by <. Then, it is required to find the 7;s that satisfy,

|B]
1
ITe an’bi =p, where pu=[u(l),...
i=1
|B]

> omi=1,
i=1

to replicate each coded parameter at exactly R databases, while
ensuring that all databases are completely filled. The solution
to this problem with uncoded parameters (X = 1) is provided
in [45] and [46] along with a necessary and sufficient condition
for a solution to exist, given by,
Zﬁlzl p(n)

wn) < ===,
In this work, we find the optimum coding parameters K and
R that result in the minimum total cost of the PRUW process

while satisfying (28)), and solve (26)-(27) to find the partitions
7; of coded submodels to be stored in each database.

()T (26)

0§771a---777\8|§17 (27)

ne{l,...,N}. (28)

2) Submodel encoding: For a given set of storage con-
straints {p(n)}2_,, the total available storage is p =
Zﬁ[:l p(n) which is essentially the maximum number of
times each uncoded parameter in the model can be replicated
in the system of databases. Let the parameters of the model be
stored using a (K, R) MDS code. Therefore, the total number
of coded parameters in the model is %, which allows each
coded parameter to be replicated at a maximum of,

Spey i) ML
R =t——F
ML/K

databases, if Kp < N. At the same time, the storage in each
database must satisfy,

= Kp (29)

ML 1
m
where i = max, p(n), to completely utilize the available

space in each database. Therefore, the coding parameter K

fraction of | space allocated
case | MDS code submodel irrl) database n
1| (kL[] af fi1(n)
2 (L) |a(=8) | /=0
3 [ (kLD (1—a) fi1(n)
(L) | (—a)0=9) | =0

TABLE I

FRACTIONS OF SUBMODELS AND CORRESPONDING MDS CODES.

must satisfy,

1 N 1
K<m1n{— —}——, a3
wop iz

as p = SN u(n) < N implies + < . Since the total

cost of the PRUW scheme decreases with the number of
replications R, see (23), for given K,p € Z™T satisfying (31),
the optimum R for the (K, R) MDS code is given by Kp
from ([29), and the resulting total cost is,

4Kp

C (K R) _ Kp—K-1 odd K, even p (32)
s AKp=2_ " stherwise
Kp—K-2 ’

which decreases with K. Therefore, for a given set of storage
constraints {z(n)}_;, the minimum total cost is achieved by
the (K, R) MDS code in (I6) with K and R given by,

1
K:j:k,
1%

R=kp=r, (33)
N
which automatically satisfies (28) since M =n>u(n)
for all n. However, since k and r are not necessarily integers,
it requires additional calculations to obtain the optimum (&, r)
MDS codes with k,7 € Z™ that collectively result in the
lowest total cost. Consider the general case where k,r ¢ Z*.
The general idea here is to divide each submodel into four
sections and encode them using the four MDS codes given
in Table [l The sizes of the four sections are defined by the
parameters «,  and 4, where 0 < «, 8,0 < 1, as shown in
Table [l The total spaces allocated for the four MDS codes in
the entire system of databases are given by,

N N
;ﬂl(n)—o‘fgﬂ, Zjﬂ() Pl ka)m (34)
N N
S i Zﬂ REIEL I

The space allocated for each individual MDS code in
each database must satisfy (28)) separately, to ensure that all
databases are completely filled while also replicating each
coded parameter at the respective number of databases, i.e.,

in(n) < %, () < % (36)
fir(n) < % fia(n) < % (37)

All four storage allocations in each database must satisfy,

fu(n) + f2(n) + fir(n) + p2(n) = p(n), n.  (38)



It remains to find the values of fi1(n), fi2(n), G1(n), f2(n),
«, B and § that minimize the total cost given by,

C=a(BCr([k],[r]) + (1 = B)Cr([k], [r]))
+ (=) OCr([k], [r]) + (1=0)Cr([E], [r]))  (39)

while satisfying (34)-(38), where Cr is defined in (I3). We
consider two cases, 1) « = 1, 2) a < 1. When o = 1, only
cases 1, 2 in Table [l are used in storage, and 28) becomes
R < | k]p, which results in |k |p = s maximum replications.
This replaces all “r”s in Table [l and (34)-(37) by s when
a=1.

Lemma 1 When o = 1, 8 is fixed at B = [s] — s to satisfy
B4) and B8), and ji1(n), j2(n) satisfying B6) are given by,

fin(n) = 1m(n) + (u(n) —m(n) = h(n))y (40)
fiz(n) = h(n) + (p(n) —m(n) = h(n))(1 =7)  (41)
forallne{l,...,N} where,
N Cs=lsl)t g BOSIN
OO R M TR O e e
|s] N
g [s] —8) =2y m(n)
~ k] n=1
= =, (43)
T =X ) = X )
with [x]" =max{x, 0}. The resulting total cost is given in (D).

Lemma 2 The following values of [i1(n), fi2(n), p1(n) and

pa(n) forn € {1,..., N} satisfy 38)-G8) with any a < 1, 3
+

and ) that satisfy o > L—ZJ(fkﬂ —k), 8> [ LkJ (T —|r] )}

and § > [1 — k(gkja) (r — \_TJ)TF
o fatm, C rsey
) {mow (i) — () — (), i B(0,1) P

+
(1 _6)7

ﬂﬂ)_{gm> A if 5 € {0.1}
h(n)+ () —1i(n) — h(n))(1=4), i B € (0,1)
(45)

o fas, if 5€{0,1}
Aan) {mwwm%mw—wm%v%mﬂ>“®
Mﬁw_{mmu—w, ) i 0 €{0,1)
h(n)+ (i(n)—m(n) —h(n))(1=7), ifé € (0,1)
(47)

foralln € {1,...,N}, where,

fi(n) = m(n) + (u(n) — m(n) — h(n))y (48)
i(n) = h(n) + (u(n) — m(n) — h(n))(1 —7) (49)

1—« + « +
mw—pw Hﬂ],zw—@w—iﬂ (50)
(0 =8 = X m() .
T Y mln) 5, A(n) oY

mmzpw—“ﬁfﬂthW=@m%%ﬂ+wm
%E%m—g?gfggﬁgLMm 9
)= [t~ D] = [y L
(54)
7:%%Wﬂﬁgﬁgiiﬁ$?§%4mm'6ﬁ

Lemma 3 For the case where o < 1, the values of o, 3
and 8 that minimize the total cost in (39) while satisfying the
constraints in Lemma [ are specified in Theorem [I} and the
corresponding total cost is given in (8).

Once all parameters in Table [[] are determined from Lem-
mas[Il3] the methods proposed in [43]] and [46] are used to find
the solutions to 26)-27), i.e., n;s for the four sets of storage
allocations {fi1}3_1, {fi2}3_1, {A1}31, {A2}0, separately.
These four sets of solutions determine where each individual
coded symbol is replicated in the system of databases, which
completes the storage mechanism.

As an example, consider a PRUW setting with N = 12
databases, where p(1) = ... = u(5) = 0.37 and p(6) =

. = p(12) = 0.35. Note that the values of &, r and s here
are the same as what is considered in Remark[I] and therefore,
result in the same «, 3, § and total cost stated in Remark [1l
Using @4)-(33), we find the storage allocations as,

0.1107, forn=1,...5
i (n) = j ’ 56
fa(n) = f(n) = {00951 forn=6, 12 0
0.033, forn—1,...5 -
0.029, forn =26,...12
)= 0, fia(n)=0.226, Vn. (58)

Note from (38) that the (| %], [r]) MDS code is not used,
and the allocated space for the ([k],[r]) MDS code in
all databases is the same. Therefore, the optimum storage
mechanism for PRUW with homogeneous storage constraints
presented in [3] is used to place the ([k],[r]) coded pa-
rameters. The storage allocations for (| k], |r]) and ([k], |7])
codes have different storage allocations for different databases
as shown by the two different sets of values in (36) and (7).
Therefore, for these two cases, we solve (26)-@27) separately,
to find the fractions of coded parameters to be stored in each
database. For example, for the (| k|, |r|) MDS code, we find
the solution to @&)-Q@7) with N = 12, K = |k| = 2,
R=[r]=11and p=[n(1): m(12)] asm =... =15 =
2.73x107% and g = ... = 12 = 3.15 x 10~2, where the b;
in (26) corresponding to each ; is the all ones vector of size
12 x 1 with a zero at the ¢th position. This essentially means
that the storage mechanism assigns an 7; fraction of (| k], |r])
coded parameters to the subset of || = 11 databases that
contain all databases except the ith one.
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