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Abstract—Adaptivity in multi-function radar systems is rapidly
increasing, especially when moving towards fully adaptive, cogni-
tive radar systems. However, the large number of available system
configurations makes the rigorous verification and certification
process during the testing phase, deployment, and after hardware
and software upgrades, challenging, if not infeasible. To alleviate
the verification process, run-time verification can be applied to
oversee the correct function of a system during its operation as
done in applications where on-the-fly reconfiguration/adaptation
is pervasive, e.g., spacecrafts and self-driving cars. Though
possible, the application of run-time verification into a radar
system is not straightforward, e.g., when verifying (adaptive)
radar resource managers or performance measures, such as track
initiation time in dynamic environments. The goal of this paper is
to introduce a framework to identify, characterize, and map the
various aspects necessary for implementing run-time verification
for (components of) multi-function radar systems. The proposed
framework can be used by radar practitioners and researchers
for applying run-time-verification to adaptive, re-configurable
radar systems. In addition, we discuss how run-time verification
can be leveraged to gather new insights from operational data to
improve functionalities in upcoming update cycles and present an
example of a verifier designed using the introduced framework.

I. INTRODUCTION

Modern radar sensor suites are safety-critical, multi-function
systems performing various tasks such as surveillance, track-
ing, illumination, guidance, and classification under a wide
range of dynamical environmental conditions. As a result,
adaptive signal processing, arbitrary waveform generators,
adaptive digital beamforming techniques, and future, highly
dynamic networked operations are considered to be the key
ingredients to push current multi-function radar systems be-
yond the state-of-the-art [[1]], [2]. Moreover, supporting rapid
deployment of newly developed hardware and software com-
ponents, throughout the decades of the systems’ life-time, is
becoming an essential focus point.

As the next generations of radar(s) (networks) is thus ex-
pected to be comprised of highly flexible systems, the real-time
behavior and correct function of these systems should be guar-
anteed under ever more challenging conditions, e.g., highly
manoeuvrable targets in contested and congested (responsive)
environments. However, the available systems’ flexibility leads
to a large space of available configurations, making the rig-
orous validation and certification of their performance during
testing, run-time operation, and after hardware and software
upgrades, challenging, if not infeasible. In particular, the

verification of the performance guarantees of an operational
system after updates could be extremely difficult [3]], [4].

To tackle the aforementioned tasks, techniques from run-
time verification (RTV) [[1], [2]] have been successfully applied
in different domains. Examples of RTV are found in numerous
NASA spacecrafts, e.g., see [5] and reference within. Also,
Tesla employs an RTV strategy for innovation of software
update cycles of self-driving capabilities [6].

Although RTV is well known in software engineering
and other related fields, the impact of RTV in the radar
community is limited. Especially when using (near) real-
time adaptivity for closed-loop and/or cognitive approaches.
For radar systems, we foresee that RTV techniques could
be utilized to monitor (1) that hardware is operating within
the boundaries; (2) that the outcome of signal processing or
tracking algorithms is according to the specifications; (3) that
the statistics of the target, clutter, or interference in the
environment is within expectations; (4) or that radar resource
manager complies with the specifications. When events happen
that deviate from these specification, the information can
directly be shown to an operator, i.e., end user of the system, to
take mitigating actions and/or the information can be stored for
engineers to improve/update hardware or software components
in upcoming update cycles. Moreover, RTV enables rigorous
and structured anomaly detection of complex systems.

Implementing RTV is not a straightforward task as its design
process is not unique and the set of options available is quite
large. In the literature, the presented frameworks are mostly
tailored for software or protocols and/or advocate general
usages of particular algorithms, see, e.g., [7]-[10]. As a result,
this work’s contribution is centred around the introduction of
a framework to identify, characterize, and map various aspects
necessary for implementing RTV for (components of) multi-
function radar systems. This framework is inspired by [11]],
while adapted for the challenges of RTV when applied to radar
systems. The aim is to provide radar engineers and researchers
a founded framework to characterize run-time verifiers to ease
its later implementation. The proposed framework is applied
to a detection module example to illustrate the design of a run-
time verifier. Also, we will discuss how RTV can be applied
to various phases in the life-cycle of a radar system and how
RTV techniques can support an engineers’ understanding to
develop and improve the performance of the radar system.
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II. RUN-TIME VERIFICATION BACKGROUND

In this section, the necessary concepts of run-time verifi-
cation are discussed. For an elaborate overview on run-time
verification, the reader is referred to [12]-[14].

As radar systems become more complex, the exposure of
their inner workings as well as their infrastructure becomes
more important. Not only for analyzing long-term trends,
conducting analysis, or generating of operational alerts, but
also for constant development of new system features for
incremental capability upkeep and enhancement.

The run-time monitor, cornerstone of RTV, allows to iden-
tify, detect, and flag (i) error or failure, (ii) deviations of the
designer’s assumption, e.g., use-cases not considered at design
time, and (iii) scheduling of preventive maintenance.

Generally, RTV contains three parts (i) (set of) formal
specification(s), i.e., a concrete (textual) object describing a
property, (ii) physical system or a model of the system, and
(iii) the algorithm or monitor to verify if the specification of
(1) is met by the system or the model of the system in (ii).

The (set of) formal specification(s) needs to be represented
by formal languages in order for run-time verification tech-
niques to monitor it. Examples of formal languages are regular
expressions, mission-time linear temporal logic (MLTL) used
for RTV of satellites [15]], or signal temporal logic (STL)
employed on RTV of autonomous driving systems [16]. Treat-
ment of formal languages is outside of the scope of this paper.

The module of the system defines the component that will be
run-time verified. Monitoring is defined as the process of col-
lecting and exposing (the relevant portion of) real-time data of
a system. Note that the monitor only monitors, meaning that it
will not interfere with or modify the syste For the monitor
to provide a verdict, the available data of the system (trace
will be processed and tested against the specification(s). Note
that, the overhead due to extra computations and accessibility
to particular traces should also be taken into account when
designing the system and deciding on the type of information
that needs to be observed.

III. FRAMEWORK TO CHARACTERIZE RUN-TIME
VERIFICATION FOR RADAR SYSTEMS

In this section, a framework will be discussed to characterize
run-time monitors with particular focus on radar systems.
As previously mentioned, this framework takes inspiration
from [11] and it is adapted to usage on radar systems. A
graphical summary of the framework is shown in Fig. [I}

As a first step, we need to identify all what is already known
about the module and verification design, i.e.,

[F1] What is the run-time monitoring goal? The main
reason or justification to implement run-time monitoring.
A monitoring goal could come from the specification re-
quirements or non-functional regulation requirements, e.g.,
to retain a certain performance measure, identify deviations

"Monitors could potentially interfere in highly unsafe situations.
2In software engineering, the logs, traces or quantitative data are catego-
rized differently, for the sake of exposition, we only use the term trace.

from the design assumptions, level of reliance, security
requirements, or (environmental) safety regulations, for in-
stance, to avoid EM congestion.

[F2] What are the reference inputs to the module? The
set of value(s) and types that characterize the information
towards the module and under which specifications (bounds)
on the reference inputs the module is designed. The refer-
ence inputs can consist of (i) single values or signal values,
(i1) statistical properties of the signals or single values,
(iii) quality of service, (iv) service level agreements, (v) con-
structs on defining computational states, or (vi) functional
requirements. Equally important is to identify the speci-
fications (boundaries) and operational conditions for the
reference inputs such as (a) limits of a continuous domain
or state, (b) conditions for quality of service requirements or
logical expressions, (c) external conditions or assumptions,
e.g., hypothesized statistical clutter or noise properties of
the reference inputs; and (d) conditions expressing states of
misbehaviour.

[F3] What are the observed outputs? The set of values
and types that can be measured in/by the system. The mea-
surements that could be performed are (i) measurements on
physical properties, e.g., front-end electronics temperature;
(i1) observed quality of service of the module, e.g., accuracy
of the estimated target parameters; (iii) measurements on
logical properties of computational elements, e.g., number
of iterations, processing time, CPU load; and (iv) mea-
surements on external conditions, e.g., weather conditions,
external object track data.

After the verification goal, inputs and outputs are defined, pro-
ceed to identify the specifications (boundaries) and operational
conditions under which the module is designed, i.e.,

[F1-F3] What are the verification specifications? The
definition of the (set of) formal specification(s) that quantify
the run-time monitoring goal under the boundary conditions
on the reference inputs and measured outputs. In general, the
(set of) specification(s) arises from the identified run-time
verification goal.

Once the system’s specification are identified, they need to be
formalized by using one of the formal languages mentioned in
Sec. [lIl Besides the common difficulties due to limitations of
particular formal languages, there exist multiple ways to for-
malize a specification which poses an extra design challenge.

When the specifications are represented in formal languages
and the involved (necessary) input and outputs identified, pro-
ceed to the design of the run-time monitor for the verification
task considering:

[F4] Are the verification specification(s) observable at run-
time? This clarifies if it is possible to verify the speci-
fications directly from the reference inputs and measured
outputs, e.g., verifying temperature with a thermal sensor.

[FS] Can the verification specifications be predicted or
measured by surrogate measures? The monitor requires
to estimate or predict measures by indirect means, e.g.,
estimating the computation time by measuring the interval
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Fig. 1: Illustration of the proposed framework to characterize run-time verification for adaptive radar systems.

of broadcasting solutions or estimating the detection perfor-
mance using a simulation model under the observed weather
conditions.

[F6] Is the expected behaviour of the system known for
unmet specifications? When the verification specification(s)
are not measurable nor can be estimated, then a monitor
might be constructed by falsifying the specifications. For
example, verifying that particular weather conditions are met
might be falsified when the observed false alarm rate of the
detector increases above a certain threshold.

Posterior to the characterization and design of the monitor,
identify if the information collected by the monitor also allows
for diagnosing and (possibly) reproducing an issue. A careful
balance between too-much and too-little information should
be made when collecting and compressing traces:

[F7] Identify extra information for post-hoc analysis. Char-
acterize the set of reference input traces, observed output
traces, estimated surrogate measures, or a post-processed
abstraction that is rich enough in information for post-hoc
module evaluation by engineers and/or operators.

[F8] Should the operator be informed on run-time? The
monitor can also inform the operator on run-time when
the specifications are not met. Based upon the information
provided by the monitor, the operator may take mitigating
actions. This step requires to consider system-wide impli-
cations, e.g., choosing the communication method [FC].

When all the previous aspects have been identified and charac-
terized, the last step is to determine the monitoring algorithm
that corresponds with the chosen formal language and the
computational platform. That is,

[F9] Design and implement the monitor. Selecting the
appropriate technique or algorithm for run-time monitoring
is dependent on the chosen formal language of the (set of)
specifications, potential estimation procedure of the surro-
gate measures, and computational platform. For a detailed
discussion see, e.g., [12], [14]], [17], [18].

It might happen that the flow-diagram in Fig. |I| will end in:
[FX] Verification specification(s) are not observable. The
verification goal and the corresponding metric(es) are not
observable, which implies that the (set of) specification(s)
and metric(es) are not measurable nor can be estimated from
the traces given to the monitor provided by the system. A

redesign of the system needs to be started, e.g., by making
other reference inputs or measured outputs available to the
monitor.
In such cases, after redesign, the presented framework [cf.
Fig. [T can be reapplied.

IV. A RUN-TIME VERIFICATION STUDY-CASE: DETECTOR
PERFORMANCE

To illustrate the proposed framework, in this section, a
monitor for a single-target radar detector is designed. The
specification of the monitor is not directly observable and,
hence, it will be predicted aiding a simple tracker model.

A. Characterizing the Monitor

The characterization of the monitor for the detector module
will be done based on the proposed framework in Sec.
For this imaginary, simple, and illustrative example, consider
a single-detection case where the detector either provides us
with a detection or a false positive at each time step.
Verification goal: The detector should not exceed a maximum
level of false positives.

Reference inputs: Time series of complex values that corre-
spond to signals plus thermal noise. The time series cannot
have infinite values and the noise should be circular complex
Gaussian distributed.

Measured outputs: Stream of positions of estimated targets.
The position are bounded and cannot have an infinite value.
Specifications: Due to the stochastic nature of the false
positive of the detector, the specifications are defined as the
probability of a threshold-crossing event:

Pr(frp <Trp) > c1, (N

where Pr denotes the probability, Trp is the maximum
value of the false positive rate frp and c; represents the
minimum confidence level. If @]) is satisfied, then the detector
is operating as specified.

Estimating surrogate measure: Obtaining the probabilistic
measure in (I) is discussed in Sec.

Identified extra information for post-hoc analysis: The mon-
itor should store the reference inputs and measured outputs of
the previous 20 time steps including the current.

Inform the operator in run-time. When (1)) is falsified then
inform the operator either if the false positive rate frp is
higher than T'rp and/or if the confidence bound c¢; is not met.



B. Estimating a Surrogate Measure

In a radar system, the true target locations are unknown
to the system. Therefore, the false positives rate can only
be estimated from the available data. For this illustrative
example, consider a single-target track case where the detector
either provides us with a detection or a false positive at each
time step. Tracks generated by true positives will conform
to an expected degree of smoothness based on the estimated
parameters of the target, while false positives will be scattered
almost randomly in our region of interest. The specification

in () is
Tpr
Pr(frp <Tpr) = / p(x)dx, )
0

where p(-) denotes the probability density function of the
false detection. The extension to a case with multiple tracks,
time-varying distributions of frp, and/or estimating the false
negative rateE] is possible, however, it is outside the scope of
this work.

Let x,, be the position of the target at time ¢,, and let
X, be the predicted position of x, based on observations
X1, ...,Xp—1. The prediction of X, can be carried out using
a time sequence predictor, e.g., Kalman filter, autoregressive
models, etc. The distance 6,, = X,, — X,, is an indication of
how smooth a trajectory is: a smaller |d,,| indicates a smoother
trajectory. The smoothness is represented by the probability
z that a certain detection is true and it can be estimated by
assuming a Gaussian model:

. 1 0n

zn, = Pr{True detection|d,, } = o exp ( 202) , (3)
where o is a hyperparameter to be estimated from the data
and z, is the probability associated to the n*" detection. Let
k < n be the unknown number of true detections. Regard
the pair (n, k) as a characterization of the sfare in which the
detector is. For each new detection, the system will make one
of the following two transitions, depending on whether that
detection (d) is true (d = 1) or false (d = 0):

d=1 (nk) = (n+1,k+1)
d=0 (n,k)— (n+1,k)

For a new detection at the next time instance, the number
of total detections increases from n to n-+1, while the number
of true detections increases for k to k+ 1 only if the (n+1)*"
detection is true. For each detection, only its probability to be
true or not is known from . Therefore, after n detections,
the system can be in any of the states (n, k), with k ranging
from O to n. The probability py,, of being in the state (n, k)
can be viewed as the conditional probability of having k true
detections out of n in total:

Prob:z,, 41,
Prob:1 — z,11.

“4)

(1 - Zn)p0|n71a k= 07
Pkln = { ZnPr—1jn—-1 + (1 = 20)Prjn-1, 0<k<mn, ()
ZnPn—1|n—1; k= n,

3The presence of temporal gaps between two detections could be interpreted
as a false negative to determine the probability of false negatives Pr(fry).

Pr(frp|n)
H
g

X 0 0.5 1 1.5 2 2.5

False detection rate 1072

Fig. 2: Left: a trajectory with n = 100 detections, current
position xgq (circle) and prediction Xgg (cross). Right: proba-
bility distribution of the frequency of false detections. The red
dotted vertical line indicates the specification threshold.

with initial condition pgjg = 1. It is straightforward to obtain
the probability distribution p(x|n) at the n'" detection:

plaln) =Y prynp(alk,n)
k=0

- z”: (1 _ x)kx"—k
TP Bt k1t k)

(6)

where B(-) is the Beta function. By integrating p(z|n) as
indicated in (2), the confidence level in (I)) can be computed.

Note that the presented scheme is not a simple counting
scheme of false positives. We assign a probability value to
each detection that gets associated to a track and we feed them
into a Markov model to evaluate the probability distributions.

C. Simulation Results

To illustrate the discussed monitor, consider a simple exam-
ple with a synthetic smooth trajectory, to which a few false
detections have been added. The trajectory is a sequence of
n = 1000 consecutive detections of a target with ny = 8
falsely injected perturbation, resulting in a false detection rate
of ny/ny = 0.008. In Fig. (1eft), the first 80 already observed
target locations and the future 20 observations are shown. The
trajectory is mostly smooth, except for few points in which
the target seems to move erratically. In Fig. 2] (right), the
probability density Pr(frp|n) is given for various number
of detections n using (). As the number of detections n
increases, the corresponding pdf becomes narrower around
the estimated false detection rate converging to the true false
detection rate of 0.008.

The specification of the monitor in Sec. are Pr(frp <
Tpr|n) > ¢1 where we choose Tpr = 0.018, ¢ = 95%,
and o2 is set as the standard deviation of the difference
between the trajectory with and without perturbations. Fig. 2]
shows that the specification is violated when the monitor has
insufficient detection points, otherwise, the monitor accepts
the specification. For this particular trace, the monitor will
inform the operator that the confidence bound is not met until
n < 800 detections are observed.

Note that the presented monitor requires many samples
to obtain the statistical confidence. For real applications,



another estimator to predict frp with less samples is desired.
However, this is outside of the scope of this work.

V. GENERATING NEW INSIGHTS FROM DATA

The presented run-time monitoring framework can provide
benefits in multiple stages of the life cycle of the radar system.
A system is designed based on a priori defined “ground truth”,
i.e., a priori defined set of (a) environmental scenarios, e.g.,
sea/land clutter condition, atmospheric propagation conditions;
(b) a set of target models, e.g., trajectories and radar cross
section (RCS) specifications; (c) a set of component or system
(performance) requirements, e.g., maximum track initiation
time at 100km for all target models; and (d) a set of compo-
nent or system models. The “ground truth” is used to design
the hardware and software of the radar system. Defining and
formalizing the “ground truth” is an iterative processﬂ that is
improved, altered, or updated based on new insights.

Before producing a radar system, the system and its sub-
systems are designed via a model-based design phase and they
are designed based on a given “ground truth”, see Fig. [3]
In this phase, the majority of the activities are performed
in a simulation/modelling environment potentially with some
small additional proof-of-concept physical tests. During this
phase, the monitors described in our framework in Sec. [III| are
designed and implemented. Typically, systems are validated
by extensive Monte Carlo testing where also the correct
functioning of the monitors will be evaluated.

In the second phase of the life-cycle, i.e., the real-time
testing in Fig. the radar system including the run-time
monitors is built and validated, verified, and certified in
controlled environments. We foresee that monitors can be
applied to flag data series and provide an in depth analysis
that led to unexpected or unintended results and, therefore,
make the certification process more efficient. Additionally, as
shown in Fig. 3] the flagged data series can be analysed by an
engineer and it can be used to update or improve the existing
set of scenarios, conditions and models or to identify new sets
that have not been thought of during the design time both
improving the system modules and run-time verifier.

In the third phase of the life-cycle, the radar is delivered to
the customer and it becomes operational. For this phase, we
foresee the largest potential in applying run-time verification,
as monitors flag data series that lead to unexpected results in
the operational phase. Storing this information is currently not
a standard during operation. Having access to this information
will provide a large pool of additional information about the
system and its operational conditions. This flagged data can
be used in an off-line process to update/extend the knowl-
edge about the “ground truth” by an engineer. Extending the
“ground truth” will, in an update cycle, be used to improve
and robustify the modules in the radar. Also, the run-time
monitor can be used to take immediate actions by an operator,
e.g., to directly improve the radar performance by changing
components or adjusting algorithmic parameters.

4We could even argue that the “ground truth” is always an abstraction from
the physical world and, therefore, it is always incomplete.

A. Run-time Verification for Update Cycles

Currently, large radar systems undergo update cycles only
every so many years or even decades of its lifetime. With
current rapid developments in both software and hardware
engineering, shorter time-to-deployment is becoming essential.
Hence, the radar systems should undergo regular update cy-
cles. With shorter time between update cycles and the foreseen
adaptive radar systems, real-time testing and certification for
each new deployment of the system under real operational
conditions becomes tedious or even impossible. Here, RTV
can be an enabling technology to speed up the so-called roll-
out of new/modified modules in the operational system. The
roll-out on an operational system could lower the certification
costs significantly and shorten time-to-deployment.

First, note that the new/updated modules that need to be
verified can be roughly categorized as active or passive mod-
ules. The passive modules can be verified without interfering
with normal operation, e.g., verifying updated or new software
modules. Verification of active modules requires interference
with normal operation, e.g., when verifying radiating elements,
new waveform designs. In the following, the system is updated
from version A, i.e., its current, stable version of the radar
system, to version B, the version that contains updated or
changed modules. Note that, it is assumed that version B has
already passed certification tests under controlled conditions.

To address the roll-out, two deployment strategies using run-

time verification are discussed that will minimize the impact
to the current stable version of the deployed system. More
specifically, the shadow [6], [[19] and canary roll-out [20]
strategies will be discussed.
Shadow roll-out will remain with A as the operational version.
Version B is executed in the background and its outputs
are only used for verification purposes and, hence, the name
shadow roll-out. Shadow roll-out is only applicable to passive
modules and this strategy will require higher computational
loads as two versions are running in parallel.

The system remains operational as shadow deployment does
not interfere with the radar operation. The usage of run-time
monitors is essential to flag all unexpected results, as engineers
can, most likely, only assess the information off-line.
Canary (staged) roll-out consists on progressively deploying
B to a small number of users to gather traces of their run-time
verification monitors to obtain system performance’s feedback.
The canary (staged) roll-out can be applied to update both
passive and active modules.

When the system can quickly switch between A and B,
the following strategy can be used for non-critical operation.
Either for a period of time or once every so many bursts,
the system switches from A to B. The run-time monitor
flags potential unexpected behavior. With this strategy, active
components, e.g., new digital beam tapers, new waveform
designs, can be verified under a large variety of operational
condition. For example, let us consider a navy with multiple
ships in the same class equipped with the same type of radar
systems. Some of these vessels are in service, while others are
kept for training or are docked for maintenance. The non-active
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Fig. 3: Run-time monitors applied in the different life-cycle phases of an adaptive, multifunction radar system.

ships can be updated to version B and be run-time verified
while in training. If B is accepted then it can become an
operational version. As the ships of the same class rotate in
duties, B can be effectively rolled-out to all shipsﬂ

VI. CONCLUSIONS

We foresee that run-time verification (RTV) becomes a
necessary methodology to alleviate the verification and cer-
tification process of adaptive radar systems which undergo
frequent hardware and software updates. RTV can be applied
to oversee the correct function of a system during its oper-
ation in dynamic environments. This has been successfully
demonstrated in applications such as space technology and
self-driving cars. In this paper, a framework to identify, charac-
terize, and map the various aspects necessary for implementing
RTV for (components of) multi-function radar systems has
been introduced. It has been discussed how the proposed
framework can be used by radar engineers and researchers
to tackle the complex task of designing RTV techniques to
adaptive, re-configurable radar systems. To illustrate the usage
of the framework, we have developed a run-time verifier for
a radar detector module leveraging information coming from
a tracker. In addition, we have discussed how RTV can be
leveraged to gather new insights from operational data to
improve functionalities in upcoming update cycles.

Future work will be on bringing the presented concepts of
predictive RTV to the verification and certification of radar
signal processing. In particular, focusing on developing quanti-
tative monitors to provide robustness intervals for specification
compliance. In addition, combining existing RTV techniques
with signal processing tools to design monitors with low
computational complexity will be part of future research.
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