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HE is all you need: Compressing FHE

Ciphertexts using Additive HE

Rasoul Akhavan Mahdavi, Abdulrahman Diaa, and Florian Kerschbaum

University of Waterloo, Waterloo, Ontario, Canada

Abstract. Fully Homomorphic Encryption (FHE) permits the evalua-
tion of an arbitrary function on encrypted data. However, FHE cipher-
texts, particularly those based on lattice assumptions such as LWE/RLWE
are very large compared to the underlying plaintext. Large ciphertexts
are hard to communicate over the network and this is an obstacle to the
adoption of FHE, particularly for clients with limited bandwidth.
In this work, we propose the first technique to compress ciphertexts sent
from the server to the client using an additive encryption scheme with
smaller ciphertexts. Using the additive scheme, the client sends auxiliary
information to the server which is used to compress the ciphertext. Our
evaluation shows up to 95% percent and 97% compression for LWE and
RLWE ciphertexts, respectively.
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1 Background

1.1 Homomorphic Encryption

Homomorphic Encryption is a form of public-key cryptography which permits
computation on messages while in encrypted form, without the need to access the
secret key. Similar to other public-key cryptosystems, homomorphic ciphertexts
are larger than the underlying plaintext. The ratio between the ciphertext and
plaintext is denoted as the expansion factor.

In a typical protocol using homomorphic encryption, a client encrypts its
private input using a homomorphic cryptosystem and sends the resulting ci-
phertexts to a server. This constitutes the client’s request. The server computes
the desired function over the client’s encrypted input. The result is then trans-
mitted back to the client as the response. While there are some techniques to
reduce the request size, there is no work addressing response size. This work
focuses on reducing the response size.

1.2 LWE ciphertexts

For the purpose of this work, we describe a simple version of an encryption system
based on the Learning With Errors (LWE) [Reg09] problem which we will denote
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by ELWE. Existing schemes such as FHEW [DM15] and CGGI(TFHE) [CGGI20]
have ciphertexts of a similar format.
ELWE uses the following parameters: dimension n, ciphertext modulus q,

plaintext modulus p, ∆ = ⌊q/p⌋, a discrete error distribution over Zq called
χ. We sample the secret key, sk, from Z

n
q . The encryption and decryption algo-

rithm is shown below. ⌊·⌉ denotes rounding to the nearest integer.

Algorithm 1 LWEEncryptsk
Input: µ ∈ Zp

1: Sample a
$
←− Z

n
q and e← χ

2: b =
∑n

i=1 a[i]·sk[i]+∆·µ+e mod q

Output: c = (a, b)

Algorithm 2 LWEDecryptsk
Input: c = (a, b) ∈ Z

n
q × Zq

1: µ∗ = (b−
∑n

i=1 a[i] · sk[i]) mod q

2: µ′ = ⌊µ∗/∆⌉

Output: µ′

Compressing Fresh Ciphertexts. Fresh ciphertexts can be compressed to reduce
network costs. Since a is sampled at random, we can send the seed used to gen-
erate a instead of the vector itself. Concretely, instead of sending ct = (a, b), the
client can produce c̄t = (θ, b) where θ ← {0, 1}λ is the seed of a cryptograph-
ically secure PRG used to generate a, i.e., a ← PRG(θ). With this technique,
ciphertexts are only λ+ log2 q bits instead of n log2 q.

1.3 RLWE ciphertexts

Similar to LWE, we can also construct an encryption scheme based on the Ring
Learning with Errors Problem (RLWE) [LPR13], which we will denote as ERLWE.
Cryptosystems such as BGV [BGV12], BFV [FV12], and CKKS [CKKS17] have
ciphertexts of a similar format. RLWE ciphertexts are useful since they can
encrypt a polynomial, i.e. a vector of numbers, instead of just one scalar. For
RLWE encryption, we select a dimension N , ciphertext modulus q, plaintext
modulus p, and ∆ = ⌊q/p⌋. Define Rq = Zq[X ]/(XN + 1) and Rp similarly.
Moreover, define a discrete error distribution χ over Rq. For key generation,
sample S(X) uniformly from Rq.

Algorithm 3 RLWEEncryptS(X)

Input: µ(X) ∈ Rp

1: Sample A(X)
$
←− Rq and E(X)← χ

2: B(X) = A(X)·S(X)+∆·µ(X)+E(X) mod Rq

Output: C = (A(X),B(X))

Algorithm 4 RLWEDecryptS(X)

Input: C = (A(X),B(X)) ∈ Rq ×Rq

1: µ∗(X) = (B(X)− A(X) · S(X)) mod Rq

2: µ′(X) = ⌊µ∗(X)/∆⌉

Output: µ′(X)

Compressing Fresh RLWE ciphertexts. Similar to LWE, we can also compress
fresh RLWE ciphertexts by sending the seed used to generate A(X) [ACLS18].
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Using this technique, the size of a ciphertext can be reduced from 2N log2 q bits
to λ+N log2 q.

2 Additive HE for FHE: Reducing Response Size

Ciphertexts that have been processed by the server can not be compressed us-
ing the technique mentioned in Section 1. We propose a technique to compress
LWE/RLWE ciphertexts using auxiliary information provided by the client.
These techniques apply to cryptosystems that use LWE/RLWE ciphertexts such
as TFHE [CGGI20] and BFV [FV12], and BGV [BGV12].

The main insight behind our solution is that the first step of LWE/RLWE
decryption is linear in the secret key. Hence, if the client sends encryptions of
the bits of the secret key to the server, encrypted under an additive encryption
scheme, it can compute the first step of decryption homomorphically and send
back only an encrypted scalar to the client. If the additive encryption has small
ciphertexts, there is an overall size reduction.

The Additive Encryption Scheme. For the compression protocol, we require an
additive encryption scheme which we denote EA such that the plaintext space is
Zm, for some m. Specifically, EA supports addition and plaintext multiplications.
We denote addition and plaintext multiplication with ⊕ and ⊗, respectively.
Moreover, denote the secret key generated by EA as sA and the corresponding
encryption and decryption algorithms as AEncsA and ADecsA .

Paillier [Pai99] and ElGamal [ElG85] are examples of cryptosystems that can
be used for this purpose.

2.1 Compressing LWE Ciphertexts

The ciphertext compression algorithm for LWE and the corresponding modified
decryption algorithm is given below.

Algorithm 5 LWECompress

Input:

s̄k[i] = AEncsA(sk[i])
c = (a, b) ∈ Z

n
q × Z

1: x = b⊕
∑n

i=1
(q − a[i]) ⊗ s̄k[i]

Output: x

Algorithm 6 ModifiedLWEDecrypts
Input: Compressed Ciphertext x

1: y = ADecs(x)

2: µ′ = ⌊ y mod q

∆
⌉

Output: µ′ ∈ Zp

Theorem 1 (Correctness). If m > q + nq2, Algorithm 5 produces a com-

pressed ciphertext which decrypts to the correct message using Algorithm 6. More

formally,

ModifiedLWEDecrypts(LWECompress(s̄k, c)) = LWEDecrypt
sk
(c) (1)
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Proof. In line 1 of Algorithm 5, we calculate b+
∑n

i=1(q− a[i]) ·sk[i], encrypted
under additive encryption, which is achievable due to linear properties. We know
that sk[i], a[i] and b are elements in Zq so 0 ≤ sk[i], a[i], b < q and

b+

n
∑

i=1

(q − a[i]) · sk[i] ≤ q +

n
∑

i=1

q · q = q + nq2 < m. (2)

So there is no overflow in the plaintext space. In the Modified Decryption (Al-
gorithm 6), we have

y mod q = ADecs(x) mod q (3)

=

(

(b+
n
∑

i=1

(q − a[i]) · sk[i]) mod m

)

mod q (4)

=

(

b+

n
∑

i=1

(q − a[i]) · sk[i]

)

mod q (5)

= b−

n
∑

i=1

a[i] · sk[i] mod q = µ∗ (6)

This is identical to µ∗ in line 1 of Algorithm 2, hence, since the subsequent
steps of Algorithm 2 and Algorithm 6 are similar, they produce the same re-
sponse, and the theorem is proven.

Security. In Gentry’s original construction of a bounded depth encryption scheme,
he proposed the idea of using a chain of semantically secure cryptosystems, such
that each cryptosystem encrypts the secret key of the next [Gen09]. Gentry
proved that if the secret key of each cryptosystem is sampled independently, the
composed scheme is also semantically secure.

Let E ′ denote the cryptosystem which is the combination of ELWE and EA.
The encryption and decryption procedure of E ′ is Algorithm 1 and Algorithm 6,
respectively. The secret key of E ′ is the combination of the secret keys of ELWE

and EA. The same holds for the public key as well. Moreover, we also release
encryptions of the bits of the secret key of ELWE under the secret key of EA.

Proposition 1 (Security). If ELWE and EA are semantically secure, then E ′

is also semantically secure.

2.2 Compressing RLWE Ciphertexts

The expansion factor of RLWE ciphertexts does not depend on N and is much
smaller than the expansion factor of LWE ciphertexts. Hence, the same tech-
nique used in the previous section does not yield an improvement. However, our
approach is beneficial if the user is only interested in some coefficients of the
plaintext polynomial and not all of them.
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The main observation is that each coefficient of µ′(X) in Algorithm 4 can be
calculated separately. Specifically, for 0 ≤ k ≤ N − 1

µ′[k] = ⌊
µ∗[k]

∆
⌉ =

⌊

B[k]−
∑k

i=0 A[k − i] · S[i] +
∑N−1

i=k+1 A[N + k − i] · S[i]

∆

⌉

(7)

Note that the operations in the numerator are happening modulo q. The
numerator of Equation (7) is a linear combination of the coefficients of the secret
key, hence it can be computed given the encrypted coefficients of the secret key.

The complete procedure to compress the kth coefficient of an RLWE cipher-
text is shown in Algorithm 7. The corresponding decryption function is shown
in Algorithm 8.

Algorithm 7 RLWECompress

Input:

s̄k[i] = AEncsA(S[i])
C = (A(X),B(X)) ∈ Rq ×Rq

k ∈ {0, 1, · · · , N − 1}

1: x = B[k]⊕
(

∑k

i=0
(q − A[k − i]) ⊗ s̄k[i]

)

⊕
(

∑N−1

i=k+1
A[N + k − i]⊗ s̄k[i]

)

Output: x

Algorithm 8 ModifiedRLWEDecrypts
Input: Compressed Ciphertext x

1: y = ADecs(x)

2: µ′

k = ⌊ y mod q

∆
⌉

Output: µ′

k ∈ Zp

Theorem 2 (Correctness). If m > q + Nq2, Algorithm 7 produces a com-

pressed ciphertext which decrypts to the kth coefficient of the plaintext using

Algorithm 8. More formally,

ModifiedRLWEDecrypts(RLWECompress(s̄k, c, k)) (8)

is equal to the kth coefficient of

µ′(X) = RLWEDecrypt
sk
(c) (9)

Proof. Line 1 of Algorithm 7 computes

B[k] +

k
∑

i=0

(q −A[k − i]) · S[i] +

N−1
∑

i=k+1

A[N + k − i] · S[i]
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encrypted under additive encryption, which is possible due to the linear prop-
erties. We know that all coefficients of A(X), B(X), and S(X) are elements in
Zq, hence

B[k] +

(

k
∑

i=0

(q −A[k − i]) · S[i]

)

+

(

N−1
∑

i=k+1

A[N + k − i] · S[i]

)

(10)

≤ q +

(

k
∑

i=0

q · q

)

+

(

N−1
∑

i=k+1

q · q

)

= q +Nq2 ≤ m (11)

so there is no overflow in the plaintext space of the additive cryptosystem.

y mod q = ADecs(x) mod q

=

((

B[k] +

k
∑

i=0

(q −A[k − i]) · S[i] +

N−1
∑

i=k+1

A[N + k − i] · S[i]

)

mod m

)

mod q

=

(

B[k] +

k
∑

i=0

(q −A[k − i]) · S[i] +

N−1
∑

i=k+1

A[N + k − i] · S[i]

)

mod q

= B[k]−

k
∑

i=0

A[k − i] · S[i] +

N−1
∑

i=k+1

A[N + k − i] · S[i] mod q

which is equivalent to the kth coefficient of

µ∗(X) = B(X)−A(X) · S(X) mod Rq

which can be seen by expanding the equation. Given that line 2 of Algorithm 4
performs rounding coefficient-wise, it produces the same result as line 1 of Al-
gorithm 8.

Security. A similar argument can be made about the security of compression over
RLWE. Let E ′′ denote the cryptosystem which is the combination of ERLWE and
EA. The following proposition holds regarding security.

Proposition 2 (Security). If ERLWE and EA are semantically secure, then E ′′

is also semantically secure.

2.3 Batched Compression

If the plaintext space of the additive encryption is large, multiple LWE cipher-
texts (encrypted using the same secret key) can be compressed within the same
additive ciphertext. Each LWE ciphertext takes up log2(q + nq2) bits of the
total bitwidth of the plaintext space. So, if m is the modulus of the plaintext
space, then

⌊

log2 m/ log2(q + nq2)
⌋

LWE ciphertexts can be compressed into one
ciphertext from the additive cryptosystem.
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Similarly, many coefficients of an RLWE ciphertext can be extracted and
compressed into one additive ciphertext. Specifically, since each RLWE coeffi-
cient takes up to log2(q + Nq2) of the bitwidth, then

⌊

log2 m/ log2(q +Nq2)
⌋

coefficients can be extracted simultaneously.

3 Evaluation

To evaluate our technique, we implement the compression and modified decryp-
tion algorithm using the Paillier cryptosystem [Pai99] as the additive encryption
system. Paillier is an additive homomorphic cryptosystem with semantic security
so it satisfies all the requirements for correctness and security. We demonstrate
the compression protocol over a prototype implementation and an existing li-
brary, OpenFHE.

Prototype Implementation. We implement the two cryptosystems proposed in
Section 1.2 and 1.3 in Python and implement compression using the Python-
Paillier1 library [Dat13]. We use a 3072-bit modulus for Paillier which is the
recommended modulus size for 128-bit security. We use two parameter sets for
LWE and four parameter sets for RLWE. All parameter sets are chosen to satisfy
128-bit security. In the evaluation of LWE compression, one ciphertext is com-
pressed. In the evaluation of RLWE, one coefficient of the RLWE ciphertext is
extracted and compressed. The results for LWE and RLWE are shown in Table 1
and Table 2, respectively.

OpenFHE integration. We also integrate this technique into the OpenFHE frame-
work 2 which implements multiple homomorphic cryptosystems such as BGV,
CKKS, and CGGI. We apply compression to CGGI ciphertexts which have ci-
phertext similar to the format described in Section 1.2. Currently, OpenFHE
only offers one parameter set for the CGGI cryptosystem which offers 128-bit
security. We use the Intel Paillier Cryptosystem Library 3 as the additive cryp-
tosystem, which implement Paillier encryption. The plaintext modulus of this
implementation is 2048 bits.

Results. The evaluation shows significant size reduction for all parameter sets.
There is at least 86% reduction for the evaluated parameter sets for LWE and
up to 95% for CGGI in OpenFHE. Similarly, for RLWE, there is up to 97% size
reduction using the compression technique.

Encryption of the LWE/RLWE secret key using Paillier, which is more ex-
pensive, is only performed once. Moreover, the encrypted secret key is still small
compared to other keys used in FHE, e.g. public keys, key-switching keys and
bootstrapping keys, which can be as large as many megabytes.

1 https://github.com/data61/python-paillier
2 https://github.com/openfheorg/openfhe-development
3 https://github.com/intel/pailliercryptolib
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LWE (Prototype) CGGI (OpenFHE)
n = 630

log2 q = 64
n = 750

log2 q = 64
n = 1305
log2 q = 11

Encrypt Secret Key (Time) 28 s 33 s 0.15 s
Encrypted Secret Key 483 KB 575 KB 669 KB

Ciphertext Compression Time 0.67 s 0.79 s 0.31 s
Compressed Ciphertext Size 768 B 768 B 525 B

Uncompressed Ciphertext Size 5 KB 6 KB 10.25 KB
Size Reduction 86 % 87.2 % 95.0%

Table 1. Evaluation of the ciphertext compression technique for a single LWE cipher-
text. Two sample parameter sets are chosen for prototype LWE. We use the STD128
configuration for CGGI in OpenFHE.

RLWE (Prototype)
N = 1024
log2 q = 27

N = 2048
log2 q = 54

N = 4096
log2 q = 36

N = 8192
log2 q = 43

Encrypt Secret Key (Time) 45 s 90 s 182 s 369 s
Encrypted Secret Key 786 KB 1572 KB 3145 KB 6290 KB

Ciphertext Compression Time 0.50 s 1.77 s 2.52 s 5.97 s
Compressed Ciphertext Size 767 B 767 B 767 B 767 B

Uncompressed Ciphertext Size 2.5 KB 5.6 KB 12.3 KB 26.6 KB
Size Reduction 70.0% 86.36% 93.75% 97.11%

Table 2. Evaluation of the ciphertext compression technique for a single RLWE coeffi-
cient. Four sample parameter sets are chosen for the prototype RLWE implementation.

4 Discussion

4.1 Related work

Our work is the first to address large ciphertext sizes with this particular tech-
nique. However, there exist relevant concepts in the literature. Below, we describe
these concepts and how they can relate to this work.

Scheme Switching. Scheme switching has previously been proposed in the liter-
ature but was not used as an approach to reduce the size of ciphertexts.

Gentry et al. use scheme switching as an alternative to squashing the de-
cryption circuit in the bootstrapping process [GH11]. They switch the scheme
to ElGamal which is a multiplicative encryption scheme.

Boura et al. propose scheme switching as a method to benefit from the fea-
tures of many cryptosystems and not be confined to one [BGGJ20]. They provide
procedures to switch between many lattice-based schemes such as BFV, TFHE,
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and CKKS. All of the schemes that they switch between are based on the LWE
and RLWE hardness assumptions.

Modulus Switching. Modulus switching is a technique used for many purposes.
First, it can be used as a method to limit noise growth in lattice-based homo-
morphic schemes. This technique was first proposed by Brakerski and Vaikun-
tanathan [BV14] and subsequently used by Brakerski et al. to construct the BGV
cryptosystem [BGV12].

In later work, this technique was frequently used as a method to reduce the
size of ciphertexts before they are communicated back to the client. Using our
notation from Section 1.3, this technique results in a smaller q. However, this
technique is limited by the fact that the size of the ciphertext is still linear in
N , which significantly impacts the size of the ciphertext.

RLWE Coefficient Extraction. TFHE [CGGI20] supports coefficient extraction
over RLWE ciphertexts. This allows the server to extract one coefficient of the
underlying plaintext of an RLWE ciphertext as an LWE ciphertext. This tech-
nique is useful for the purpose of bootstrapping. It has not been proposed as a
method for size reduction.

Coefficient extraction can be used in combination with our techniques. For
example, the desired coefficient in an RLWE ciphertext can be extracted into an
LWE ciphertext, and then LWE compression can be used. However, using com-
pression over RLWE ciphertexts, we can directly compress the RLWE coefficient
without the need to initially perform coefficient extraction.

4.2 Applications.

Large ciphertext sizes are an obstacle in the practical deployment of many ap-
plications using FHE. Here we identify two specific use cases of FHE where our
compression techniques can be applied.

Filters over Encrypted Images. The compression of LWE ciphertexts is suitable
for applications where the output is large, such as applying a filter on an en-
crypted image. For example, Signal offers a tool to blur faces for the privacy and
safety of individuals in images [sig]. Currently, this feature runs locally on the
client’s device. However, to reduce overhead on small devices, the client can send
the encrypted image to the server to process and receive the response. This situ-
ation is a suitable fit for FHE since the client device can establish cryptographic
keys with the server and reuse them many times.

Applying filters over encrypted images has also been implemented using the
Concrete library [con]. They encode the image as an array of LWE ciphertexts,
which makes it ideal for compression using our proposed algorithm.

Private Data Analysis. Circuit-PSI and Private Decision Tree Evaluation are
two examples of data analysis over private data.
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In Circuit-PSI, the server computes a function of the intersection of the client
encrypted set with its own private set. In the protocol proposed by Kacsmar et
al. [KKL+20], the client’s set is encrypted as an RLWE ciphertext. The response,
however, is small and only occupies one coefficient slot. This is an ideal applica-
tion of the compression technique over RLWE ciphertexts.

In Private Decision Tree Evaluation, the server evaluates a decision tree over
the client’s private, encrypted input. Cong et al. [CDPP22] propose a protocol
which encrypts the client’s input as multiple LWE ciphertexts and returns the
result of the classification as an LWE ciphertext. Compression can be applied to
this application as well.
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