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Abstract

Deep neural networks have been known to be vul-
nerable to adversarial examples, which are inputs
that are modified slightly to fool the network into
making incorrect predictions. This has led to a
significant amount of research on evaluating the
robustness of these networks against such pertur-
bations. One particularly important robustness
metric is the robustness to minimal ¢ adversar-
ial perturbations. However, existing methods for
evaluating this robustness metric are either compu-
tationally expensive or not very accurate. In this
paper, we introduce a new family of adversarial
attacks that strike a balance between effectiveness
and computational efficiency. Our proposed at-
tacks are generalizations of the well-known Deep-
Fool (DF) attack, while they remain simple to
understand and implement. We demonstrate that
our attacks outperform existing methods in terms
of both effectiveness and computational efficiency.
Our proposed attacks are also suitable for eval-
uating the robustness of large models and can
be used to perform adversarial training (AT) to
achieve state-of-the-art robustness to minimal /5
adversarial perturbations'.

1. Introduction

Deep learning has achieved breakthrough improvement
in numerous tasks and has developed as a powerful tool
in various applications, including computer vision (Long
et al., 2015; Simonyan & Zisserman, 2014; Redmon et al.,
2016), speech processing (Mikolov et al., 2011; Hinton
et al., 2012; Mei et al., 2022), bioinformatics (Chicco et al.,
2014; Spencer et al., 2014; Kim et al., 2018). Despite their
success, deep neural networks are known to be vulnerable
to adversarial examples, carefully perturbed examples per-
ceptually indistinguishable from original samples (Szegedy
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Figure 1. Adversarial examples for ImageNet, as computed by SDF
on a ResNet-50 (He et al., 2016a) architecture. The original image,
which was classified as an ”American eagle” is classified as an
“iguana” by the perturbation vector obtained from SDF.

et al., 2013). This can lead to a significant disruption of the
inference result of deep neural networks. It has important
implications for safety and security-critical applications of
machine learning models. Various methods have been pro-
posed to mitigate the adversarial vulnerability (Lee et al.,
2018; Wong & Kolter, 2018). In known, robust classifica-
tion can be reached by detecting adversarial examples or
pushing data samples further from the classifier’s decision
boundary. A large body of work has been done on design-
ing more robust deep classifiers (Xie et al., 2018; Wong &
Kolter, 2018; Lee et al., 2018). Among these methods, ad-
versarial training (Szegedy et al., 2013; Madry et al., 2017)
has emerged as the primary approach, which augments ad-
versarial examples to the training set to improve intrinsic
network robustness.

Our goal in this paper is to introduce a parameter-free
and simple method for accurately and reliably evaluat-
ing the adversarial robustness of deep networks in a fast
and geometrically-based fashion. Most of the current at-
tack methods rely on general-purpose optimization tech-
niques, such as Projected Gradient Descent (PGD) (Madry
etal., 2017) and Augmented Lagrangian (Rony et al., 2021),
which are oblivious to the geometric properties of mod-
els. However, deep neural networks’ robustness to adver-
sarial perturbations is closely tied to their geometric land-
scape (Dauphin et al., 2014; Poole et al., 2016). Given this, it
would be beneficial to exploit such properties when design-
ing and implementing adversarial attacks. This allows to
create more effective and computationally efficient attacks
on classifiers. Formally, for a given classifier I%, we define
an adversarial perturbation as the minimal perturbation r
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that is sufficient to change the estimated label k(zxz):

A(z; k) :== min ||r||z st k(z + ) # k(z), (1)

Depending on the data type, « can be any data, and l%(:c) is
the estimated label.

DeepFool (DF) (Moosavi-Dezfooli et al., 2016) was among
the earliest attempts to exploit the “excessive linear-
ity” (Goodfellow et al., 2014) of deep networks to find
minimum-norm adversarial perturbations. However, more
sophisticated attacks were later developed that could find
smaller perturbations at the expense of significantly greater
computation time.

In this paper, we exploit the geometric characteristics of
minimum-norm adversarial perturbations to design a family
of fast yet simple algorithms that become state-of-the-art
in finding minimal adversarial perturbation. Our proposed
algorithm is based on the geometric principles underlying
DeepFool, but incorporates novel enhancements that im-
prove its performance significantly, while maintaining sim-
plicity and efficiency that are only slightly inferior to those
of DE. Our main contributions are summarized as follows:

* We introduce a novel family of fast yet accurate algo-
rithms to find minimal adversarial perturbations. We
extensively evaluate and compare our algorithms with
state-of-the-art attacks in various settings.

e Qur algorithms are developed in a systematic and well-
grounded manner, based on theoretical analysis.

* We further improve the robustness of state-of-the-art
image classifiers to minimum-norm adversarial attacks
via adversarial training on the examples obtained by
our algorithms.

* We significantly improve the time efficiency of the
state-of-the-art Auto-Attack (AA) (Croce & Hein,
2020b) by adding our proposed method to the set of
attacks in AA.

Related works. It has been observed that deep neural
networks are vulnerable to adversarial examples before
in (Szegedy et al., 2013; Carlini & Wagner, 2017; Moosavi-
Dezfooli et al., 2016; Goodfellow et al., 2014). The authors
in (Szegedy et al., 2013) studied adversarial examples by
solving a penalized optimization problems. The optimiza-
tion approach used in (Szegedy et al., 2013) is complex and
computationally inefficient; therefore, it can not scale to
large datasets. The method proposed in (Goodfellow et al.,
2014) simplify the optimization problem used in (Szegedy
et al., 2013) by optimizing it for the /,-norm and relaxing
the condition very close to image . DF was the first to
attempt to find minimum-norm adversarial perturbations

by utilizing an iterative approach that uses a linearization
of the classifier at each iteration to estimate the minimal
adversarial perturbation. Carlini and Wagner (C&W) (Car-
lini & Wagner, 2017) transform the optimization problem
in (Szegedy et al., 2013) into an unconstrained optimization
problem. C&W by leveraging the first-order gradient-based
optimizers to minimize a balanced loss between the norm of
the perturbation and misclassification confidence. Inspired
by the geometrical idea of DF, FAB (Croce & Hein, 2020a)
presents an approach to minimize the norm of adversarial
perturbations by employing complex projections and ap-
proximations while maintaining proximity to the decision
boundary. By utilizing gradients to estimate the local geome-
try of the boundary, this method formulates minimum-norm
optimization without the need for tuning a weighting term.
FAB cannot be used for large datasets. DDN (Rony et al.,
2019) uses projections on the £2-ball for a given perturbation
budget e. FMN (Pintor et al., 2021) extends the DDN at-
tack to other £,-norms. By formulating (1) with Lagrange’s
method, ALMA (Rony et al., 2021) introduced a framework
for finding adversarial examples for several distances.

Classifying adversarial attacks help us to understand their
core idea. For this reason, we can classify adversarial attacks
into two main categories. The first is white-box attacks, and
the second is black-box attacks (Chen et al., 2020; Rah-
mati et al., 2020). In white-box attacks, the attacker knows
“everything”: model architecture, parameters, defending
mechanism, etc. In black-box attacks, the attacker has lim-
ited knowledge about the model. It can query the model
on inputs to observe outputs. In this paper, our focus is on
white-box attacks. Formally we can categorize white-box at-
tacks into two sub-categories; the first one is bounded-norm
attacks, and the second one is minimum-norm attacks. Deep-
Fool, C&W, FMN, FAB, DDN, and ALMA are minimum-
norm attacks, and FGSM, PGD, and momentum extension
of PGD (Uesato et al., 2018) are bounded-norm attacks.

The rest of the paper is organized as follows: In Section 2,
we introduce minimum-norm adversarial perturbations and
characterize their geometrical aspects. Section 3 provides
an efficient method for computing ¢, adversarial perturba-
tions by introducing a geometrical solution. Finally, the
evaluation and analysis of the computed /5 perturbations
are provided in Section 4.

2. DeepFool (DF) and Minimal Adversarial
Perturbations

In this section, we first discuss the geometric interpretation
of the minimum-norm adversarial perturbations, i.e., solu-
tions to the optimization problem in (1). We then examine
DF to demonstrate why it may fail to find the minimum-
norm perturbation. Then in the next section, we introduce
our proposed method that exploits DF to find smaller pertur-



Revisiting DeepFool: Generalization and Improvement

bations.

Let f : R? — R denote a C-class classifier, where f;,
represents the classifier’s output associated to the kth class.
Specifically, for a given datapoint = € R?, the estimated
label is obtained by k(z) = argmax,, fx(z), where fy(x) is
the k™ component of f(a) that corresponds to the k™ class.

Note that the classifier f can be seen as a mapping that
partitions the input space R? into classification regions,
each of which has a constant estimated label (i.e., k(.)
is constant for each such region). The decision bound-
ary 4 is defined as the set of points in R? such that
fi(®) = f;(x) = maxy, fi(x) for some distinct ¢ and j.

Additive ¢5-norm adversarial perturbations are inherently
related to the geometry of the decision boundary. More for-
mally, Let x € R%, and r*(x) be the minimal adversarial
perturbation defined as the minimizer of (1). Then r*(x),
1) is orthogonal to the decision boundary of the classifier
A, and 2) its norm ||r*(x)||2 measures the Euclidean dis-
tance between x and 4, that is « + r* lies on %4. We aim
to investigate whether the perturbations generated by DF
satisfy the aforementioned two conditions. Let rpp denote
the perturbation found by DF for a datapoint . We expect
x + rp to lie on the decision boundary. Hence, if  is the
minimal perturbation, for all 0 < v < 1, we expect the
perturbation ~7 to remain in the same decision region as of
a and thus fail to fool the model.

In Figure 2, we consider the fooling rate of y rpg for 0.2 <
~v < 1. For a minimum-norm perturbation, we expect an
immediate sharp decline for ~ close to one. However, in
Figure 2 we cannot observe such a decline (a sharp decline
happens close to v = 0.9, not 1). This is a confirmation that
DF typically finds an overly perturbed point. One potential
reason for this is the fact that DF stops when a misclassified
point is found, and this point might be an overly perturbed
one within the adversarial region, and not necessarily on the
decision boundary.

Now, let us consider the other characteristic of the minimal
adversarial perturbation. That is, the perturbation should
be orthogonal to the decision boundary. We measure the
angle between the found perturbation rpg and the normal
vector orthogonal to the decision boundary (V f(x + rpF)).
To do so, we first scale rpg such that & 4 yrpg lies on the
decision boundary. It can be simply done via performing a
line search along rpp. We then compute the cosine of the
angle between rpg and the normal to the decision boundary
at © + yrpr (this angle is denoted by cos(«)). For an
optimal perturbation, we expect these two vectors to be
parallel. In Figure 3, we show the distribution of cosine
of this angle. Ideally, we wanted this distribution to be
accumulated around one. However, Figure 3 clearly shows
that this is not the case, which is a confirmation that rpg is

Fooling rate of scaled DeepFool perturbations
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Figure 2. We generated 1000 images with one hundred v between
zero and one, and the fooling rate of the DF is reported. This
experiment is done on the CIFAR-10 dataset and ResNet-18 (He
et al., 2016a) model. The accuracy of this Network is 94%.

not necessarily the minimal perturbation.

3. Efficient Algorithms to Find Minimal
Perturbations

In this section, we propose a new class of methods that mod-
ifies DF to address the aforementioned challenges in the
previous section. The goal is to maintain the desired char-
acteristics of DF, i.e., computational efficiency and the fact
that it is parameter-free while finding smaller adversarial
perturbations. We achieve this by introducing an additional
projection step which its goal is to steer the direction of
perturbation towards the optimal solution of (1).

Let us first briefly recall how DF finds an adversarial per-
turbations for a classifier f. Given the current point x;, DF
updates it according to the following equation:

f(xi)
[V f(i)l3

Here the gradient is taken w.r.t. the input. The intuition is
that, in each iteration, DF finds the minimum perturbation
for a linear classifier that approximates the model around x;.
The below proposition shows that under certain conditions,
repeating this update step eventually converges to a point
on the decision boundary.

V(). 2

Tit1 = Ly —

Proposition 1 Let the binary classifier f : R* — R be con-
tinuously differentiable and its gradient V f be L/-Lipschitz.
For a given input sample xq, suppose B(xg,e€) is a ball
centered around xqy with radius €, such that there exists
x € B(xo,¢€) that f(x) =0. If ||V f|l2 > (forallx € B

2
and € < %, then DF iterations converge to a point on the
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Orthognality of DeepFool perturbations
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Figure 3. Histogram of the cosine angle distribution between the
gradient in the last step of DF and the perturbation vector obtained
by DF. This experiment has been performed on 1000 images from
the CIFAR-10 (Krizhevsky et al., 2009) dataset with the ResNet-
18 (He et al., 2016a) model.

decision boundary.

Proof: We defer the proof to the Appendix.

Note that while the proposition guarantees the perturbed
sample to lie on the decision boundary, it does not state
anything about the orthogonality of the perturbation to the
decision boundary. Moreover, in practice, DF typically
terminates after less than four iterations when an adversarial
example is found. As discussed in the previous section, such
a solution may not necessarily lie on the decision boundary.

To find perturbations that are more aligned with the normal
to the decision boundary, we introduce an additional projec-
tion step that steers the perturbation direction towards the
optimal solution of (1). Formally, the optimal perturbation,
r*, and the normal to the decision boundary at g + 7%,
V f(xg + r*), should be parallel. Equivalently, »* should
be a solution of the following maximization problem:

e r ' Vf(zo+7)
v IV (@o+m)lllirl”

3)

which is the cosine of the angle between 7 and V f (xo + 7).
A necessary condition for 7* to be a solution of (3) is that the
projection of 7* on the subspace orthogonal to V f (xg +7*)
should be zero. Then, 7* can be seen as a fixed point of the
following iterative map:

r; 'V f(zo+7;)
riv1 =1(r) = 7= Vf(@xo+ 7). &4
+1 ( ) ||Vf(330+’l"1)||2 f( 0 )
The following proposition shows that this iterative process
can find a solution of (3).

Algorithm 1 SDF (m,n) for binary classifiers
Input: image x, classifier f, m, and n.
Qutput: perturbation r

Initialize: x < x¢

while sign(f(x)) = sign(f(xo)) do

repeat m times

@)
Tt~ G V(@)

end
repeat n times

_ T
| @ mo+ EEISEOV (@)

end
end
return 7 = x* — x

Proposition 2 For a differentiable f and a given r¢, r; in
the iterations (4) either converge to a solution of (3) or a
trivial solution (i.e., 7; — 0).

Proof: We defer the proof to the Appendix.

3.1. A Family of Adversarial Attacks

Finding minimum-norm adversarial perturbations can be
seen as a multi-objective optimization problem, where we
want f(x + r) = 0 and the perturbation 7 to be orthog-
onal to the decision boundary. So far we have seen that
DF finds a solution satisfying the former objective and the
iterative map (4) can be used to find a solution for the latter.
A natural approach to satisfy both objectives is to alternate
between these two iterative steps, namely (2) and (4). We
propose a family of adversarial attack algorithms, coined
SuperDeepFool, by varying how frequently we alternate be-
tween these two steps. We denote this family of algorithms
with SDF(m,n), where m is the number of DF steps (2)
followed by n repetition of the projection step (4). This
process is summarized in Algorithm 1.

One interesting case is SDF (oo, 1) which, in each iteration,
continues DF steps till a point on the decision boundary is
found and then applies the projection step. This particular
case has a resemblance with the strategy used in (Rahmati
et al., 2020) to find black-box adversarial perturbations. This
algorithm can be interpreted as iteratively approximating the
decision boundary with a hyperplane and then analytically
calculating the minimal adversarial perturbation for a linear
classifier for which this hyperplane is the decision boundary.
It is justified by the observation that the decision boundary
of state-of-the-art deep networks has a small mean curvature
around data samples (Fawzi et al., 2017; 2018). A geometric
illustration of this procedure is shown in Figure 4.
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Figure 4. Illustration of two iterations of the SDF(co,1) algorithm.
Here «x is the original data point and . is the minimum-norm
adversarial example, that is the closest point on the decision bound-
ary to xo. ¢, and x; indicate the DF and the orthogonal projection
steps respectively. The algorithm will eventually converges to ..

Algorithm 2 SDF for multi-class classifiers
Input: image x, classifier f.
Qutput: perturbation r
Initialize: x < x¢
while k() = k(x0) do
& < DeepFool(x)
w < Vf/}(g) (x) — Vfic(wo)(i)

'aE—a:o)Tw
llwl]?

w(—wo—l—( w
end

return r = x — x

3.2. SDF Attack

We empirically compare the performance of SDF(m, n) for
different values of m and n in Section 4.2. Interestingly, we
observe that we get better attack performance when we apply
several DF steps followed by a single projection. Since the
standard DF typically finds an adversarial example in less
than four iterations for state-of-the-art image classifiers, one
possibility is to continue DF steps till an adversarial example
is found and then apply a single projection step. We simply
call this particular version of our algorithm SDF, which we
will extensively evaluate in Section 4.

SDF can be understood as a generic algorithm that can
also work for the multi-class case by simply substituting
the first inner loop of Algorithm 1 with the standard multi-
class DF algorithm. The label of the obtained adversarial
example determines the boundary on which the projection
step will be performed. A summary of multi-class SDF is
presented in Algorithm 2. Compared to the standard DF,
this algorithm has an additional projection step. We will see
later that such a simple modification leads to significantly
smaller perturbations.

Table 1. The cosine of the angle between the perturbation vector
(r)and V f (x+7r). We performed this experiment on three models
trained on CIFAR-10 dataset. The evaluation is done using 1000
random samples.

ATTACK MODELS

LENET RESNET-18 WRN-28-10
DF 0.89 0.14 0.21
SDF (1,1) 0.90 0.63 0.64
SDF (1,3) 0.88 0.61 0.62
SDF (3,1) 0.92 0.70 0.72
SDF 0.92 0.72 0.80

4. Experimental Results

In this section, we conduct extensive experiments to demon-
strate the effectiveness of our method in different setups
and for several networks. We first introduce our experi-
mental settings, including datasets, models, and attacks.
Next, we compare our method with state-of-the-art {5-norm
adversarial attacks in various settings, demonstrating the
superiority of our simple yet fast algorithm for finding ad-
versarial examples. Moreover, we add SDF to the collection
of attacks used in Auto-Attack (Croce & Hein, 2020b), and
call the new set of attacks Auto-Attack++. This setup mean-
ingfully speeds up the process of finding norm-bounded
adversarial perturbations. We also demonstrate that a model
adversarially training using the SDF perturbations becomes
more robust compared to the models? trained using other
minimum-norm attacks.

4.1. Setup

We test our algorithms on deep convolutional neural network
architectures trained on MNIST (LeCun, 1998), CIFAR-
10, and ImageNet (Deng et al., 2009) datasets. For the
evaluation, we use all the MNIST test dataset, while for
CIFAR-10 and ImageNet we use 1000 samples randomly
chosen from their corresponding test datasets. For MNIST,
we use a robust model called IBP from (Zhang et al., 2019).
For CIFAR-10, we use three models: an adversarially
trained PreActResNet-18 (He et al., 2016b) from (Rade &
Moosavi-Dezfooli, 2021), a regularly trained Wide ResNet
28-10 (WRN-28 — 10) from (Zagoruyko & Komodakis,
2016) and LeNet (LeCun et al., 1999). These models are
obtainable via the RobustBench library (Croce et al., 2020).
On ImageNet, we test the attacks on two ResNet-50 (RN-
50) models: one regularly trained and one /5 adversarially
trained, obtainable through the robustness library (Engstrom
etal., 2019).

Zwe only compare to the publicly available models.
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Table 2. Comparison of the mean and the median of ¢2-norm of
perturbations for DF and SDF family algorithms. We performed
this experiment on CIFAR-10. We use the same model architec-
tures and hyperparameters for training as in (Carlini & Wagner,
2017; Rony et al., 2019). For more details about the architecture
see the appendix.

ATTACK MEAN-{5 MEDIAN-{2 GRADS
DF 0.17 0.15 14
SDF (1,1) 0.14 0.13 22
SDF (1,3) 0.16 0.14 26
SDF (3,1) 0.12 0.11 30
SDF 0.11 0.10 32

4.2. Comparison with DeepFool

In this part, we compare our algorithm in terms of orthog-
onality and size of the ¢5-norm perturbations with DF. As-
sume 7 is the perturbation vector obtained by an adversarial
attack. First, we measure the orthogonality of perturbations
by measuring the inner product between V f(x + r) and
r. As we explained in Section 2, a larger inner product
between 7 and the gradient vector at f(a + 7) indicates that
the perturbation vector is closer to the optimal perturbation
vector r*. We compare the orthogonality of different mem-
bers of the SDF family and DF for three networks trained
on CIFAR-10; namely, LeNet, ResNet-18, and WRN-28-
10. The results are shown in Table 1. We observe that DF
finds perturbations orthogonal to the decision boundary for
low-complexity models such as LeNet, but fails to perform
effectively when evaluated against more complex ones. In
contrast, attacks from the SDF family consistently found
perturbations with a larger cosine of the angle for all three
models.

Table 2 shows the comparison between the size of the per-
turbations. These results show that the SDF family finds
more accurate perturbations than DF. SDF (oo,1), the strong
member of this family, makes a significant difference with
DF with little cost.

Comparison with results in Section 2. We also repeat
the experiments we presented for DF in Section 2 for SDF,
to show that our method indeed improves the two issues
with DF that we highlighted. Namely, the alignment of the
perturbation with the normal to the decision boundary and
the problem of over-perturbation. In Figure 5, we can see
that unlike Figure 3, the cosine of the angle is accumulated
around one, which shows that the found perturbation is more
aligned with the normal vector to the decision boundary.
Moreover, Figure 6 shows a sharp decline in the fooling rate
(going down quickly to zero). This is consistent with our
expectation for a minimal perturbation attack.

Orthognality of SuperDeepFool perturbations
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Figure 5. Histogram of the cosine angle distribution between the
gradient in the last step of SDF and the perturbation vector obtained
by SDF. This experiment has been performed on 1000 images from
the CIFAR-10 (Krizhevsky et al., 2009) dataset with the ResNet-
18 (He et al., 2016a) model.

Table 3. Performance for attacks on the MNIST dataset with IBP
models. The numbers between parentheses indicate the number of
iterations.

ATTACK FOOLING-RATE ~ MEDIAN-/5 GRADS
ALMA (1000) 100 1.26 1000
ALMA (100) 98.90 4.96 100
DDN (1000) 99.27 1.97 1000
DDN (100) 94.34 1.46 100
FAB (1000) 99.98 3.34 10000
FAB (100) 99.98 5.19 1000
FMN (1000) 89.08 1.34 1000
FMN (100) 67.80 2.14 100
C&W 4.63 - 90000
SDF 100 1.37 52

Table 4. Performance for attacks on the CIFAR-10 dataset with
WRN-28-10. For see the results on adversarially trained network
see Appendix.

ATTACK  FOOLING-RATE MEDIAN-{2  GRADS
ALMA 100 0.10 100
DDN 100 0.13 100
FAB 100 0.11 100
FMN 97.3 0.11 100
C&W 100 0.12 90000
SDF 100 0.09 25

4.3. Comparison with Minimum-Norm Attacks

We now compare our SDF with other minimum /2-norm
state-of-the-art attacks such as C&W, FMN, DDN, ALMA,
FAB. For C&W, we use the same hyperparameters as (Car-
lini & Wagner, 2017; Rony et al., 2019). We use FMN, FAB,
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Figure 6. We generated 1000 images with one hundred v between
zero and one, and the fooling rate of the SDF is reported. This
experiment is done on the CIFAR-10 dataset and ResNet-18 model.
The accuracy of this network is 94%.

DDN, and ALMA with budgets of 100 and 1000 iterations
and report the best performance. In terms of implementa-
tion, we use Pytorch (Paszke et al., 2019). Foolbox (Rauber
et al., 2017) and Torchattcks (Kim, 2020) libraries are used
to implement adversarial attacks.

We evaluated the robustness of the IBP model, which is
adversarially trained on the MNIST dataset, against state-
of-the-art attacks in Table 3. SDF and ALMA are the only
attacks that achieve a 100% percent fooling rate against
the robust model, whereas C&W is unsuccessful on most
of the data samples. The fooling rates of the remaining
attacks also degrade when evaluated with 100 iterations.
For instance, FMN’s fooling rate decreases from 89% to
67.8% when the number of iterations is reduced from 1000
to 100. This observation shows that, unlike SDF, selecting
the necessary number of iterations is critical for the suc-
cess of fixed-iteration attacks. Even for ALMA which can
achieve a nearly perfect misclassification rate, decreasing
the number of iterations from 1000 to 100 causes the me-
dian norm of perturbations to increase fourfold. In contrast,
SDF is able to compute adversarial perturbations using the
fewest number of gradient computations while still outper-
forming the other algorithms, except ALMA, in terms of
the perturbation norm. However, it is worth noting that
ALMA requires twenty times more gradient computations
compared to SDF to achieve a marginal improvement in the
perturbation norm.

Table 4 compares SDF with state-of-the-art attacks on the
CIFAR-10 dataset. The results show that state-of-the-art at-
tacks have a similar norm of perturbations, but an essential
point is the speed of attacks. SDF finds more accurate adver-

Table 5. The performance comparison of SDF with other state-of-
the-art attacks for median /2 on ImageNet dataset. FR columns
show the fooling rates of attacks.

MODEL ATTACK FR MEDIAN-EQ GRADS
ALMA 100 0.10 100
DDN 99.9 0.17 1000
FAB 99.3 0.10 900
FMN 99.3 0.10 1000
RN-50 C&W 100 0.21 82667
SDF 100 0.09 37
ALMA 100 0.85 100
DDN 99.7 1.10 1000
FAB 100 0.81 900
RN-50 FMN 99.9 0.82 1000
(AT) C&W 99.9 1.17 52000
SDF 100 0.80 49

sarial perturbation very quickly rather than other algorithms.
We also evaluated all attacks on an adversarially trained
model for the CIFAR-10 dataset. SDF achieves smaller
perturbations with half the gradient calculations than other
attacks. SDF finds smaller adversarial perturbations for
adversarially trained networks at a significantly lower cost
than other attacks, requiring only 20% of FAB’s cost and
50% of DDN’s and ALMA’s.

Unlike models trained on CIFAR-10, where the attacks typ-
ically result in perturbations with similar norm, the differ-
ences between attacks are more nuanced for ImageNet mod-
els. In particular, attacks such as FAB, DDN, and FMN lose
their accuracy when the dataset changes. In contrast, SDF
achieves smaller perturbations at a significantly lower cost
than ALMA. This shows that the geometric interpretation of
optimal adversarial perturbation, rather than viewing (1) as
a non-convex optimization problem, can lead to an efficient
solution. On the complexity aspect, the proposed approach
is substantially faster than the other methods. In contrast,
these approaches involve a costly minimization of a series
of objective functions. We empirically observed that SDF
converges in less than 5 or 6 iterations to a fooling perturba-
tion; our observations show that SDF consistently achieves
state-of-the-art minimum-norm perturbations across differ-
ent datasets, models, and training strategies, while requiring
the least number of gradient computations. This makes
it readily suitable to be used as a baseline method to esti-
mate the robustness of very deep neural networks on large
datasets.

4.4. SDF Adversarial Training (AT)

In this section, we evaluate the performance of a model
adversarially trained using SDF against minimum-norm
attacks and AutoAttack (Croce & Hein, 2020b). Our exper-
iments provide valuable insights into the effectiveness of
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Table 6. The comparison between 2 robustness of our adversarial
trained model and (Rony et al., 2019) model. We perform this
experiment on 1000 samples from CIFAR-10 dataset. Gain is
calculated as a percentage of the difference between the medians.
The gain column shows the amount of gain that our model obtains.

SDF (OURS) DDN

ATTACK

MEAN MEDIAN MEAN MEDIAN  GAIN
DDN 1.09 1.02 0.86 0.73  129%
FAB 1.12 1.03 0.92 0.75  128%
FMN 1.48 1.43 1.47 1.43 0%
ALMA 1.17 1.06 0.84 0.71  135%
SDF 1.06 1.01 0.81 0.73  128%

adversarial training with SDF and sheds light on its potential
applications in building more robust models.

Adversarial training has become a powerful approach to
fortify deep neural networks against adversarial perturba-
tions. However, some adversarial attacks, such as C&W,
pose a challenge due to their high computational cost and
complexity, making them unsuitable for adversarial training.
Therefore, an attack that is parallelizable on batch size and
gradient computation is necessary for successful adversarial
training. SDF possesses these crucial properties, making it
a promising candidate for building more robust models.

We adversarially train a WRN-28-10 on CIFAR-10. Similar
to the procedure followed in (Rony et al., 2019), we restrict
£2-norms of perturbation to 2.6 and set the maximum num-
ber of iterations for SDF to 6. We train the model on clean
examples for the first 200 epochs, and we then fine-tune
it with SDF generated adversarial examples for 60 more
epochs. Our model reaches a test accuracy of 90.8% while
the model by (Rony et al., 2019) obtains 89.0%. In (Rony
et al., 2019), vanilla adversarial training with DDN gen-
erated adversarial examples is shown build a more robust
model than a model trained with PGD (Madry et al., 2017).
For this reason, we compare our model with (Rony et al.,
2019). SDF adversarially trained model does not overfit
to SDF attack because, as Table 6 shows, SDF obtains the
smallest perturbation. It is evident that SDF adversarially
trained model can significantly improve the robustness of
model against minimum-norm attacks up to 30%. In terms
of comparison of these two adversarially trained models
with Auto Attack (AA) (Croce & Hein, 2020b), our model
outperformed the (Rony et al., 2019) by improving about
8.4% against {o.-AA, for ¢ = 8/255, and 0.6% against
f5-AA, for e = 0.5.

Furthermore, compared to a network trained on DDN sam-
ples, our adversarially trained model has a smaller input
curvature (Table 7). This observation corroborates the idea
that a more robust network will exhibit a smaller input cur-
vature (Moosavi-Dezfooli et al., 2019; Srinivas et al.; Qin

Table 7. The average input curvature of WRN-28-10 models
trained on CIFAR-10 dataset, according to the measures proposed
in (Srinivas et al.). The second column shows the average spectral-
norm of the Hessian w.r.t. input, || V2 f(2)||2, and the third column
shows the average of the same quantity normalized by the norm of
the input gradient, Cs(x) = || V2 f(x)||2/||V f(2)]|2.

MODEL  Ey||V2f(x)|2  ExCr(x)
STANDARD  600.06 +29.76  73.99 +6.62
DDN AT 2.86 +1.22 4.32 £2.91
SDF AT (OURS) 0.73 +o0.08 1.66 +0.86

Table 8. An analysis of robust accuracy (%) for various defense
strategies against AA++ and AA with € = 0.5. The “acc” column
denotes the robust accuracies of different models. R1 (Rebuffi
et al., 2021), R2 (Sehwag et al., 2021), R3 (Gowal et al., 2020) and
R4 (Rice et al., 2020) have been trained adversarially, and model
S (Zagoruyko & Komodakis, 2016) is a regularly trained model.
All models are taken from the RobustBench library (Croce et al.,
2020).

MODELS CLEAN AA AA++
ACC ACC GRADS ACC GRADS
R1  95.7% 82.3% 1259.2 82.1% 599.5
R2  90.3% 76.1%  1469.1 76.1% 667.7
R3 894% 63.4% 12404 62.2% 431.5
R4 88.6% 67.6% 933.7 68.4% 715.3
S 94.7%  0.00% 208.6 0.00 121.1
etal., 2019).
4.5. AutoAttack++

In this part, we introduce a new variant of AutoAt-
tack (Croce & Hein, 2020b) by introducing AutoAt-
tack++ (AA++). Auto-Attack (AA) is a reliable and power-
ful ensemble attack that contains three types of white-box
and a strong black-box attacks. AA evaluates the robust-
ness of a trained model to adversarial perturbations whose
{5/l «-norm is bounded by . By substituting SDF with the
attacks in the AA, we significantly increase the performance
of AA in terms of computational time. Since SDF is an
f5-norm attack, we use the £o-norm version of AA as well.
We restrict maximum iterations of SDF to 10. If the norm
of perturbations exceeds €, we renormalize the perturba-
tion to ensure its norm stays < ¢. In this context, we have
modified the AA algorithm by replacing APGD " (Croce &
Hein, 2020b) with SDF due to the former’s cost and com-
putation bottleneck in the context of AA. We compare the
fooling rate and computational time of AA++ and AA on
the stat-of-the-art models from the RobustBench (Croce
et al., 2020) leaderboard. In Table 8, we observe that AA++
is up to three times faster than AA. In an alternative sce-
nario, we added the SDF to the beginning of the AA set,
resulting in a version that is up to two times faster than
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the original AA, despite now containing five attacks (see
Appendix). This outcome highlights the efficacy of SDF
in finding adversarial examples. These experiments sug-
gest that leveraging efficient minimum-norm and non-fixed
iteration attacks, such as SDF, can enable faster and more
reliable evaluation of the robustness of deep models.

5. Conclusion

In this work, we have introduced a family of parameter-
free, fast, and parallelizable algorithms for crafting opti-
mal adversarial perturbations. Our proposed algorithm, Su-
perDeepFool, outperforms state-of-the-art £5-norm attacks,
while maintaining a small computational cost. We have
demonstrated the effectiveness of SuperDeepFool in various
scenarios. Furthermore, we have shown that adversarial
training using the examples generated by SuperDeepFool
builds more robust models. For future work, one potential
avenue could be to extend SuperDeepFool families to other
threat models, such as general £,-norms.
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7. Proofs

Proof of Proposition 1.

Since V f(x) is Lipschitz-continuous, for ¢,y € B(xo, €),
we have:

’

F@) ~ )+ Vi) @) < 2 lla -yl )

DeepFool updates the new x,, in each according to the
following equation:

Vf(®n_1)
IVf(@n-1)l2

Hence if we substitute © = «,, and y = x,,—1 in 5, we get:

f(xn—l) (6)

Tp =Tp-1+

’

L
F@a)l < S llen — znal g
Now, let s,, := ||&,, — ®,—1||. Using 7 and DeepFool’s
step, we get:
f@n) L f(@n)?

S )] S 2 Vi)

We also know that for «, z* € B(xo, €) and the Lipschitz
property:

|f(@) - f(a")] < 2Le ©)
From property * we know that f(x*) = 0, so:
f(m)| <2L'e (10)
Spi1 = M <s eL—lz (11
N )] T
L'e

Using the assumptions of the theorem, We have = < 1,
and hence s,, converges to 0 when n — oo. We conclude
that {x,,} is a Cauchy sequence. Denote by @, the limit
point of {x,,}. Using the continuity of f and Eq.(7), we
obtain

Tim [f(@a)] = [f(zeo)| = |f(@)] =0, (12)
It is clear that * is . which concludes the proof of the
theorem.

Proof of Proposition 2. Let us denote the acute angle be-
tween V f(xo + r;) and 7; by 0; (0 < 6; < 7/2). Then
from (4) we have |r; 1| = |r;| cos ;. Therefore, we get

|ric1] = Hcost97;|r0\. (13)

i=1

Now there are two cases, either ; — 0 or not. Let us first
consider the case where zero is not the limit of #;. Then

there exists some €y > 0 such that for any integer N there
exists some n > N for which we have 0,, > ¢3. Now for
€0, we can have a series of integers n; where for all of them
we have 6,,, > €. Since we have 0 < |cos 6| < 1, we have
the following inequality:

O§H|cos0i\§H|cosﬁ,,,i|§H|coseo| (14)
i=0 i=0 i=0

The RHS of the above inequality goes to zero which proves
that »; — 0. This leaves us with the other case where
0; — 0. This means that cos #; — 1 which is the maximum
of (3), this completes the proof.

8. On the benefits of line search

As we show in Figure 2 DF typically finds an overly per-
turbed point. SDF’s gradients depend on DF, so overly per-
turbing DF is problematic. Line search is a mechanism that
we add to the end of our algorithms to tackle this problem.
For a fair comparison between adversarial attacks, we add
this algorithm to the end of other algorithms to investigate
the effectiveness of line search.

Table 9. Comparison of the effectiveness of line search on the
CIFAR-10 data for SDF and DF. We use one regularly trained
model S (WRN-28-10) and three adversarially trained mod-
els (shown with R1 (Rony et al., 2019), R2 (Augustin et al., 2020)
and R3 (Rade & Moosavi-Dezfooli, 2021)). v'and X indicate the
presence and absence of line search respectively.

Model DF SDF
v X v X
S 016 0.19 0.09 0.10
R1 087 1.02 0.73 0.76
R2 140 173 091 0.93
R3 113 136 1.04 1.09

As shown in Table 9, we observe that line search can in-
crease the performance of the DF significantly. However,
this effectiveness for SDF is a little.

‘We now measure the effectiveness of line search for other at-
tacks. As observed from Table 10, line search effectiveness
for DDN and ALMA is small.

9. Comparison on CIFAR-10 with the PRN-18

In this section, we compare SDF with other minimum-
norm attacks against an adversarially trained network (Rade
& Moosavi-Dezfooli, 2021). In Table 11, SDF achieves
smaller perturbation compared to other attacks, whereas it
costs only half as much as other attacks.
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Table 10. Comparison of the effectiveness of line search on the CIFAR-10 data for other attacks. Line search effects are a little for DDN
and ALMA. For FMN and FAB because they use line search at the end of their algorithms (they remind this algorithm as a binary search

and final search, respectively), line search does not become effective.

DDN ALMA FMN FAB
MODEL
v X v X v X v X
WRN-28-10 0.12 0.13 0.10 0.10 0.11 0.11 o0.11 o0.11
R1 (RONY ET AL., 2019) 0.73 0.73 071 071 1.10 1.10 0.75 0.75
R2 (AUGUSTIN ET AL., 2020) 096 097 093 094 095 095 1.03 1.03
R3 (RADE & MoosAvi-DEZFooLI, 2021) 1.04 1.04 1.06 1.06 1.08 1.08 1.07 1.07

Table 11. Comparison of SDF with other state-of-the-art attacks for
median ¢ on CIFAR-10 dataset for adversarially trained network
(PRN-18 (Rade & Moosavi-Dezfooli, 2021)).

ATTACK FR MEDIAN-/2  GRADS
ALMA 100 0.68 100
DDN 100 0.73 100
FAB 100 0.77 210
FMN 99.7 0.81 100
SDF 100 0.65 46

10. Performance comparison of adversarially
trained models versus Auto-Attack (AA)

Evaluating the adversarially trained models with attacks
used in the training process is not a standard evaluation
in the robustness literature. For this reason, we evaluate
robust models with AA. We perform this experiment with
two modes; first, we measure the robustness of models with
{~ norm, and in a second mode, we evaluate them in terms
of /5 norm. Tables 12 and 13 show that adversarial training
with SDF samples is more robust against reliable AA than
the model trained on DDN samples (Rony et al., 2019).

Table 12. Robustness results of adversarially trained models on
CIFAR-10 with £-AA. We perform this experiment on 1000
samples for each e.

MODEL NATURAL &= % ;% =
DDN 89.1 45 29.6 17.6
SDF (OURS) 90.8 47.5 381 254

Table 13. Robustness results of adversarially trained models on
CIFAR-10 with £2-AA. We perform this experiment on 1000 sam-
ples for each e.

MODEL NATURAL ¢ =0.3 0.4 0.5 0.6
DDN 89.1 78.1 73 67.5  61.7
SDF (OURS) 90.8 83.1 79.7 68.1 63.9

11. Another variants of AA++

As we mentioned, in an alternative scenario, we added the
SDF to the beginning of the AA set, resulting in a version
that is up to two times faster than the original AA. In this
scenario, we do not exchange the SDF with APGD. We
add SDF to the AA configuration. So in this configuration,
AA has five attacks (SDF, APGD, APGDT, FAB, Square).
By this design, we guarantee the performance of AA. An
interesting phenomenon observed from these tables is that
when the budget increases, the speed of the AA++ increases.
We should note that we restrict the number of iterations for
SDF to 10.

010 015 020 025 030 035 040 045 050
epsilon

(®S
Figure 7. In this figure, we show the time ratio of AA to AA++. For
regularly trained model (WRN-28-10) and adversarially trained
model (Rade & Moosavi-Dezfooli, 2021) (R1). We perform this
experiment on 1000 samples from CIFAR-10 data.

12. Why do we need stronger minimum-norm
attacks?

Bounded-norm attacks like FGSM (Goodfellow et al., 2014),
PGD (Madry et al., 2017), and momentum variants of
PGD (Uesato et al., 2018), by optimizing the difference
between the logits of the true class and the best non-true
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class, try to find an adversarial region with maximum con-
fidence within a given, fixed perturbation size. Bounded-
norm attacks only evaluate the robustness of deep neural
networks; this means that they report a single scalar value
as robust accuracy for a fixed budget. The superiority of
minimum-norm attacks is to report a distribution of pertur-
bation norms, and they do not report a percentage of fooling
rates (robust accuracy) by a single scalar value. This critical
property of minimum-norm attacks helps to accelerate to
take an in-depth intuition about the geometrical behavior of
deep neural networks.

We aim to address a phenomenon we observe by using the
superiority of minimum-norm attacks. We observed that
a minor change within the design of deep neural networks
affects the performance of adversarial attacks. To show
the superiority of minimum-norm attacks, we show how
minimum-norm attacks verify these minor changes rather
than bounded-norm attacks.

Modeling with max-pooling was a fundamental aspect of
convolutional neural networks when they were first intro-
duced as the best image classifiers. Some state-of-the-art
classifiers such as (Krizhevsky et al., 2017; Simonyan &
Zisserman, 2014; He et al., 2016a) use this layer in network
configuration. We use the pooling layers to show that using
the max-pooling and Lp-pooling layer in the network design
leads to finding perturbation with a bigger ¢2-norm.

Assume that we have a classifier (f). We train f in two
modes until the training loss converges. In the first mode, f
is trained in the presence of the pooling layer in its configu-
ration, and in the second mode, f does not have a pooling
layer. When we measure the robustness of these two net-
works with regular budgets used in bounded-norms attacks
like PGD (¢ = 8/255), we observe that the robust accu-
racy is equal to 0%. This is precisely where bounded-norm
attacks such as PGD mislead robustness literature in its as-
sumptions regarding deep neural network properties. How-
ever, a solution to solve the problem of bounded-norm attack
scan be proposed: ” Analyzing the quantity of changes in
robust accuracy across different epsilons reveal these minor
changes.” Is this case, the solution is costly. This is precisely
where the distributive view of perturbations from worst-case
to best-case of minimum-norm attacks detects this minor
change.

To show these changes, we trained ResNet-18 (RN-18) and
Mobile-Net (Howard et al., 2017) in two settings. In the
first setting, we trained them in the presence of a pooling
layer until the training loss converged, and in the second
setting, we trained them in the absence of a pooling layer
until the training loss converged. We should note that we
remove all pooling-layers in these two settings. For a fair
comparison, we train models until they achieve zero training
loss using a multi-step learning rate. We use max-pooling

and Lp-pooling, for p = 2, for this minor changes.

Table 14 shows that using a pooling layer in network config-
uration can increase robustness. DF has an entirely different
behavior according to the presence or absence of the pooling
layer; max-pooling affects up to 50% of DF performance.
This effect is up to 9% for DDN and FMN. ALMA and SDF
show a 4% impact in their performance, which shows their
consistency compared to other attacks.

As shown in Table 15, we observe that models with pooling-
layers have more robust accuracy when facing adversarial
attacks such as AA and PGD. It should be noted that using
regular epsilon for AA and PGD will not demonstrate these
modifications. For this reason, we choose an epsilon for AA
and PGD lower (¢ = 2/255) than the regular format (¢ =
8/255).

Table 14 and 15 demonstrate that including pooling-layers
can enhance the ability of the neural network to withstand
various types of adversarial attacks. Powerful attacks such
as SDF and ALMA show high consistency in these setup
modifications, highlighting the need for powerful attacks.

12.1. Analysis of max-pooling from the perspective of
curvature and Hessian norms.

Here, we take a step further and investigate why max-
pooling impacts the robustness of models. In order to
perform this analysis, we analyze gradient norms, Hes-
sian norms, and the model’s curvature. The curvature of a
point is a mathematical quantity that indicates the degree
of nonlinearity. A function’s curvature is often expressed
as the norm of the Hessian at a particular point (Moosavi-
Dezfooli et al., 2019). Mainly, robust models are charac-
terized by low gradient norms (Hein & Andriushchenko,
2017), implying smaller Hessian norms. In order to in-
vestigate robustness independent of non-linearity, (Srinivas
et al.) propose normalized curvature, which normalizes the
Hessian norm by its corresponding gradient norm. They
defined normalized curvature for a neural network classi-
fier f as Cf(a) = |V2/(@)||2/(|V/(@)]l2 + ¢). Where
|V f(z)|2 and || V2 f(z)||2 are the f2-norm of the gradient
and the spectral norm of the Hessian, respectively, where
Vf(x) € RY, V2f(x) € R¥™? and e > 0 is a small con-
stant to ensure the proper behavior of the measure. We use
this metric to conduct our experiments.

13. CNN architecture used for the CIFAR-10
in one scenario

Table 18 shows layers used in (Carlini & Wagner, 2017)
and (Rony et al., 2019) for evaluation on CIFAR-10.
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Table 14. This table shows the />-median for the minimum-norm attacks. For all networks, we set learning rate = 0.01 and weight decay
= 0.01. For training with Lp-pooling, we set p = 2 for all settings.

RESNET-18 MOBILENET
ATTACK
NO POOLING  MAX-POOLING LP-POOLING NO POOLING MAX-POOLING LP-POOLING

DF 0.40 0.90 0.91 0.51 0.95 0.93
DDN 0.16 0.25 0.26 0.22 0.27 0.26
FMN 0.18 0.27 0.30 0.24 0.30 0.29
C&W 0.18 0.25 0.27 0.22 0.26 0.24
ALMA 0.19 0.23 0.23 0.20 0.25 0.22
SDF 0.16 0.21 0.22 0.20 0.23 0.21

Table 15. This table shows the robust accuracy for all networks against to the AA and PGD. For training with Lp-pooling, we set p = 2
for all settings.

RESNET-18 MOBILENET
ATTACK
NO POOLING ~MAX-POOLING LP-POOLING NO POOLING MAX-POOLING LP-POOLING
AA 1.1% 17.2% 16.3% 8.7% 21.3% 20.2%
PGD 9.3% 28% 26.2% 16.8% 31.4% 28.7%

Table 16. Model geometry of different ResNet-18 models. W (with SDE(1,1) and SDF(1,3) in Algorithm 3 and 4.

pooling) and W/O (without pooling).
MODEL  Eq|[Vf(z)[2 Ex|VZf(z)ll2  EaCr(z)

W 4.75 +1.54 120.70 +48.74 14.94 +0.52
w/0 7.04 £2.44 269.74 +10.23 22.81 +2.58

Table 17. Model geometry for regular and adversarially trained
models.

MODEL  Eo||[Vf(2)ll2  Eo|V?f(2)|2  EoCy(x)
STANDARD 9.54 +1.02 600.06 +£29.76  73.99 +6.62

DDN AT 0.91 £0.34 2.86 +1.22 4.32 +2.91

SDF AT 0.38 +0.60 0.73 +o.08 1.66 +0.86
Layer Type CIFAR-10
Convolution + ReLU 3 x3x64
Convolution + ReLU 3 x 3 x 64
max-pooling 2x2
Convolution + ReLU 3 x 3 x 128
Convolution + ReLU 3 x 3 x 128
max-pooling 2x2

Fully Connected + ReLU 256
Fully Connected + ReLU 256
Fully Connected + Softmax 10

Table 18. CNN architecture.

14. Multi class algorithms for SDF(1,3) and
SDF(1,1)

We have introduced how to generate adversarial examples
with the SDF algorithm in the main body of this paper.
This section gives more details about combining SDF steps
for multi-class settings. We provide the pseudo-code of
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Algorithm 3 SDF (1,1)

Input: image x, classifier f.

Output: perturbation r

Initialize: T < @, i« 0

while k(xz;) = k(xo) do

for k # k(x() do
wh, V(@) — Vi e (@)
f;/c — fr(xs) — f@(wo)(wi)

end
sl
[« argmmk#(wo) Tl
~ . 1
T w
llwil3
Ty =z, +7

w; + V fi@) (Ti) = V fr(@o) (T4)

(#i—x0) " w;

T o+ Ty,

11+ 1

w;

end
return r = x; — g

Algorithm 4 SDF (1,3)

Input: image x, classifier f.

Output: perturbation r

Initialize: T < @, i+ 0

while k(x;) = k(xo) do

for k # k(x) do
w),  Vfi(x;) — Vf,;(mo)(wi)
Jio 6 Je(®i) = fi (o) (@)

end

[+ argming g, ) ”|f"|
o) [lwill2

e HL{'\'P“’

T, =x;+7T

for 3 steps do

w; < Vi) (@i) = V@) (®:)
x,; — xo + 7(%@0);)‘;% w;

end
11+ 1

end
return r = x; — g
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Original Image Perturbation Adversarial Image Image + magnified perturbation
P % i % " 4%

Perturbation

Original Image Perturbation Adversarial Image Image + magnified perturbation

Perturbation
—

Figure 8. Adversarial examples for ImageNet, as computed by SDF on a ResNet-50 architecture. (Perturbations are magnified ~ 10x for
better visibility.)



