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Abstract—Consensus algorithms play a critical role in
blockchains and directly impact their performance. During
consensus processing, nodes need to validate and order the
pending transactions into a new block, which requires verifying
the application-specific data encapsulated within a transaction.
This exposes the underlying data to the consensus nodes, pre-
senting privacy concerns. Existing consensus algorithms focus on
realizing application security and performance goals, but lack
privacy-by-design properties or are resource-heavy and intended
for securing permissionless blockchain networks. In this paper,
we propose P-CFT, a zero-knowledge and crash fault tolerant
consensus algorithm for permissioned blockchains. The proposed
consensus algorithm provides inherent data privacy directly to
the consensus layer, while still providing guarantees of crash
fault tolerance. We conduct experiments using the Hyperledger
Ursa cryptographic library, and the results show promise for
integrating P-CFT into existing permissioned blockchain systems
requiring privacy-preserving and crash fault tolerant features.

Index Terms—Blockchain, consensus, privacy, zero-knowledge
proof.

I. INTRODUCTION

The consensus algorithm is a key component of blockchain
systems. Geographically dispersed nodes utilize it to reach
agreements on the order of transactions to be included in the
next block. Additionally, the consensus process ensures the
security of the blockchain and the integrity of the associated
data by validating all new transactions before they are com-
mitted to the global ledger and replicated on all participating
nodes. For example, in the Bitcoin [1] system, each new data
block contains a hash reference to the preceding block, and
the consensus process protects the integrity of the previous
data by guaranteeing new blocks contain the correct reference
hash.

The choice of consensus algorithm is largely influenced by
the application requirements and the type of blockchain, either
permissionless or permissioned. In permissioned blockchain
systems, membership and data access permissions are main-
tained by a consortium of one or more organizations, and
consensus algorithms have the flexibility to relax some se-
curity assumptions of permissionless blockchains in favor of
better performance [2]. A primary distinction between differ-
ent permissioned consensus algorithms is their level of fault

tolerance, which greatly impacts the system’s resilience. For
example, crash fault tolerance (CFT) provides the guarantee
for reaching consensus in scenarios where some components
have failed or communication errors occur, and popular con-
sensus algorithms such as Raft [3] and Paxos [4] can provide
this feature.

However, while many of the proposed and widely used
consensus algorithms focus on meeting the application security
and performance goals, there are few consensus schemes
that address the issue of data privacy in the consensus layer
of blockchains. During consensus processing, nodes need to
validate and order the pending transactions into a new block,
which requires verifying the application-specific data encapsu-
lated within the transaction. This exposes the underlying data
to the consensus nodes, presenting privacy concerns for certain
application areas, such as healthcare, where regional privacy
regulations must be enforced and otherwise may hinder the
practicality of deploying beneficial blockchain-based systems.

A. Contributions and Organization

In this paper, we address the issue of data privacy within
the blockchain consensus layer by proposing a novel privacy-
preserving and crash fault tolerant consensus algorithm de-
signed for permissioned blockchain networks. The proposed
consensus algorithm integrates zero-knowledge proof (ZKP)
for transaction data directly into the consensus processing, en-
suring data privacy while still providing fast performance. Pre-
vious works have focused on providing privacy to blockchain
data either within the context of permissionless blockchain
networks or outside of the consensus process [5]–[7]. In
contrast to previous work, we propose P-CFT: a privacy-by-
design and crash fault tolerant consensus protocol for permis-
sioned blockchains which can provide ZKP-based privacy to
transaction data directly within the consensus layer.

The proposed consensus algorithm leverages the trust as-
sumptions within permissioned blockchain systems to provide
faster prover time while maintaining an acceptable verifier
time. Additionally, we conduct a theoretical evaluation of the
proposed consensus algorithm including its correctness proof,
crash fault tolerance and communication complexity. Using
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the Hyperledger Ursa cryptographic library, we implement the
consensus protocol and conduct extensive experimentation to
quantify and compare its performance with other state-of-the-
art zero knowledge protocols for blockchain.

The rest of the paper is organized as follows: In section
II, we discuss the related work, and also provide prelim-
inary knowledge about permissioned blockchain and zero-
knowledge proof to lay the foundation for future sections.
Section III presents the detailed consensus construction. Next,
we give the correctness proof, and analyze the crash fault
tolerance and the communication complexity in Section IV.
Then, in Section V, we implement the proposed consensus
algorithm and compare its performance with other related ap-
proaches. Lastly, we provide concluding remarks and possible
future work in Section VI.

II. RELATED WORK AND PRELIMINARIES

A. Related Work

Blockchain is a promising decentralized network technology
that eliminates the need for a central server and can offer
a high level of data immutability, integrity, security and
provenance. Consequently, blockchain technology has received
much research attention in many areas such as finance [8],
[9], healthcare [10], [11] and transportation [12]–[14] as a
platform to support new decentralized applications (dApps) in
the absence of a trusted third party. Blockchain technology
and its associated applications can extract much benefit from
a consensus algorithm which inherently preserves data privacy.

Recently, there have been some attempts to propose zero-
knowledge-proof (ZKP) protocols designed to work within ex-
isting cryptocurrency systems, in order to provide privacy for
the underlying data within blockchain transactions and smart
contracts. Zero-knowledge succinct non-interactive arguments
of knowledge (zk-SNARK) [5] was the first proposed ZKP-
based protocol to be successfully integrated into a production-
grade blockchain system, Zcash [15], and it provides privacy
for financial transactions on the PoW-based ledger. Bullet-
proofs were later released and implemented in Monero cryp-
tocurrency, enables proving that a committed value is in a
range using a logarithmic number of field and group elements
[6]. In the Ethereum blockchain [16], zero-knowledge scalable
transparent arguments of knowledge (zk-STARK) [7] is being
explored as a way to provide transaction data privacy to its
existing permissionless blockchain system. A key distinction
between zk-SNARK and zk-STARK protocols is that zk-
STARK removes the need for a trusted setup process, which
eliminates the undesirable trust assumptions inherent to the
zk-SNARK protocol.

However, the existing zero-knowledge protocols have been
designed primarily for cryptocurrency trading and decen-
tralized finance applications in permissionless blockchains,
and their rigorous security and cryptography assumptions
require significantly more complex protocol designs, which
increases computational complexity and the resulting proof
latency and size. On the other hand, permissioned blockchain
networks benefit from relaxed security assumptions due to

their properties of administrator-controlled membership and
programmable access controls, allowing for different trust
assumptions between participants. Given these differences,
permissioned blockchain applications could benefit from a
consensus protocol designed specifically with privacy in mind,
which can provide the property of privacy-by-design for
transaction data. This motivated us to research and propose
the P-CFT, which inherently preserves data privacy while also
offering crash fault tolerance property in consensus layer for
permissioned blockchain networks.

B. Permissioned Blockchain

Blockchain comes in two primary varieties: permission-
less and permissioned [17]. In the permissionless case (e.g.,
Bitcoin), membership is entirely open and anyone can join
the network and view all of the transactions. In contrast, a
permissioned blockchain is a closed membership network,
where a consortium of one or more entities will make col-
laborative decisions about membership, data access controls
and governance policies. In permissioned blockchain, anyone
who is interested in validating transactions or viewing data on
the network needs to get approval from a central authority.
This is useful for companies, banks, and institutions that
are comfortable to comply with the regulations and are very
concerned about having complete control of their data. Due
to the ability to control membership, permissioned blockchain
systems can utilize lighter-weight consensus algorithms than
their permissionless counterparts. Furthermore, programmable
access controls can be defined within permissioned blockchain
systems, providing fine-grained control for on-chain data.
These properties make permissioned blockchain technology
more attractive for certain applications, where high transaction
throughputs with low latencies are required.

C. Zero-knowledge Proof

Zero-knowledge proof (ZKP) was proposed in 1989 by
Goldwasser, Micali, and Rackoff [18]. In cryptography, a ZKP
protocol is a method by which a prover can convince a verifier
that he/she knows a secret message m, without conveying any
information, apart from the fact that the prover knows the
secret message m [19]. A ZKP of knowledge is a special case
when the statement consists only of the fact that the prover
possesses the secret information [19]. Based on the frequency
of communications between the prover and the verifier, there
are two ZKP schemes: Interactive ZKP and Non-interactive
ZKP schemes. A zero-knowledge proof must satisfy three
properties:

• Completeness: If the statement is true, the honest verifier
will be convinced of this fact by an honest prover.

• Soundness: There is no such prover that can convince
an honest verifier if he/she does not compute the results
correctly.

• Zero-knowledge: The proof of knowledge can be sim-
ulated without revealing any secret information, which
means that no verifier learns anything other than the fact
that the statement is true.



The inherent properties of ZKP can be leveraged to en-
sure data input validity for blockchain transactions without
revealing any of the sensitive information during the consensus
process.

III. CONSENSUS DESIGN

In this section, we present the detailed construction of the
proposed P-CFT consensus. By referring to Figure 1, the P-
CFT consensus includes the certificate authority and three
types of nodes, which are defined as follows:

• Certificate Authority (CA): A certificate authority certi-
fies the ownership of clients’ digital assets by issuing key
pairs. Private keys are sent to each client for generating
zero-knowledge proofs, and public keys are sent to the
primary node and replica nodes for verification purposes.

• Client Node: Client nodes are responsible for generating
zero-knowledge proofs and sending transaction requests.

• Primary Node: Primary node is a healthy leader that
is responsible for voting on transactions, building and
publishing blocks. Each consensus-reaching process has
one and only one primary node.

• Replica Node: Replica nodes are responsible for voting
on transactions and the leader’s health.

In our design, consensus nodes include both primary node
and replica nodes. As shown in Figure 2, the proposed
consensus algorithm is constituted by the following steps: the
certificate authority issues key pairs for clients and consensus
nodes; the client sends the request; the primary node forwards
the request; all consensus nodes execute Verify process; the
client receives the response that the consensus is reached.
Together, they form the core of the proposed P-CFT consensus
algorithm. Given the total number of N consensus nodes, the
consensus is technically reached when the client receives at
least (N−1)/2+1 replies from the consensus node group. The
proposed consensus process is explained in detail as follows:

P-CFT
ConsensusClient

Primary Replica 1

Replica 2 Replica 3

Certificate Authority 
Issue Private Key Issue Public Key

Fig. 1. Overview of the proposed P-CFT consensus. (Note that we give
one client node and four consensus nodes as an example here, the consensus
proposed in this paper can be extended to arbitrary number of nodes.)

Setup Request Forward Verify Finish

Client

Primary

Replica 1

Replica 2

Replica 3

CA

Fig. 2. The proposed P-CFT consensus processing.

1) Setup: Inherent to a zero-knowledge proof scheme, in
order to prevent the prover from cheating and generating
fake proofs, the verifier must know exactly what is being
proven. In this process, the certificate authority runs Algorithm
1 to issue key pairs for transaction message (e.g., digital
assets). The Setup process only needs to be carried out
once, and the certificate authority sends the setup message
< SETUP, id, sk > to the client node and sends setup
messages < SETUP ′, id, pk > to the consensus nodes. The
id is an identifier to indicate the original message m, sk
represents the private key and pk represents the public key.

Algorithm 1: KeyGen
Input : message m
Output: private key sk, public key pk

1 The certificate authority selects a random a ∈ Zp for
message m;

2 The certificate authority saves the private key as
sk = a;

3 The certificate authority computes the public key as
pk = gsk ∈ G;

4 The certificate authority returns sk and pk;

2) Request: In this process, the client runs Algorithm
2 to generate the one-time zero-knowledge proof δ based
on the original message m, and starts to send a request
< REQUEST, id, h, δ > to the system. The h represents
the hash digest of the original message m.

Algorithm 2: ProofGen
Input : message m, private key sk
Output: one-time zero-knowledge proof δ

1 The client computes a hash digest h based on
transaction message m, as h = H(m);

2 The client generates the one-time zero-knowledge
proof δ = hsk ∈ G;

3 The client returns δ;



3) Forward: In the third process, The primary node pub-
lishes a new block and broadcasts the client’s request in
messages < FORWARD, id, h, δ, v > to the other replica
nodes. The v represents the view number.

4) Verify: Replica nodes receive the forwarded messages
and verify the following: (1) The node is currently in the
view v; (2) The node does not have other Forward messages
on the same page (view v, message identifier id). In other
words, there is not another set of (h′, δ′) that shares the same
message identifier id with the set of (h, δ) in the current view
v; (3) The node runs Algorithm 3 to verify the authenticity
of the one-time zero-knowledge proof δ without accessing the
original message m. After the verification is successfully done,
replica nodes send out the corresponding verification messages
< V ERIFY, id, h, δ, v, i, r > to the other consensus nodes.
The i represents the identity of the replica node and r is a
Boolean value (true or false) that indicates its verification
result.

Algorithm 3: ProofVerify
Input : one-time zero-knowledge proof δ,

public key pk, generator g, hash digest h
Output: verification result r

1 the consensus node checks if e(δ, g) == e(h, pk) then
2 r = true ;
3 else
4 r = false ;
5 end
6 The consensus node returns r ;

5) Finish: Each consensus node needs to receive at least
(N − 1)/2 Verify messages from other consensus nodes (a
total of (N − 1)/2 + 1 including its own) and validates if
the id, h, δ, v of these verification messages are all consistent.
Then, each node commits the block for which they have the
matching Forward and at least (N−1)/2+1 Verify messages.
After the block has been successfully committed to the chain,
each node will send a Finish message to the client that a
consensus is reached on its request.

A view is the period of time that a given node is the primary.
Therefore, a view change is switching to a different primary
node. When a replica node determines that the current view
v is faulty, such as the primary node sent an invalid message
or did not produce a valid block in time, it will broadcast
a view change request for v + 1 to the other nodes in the
network. After receiving the request, the other nodes will
verify it by communicating with the current primary node. If
the primary is indeed faulty, all non-faulty nodes will broadcast
the confirmation messages for view change.

IV. DISCUSSION AND ANALYSIS

A. Correctness Proof

Proposition 1. The proposed P-CFT consensus can correctly
verify the transaction request without revealing the original
message m.

Assume that a client generates the zero-knowledge proof
δ for the message m and sends this proof δ to the primary
node through the transaction request. We prove that the proof
δ is validated by the Algorithm 3. First, the public key pk is
computed as:

pk = gsk, (1)

Then, a one-time zero-knowledge proof is generated as:

(m, sk) −→ δ = H(m)
sk

= hsk, (2)

Next, verifying the proof δ is done by checking that iff:

e(δ, g) = e(h, pk), (3)

Now, we prove the Equation 3 based on bilinear pairing
property:

e(δ, g) = e(hsk, g)

= e(h, gsk)

= e(h, pk).

(4)

Bilinear Pairing Property: Let G be a multiplicative cyclic
group of prime order p with generator g. Let e : G×G → GT

be a computable, bilinear and non-degenerate pairing into
the group GT . Then, we have e(xa, yb) = e(x, y)ab for all
x, y ∈ G and a, b ∈ Zp because G is cyclic.

B. Crash Fault Tolerance

Proposition 2. The proposed P-CFT consensus can tolerate
up to f nodes that fail for communication (f = (N − 1)/2).
In other words, P-CFT consensus can offer 1/2 crash fault
tolerance.

Crash fault tolerance is the important resiliency that the
distributed system can still correctly reach consensus if certain
nodes fail for communication. Given a total number of N
consensus nodes (N = 2f +1), each node needs to receive at
least f + 1 Verify messages from other nodes to successfully
process the Finish phase resulting in 1/2 crash fault tolerance.

C. Communication Complexity

Proposition 3. Given the total node number N including
1 primary node and n replica nodes (N = n + 1), the
communication complexity to reach consensus in the proposed
P-CFT consensus is O(N2).

The communication complexity of the proposed consensus
algorithm is in the order of O(N2) because of the peer-to-
peer and all-to-all communications from the Verify phase, as
shown in Figure 2. More specifically, in the Verify phase,
after the verification is done, each replica node sends out the
result to the other consensus nodes including the primary node,
generating a total of N ∗N messages.



TABLE I
COMPARISONS OF THE PROPOSED AND STATE-OF-THE-ART ZKP PROTOCOLS FOR BLOCKCHAIN.

ZKP Protocol Blockchain Type Blockchain Layer Non-interactive Prover Time Verifier Time
zk-SNARKs [5] Permissionless Data ✓ 2, 300ms 10ms
Bulletproofs [6] Permissionless Data ✓ 30, 000ms 1, 100ms
zk-STARKs [7] Permissionless Application ✓ 1, 600ms 16ms
Proposed P-CFT Permissioned Consensus ✓ 31ms 214ms

Fig. 3. Prototype of the zero-knowledge protocol on Hyperledger Ursa.

V. IMPLEMENTATION AND COMPARISON

A. Implementation

We developed the zero-knowledge protocol in the Rust
programming language [20] utilizing the Hyperledger Ursa
library [21] on Ubuntu 18.04 operating system with 2.8 GHz
Intel i5-8400 processor and 8GB DDR4 memory. We chose
the SHA256 algorithm [22] to generate the one-way hash
digest h for message m and the elliptic curve [23] for bilinear
pairing e. As shown in Figure 3, the prototype provides the
functionalities of instantiation, key generation, ZKP generation
and ZKP verification defined in Algorithms 1, 2 and 3. The
average running times of each phase are 57ms, 31ms and
214ms, respectively.

B. Comparison with Other ZKP Protocols

In this subsection, we compare the performance among the
proposed protocol and three state-of-the-art zero-knowledge
proof protocols which provide privacy for blockchain tech-
nology, including zk-SNARKs [5], BulletProofs [6] and zk-
STARKs [7].

The zk-SNARKs was introduced by Bitansky et al. in 2012
[24]. The first widespread application of zk-SNARKs was
in the Zerocash blockchain protocol, where zero-knowledge
cryptography provides the computational backbone by facil-
itating mathematical proofs that one party has possession of
certain information without revealing what that information is
[25]. Bulletproofs were released in 2018 and later implemented
in Monero cryptocurrency, which enables proving that a com-
mitted value is in a range using a logarithmic number of field
and group elements [6]. In 2018, the zk-STARKs protocol was
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introduced [7], offering faster prover time than zk-SNARKs
while also removing the trusted setup process.

As shown in Table I, we compare the performance of the
proposed zero-knowledge protocol with the above-mentioned
three state-of-the-art ZKP protocols. Notably, all three of the
state-of-the-art ZKP protocols have been integrated into either
the data or application layer for cryptocurrencies, while P-CFT
is designed for the consensus layer of permissioned blockchain
networks. Furthermore, non-interactive zero-knowledge proofs



refer to zero-knowledge proofs that require no interaction
between the prover and verifier. The proposed zero-knowledge
protocol is designed as a non-interactive version of zero-
knowledge proof to validate the proof only in one round.
Moreover, zk-STARKs is faster than zk-SNARKs and Bul-
letproofs at the prover level (1.6s), while the protocol is
slightly slower than zk-SNARKs at the verifier level. The
prover time is significantly decreased in the proposed zero-
knowledge protocol, generating the proof in only 31ms. P-CFT
also provides an acceptable verifier time for proof validation
in 214ms.

The performance advantage of the proposed consensus algo-
rithm becomes more apparent when we increase the number of
transactions to a larger scale. Figure 4 shows the total prover
time by varying the number of transactions. The proposed P-
CFT is able to handle 10,000 transactions in five minutes at
the prover level, which saves hundreds of minutes compared
to zk-SNARKs and zk-STARKs and thousands of minutes
compared to Bulletproofs. Figure 5 shows the total verifier
time by varying the number of transactions. The proposed
zero-knowledge protocol can verify 10,000 transactions in
35 minutes at the verifier level, which is slower than zk-
SNARKs (1.7 minutes) and zk-STARKs (2.7 minutes) but
saves hundreds of minutes compared to Bulletproofs.

VI. CONCLUSION

This paper proposes a zero-knowledge and crash fault
tolerant consensus algorithm for permissioned blockchains,
which brings privacy-by-design directly to the consensus layer.
In the theoretical analysis of the proposed P-CFT consensus,
we provide proofs for correctness, crash fault tolerance and
communication complexity. In order to evaluate the proposed
system, we developed the zero-knowledge protocol in the Rust
programming language utilizing the Hyperledger Ursa crypto-
graphic library. The results show that the proposed protocol
can provide fast proof generation time, while maintaining a
low verification time in comparison with the existing ZKP
protocols. Consequently, the results demonstrate the feasibility
of the proposed approach for providing privacy to the con-
sensus level of existing and production-grade permissioned
blockchain networks. For future work, we plan to improve
the fault tolerance level of the proposed consensus algorithm
to provide resilience against Byzantine attacks.
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