2305.16976v1 [cs.DC] 26 May 2023

arxXiv

GOC-Ledger: State-based Conflict-Free Replicated Ledger
from Grow-Only Counters

Erick Lavoie
University of Basel
erick.lavoie@unibas.ch

May 29, 2023

Abstract

Conventional blockchains use consensus algorithms that totally order updates across all
accounts, which is stronger than necessary to implement a replicated ledger. This makes
updates slower and more expensive than necessary. More recent consensus-free replicated
ledgers forego consensus algorithms, with significant increase in performance and decrease
in infrastructure costs. However, current designs are based around reliable broadcast of
update operations to all replicas which require reliable message delivery and reasoning over
operation histories to establish convergence and safety.

In this paper, we present a replicated ledger as a state-based conflict-free replicated data
type (CRDT) based on grow-only counters. This design provides two major benefits: 1) it
requires a weaker eventual transitive delivery of the latest state rather than reliable broadcast
of all update operations to all replicas; 2) eventual convergence and safety properties can
be proven easily without having to reason over operation histories: convergence comes from
the composition of grow-only counters, themselves CRDTSs, and safety properties can be
expressed over the state of counters, locally and globally. In addition, applications that
tolerate temporary negative balances require no additional mechanisms and applications
that require strictly non-negative balances can be supported by enforcing sequential updates
to the same account across replicas.

Our design is sufficient when executing on replicas that might crash and recover, as
common in deployments in which all replicas are managed by trusted entities. It may also
provide a good foundation to explore new mechanisms for tolerating adversarial replicas.

1 Introduction

Global replicated ledgers, also known as blockchains, provide the ability for untrusted parties to
exchange tokens world-wide, with Bitcoin [25] and Ethereum [7] being the most popular examples.
It has been shown that using consensus algorithms to totally order updates across all accounts in
replicated ledgers is stronger than necessary to prevent overspending [16]: sequentially ordering
updates on the same account (e.g., [13]) and even only the outgoing transactions is sufficient
(e.g., [10]). Foregoing the use of consensus algorithms drastically increases throughput and
decreases latency [10}[6]. Published consensus-free replicated ledgers [10, [6} 2, [16} [5, T3] (211 9] [T5]
are based on broadcast abstractions that require reliable delivery of account operations.

In parallel to work on replicated ledgers, Conflict-Free Replicated Data Types (CRDTs) [32]
have been proposed to simplify the design and implementation of distributed systems. CRDTs
are replicated mutable objects designed according to simple constraints to ensure convergence
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to the same state eventually, i.e., at some point in the future after updates have stopped, and
automatically, i.e. using deterministic conflict-resolution rules in the presence of concurrent
updates. The state-based declination of CRDTs [32] requires only 1) eventual transitive delivery
of the latest state rather than reliable broadcast of all update operations to all replicas, and
2) a simple merging procedure between different states. The state-based approach tolerates by
design lost, re-ordered, stale, and duplicate updates containing copies of other replicas’ state by
ensuring the possible states and operations follow a few simple constraints.

In this paper, we show that a replicated ledger can be implemented as a state-based conflict-free
data type based on the composition of grow-only counters, which we call Grow-Only-Counters-
Ledger (GOC-Ledger). The key idea is to use a separate grow-only counter for every kind of
state-updating operation, which represents the total contribution of all past similar operations
to the current balance. For example, a specific grow-only counter is used to track the total
amount ever sent from a sender account to a specific receiver account. The current balance of
an account is then computed by adding every balance-increasing counters and subtracting every
balance-reducing counters.

To the best of our knowledge, we are the first to propose this design, which provides numerous
benefits. First, as for all state-based CRDTs, it lowers the requirements on the communication
channels and connection topology between replicas. Effectively, grow-only counters act as a
summary of all previous operations of the same kind, which removes the need to reason about
and individually track previous operations. Second, eventual convergence of all account replicas
to the same balance can be simply proven by the composition of grow-only counters, that are
themselves simple state-based CRDTs. The convergence of account replica balances is guaranteed
even in the presence of overspending, which we show can only occur in the presence of concurrent
updates to the same account from multiple replicas.

As additional benefits, a GOC-Ledger might be particularly appropriate for supporting local
economic applications [24], that are characterized by repeated interactions within a community
of participants that know each other. Some local applications may tolerate temporary negative
balances, for example because existing trust between participants or reputation loss are sufficient
to incentivize maintaining a non-negative balance. For other applications in which a non-negative
balance should be maintained at all times, our design can be combined with an additional mecha-
nism that ensures all updates to the same account are ordered, similar to existing designs [10} [6].
Either case should be relatively straight-forward to implement when all replicas are managed by
a single organization or a restricted set of mutually-trusting entities.

However, our design is not sufficient by itself to operate in the presence of adversarial replicas,
as happens in peer-to-peer settings. It is still an open research question to design practical and
frugal replicated ledgers that work in those settings. We believe GOC-Ledger is a good foundation
for such explorations, and plan to use it to design the necessary mechanisms.

In the rest of this paper, we present the design of the GOC-Ledger (Section [2]), we prove its
convergence, as well as its balance safety and liveness properties (Section B]), we position it in
the context of other related work and highlight open challenges to tolerate adversarial failures
(Section []). We finally conclude with a brief summary and outline future research directions

(Section [)).



2  Grow-Only-Counters (GOC) Ledger

In this section, we present the design of a GOC-Ledger in two parts: we first present state-based
conflict-free replicated accounts (Section 1)) and then the ledger proper (Section Z2). Our
notation and conventions are explained as they are introduced and collected in Appendix [Al

2.1 Account

Account replicas track the current balance of tokens for a given owner identified by their identifier
(id). The state of an account is decomposed into multiple internal counters such that all counters
are monotonically increasing, i.e., every operation leaves counters either unchanged or larger.

Before explaining what each internal counter represents, we give an overview of account
operations. Each owner can create new tokens, if they have the capability; burn tokens they
own; and transfer some or all their tokens to other accounts, identified by different ids. We split
the transfer into two operations: the sender gives tokens to a receiver account, which immediately
decreases the balance of the sender; however, the balance of the receiver is only increased after
an explicit acknowledgement. This decomposition enables the reception of tokens to be tracked
as a separate event: this allows, for example, other replicas to check if the receiver account has
received (and accepted) the tokens[] The implementation follows easily, with each operation
modifying separate internal counter(s).

We first present the state and operations in the following section (Section 2I.T]), and the
ordering and merging operations necessary for concurrency, in the next (Section [ZT.2).

2.1.1 State and Operations

The implementation of the state and corresponding operations is listed in Algorithm [l and
We now present each operation in turn.

A replica of an account belonging to owner id is created with initialize (Alg. ). This
initializes the internal identifier A;gq to id, the number of created tokens A4 to 0, the number
of burned tokens A to 0, the dictionary of given tokens A_, to an empty dictionary, and the
dictionary of acknowledged tokens A, to an empty dictionary as well

The create operation (Alg. [I)) takes the current state of an account A and a requested
amount then returns a new state A’ Only allowed creators, i.e., those with ids within the set
of allowed identifiers C, may create new tokens[] If the owner of the account is indeed allowed
to create tokens, the creation counter is increased by amount and Aﬁr = A4 + amount. This has
the effect of increasing the balance by amount. Otherwise, the counter is unchanged (A4} = Ay)
and the balance remains the same.

The burn operation (Alg. [I)) is similar to create with an opposite effect on the balance: it
takes the current state of an account A and a requested amount to burn, then returns a new
state A’. If the balance is equal or larger than amount, the burn counter is increased by amount,
resulting in A| = Ai + amount, and the balance correspondingly decreased by the same amount

11t is possible to always automatically acknowledge the reception of tokens immediately upon reception and
not expose the acknowledgment operation to the user. However, having the operation performed explicitly also
gives the opportunity to the receiver to ignore tokens sent to them. We therefore prefer the explicit operation.

2The direction of the arrow notation suggests the corresponding direction of funds: up or down for creation or
destruction of tokens, and left or right for tokens flowing into and out of an account.

3A practical implementation may actually encapsulate the state of an account in an object and modify it in
place. We explicitly associate the different states to different variables to make the labels of the states in proofs
(Section [3) easier to relate to the implementation.

4The set of allowed creator identifiers might be distributed to replicas beforehand or derived from cryptographic
mechanisms. The design of such mechanisms is outside the scope of this paper.



Algorithm 1 Account: State Initialization and State-Changing Operations

1: Require C, the set of identifiers allowed to create tokens

2:

3: function INITIALIZER (id)

4 Aid —id

5: Ay <0 > Created amount (real positive number)
6 A <0 > Burned amount (real positive number)
7 A+~ {} > GivenTo: Dictionary of ids associated to amounts
8 A+~ {} > AckFrom: Dictionary of ids associated to amounts
9 return A

10:
11: function CREATE(A, amount)
12: if Ajq € C A amount > 0 then

13: A" + copy(A)

14: Al = Ar + amount

15: return A’

16: else

17: return A

18:

19: function BURN(A, amount)

20: if amount > 0 A balance(A) > amount then
21: A’ « copy(A)

22: Al < A + amount

23: return A’

24: else

25: return A

26:

27: function GIVETO(A, amount, id)

28: if amount > 0 Abalance(A) > amount then
29: A" + copy(A)

30: if id ¢ A_,, then

31: A’ [id] < amount

32: else

33: A’ id] + AL id]) + amount
34: return A’

35: else

36: return A

37:

38: function ACKFROM(A, B)
39: if unackedFrom(A, B) > 0 then

40: A"+ copy(A)

41: if Bijq ¢ A_, then

42: AL [Bid] «— B [Aid]

43: else

44: A:_ [Bid] — max(AH [Bid]; B_, [Ald])
45: return A’

46: else

47 return A




Algorithm 2 Account: Query Operations
1:
2: function BALANCE(A)

3: debits < A+ Y. A [id] > Keys of A written A,
idEA. .

4: credits <— A+ Y. ALJid] > Keys of A_, written A_,,
id€A,.

5: return debits — credits

6:

7: function UNACKEDFROM(A, B)
8: if Ajq € B_,. AN Bjg € A_., then

9: return B_,4,, — A By
10: else if Ajq € B_., then
11: return B_; 4,

12: else
13: return 0

resulting in a non-negative balance. Otherwise, Ai = A; and the balance is unchanged. In
contrast to create, any account is allowed to burn tokens[]

The giveTo operation (Alg.[I)) sends amount tokens from account A to the recipient account
associated to id, resulting in a new state A’. The account state tracks the total amount ever
sent to id using the dictionary A_,, using id as a key to access the associated monotonic counter,
written A, [id]. This counter is only increased if the local balance is higher or equal than the
amount sent, resulting in a non-negative balance for A’.

Burn and giveTo are the only two operations on accounts that may decrease the balance. As
we prove later by simple induction (Section B.5.T), it is sufficient to sequentially order all account
operations, potentially across replicas, to guarantee that the balance for that account will always
be non-negative. A contrario, as we also discuss next (Section 2.I.2), concurrent updates to the
same account in different replicas may eventually result in a negative balance, even if the balance
resulting from individual operations was always non-negative.

The ackFrom operation (Alg. [[) acknowledges the reception of tokens from account B on
account A. If there are unacknowledged tokens that B sent to A, then A’s counter A, [Bial,
which tracks the total amount ever acknowledged by A from B, is increased by the number
of unacknowledged tokens, with a corresponding increase the balance of A’. If A had never
acknowledged tokens from B before, the new counter value A’ [Biq] is simply the total amount
ever sent by B to A up to that point, written B_,[A;jq]. Otherwise, if A had already acknowledged
tokens from B, the new counter value A’ [Biq] is the maximum of the previous value A, [Bid]
and B_,[A;q]. This definition correctly handles acknowledging with a stale state B~! because the
corresponding counter B5!'[A;q] would be equal or smaller than the counter in the most recent
state of B, B_,[A;q], and therefore A would not be updated[S.

As follows from the previous explanations, the balance of an account A (Alg. [2)) is the sum
of counters that increase the balance (debits) subtracted by the sum of counters that decrease it

5Restricting burning tokens to a set of identifiers would also be possible. However, the restriction would not
be effective unless transfer operations were also restricted to only valid addresses because giving to an invalid or
unused address effectively makes the tokens unavailable, similar to burning. Restricting transfers to only valid
addresses would require tracking the set of valid accounts and most likely synchronization with highly-available
replicas. We therefore take the simpler and more open approach of allowing any account to burn tokens.

6Tt could also be useful to check that the balance of B was non-negative prior to updating the state of A: this
would limit the propagation of overspent tokens by H1. Checking for a non-negative balance from B is however
superfluous if the application is actually intended to handle negative balances (Section 5]



(credits). The balance operation does not modify the state of the account. The debits are the
sum of created tokens and the sum of the tokens acknowledged from other accounts. The credits
are the sum of tokens burnt and given to other accounts.

The last operation, unackedFrom (Alg. 2]) returns the number of tokens sent from account B
that have not yet been acknowledged by account A. It does not modify the state of A nor B.
This is implemented by subtracting the tokens acknowledged by A from B, from the tokens sent
by B to A. If the result is greater than zero, there are unacknowledged tokens.

2.1.2 Comparing and Merging Concurrent States

We now augment our previous account definition with one relation and one operation to enable
comparing states and merging concurrently modified states. The augmented definition forms
a monotonic join semi-lattice, which informally, is a mathematical structure that combines an
ordering between states with constraints on operations that captures the notion of progress
without having to explicitly reason about time and ordering between different operations. We
now present its different components.

The relation <a (Alg. B)) establishes an ordering between states of the same account, i.e.,
account states with the same id. The operations of the previous section (Alg. [l and [2) have
been carefully designed to be monotonic, i.e. they either do not modify the state of an account,
or result in a new state A’ larger than the previous state A according to <. Because of the
monotonicity of the operations, if A <4 A’ then A has happened before A’ and therefore A’ also
contains all the updates that led to A. This ordering is however partial: i.e. if neither A <4 A’
nor A’ <g A, then neither A or A’ has happened before the other and both are therefore the
result of concurrent updates. The relation A <z A’ is implemented as follows: it is true if and
only if the set of identifiers for given and acknowledged tokens of A are subsets of those of A’ and
every counter of A are smaller or equal to the corresponding counters in A’. Note that counters
in A’ not present in A have no effect, because they would be the result of operations that have
happened after A.

The account merge operation, Ls, (Alg. [B) is also a monotonic operation that combines
different states for the same account, possibly resulting from concurrent operations. It computes
the smallest state A” from any two states A and A’, such that A” is equivalent to having applied
the operations that led to both A and A’. In mathematical terms, A" is the least upper bound
of both A and A’ according to <4. Because it is a least upper bound, merging two states A and
A’ such that A has happened before A’, i.e. A <z A’, results in a new state A” = A’. This
property allows merging with duplicate and out-of-order previous states without impacting the
result. Moreover, because a later merged state implicitly contains the updates that led to previous
states across replicas, the convergence of all replicas to the same state only requires the latest state
of all replicas to have been propagated to other replicas transitively, i.e. through intermediate
replicas. This requires less messages and better tolerates lost messages than operation-based
approaches, which require explicit broadcast of every operation to all replicas [32]. The merge
operation is implemented by merging all counters from both states and taking the maximum
value of those that are present on both states[d

8A <y A" and A #£ A’

9This implementation is not strictly equivalent to merging all operations that have happened across replicas
because taking the maximum value of two resulting counter is not equivalent to the sum of increments from their
previous common state: i.e. if ¢ =z 4 ¢ and ¢/ = y + ¢, maz(c’,"”) is equal to ¢ + = + y only if = or y is
0. In effect, the merge effectively considers two concurrent increments as having a shared component that is not
duplicated even if done concurrently. This subtle distinction is what enables not having to reason about ordering
between operation updates. Concurrent operations on different counters are however equivalent to merging all
operations.



Algorithm 3 Account: Ordering and Merging

1: function <z (A4, A’) > Compare, call written in infix notation, e.g., A <5 A’
2 created <— Ay < Aﬁr
3: burned < A < A/l

4: given<— A, CA AN N ALid] < AL id] > Keys of A_, written A_,,
ideA_, .

5: acked < A CA_ N N A_lid] < A_[id]
ideA, .

6: return Ajq = Al A created A burned A given A acked

7

8: function L (A, A") > Merge, call written in infix notation, e.g., A Liy A’

9: if Ajq # A4 then error

10:

11: A" + initialize(Aq)

12: Al « max(As, A%)
13: Al « max(A}, A))

14:

15: R+ A, UA,, > Receiver ids
16: for id in R do

17: ifide A, Nid e A”,, then

18: A" [id] + max(A_[id], A", [id])

19: else if id € A_,, then

20: A" [id] + AL id]

21: else

22: A" [id] + A", [id]

23:

24: S+ A UAL, > Sender ids
25: for id in S do

26: if ide A Nid € A_, then

27: Al [id] + max(A[id], A)_[id])

28: else if id € A_, then

29: Al [id] + A_[id]

30: else

31: A [id] + A'_[id]

32:

33: return A”




The state and monotonic operations of Section ZT.1] augmented with the partial ordering
induced by relation <4 and the account merge operation L is a Conflict-Free Replicated Data
Type [32] (with proof in Section B:3]) because all replicas are guaranteed to converge to the
same state eventually. However, concurrent updates may result in a negative balance: e.g., two
concurrent burn and give operations may have a sufficient balance to complete independentl
and concurrently but the combined net previous balance may not be sufficient to cover both
That being said, only concurrent updates may result in a negative balance: if all updates are
sequential, the pre-condition on crediting operations (Alg.[d] line 20land [28)) prevents the balance
from going negative (see proof in Section B5.T]).

2.1.3 Negative Balance Condition

While not necessary to define a state-based CRDT, we define an additional operation My (Alg. M)
that is the symmetrical opposite of the merge operation: i.e., the greatest lower bound of two
account states. This definition completes the semi-lattice formed by the <4 relation and the
Lia operation into a complete lattice. Informally, A” = A My A’ computes the resulting state
A" from the largest set of updates that led to both A and A’. It is implemented by keeping the
minimum value of counters that are present in both states.

Algorithm 4 Account: Greatest Lower Bound

function My (A, A") > Call written in infix notation, e.g., Ay A’
if Ajq # A4 then error

1:

2

3

4: A" + initialize(Aq)
5: A%’ — min(AT, A%)

6 Al «min(A}, A))

7

8

9

foridin A, NA’,, do > Receiver ids
A" [id] < min(A_ [id], A", [id])

: for idin A, NA,_, do > Sender ids
10: Al [id] < min(A.[id], A|_[id])

11: return A"

We use My to establish the precise conditions under which merging two account states with
non-negative balances may result in a new state with a negative balance. Informally, there must
have been more credits issued than debits received from the non-overlapping updates implicitly
contained in A and A’, as well as not enough reserves to cover the difference. Formally, the
balance of the merge result of A and A’, i.e., balance(ALlsy A’), will be negative if and only if
the sum of differences in credits between A and A’ is larger than the sum of differences in debits
between A and A’, and balance(A Mg A’) was sufficiently low (see proof in Section [B.5.2):

balance(Ally A') <0< A+ A, > A+ AL +balance(Aly A) (1)

This completes our presentation of a single account CRDT. The next section explains how
to combine multiple accounts.

10 As follows from the previous note, if there were no transfers, concurrent burns would never result in a negative
balance because only the largest burnt amount, which was locally valid, would be retained instead of the sum of
all burnt amounts.



2.2 Ledger

Ledger replicas track the most up-to-date state of a set of accounts. They are essentially imple-
mented as a grow-only dictionary of account replicas (Alg. [), so the implementation of state
and operations is straight-forward.

Algorithm 5 Ledger

1: function INITIALIZE

2: L+ {} > Dictionary of id — accounts
3: return L

4:

5: function ADD(L, A)

6: L' « copy(L) > Deep copy
7 if Ajq ¢ L, then

8: L [Aid] — A

9: else
10: L [Aid] — L[Aid] g A > L4 definition in Alg
11: return L’/
12:
13: function <y (L, L)
14: return L, C L/ A /\idGL* L[id) < L'[id)] > <4 definition in Alg. B3]
15:

16: function Ug (L, L)

17: L” + initialize()

18: I+ L,UL,

19: for id in I do
20: if id € L, Nid € L, then
21 L"[id) « L[id) U L'[id] > L4 definition in Alg. [
22: else if id € L, then
23: L"[id] + Llid]
24: else
25: L"[id] + L'[id]
26: return L”
27:
28: function BALANCES(L)
29: return { (id,balance(L[id])) for id in L, } > L, returns the set of ids in L

The initialize operation creates a new dictionary L representing the ledger. The balances
operation returns the balance of account replicas stored in L, in a new dictionary also indexed
by account identifiers.

The add operation adds a new account replica in L, returning a new dictionary L. If account
A is not already present in L, it creates a new entry with a key corresponding to A’s identifier
and the state of A as a value. Otherwise, it merges the state of account A with the state of the
stored replica in L with the same identifier, updating the ledger in the process.

The compare relation for ledger states L, and L/, written L <y L’, returns true if the state
of L is smaller or equal than the state of L’. It does not modify the state of either L or L’. The
comparison is true if and only if L’s keys are a subset of keys in L’ and every account associated
to the keys (ids) in L is smaller than the same account in L', using the compare relation for
accounts (<4).



The merge operation between ledger states L and L', written L” = L Ug L/, returns a new
ledger state L” that is the smallest state according to <y that is also larger than both L and
L’. Tt is implemented by taking 1) the union of all keys (identifiers) on both L and L’ and
2) associating each keys to the most up-to-date corresponding account state. The second is
implemented with the merge operation on accounts (U4, Alg. B)) if the account is present in both
states, otherwise it takes the state of the account either in L or L/, whichever is present.

This ledger design is also a Conflict-Free Replicated Data Type (see proof in Section [3.3.2)
because all replicas are guaranteed to converge to the same state eventually. To the exception
of the possibility that accounts may have negative balance, there is no additional issue related
to concurrency: any concurrent account updates will result in a correct ledger. We outline the
exact safety and liveness conditions on balances next in Section [24] after a brief discussion on
compatible system models.

2.3 Compatible System Models

The design we presented is compatible with crash recoveries []], as long as replicas eventually
recover and stay available long enough to exchange the latest state information. In case a replica
crashes and never recovers, only the latest operations that could not be replicated prior to the
crash will be lost.

Our design is however not compatible with adversarial replicas because the latter could allow
accounts that are not part of the creator set to create an arbitrary number of tokens, as well as
transfer arbitrary amounts of tokens to other accounts regardless of their local balance.

2.4 Safety and Liveness Properties of Account Balances

We now outline the balance safety and liveness conditions of our design.

Given a set A of the largest state of every account (differentiated by id) across replicas and a
set C C A of accounts allowed to create tokens, the tokens circulating between accounts with non-
negative balances either were created or were overspent but not burnt. Formally, the following
equality always hold and is therefore a safety property of the design (see proof in Section B.5.3):

Z balance(4) < Z Cy — Z A+ Z —balance(A) (2)

AcA>0 cecC AcA A€ A<O

For deployments in which negative balances are ruled out by design, e.g., if concurrent op-
erations on the same account are not possible, then the inequality simply says that tokens in
circulation were created but not burnt.

A slight variation replacing A by a ledger L such that values(L) C A, locally holds as long
as L is a transitive closure over all accounts, i.e., as long as all accounts that sent tokens that
were acknowledged by accounts in L are also in L. Formally, the inequality is true if values(L)
contains all accounts that are referred by id in A . for every account A in values(L):

values(L) ={A € A:3JA € values(L) AN Ajq € A_,} =
> balance(4) < > C;y — > A+ > —balance(A)

A€values(L)=0 cecC A€values(L) Aé€values(L)<0

This is the case because whatever the state of sender accounts, they cannot influence the
balance of other accounts unless the tokens they sent were first acknowledged. If L is not a
transitive closure of accounts, the inequality may or may not hold: e.g., if A contains only two

10



accounts A and C' with different ids such that C' € C, A ¢ C, values(L) = {A}, and C has given
tokens to A, then it does not hold.

The inequality still holds for account states in the ledger that are not the latest among all
replicas, as long as the state of every sender accounts S in L is greater or equal than they were
at the time the receiver account R acknowledged receiving the token. This is true if and only
if R [Sia] < S_[Ria]. This is always the case in concurrent execution in which all operations
we presented for ledgers and accounts terminate but may not hold after a partial replication, as
would happen if the merge operation between two ledger states were interrupted.

Finally, all the previous inequalities are eventually turned into strict equalities if every receiver
account eventually acknowledges the tokens that were sent (see proof in Section B54). Using
an inequality as a safety property, instead of enforcing the equality after each update, allows an
eventually consistent implementation of a ledger.

This completes the presentation of the Grow-Only Counters Ledger (GOC-Ledger). The
design should be compatible with any eventually-consistent replicated database, such as Secure-
Scuttlebutt [18]. The properties we claimed for the design are supported with proofs in the next
section. The system costs of core operations and required supporting mechanisms, which would
depend on the deployment environment, have not yet been characterized: they will be covered
in future work. We would happy to hear about any

3 Proofs

In this section, we prove the properties discussed informally in Section To make the proofs
more accessible to practitioners and non-mathematicians, we follow the structured proof approach
suggested by Lamport [22].

3.1 Definitions

We first make the semantics of algorithms more precise with the following definitions:

. R* is the set of real positive numbers, including zero.

. I'is the set of all possible identifiers.

. C C 1 is the set of identifiers allowed to create tokens.

. D is the set of all possible grow-only dictionaries of grow-only counters indexed by identifiers,
i.e., D is the power set of the cartesian product of I and R (D = P(IxR)), with the additional
constraint that for any D € D and any (id,r) such that id € I and r € R, id appears in at
most one tuple in D.

5. D<p D' & D,.CD,AN A Dlid] < D'[id]

ideD,
6. A is the set of all possible account states, i.e., A is the cartesian product I x R™ x RT x D x DD,
such that (Aida AT’ Ai’ A, A<_) € A.

7. IL is the set of all possible ledger states, i.e. the power set of the cartesian product of I and

A (. = P(I x A)) with the additional constraints that for any L € IL and any (id, A) € L

id = Ajq and id appears in at most one tuple in L.

=W N

3.2 Lemmas

In this section, we prove one lemma that is used later to simplify a proof.
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3.2.1 The composition of least upper bounds is a least upper bound.

AssuME: 1. A and B are sets
2. Binary relations <z and <p define semi-lattices $4 and 3
3. Equality = relationship exists for A and B
4. Binary operators o and 8 compute least upper bounds, respectively in 54 and $p
DEFINE: 1. a<Aa’d§a§A\/\a7éa’ andb<]Bb’d£fa§]B/\b7éb’
2. C = A x B, i.e., the cartesian product of A and B such that C € C = (C =
(a,b)) N\ae ANbeB

.C1C < (a,b) T (,b) def (aaad,bpd)

ProvE: C” = C 7 C' is the least upper bound of C' and C’ in $¢
(H1. C < C”
1. ¢"=C71C" =(a,b) 7 (V) =(axad,bpb)=(a",b")
By definition.
(2)2. a <p (@ ad)=a"
By assumption on « and the definition of least upper bound.
(2)3. b<p (bBYV)=V"
By assumption on 8 and the definition of least upper bound.
(2)4. Q.E.D.
By (2)2 and (2)3 and definition.
(H2. C" < C”
Idem (1)1 by replacing C for C".
(1)3. 3C" € C:C <c C" NC' <c C" NC" < C"
(2)1. ASSUME: 1l.a € A
2.4 €A
3.d"=aad
PrOVE: fa” € A:a<sgd” ANd <sgad”" Na" <a a”
PROOF: By assumption, because a computes a least upper bound.
(2)2. AssuME: 1.be B
2.0/ eB
3.0 =08V
PrROVE: PV €B:b<p V" Ab <pb” AV <p b"
PROOF: By assumption, because S computes a least upper bound.
(2)3. Q.E.D.
By the conjunction of (2)1 and (2)2, associativity of A and definitions.
(1)d. Q.E.D.
By the conjunction of (1)1, (1)2, and (1)3, which is the definition of a least upper bound.

3. C<¢c C' & (a,b) <¢ (/,V) = a<pa A b<pb which defines a semi-lattice $¢
4.C=C"<(a,b)=(a", V) L a=d Ab=V

5.C<cC' ¥ C<cC'AC£C

6

3.3 Convergence

To establish the convergence of both accounts and ledger, we need to establish that their states
form a monotonic semi-lattice [32], which involves three propositions: First, that all possible
states can be organized in a semi-lattice $ ordered by <. This is a requisite for the next two
properties. Second, that merging two states computes their Least Upper Bound (LUB) in $.
This ensures that the merge is commutative, associative, and idempotent, providing safety, i.e.,
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that replicas will agree on the final state regardless of ordering, delays, or duplication of merge
operations. Third, that all operations modify the state .S of a replica such that the new state
S’ is either equal or larger than the previous state S in $ (monotonicity). This ensures all state
changes will be eventually reflected in the new state of all replicas, either because the same
update(s) will have concurrently been applied or because the new state will be the result of a
merge. Assuming an underlying communication medium that ensures new states to be eventually
delivered to other replicas, the three propositions combined ensure both liveness and safety: all
state changes are going to be replicated on all replicas and all replicas will agree on the final
state automatically, i.e. strong eventual consistency [32].

Because an account state is the composition of grow-only counters (A4 and A}) and grow-
only dictionaries of grow-only counters [23] (A~ and A_,), and the ledger state is a grow-only
dictionary of accounts, the convergence proofs are straight-forward. We first prove that account
replicas converge, then prove that ledgers converge as well.

3.3.1 Account

PROVE: The Account design listed in Alg.[[l 2l and B]is a state-based (convergent) CRDT.
PROOF SKETCH: An account is the composition of state-based grow-only counters and grow-only
dictionaries of grow-only counters. The three properties of ordering, least upper bound, and mono-
tonicity that are sufficient to define a state-based CRDT are the conjunction of corresponding
properties on grow-only counters and grow-only dictionaries of grow-only counters.

(1)1. Ordering: Ordering A by <a (Alg. B) forms a semi-lattice $4.
PROOF SKETCH: <y is the conjunction of the C and < relationships, respectively forming
partial orders on sets of identifiers in dictionaries in D and real positive numbers R that
compose the possible states. Specifically:
1. < creates partial orders on A; and A4 counters (created and burned booleans).
2. conjunction of C on dictionary keys and < on dictionary values creates partial orders on
A_, and A, dictionaries, (given and acked booleans).
3. The conjunction of created, burned, given, and acked is also a partial order.
Detailed proofs have already been published for grow-only counters of natural numbers, grow-
only dictionaries of grow-only counters, and the conjunction of partial orders [23]. Those proofs
apply directly to this proposition by replacing natural numbers by real numbers and adding a
conjunction of dictionaries and grow-only counters.
(1)2. Least Upper Bound:
ASSUME: 1. Ae A, A e A
2. Ajq = Ay
ProveE: A” = AUy A’ is the LUB of A and A’ in Sa.
(2)1. Al = max(As, A}) is the least upper bound of Ay and A} in the semi-lattice of real
numbers Sg+ formed by <. Idem for A} =max(A, A]) in Sg+.
Same proof as in Annex of [23], but on real numbers instead.
(2)2. Al is the least upper bound of A, and A’_ in the semi-lattice of dictionaries $p formed
by <p. Idem for A”, in $p formed by <p.
Same proof as for dictionaries in Annex of [23]: their compare method on dictionaries is
defined similarly as the given and acked conditions of <z in Alg.[3l
(2)3. Q.E.D.
By (2)1 and (2)2 and LUB composition lemma of Section B.2.11
(1)3. Monotonicity: All operations that may generate a new state, when applied on account
state A and any possible arguments, result in a new account state either equal or larger
than A in $4 according to <y.
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(2)1. CASE: A = Initialize(id)
Initializes a new A but not from an existing state, so monotonicity does not apply.
(2)2. CASE: A’ = create(A, amount)
(3)1. CASE: Ajq € C A amount > 0
A} = At + amount > A4 and all others properties of A" are equal to those of A, therefore
A <A A
(3)2. CASE: Ajq ¢ CV amount <0
A=A
(2)3. CaAsE: A’ = burn(A, amount)
(3)1. CASE: amount > 0 Abalance(A) > amount
A = A + amount > A and all others properties of A" are equal to those of A, therefore
A <A A
(3)2. CASE: amount < 0V balance(A) < amount
A=A
(2)4. CAsE: A’ = giveTo(A, amount, id)
(3)1. CASE: amount > 0 Abalance(A) > amount
(4)1. CASE: id ¢ A_,[id]
A, U{id} = AL, therefore A_,, C A”,,. All other properties of A" are equal to those
of A, therefore A <4 A’.
(4)2. CASE: id € AL [id]
A_[id] + amount = A’ [id] therefore A_,[id] < A’,[id]. All others properties of A" are
equal to those of A, therefore A <4 A'.
(3)2. CASE: amount < 0V balance(A) < amount
A=A
(2)5. CASE: A’ = ackFrom(A4, B)
<3>1. CASE: Ajq € B_,,
<4>1 CASE: Bid ¢ Ae*
A U{Bja} = A, therefore A, C A,_,. All other properties of A" are equal to
those of A, therefore A <5 A'.
<4>2. CASE: Bjg € A,
A'_[Biq] = max(A.[Bidl], B[Aia]) therefore A [Biq] < A [Bia]. All others proper-
ties of A’ are equal to those of A, therefore A <z A’.
<3>2 CASE: Aid ¢ B_,.
A=A
(2)6. CASE: b =balance(A4)
Does not modify the state of A.
(2)7. CASE: b = unackedFrom(4, B)
Does not modify the state of A.
(2)8. CASE: b=A <y A
Does not modify the state of A or A’.
(2)9. CASE: A” = Ay A
A<y A" NA' <z A” because Ly computes a LUB in $4.
(1)4. Q.E.D.
By the conjunction of (1)1, (1)2, (1)3 which is the definition of a state-based CRDT.

3.3.2 Ledger

PROVE: The ledger of Algorithm [l is a state-based (convergent) conflict-free replicated data
type.
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PROOF SkETCH: The ledger is a grow-only dictionary of accounts, that are themselves state-
based CRDTs.
ProoOF:
(1)1. Ordering: Ordering IL by <p, (Alg. [ forms a semi-lattice $r..
PRrROOF SKETCH: The ordering of IL is the conjunction the C partial order on sets of identifiers
that serve as dictionary keys, and <a on account states that serve as dictionary values. The
proof is similar as for grow-only dictionaries of grow-only counters [23].
(1)2. Least Upper Bound:
AssuMmE: 1. Le L, L' € IL
ProvE: L” =L Uy L' is the LUB of L and L' in $y..
(2)1. L <y, L”
(3)1. L, C LY
L.C(L.ULY) =LY
(3)2. Viger, L[id] < L"[id]
(4)1. CASE: id€ L, Nide L,
L[id) <a L[id| Ug L'[id) = L"[id]
(4)2. CASE: ide€ L, Nid¢ L,
L[id] = L"[id]
(3)3. Q.E.D.
<1, is the conjunction of (3)1 and (3)2.
(2)2. L' <y L”
Idem (2)1 on L’ instead of L.
(2)3. AL € L: L<y L' AL <p L' ANL" <y L"
PROOF SkKETCH: We show that both of the only two possible conditions which individually
could make the proposition false are not possible, therefore the proposition is always true.
(3)1. Tt is not possible for L, C LY AL, C LY ALY C LY.
L} = L, UL, is the least upper-bound of L, and L in Sp() ordered by C because U
computes the least upper bound on sets of identifiers (see [23]).
(3)2. AssuME: LY C L (otherwise it is not possible for L' <y, L")
PROVE: Vigery, it is not possible for L"[id] <x L"[id) and L[id] <x L"[id] (if
id € L) and L'[id] <a L"[id] (if id € L)
(4)1. CASE: ide€ L, Nid¢ L,
L"[id] = Llid]
(4)2. CASE: id ¢ L. Nide L,
L"[id) = L'[id)
(4)3. CASE: id€ L, Nide L,
L"[id] = Llid] Uy L'[id] = LUB(L[id], L'[id])
(4)4. Q.E.D.
Either L"[id] is a least upper bound of L[id] or L"[id], or is equal to one or the other,
therefore it is not possible.
(3)3. Q.E.D.
(3)1 and (3)2 are the only two possible conditions which individually could make the
proposition false, and they are are not possible, therefore the proposition is always true.
(2)4. Q.E.D.
The conjunction of (2)1, (2)2, (2)3 is the definition of a least upper bound.
(1)3. Monotonicity: All operations that may generate a new state, when applied on ledger
state L and any possible arguments, result in a new ledger state either equal or larger than
L in Sy, according to <r..
(2)1. CASE: L = initialize()
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Initializes a new L but not from an existing state so monotonicity need not apply.
(2)2. Case: L' = add(L, A)
<3>1. CASE: Ajq ¢ L,
L. C L. U{Aja} = L, and all dictionary values of L are equal to those of L’.
<3>2. CASE: A;q € L.
L, =L, L[Ajq] <a (L[Aja] Ua A) = L'[A;q], and all other properties of L’ are equal to
those of L.
(2)3. CASE: b=L <, I/
Does not return a new ledger state so monotonicity need not apply.
(2)4. Case: L" =Luy L’
By definition because L” is a least upper bound ((1)2).
(2)5. CASE: B = balances(L)
Does not return a new ledger state so monotonicity need not apply.
(1)d. Q.E.D.
By the conjunction of (1)1, (1)2, (1)3 which is the definition of a state-based CRDT.

3.4 Greatest Lower-Bound on Accounts

ASSUME: 1. A€ A
2.4 €A
3. Aja = Aly
PROVE: Greatest Lower Bound: A” = ANy A’ (Algorithm M) is the greatest lower bound
of A and A’ in Sy.
PROOF SKETCH: The minimum function computes the greatest lower bound on numbers. The
intersection (N) computes the greatest lower bound on sets of identifiers. The composition of
greatest lower bounds is also a greatest lower bound on the cartesian products of domains (proof
is similar to that for lowest upper bound of Section B.2.1]). N4 is a composition of min on grow-
only counters an N on sets of identifiers, therefore it also computes an greatest lower bound.

PRrROOF: Alternatively a direct proof, using the definition of greatest lower bound:
()1, A" <4 A
<2>1 AZ = min(Ai,Ai) S A¢
A’T' = min(Ay, A/T) < Ap
(2)2. A7, =A . NnA_, CA_.
(2)3. ASSUME: id € A Nid € Al_,
A7 [id) = min(A._[id), A'_[id]) < A._id]
ASSUME: id € A, Nide A",
o) A" [id] = min(A_,[id], A", [id]) < A_,[id)
2)4. Q.E.D.
The five required conditions for <4 to be true (Alg. B]) are satisfied by the followings:
1. By assumption A;q = Ajg;
2. (created) By (2)1;
3. (burned) By (2)1;
4. (given) By (2)2 and (2)3 for all id € A”,,,
because A”,, = A, NA",,;
5. (acked) Idem but on A7 ,.
(1)2. A" <p A’
Idem (1)1 but on A’ instead of A.
(1)3. A" € At A" <y ANA" <y AVNAT <4 A

the required assumption on (2)3 all satisfied
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Assume by contradiction that such a A"’ exists. Therefore one or multiple of these conditions

should be true (taken from Alg. [l and removing the equality case):

. AI/ < A/I/

Aj} A;r//

WS
—x —x*

Nide AL, 2 Al [id] < A [id]

LA, C AT,

Vide A”,, - AY [id] < A" [id]
However, for every number comparison (<) a larger value is not smaller than the corresponding
values of A and A’ because it is larger than either or both. Similarly, for set comparisons (C) a
larger subset is smaller than the corresponding identifiers sets of A and A’ because it is larger
than either or both.
Since none of the conditions above can be true, such a A" does not exist.

(1)d. Q.E.D.
The conjunction of (1)1, (1)2, and (1)3 is the definition of a greatest lower bound.

o UL W N

3.5 Balance

In this section we present proofs related to the balance of accounts.

3.5.1 Sequences of Account Operations Maintain a Non-Negative Balance

AssuMmE: 1. A,Be€ A
2. balance(A) >0
3.xeR
4. idel
5. C is the set of identifiers allowed to create tokens
PROVE: For any sequence of operations on A resulting in a new state A’, balance(A’) > 0.

PROOF SKETCH: By induction. For every case that modifies the state of A, we list the properties
that have changed between the original state of an account, and its following states (marked with
"), that influence the balance computation. Every non-listed properties stays the same.
Proor:
(1)1. CASE: A’ = create(4,z)
<2>1. CASE: AigeCAz >0
1. A{T = AT +x
2. balance(A’) = balance(A4) +z > 0
<2>2 CASE: Aid ¢ Cvz<O0
1. A’T = A4
2. balance(A’) =balance(4) >0
(1)2. CASE: A’ =burn(A4,z)
(2)1. CASE: z > 0 Abalance(A) >z
1. Ai =A 4z
2. balance(A’) = balance(A) —x >0
(2)2. CASE: 2 <0V balance(A) <z
L A=A
2. balance(A’) =balance(4) >0
(1)3. CASE: A’ = giveTo(A,x, id)
(2)1. CASE: = > 0 Abalance(A) >z
(3)1. CASE: id ¢ A_,,
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1. AL, = A, U{id}
2. A id ==z
3. balance(A’) = balance(4) —x >0
(3)2. CASE: id € A,
1. AL [id) = AL id) + x
2. balance(A’) = balance(A) —z >0
(2)2. CASE: <0V balance(A) <z
1A = A,
2. balance(A’) =balance(4) >0
(1)4. CASE: A’ = ackFrom(A4, B)
(2)1. CASE: Ajq € B_,. Abalance(B) >0
<3>1 CASE: Big Q_f AH*
1AL, = A, U {id}
2. A'_[id] = B [Aid]
3. balance(A’) = balance(A) + B_,[Aia] > 0, because only giveTo may have modified
B_,[A;4] and only by increasing by a positive number.
<3>2. CASE: Bjq € A,
1. A [id] = max(A[id], B_[Aid])
2. balance(A’) = balance(A) +max(A, [id], B [Aia]) > 0, for the same reason as above.
(2)2. CASE: Aijq ¢ B_,. Vbalance(B) <0
1.A=A
2. balance(A’) = balance(4) >0
(1)5. Q.E.D.
Since (1)1, (1)2, (1)3, and (1)4 maintain a non-negative balance for any possible inputs, any
sequence of those operations also maintains a non-negative balance.

3.5.2 Merging Non-negative Accounts May Result in a Negative Balance

It is somewhat obvious that if there is no restriction, giving the same tokens to different recipients
(concurrently) may lead to a negative balance after merging the resulting states. However, it
was not completely obvious how to precisely formulate this intuition in a state-based model.

The first insight was to look at the difference between credits and debits in both states, which
is expressed as A below. However, this was not sufficient because the final negative condition on
the balance depends on another previous state: if the balance in the previous state is sufficiently
high, even if more credits are made than debits received, the final balance would still be positive.

The second and missing insight was that none of the states being compared can be used as
the previous state: instead, one must extract the common part with the Mg operator, which
intuitively represents the longuest ”overlapping” or common operations that led to both. This
concepts covers both the largest state that actually happened before both A and A’ as well
as similar operations that happened independently on both A and A’ that led to similar state
changes. For example, consider the following execution: two replicas of the same account (same
id) are initialized independently. Then 10 tokens are created on both independently, without
merging after. Then on one replica 6 tokens are given to Bob resulting in A and on the other
replica 5 tokens are given to Alice resulting in A’. Even though the replicas never merged, there
is still a shared part in the state which is A My A’ with the creation counter with a value of 10
tokens.

The power, but also the difficulty, in this formulation is that it abstract multiple kinds of
histories that may lead to the same state. But it also connects to our regular intuition when
ATy A’ has a balance of 0, as is the case in the initial state: then the balance of the merged
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states will be negative if and only if there has been more credits issued than debits received. The
proof itself follows easily from the two insights.
DEFINE: 1. A € A : balance(A) >0

2. A’ € A :balance(4’) >0
def

3.A; = |A - A
LALE Y |ALfd - ALLd + Y ALfid+ Y ALfid)
ideA . NAL,, id€A\AL,, id€A, \A_,.
5. Ar | Ay — A
6.A_Y S JAL[d - ALlid]+ Y Allid+ Y AlL[id]
ideANA!_, idEA AL, id€A_ \Ac .
ASSUME: Ajq = Aj4
PROVE: balance(Aly A') <0< A+ A > Ay + A +balance(AMNy A')
Proor skETCH: The key idea is that the maximum between two counters is equal to the min
of the two plus their absolute difference and the rest follows from algebric manipulations.
Proor:
(1)1. balance(AlUs A’) =balance(AMy A )+ A+ AL —A  — A,
(2)1. AssuME: 1. z,2’ € R
PROVE: max(z,2’) =min(z,2') + |z — 2/
(3)1. CAsE: z > a’
1. z =min(x,2’) + |z — 2|
By assumption, therefore max(z,z) = x.
D2, x=a" + |z — 2|
By assumption, therefore min(z,z)" = 2/
(4)3. Q.E.D.
Because © — 2’ = |z — 2| and z — 2’ > 0.
(3)2. CaSE: z < a’
MH1. 2/ =min(z,2’) + |z — 2/
By assumption, therefore max(z,z)" = z’.
2. ¢ =z + |z — 2
By assumption, therefore min(z,z)" = .
(4)3. Q.E.D.
Because 2’ —x = |z — 2| and 2/ — x > 0.
(3)3. CASE: = =1
By replacing everything with z: = = z + |z — z|.
(3)4. Q.E.D.
No other cases and true for all of them.
(2)2. 1. max(As, A}) = min(A4, A}) + |Ar — Af
2. max(A}, A)) =min(A}, A)) + A, — A
By replacing x respectively with A4+ and A, in (2)1.
(2)3. AssUME: 1.id € A Nid e A,
PrROVE: 1. max(A.[id], A,_[id]) = min(A[id], A,_[id]) + |A[id] — A’_[id]]
2. max(A [id], A", [id]) = min(A_ [id], A", [id]) + |A [id] — AZ, [¢d]]
By replacing « respectively with A, [id] and A_[id] in (2)1.
(2)4. DEFINE: 1. debitsau, 4 = max(As, A}) + > max (A [id], A,_[id])

ideANA!_,
LY Adid+ Y ALld
ideA\A_, idEA_N\A .
2. creditsau, 4 = max(Ay, A)) + > max(A_ [id], A’ [id])
ideAS L NAL,,
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Y ALy Y ALld
ideA\A”, idEA, \A .
PROVE: balance(A Ua A') = debitsai, ar + creditsai, ar
By definition of balance (Alg.[Il) and ALy A’ (Alg. B).
(2)5. DEFINE: 1. debitsan,ar = min(Ay, A}) + > min(A, [id], A,_[id])
idEA_.NA|_,
2. creditsan, a» = min(A}, A|) + > min(A_,[id], A", [id])
idEA L NAL,,
PROVE: balance(A My A') = debitsan, ar + creditsan, ar
By definition of balance (Alg.[I]) and AmMs A’ (Alg. H).
(2)6. Q.E.D.
By the previous steps and rearranging terms according to the A definitions.
(1)2. balance(Als A') <0< balance(AMNg A )+ A+ AL —A} —AL <0
By applying inequality to both sides of (1)1.
(1)3. Q.E.D.
By rearranging terms.

3.5.3 Safety: Net Tokens Owned were Created or Overspent, and not Burnt

This safety property, expressed as an inequality instead of as an equality, is a key ingredient
in making the design eventually consistent because this way the transfer of tokens between a
sender and receivers is decomposed into two actions that allow the states of the sender and
receiver accounts to be modified independently. Remarkably, this is possible even though there
is a causal dependency between sending and receiving, which is enforced by checking that the
sender counter is larger than the corresponding and symmetric receiver counter is increased (up
to the same amount).

Moreover, we have two major differences compared to other works: 1) we track the creation of
tokens within the same account abstraction, therefore we do not only enforce that sent tokens are
eventually equal to received tokens globally; and 2) we also show the effect of overspent tokens
in the inequality, which is that they increase the supply. Surprisingly to us initially, the second
aspect does not appear unless the accounts are segregated between those with a positive balance
and those with a negative balance because the sending and reception of overspent tokens cancel
each other if we sum the balances of all accounts. We therefore segregated accounts according
to their balance in the inequality so that the right-hand side would correspond to net supply in
circulation and the left-hand side would correspond to the net amount of tokens owned.

In our definitions below, we take a global view and reason over the global latest state of every
account, regardless of the state of the local ledger replicas. This is the most general and intuitive
stance. More restricted local views as discussed in the previous section follow easily from this so
we only give the proof for the global case.

DEFINE: 1. L is the set of all ledger replicas at any time
2. L = ||, £ is the least upper bound on the state of replicas
3. A= {L[id] : id € L} is the set of account states
4.C ={A € A: Aiaec} are the accounts allowed to create tokens
5. A=Y = {A € A:balance(A) > 0} are the accounts with positive balances
6. A<0 = {A € A:balance(A) < 0} are the accounts with negative balances
PROVE: ) balance(A) < > Cy— > A+ >  —balance(A).

AcA>0 CceC AeA AcA<O
PRrROOF:
(1)1. > balance(A) < > Cy— > A
AeA cecC AcA
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By sending Y. —balance(A) on the other side of the inequality, removing the double nega-
A€ A<O
tion, and combining in a single summation.

02 X At S S Aclid - X A4 - Y Y ALd< Y G- X A
AcA AcAide A AcA AcAideA_, cecC AcA
By replacing balance by its definition.
3. > X Acfid < > > ALlid]
AcAide A AcAideA,
Because Ay = 0 for all A ¢ C and removing from both sides of the inequality. By removing
>~ A, from both sides of the inequality
AcA
(1)4. For every pair of accounts R, S € A, R [Sida] < S_[Riq] always.
The only operation that modifies R, is ackFrom and every update either uses the current value
of S_,[Riq4], or the greatest of the previous value of R, [Siq], which can only be a previous
value of S_;[Riq], and S_,[Rsa].
(1)5. QE.D.
Because (1)4 is true for all pairs and R, [Sia] exists only if S_, [R;q], (1)3 is true, which connects
to the proposition by doing the algebric manipulations above in reverse.

3.5.4 Liveness: Eventual Balance Reconciliation

DEFINE: Same definitions as previous section.

PRrROVE: If no more giveTo operation is performed and every receiver account R € A eventually
acknowledges all amounts sent by every sender account S € A (including R = S) with
ackFrom, then eventually:

> balance(4)= > Cy— > A+ > —balance(A).
AeA=0 cec AeA AeA<O
Proor: If all receiver accounts R € A eventually acknowledge all amounts sent from sender

accounts S € A to R, then eventually R, [Sia] = S—[Ria]. This turns the inequality from the
previous section into an equality.

4 Related Work

To the best of our knowledge, we are the first to implement an eventually-consistent ledger as
a state-based Conflict Free Replicated Data Type (CRDT), including the ability for a subset of
participants to create tokens. In this section, we survey related work.

4.1 Consensus-Based Replicated Ledgers

At the time of writing, the most popular approach to implement replicated ledgers is a blockchain,
i.e. a global append-only log of updates with a total order that is established by the use of a
consensus algorithm. The two most popular blockchains are Bitcoin [25] and Ethereum [7].
The large body of published work around blockchains is covered in multiple surveys that cover
the main concepts behind blockchains [14] 20] as well as specific aspects such as security and
privacy [37], networking [I1], and smart-contracts implementing replicated state machines [20].
To improve scalability, some newer designs use a directed acyclic graph instead of an append-only
log [20] but still rely on consensus to order updates.

Our design departs from blockchains in multiple ways. First, we decouple the sending and
reception of tokens in a transaction: i.e., the sender account balance is immediately decreased
but the receiver account balance is only increased eventually after having replicated the sender
account’s latest state and acknowledged the sending. This decoupling enables an eventually
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consistent design. Second, token creation is done by a subset of accounts instead of through
a mining protocol, as in Bitcoin [25] or Ethereum [7]. This approach enables local crypto-
tokens [24]. Third, our design covers the possibility of concurrent updates to the same account,
which may result in a negative balance, while blockchains sequentially order all transactions
among all accounts to prevent this possibility. For applications for which a temporary negative
balance is not critical (see Section L)), our design is simpler and more efficient. Otherwise, for
applications in which negative balances should be prevented, more frugal approaches suffice, as
we discuss in the next section.

4.2 Consensus-Free Replicated Ledgers

The total ordering of blockchain transactions is stronger than necessary to prevent overspend-
ing: sequential ordering of a single account’s operations (Section B3] or even only outgoing
transactions from that account [I6] suffices. This insight, which to our knowledge has first been
leveraged in Gupta’s Master thesis [17] in 2016, has since motivated many subsequent theoretical
designs and practical implementations.

To our knowledge, all published work on consensus-free ledgers rely on broadcast abstrac-
tions [0} [6l 21 [T6] 5] 13| 2T, @] [15] that require reliable delivery of all updates. Our state-based
approach works with unreliable channels, with fewer messages, and with incomplete communica-
tion topology, as long as state updates are eventually transitively delivered to all replicas. Our
state approach has the added benefit of automatically combining multiple outgoing transfers to
the same receiver into a single state update. That being said, the previous work tolerates adver-
sarial environments while the design we presented does not. It is still an open question whether
equivalent state-based solutions exist.

The practical benefits of foregoing consensus, resulting in much higher throughput and sig-
nificantly lower latency compared to conventional blockchains, are dramatically illustrated by
Astro [10] and Fast-Pay [6]. Both designs use managed replicas to ensure client operations are
sequentially ordered, and therefore prevent overspending, even if any number of clients or less
than 1/3 of replicas are adversarial (Byzantine). It is still an open question of how to design
practical payment systems that would work in open adversarial settings, without resorting to
2/3 of trusted replicas within a managed environment.

4.3 Conflict-Free Replicated Data Types

Conflict-Free Replicated Data Types (CRDTSs) [32] are replicated mutable objects that are de-
signed to ensure converge to the same state eventually, i.e., at some point in the future after
updates have stopped, and automatically, i.e. using deterministic conflict-resolution rules in the
presence of concurrent updates. An initial survey of useful data types [31] kickstarted the field,
which has blossomed into over a hundred publications, as listed on a dedicated website [19].

To our knowledge, there are no other published state-based conflict-free replicated ledgers,
as listed on the aforementioned website [19]. That being said, the community exploring CRDT's
seems to run parallel to the distributed computing community with slightly different, but ulti-
mately connected, formalisms. From a theoretical standpoint, Viotti and Vukoli¢ surveyed all
major consistency models that have been proposed for operations on distributed objects up to
2016, including CRDTs, and organized them in a partial order [36]. Their survey shows that
CRDTs consistency model runs parallel to most others published. From a practical standpoint,
the designs presented in [16] and [I0] can be considered operation-based CRDTs since their
operations commute, i.e., the order in which transfers are received does not matter as long as
they are delivered in their sending order. Nonetheless, state-based replicated object designs are
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uncommon and mostly explored by the CRDT community, as illustrated by the fact that other
replicated ledgers we have found all use an operational approach, based on reliable broadcast
(see Section [A.2]).

A natural refinement of our state-based conflict-free replicated ledger would be to reformulate
updates as a 0-CRDT [4], a state-based CRDT approach that reduces the amount of state
required to be sent based on the state already possessed by other replicas, either known from
a stateful connection with other replicas [4] or derived from meta-data [34]. We leave this for
future work.

4.4 Peer-to-Peer Eventually-Consistent Replicated Databases

The design we presented started as an exploration to implement a replicated ledger for Secure-
Scuttlebutt (SSB) [18, [33], an eventually consistent database based on single-writer append-only
logs combined with peer-to-peer reconciliation protocols. Hypercore [I], previously known as
DAT [26] 28] and now maintained by Holepunch [3], is another eventually consistent database
based on single-writer append-only logs. The append-only logs provide a sequential ordering
based on cryptographic hashes and signatures, which would be sufficient to maintain non-negative
account balances. Both designs predate the equivalent exclusive logs used by Astro [I0] (men-
tioned in Section [2]) and were inspired by a reconciliation protocol [35] published by Amazon
researchers in 2008.

However, the reconciliation protocol of Secure-Scuttlebutt does not tolerate forks, i.e., a
concurrent message inserted at the same index in a log, potentially intentionally by a malicious
participant in their own log, that turns the log into a tree. In the presence of forks, replicas will
only accept updates on the branch they initially started replicating and forever reject all others,
which may result in an irreconcilable partitioning of replicas. Hypercore suffers from the same
issue [12| 27] as SSB. Both designs are therefore not sufficient to implement our replicated ledger
(and are not eventually consistent!) in an adversarial environment. How to deal with forks of
single-writer append-only logs in a peer-to-peer adversarial environment is still an open question.

4.5 FEconomics

In self-sovereign cryptocurrencies [30], Shapiro identifies general desirable economic properties
of cryptocurrencies that can be issued and traded by anyone (individuals, communities, corpo-
rations, municipalities, banks, etc.) and provide a protocol that meets these properties. In com-
plement, Lavoie and Tschudin [24] highlight that transactions costs in regular consensus-based
blockchains, such as Bitcoin and Ethereum, are larger than many local economic applications
can support, argue for eventual detection rather than prevention of over-spending, and identify
potential applications. The design of our conflict-free replicated ledger is a step in the direction
of cryptotokens that meet both, but would require additional mechanisms to be fault-tolerant in
adversarial settings.

To that end, core economic assumptions made by blockchains Bitcoin [25] and Ethereum [7],
and commonly assumed by many system designers of alternative systems, are worth revisiting.
For example, the total number of tokens an account can create with our design is not bounded,
which enables local applications in which the value of the tokens derives from the trust in the
issuer rather than their scarcity [24]. Moreover, overspending, which results in a negative account
balance, may not be much of an issue in some local economic applications. For example, drawing
against a negative balance (up to a certain bound) is already a core aspect of mutual credit
systems [29]. It is also common for trusted participants in local economies to provide credit to
one another: we have ourselves committed (and fulfilled our promise!) to pay back later after
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realizing we did not have enough money on us to pay for a haircut; we also witnessed other
regular clients of a convenience store in Saint-Sulpice (Switzerland) do the same!

5 Conclusion and Future Work

We presented GOC-Ledger, a replicated ledger as a state-based conflict-free replicated data type
based on grow-only counters. Our design lowers requirements on communication channels and
topology between replicas, eventually converges even in the presence of negative balances without
having to maintain a causal history of operations, and non-negative balances may be enforced
by auxiliary mechanisms that ensure individual account updates are sequential.

We plan to design complementary techniques for deployments in adversarial environments,
implement the design on top of eventually-consistent replicated databases, and measure its per-
formance on realistic traces.
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A Notation and Conventions

We use notations and conventions that are good graphic mnemonics for the concepts and make
the algorithms easier to reason about in the proofs (Section B]). The semantics are:

e Variables are written in italic:

— lower case when containing literal values, ex: d;

— upper case when containing an object with multiple fields, a dictionary with multiple
key-value pairs, or a set with multiple elements. For example, A for account object,
L for a ledger dictionary, and S for a set;

e An object’s field is accessed using a subscript, ex: A’s identifier stored in field id is
accessed Ajq;

e An empty dictionary is written {}, accessing a dictionary L’s value stored under key id
is written L[id], accessing all the keys of L is written Ly;

e Assigning a new value to a variable, a field, or a dictionary entry uses <, ex: id < id’,
Ajq + id, L]id] + A. Variables, fields, and dictionaries are mutable and can be modified
in place;

e A key-value pair for dictionaries is written key — value;

e We use ”dictionary-comprehension”, similar to Python, for inline initialization fo dictio-
nares, ex: key — value for key in K;

e Different states for replicas of objects or dictionaries are written with * and ” using the
same variable name, ex: A, A, A”. We represent output values of functions using variable
names with ’ or ” to show they are later states of the same replica;

e The flow of tokens on an account is suggested by the direction of an arrow used as a field
name:

— A4 returns the number created tokens, which increases the account balance without
transfers;

— A, returns the number of burned tokens, which decreases the account balance without
transfers;

— A is a dictionary and A, [id] returns the number of tokens received from id and
therefore flowing into account A (the arrow is a subscript to distinguish from assign-
ment);

— A_, is a dictionary and A_,[id] returns the number of tokens given to id therefore
flowing out of account A;

Apart from these, we use common mathematical and pseudo-code conventions:
e r € X is an element z in a set X and z ¢ X means z is not in a set X;

e X CY means X is a subset of Y which may include up to all elements of Y;
e > is a summation;

e > x is the sum of all elements in X;
reX
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< is smaller or equal;
/\ and ’and’ both represent a logical and;

/\ z is the logical ’and’ between all elements in X;
zeX

for z in X do iterates over all values in X sequentially assigning them to x.
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