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Abstract
As Federated Learning (FL) has gained increasing
attention, it has become widely acknowledged that
straightforwardly applying stochastic gradient de-
scent (SGD) on the overall framework when learn-
ing over a sequence of tasks results in the phe-
nomenon known as “catastrophic forgetting”. Con-
sequently, much FL research has centered on devis-
ing federated increasing learning methods to alle-
viate forgetting while augmenting knowledge. On
the other hand, forgetting is not always detrimen-
tal. The selective amnesia, also known as federated
unlearning, which entails the elimination of spe-
cific knowledge, can address privacy concerns and
create additional “space” for acquiring new knowl-
edge. However, there is a scarcity of extensive sur-
veys that encompass recent advancements and pro-
vide a thorough examination of this issue. In this
manuscript, we present an extensive survey on the
topic of knowledge editing (augmentation/removal)
in Federated Learning, with the goal of summariz-
ing the state-of-the-art research and expanding the
perspective for various domains. Initially, we intro-
duce an integrated paradigm, referred to as Feder-
ated Editable Learning (FEL), by reevaluating the
entire lifecycle of FL. Secondly, we provide a com-
prehensive overview of existing methods, evaluate
their position within the proposed paradigm, and
emphasize the current challenges they face. Lastly,
we explore potential avenues for future research
and identify unresolved issues.

1 Introduction
Federated Learning (FL) [McMahan and et al, 2017] facil-
itates the collaborative learning of a global model by mul-
tiple local clients, while concurrently ensuring secure pro-
tection of privacy for each individual client. It effectively
addresses the issue of data silos without completely com-
promising the privacy of the clients. In recent years, FL
has garnered significant attention in the academic commu-
nity and achieved remarkable successes in a variety of in-
dustrial applications such as autonomous driving [Sama-
rakoon and et al, 2019], wearable technology [Chen and et

al, 2020], and medical diagnosis [Rieke and et al, 2020;
Dayan and et al, 2021].

In general, the majority of existing FL methods [Shoham
and et al, 2019; Wang and et al, 2021; Hong and et al, 2021;
Yang and et al, 2021] are formulated for static application
scenarios, where the data and tasks of the overall FL frame-
work are fixed and known ahead of time. However, in real-
world applications, the situation is often dynamic, where lo-
cal clients receive new task data in an online manner. To han-
dle this type of situation, researchers are investigating how FL
can be adapted to learn continuously over a sequence of tasks.
It has become widely acknowledged that utilizing straightfor-
ward stochastic gradient descent (SGD) on FL when learning
over a sequence of tasks results in the phenomenon known
as “catastrophic forgetting”, which implies that the model
forgets what it had previously learned when acquiring new
knowledge [Huang and et al, 2022b]. As a result, a sig-
nificant proportion of researchers have focused on devising
methods namely federated increasing learning to augment
knowledge while concurrently mitigating the problem of for-
getting [Dong et al., 2022].

On the other hand, forgetting is not always detrimen-
tal. Selective amnesia, also referred to as federated un-
learning [Wu and et al, 2022b; Halimi and et al, 2022;
Wang and et al, 2022], which involves the elimination of spe-
cific knowledge, can address privacy concerns even create ad-
ditional “space” for acquiring new knowledge. It is possible
that in the future, FL will be required to completely remove
any indication of having learned a specific data or task. As
we look towards the future, imagine a FL service provider
whose system is continuously updated by learning new skills
from the data collected from its customers’ daily lives. Oc-
casionally, the provider may be required to delete previously
acquired behaviors and/or knowledge regarding specific tasks
or data that have been identified as raising potential fairness
[Ezzeldin and et al, 2021], privacy [Nasr and et al, 2019], or
security concerns [Bagdasaryan and et al, 2020].

Nevertheless, there is a scarcity of extensive literature re-
views that encompass recent advancements and provide a de-
tailed examination of this subject matter. As of the time of
writing this paper, federated unlearning has not yet been well
studied in the federated increasing learning setting where
the underlying data distribution can shift over time. In this
paper, we undertake a comprehensive survey of the field of
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knowledge editing (augmentation/removal) in FL, with the
aim of synthesizing the most recent research advancements
and broadening the understanding of its potential applications
across various domains. Overall we make the following con-
tributions:

• We introduce an integrated paradigm, referred to as Fed-
erated Editable Learning (FEL), by reevaluating the en-
tire lifecycle of FL.

• We present a thorough examination of existing methods,
assess their position within the proposed framework, and
highlight the current limitations and challenges they en-
counter.

• We investigate the areas for future research and pinpoint
unresolved issues. Towards efficient lifelong knowledge
editing in FL, enabling FL to precisely forget what the
user has specified without deteriorating the rest of the
acquired knowledge; or, FL to not alter the model’s be-
havior in other contexts when augmenting knowledge.

2 Federated Editable Learning
In this section, we will introduce the concept of the Feder-
ated Learning Lifecycle, including its background, motiva-
tion, and definition. Different from most existing FL applica-
tions, we emphasize that a complete FL lifecycle should not
only focus on the learning process to obtain a well-trained
model, but also empower the reverse unlearning process to
ensure user privacy protection. Therefore, we propose our
Federated Editable Learning (FEL) framework to support the
sustainable development of a federated learning system.

2.1 The Lifecycle of Federated Learning
Artificial Intelligence (AI) has become an essential compo-
nent of life today, which achieves significant successes in var-
ious domains, such as Computer Vision (CV) [Dong and et al,
2014], Natural Language Processing (NLP), etc [Schmidhu-
ber, 2015]. With the increase in advanced sensing and com-
puting capabilities of ubiquitous mobile devices, AI architec-
tures are gradually shifting from traditional data-centralized
cloud server to the distributed edge. Besides, considering
the importance of user data privacy protection, the federated
learning (FL) concept has been proposed. As an emerging
and novel distributed machine learning paradigm, FL adopts
collaborative model training on extensive user devices to ob-
tain a model containing globally shared knowledge. Only
model parameters are exchanged between the server and user
devices, so that the user data never leaves the local side and its
privacy protection is guaranteed. Therefore, involving more
user device participation to contribute their data for training
is an important and critical principle in the FL scenario.

However, in practical FL applications [Li and et al, ], the
FL system is always in a dynamic changing process, which
can be divided into the following cases:

• Data Dynamic: The local data of user devices already in-
volved inside the FL system is constantly updated (gen-
erating new data & deleting obsolete data).

• Device Dynamic: The participated user devices of the
FL system are also changing (new devices join & old

devices exit). For example, user devices from different
time zones have their own available periods.

In fact, the essence of both two dynamic cases is all about
the data flow in the FL system. Besides, the current main-
stream machine learning models also have their own con-
straints. Given a specific model architecture, there is an up-
per limit on the knowledge amount that the model can contain
[Roberts and et al, 2020]. Generally speaking, a larger model
with more parameters can learn more knowledge.

Therefore, for an FL system with given model architec-
ture, the global model has to keep updating its knowledge to
adapt the above system dynamic and knowledge constraints.
This model updating involves not only learning new knowl-
edge from new data or devices, but also removing the negative
effects of obsolete data or devices from the current model.
We refer to them as “Learning process” and “Unlearning pro-
cess”, respectively. However, the majority of the existing FL
frameworks mainly focus on the learning process, while the
unlearning process is neglected [Yang and et al, 2019]. A fix-
ation on only learning new knowledge can lead to the model
quickly reaching its knowledge upper limit and thus being
unable to further adapt to the system dynamic. The “unlearn-
ing process” is also a necessary component of the FL system,
which can help remove obsolete knowledge and create space
for new knowledge in the future.

Based on the above insights, we are the first to propose the
concept of lifecycle for the current FL paradigm, where the
demonstration of a complete FL lifecycle is shown in Fig-
ure 1. It incorporates both sides of “Learning” and “Unlearn-
ing ” to achieve the expected model knowledge editing, which
enables the sustainable development of the FL system. In
addition, auditing the results of model editing is also a cru-
cial element for the FL lifecycle. In the learning process, we
need to ensure that the user device has performed the corre-
sponding training requirements honestly and credibly. In the
unlearning process, we need to ensure that the knowledge of
deleted data is fully removed from the current model, while
the knowledge of remaining data is kept unchanged.

2.2 What is Federated Editable Learning
Carrying the above concept of FL lifecycle, we introduce our
framework named Federated Editable Learning (FEL) as the
cornerstone for a perfect implementation of the FL lifecycle.
The ultimate objective of FEL is to empower user devices to
freely control their own private data in the FL system, while
ensuring the FL global model can adaptively adjust its knowl-
edge to handle the system dynamics. On the one hand, the
user devices have the right to decide which part of their data
will be contributed to participate in the collaborative training
process of FL system, and the knowledge contained in lim-
ited data can be absorbed into the FL global model. On the
other hand, the user devices should also have the right to re-
voke their previously participated data from the FL system,
i.e., deleting the historical influences induced by participated
data from the current FL global model. The model after dele-
tion operation should behave as if these data never participate
in FL training, and those relevant obsolete knowledge in the
model also need to be removed. Therefore, to achieve the ob-
jectives of FEL in both aspects, we characterize the existing



Figure 1: The demonstration of a complete federated learning lifecycle, which defined in Sec.2.1. The successful operation of FL lifecycle
relies on the Federated Editable Learning framework, which consists of two components: the Federated Increasing Learning in Sec.3 and the
Federated Unlearning in Sec.4. Besides, the verification and auditing mechanisms in Sec.5 is also important to guarantee the FL lifecycle.

FL-related works into two categories: Federated Increasing
Learning (FIL) and Federated Unlearning (FU).

Federated Increasing Learning (FIL): The work in this
category focuses on how to obtain new knowledge for the
global model from the constant data flowing into the FL sys-
tem, and there are several critical challenges that need to be
addressed in FIL. First, the contributed data of user devices
may only occur once in the FL system, the server must lever-
age the only opportunity to derive knowledge from this single
participation. To address this challenge, we provide a com-
prehensive survey on Federated Continual Learning (FCL),
where more details are provided in Sec.3.2. Second, user
devices are constrained by limited resources (e.g., memory
space, computation unit, etc), which may result in a very lim-
ited amount of data being generated on them. As we know,
good knowledge representation of AI comes from the big data
analysis from massive amounts of data. Thus, how to extract
knowledge with generalization from a small amount of spe-
cialization data is a serious challenge. We discover the suc-
cess of many existing works on Federated Few-shot Learning
(FFsL) to handle the above challenge, and provide an exhaus-
tive survey to summarize the current research frontier.

Federated Unlearning (FU): The work in this category
focuses on deleting the obsolete data as well as its historical
influence in the current model, which not only protects the
user data privacy but also creates ”space” for new knowledge
in the future. A straightforward way is to retrain a new model
from scratch with the remaining data only. However, naive
retraining demands huge computational resources and time
costs, which is completely unacceptable for an FL system.
Therefore, we provide a detailed survey about the existing
advanced or optimized retraining-based methods in Sec.4.2.
Except for exact retraining, approximate unlearning methods
are the mainstream in the current FU field. Its objective is
to generate an approximate unlearning model in a fast and
computationally efficient manner, whose behavior is almost
equivalent to an exact retraining model. A comprehensive
survey about approximate FU is provided in Sec.4.3.

3 Federated Increasing Learning
In this section, we are going to consider Federated Increasing
Learning (FIL) problems, which involve the federated train-

ing over time. In the standard FL setting, the objective is
to build a joint model using a certain amount of data from a
multitude of coordinated devices in a decentralized way. One
typical assumption in standard FL is that the whole training
dataset is available from the beginning of the training stage.

However, this assumption rarely holds in real-world FL
applications, where local clients often collect new data pro-
gressively, during several days, or weeks, depending on the
context. Moreover, new clients with unseen new data may
participate in the FL training, further aggravating the model
and could be unable to converge to a solution. For these rea-
sons, we need to introduce Increasing Learning (IL) [Thrun,
1995] into FL. FIL research gains a lot of importance since
it addresses the difficulties of training a model gradually with
data collected over different periods of time, adapting to the
new instances and trying to preserve the previous knowledge.

3.1 Challenges in Federated Increasing Learning
In the FIL setting, each local client collects the training
data continuously with its own preference, while new clients
with unseen new data could join the FL training at any
time. More specifically, the data distributions of the col-
lected classes across the current and newly-added clients are
non-independent and identically distributed (non-i.i.d.). FIL
requires these local clients to collaboratively train a global
model to learn new data continuously, with constraints on pri-
vacy preservation and limited memory storage [Rebuffi and et
al, 2017; Wu and et al, 2019].

Under such circumstances, an ideal framework should rec-
ognize new classes and meanwhile maintain discriminability
over old classes, which is called Federated Continual Learn-
ing (FCL). The main difficulty in FCL is catastrophic forget-
ting [Goodfellow and et al, 2013]. Catastrophic forgetting
refers to the phenomenon that occurs when optimizing the
model with new classes, the formerly acquired knowledge on
old classes is quickly forgotten.

Under severe circumstances, only limited novel instances
are available to incrementally update the model. Meanwhile,
local clients often have very limited storage memory to store
few-shot old data. As a result, the task of recognizing few-
shot new classes without forgetting old classes is called fed-
erated few-shot class-incremental learning. Such lack of data



Table 1: Summary and classification of existing federated increasing learning works.

Category Method Publication Key Contribution
F

C
L

Task-based
FCL

Ensemble Learning [Casado and et al, 2020] Lightweight and real-time framework
Parameter Decomposition [Yoon and et al, 2021] Selective knowledge aggregation

Drift Detection [Casado and et al, 2022] Autonomous user local training strategy
Elastic Weight Consolidation [Shoham and et al, 2019] Penalty term to the loss function
Elastic Weight Consolidation [Yao and Sun, 2020] Limit updates of important parameter

Class-based
FCL

Regularization Term [Usmanova and et al, 2022] Use distillation loss to transfer knowledge
Prototypical Networks [Hendryx and et al, 2021] Store exemplars from previous tasks

Truncated Cross Entropy [Legate and et al, 2022] Force user learn internal representation

F
F

sL Generalization
to Unseen Data

Meta-Learning [Chen and et al, 2018] First to apply FL on meta-learning
Adversarial Learning [Fan and et al, 2021] Produce different feature for unseen data

Energy-based Weighting [Dong and et al, 2022] Updating the weights of pseudo examples
Adversarial Learning [Huang and et al, 2022a] Latent embedding adaptation

Client Selection [Xu and et al, 2022] Exclude the malicious user participation

would further exacerbate local forgetting caused by class im-
balance at the local clients and global forgetting brought by
the non-i.i.d class imbalance across clients.

3.2 Federated Continual Learning
Mostly FCL methods address task-continual learning (task-
CL) scenario [De Lange and et al, 2021], where information
about the task-ID of examples is known at test time. However,
more challenging scenario is class-continual learning (class-
CL), where the model has to distinguish among all the classes
of all the tasks at test time [Masana and et al, 2020]. In the fol-
lowing part, we will review the literature on task-based FCL
and class-based FCL, respectively.

For the task-CL problem in FL, a large number of works
focus on the problem of catastrophic forgetting. For exam-
ple, LFedCon2 [Casado and et al, 2020] aims to use light,
traditional classification models, e.g., a generalized linear
model (GLM), a decision tree (DT), to support real-time,
continuously and autonomously learning phase in a privacy-
preserving and decentralized manner. Yoon et al., [Yoon and
et al, 2021] propose FedWeIT, in which each client learns a
series of tasks from the private local data stream, meanwhile
different clients can also learn from others to enhance their
learning performance. Specifically, a learnable mask vector
is trained to filter the relevant knowledge from other clients
during the aggregation phase. To solve the concept drift (i.e.,
the underlying distribution of data can change in unforeseen
ways over time), CDA-FedAvg [Casado and et al, 2022] de-
signs a detection mechanism to monitor concept drift, so that
each device has enough autonomy to decide when to train and
what data to use. By such means, the server will simply or-
chestrate the process. FedCurv [Shoham and et al, 2019] and
FedCL [Yao and Sun, 2020] adopt EWC [Kirkpatrick and et
al, 2017], which aims to improve the generalization ability of
the federated models.

For class-CL scenarios in FL, FCL methods can be divided
into the following three types [Masana and et al, 2020]:

1) Regularization-based approaches, which compute the
importance of weights for previous tasks and penalize

the model for changing them (i.e., FLwF [Usmanova and
et al, 2022] use distillation loss to transfer the knowledge
from the server and decrease the forgetting of previously
learned tasks);

2) Exemplar-based approaches, which store exemplars
from previous tasks, i.e., Hendryx et al., [Hendryx and
et al, 2021] use federated prototypical networks to effi-
ciently learn new classes in sequence;

3) Bias-correction approaches, which deal explicitly
with bias towards recently-learned tasks (Legate et
al., [Legate and et al, 2022] adopt Truncated Cross En-
tropy (TCE) to force each client to learn by adapting the
model’s internal representation of the classes present in
its training data).

3.3 Federated Few-shot Learning
With the goal of extracting the inductive bias from base
classes and generalizing it to unseen classes, few-shot learn-
ing has been widely explored in recent years. However,
training FSL models on distributed devices is still an open
problem. The first work of this topic was from Chen et
al., [Chen and et al, 2018] who explored federated meta-
learning by applying FedAvg on meta-learning approaches
such as MAML [Finn and et al, 2017] in a straightforward
way. Another line of work focuses on data augmentation
to alleviate data scarcity, i.e., FewFedWeight [Dong and et
al, 2022] proposes an energy-based weighting algorithm for
updating the weights of pseudo examples generated by the
global model and a dynamic aggregation method based on
the performance of client models. Then, FedFSL [Fan and
et al, 2021] formulates the training in an adversarial fashion
and optimizes the client models to produce a discriminative
feature space that can better represent unseen data samples,
while FedAffect [Huang and et al, 2022a] considers a more
challenge scenario: local participants design their models in-
dependently. Besides that, CSFedL [Xu and et al, 2022] pro-
poses an adaptive client selection strategy to mitigate the im-
pact caused by malicious participation, to obtain a more ef-
fective few-shot model.



4 Federated Unlearning
After the FL training of a model is completed, clients may re-
quire the FL server to remove parts of data contribution from
the global model to protect the user’s privacy and avoid legal
risks. The scenario is called federated unlearning. The server
should transform the model into an updated one that operates
as if those deleted data never participated in FL training.

In the section, we first discuss several major challenges in
federated unlearning and then summarize the emerging fed-
erated unlearning works from perspectives of exact federated
unlearning and approximate federated unlearning.

4.1 Challenges in Federated Unlearning
Compared with traditional machine learning, the character-
istics of FL bring three major challenges to the unlearning
technique as follows.

1) Iterative Learning: At the beginning of each round in
FL, the model of each client is the aggregation result for all
clients in the previous round. Such an intertwining of client
training results in each round leads to the fundamental chal-
lenge of federated unlearning.

2) Information Isolation: Privacy protection, one of the
major advantages of FL, prevent FL servers from accessing
the client data. In other words, every client maintains its data
samples and trains the model locally.

3) Stochastic Training: The process of FL training is non-
deterministic. For each round, the FL server randomly selects
the clients for global aggregation while each client randomly
selects and orders batches of data for local training.

4.2 Exact Federated Unlearning
A naive way to make the best FL model that provably forgets
the target data is to retrain a new model based on the remain-
ing data from scratch. However, it is prohibitively expensive
for an FL server to fully retrain a model in terms of computa-
tion and time overhead. Some works are designed to achieve
the unlearning in such a way that the produced models are ef-
fectively the same as the ones obtained with retraining but at a
cheaper computing cost. We call these works exact federated
unlearning, which are summarized as follows.

Some ensemble learning-based works are designed for ma-
chine unlearning originally, however, their idea can be ap-
plied in federated unlearning. For example, [Yan and et al,
2022] propose an efficient exact unlearning framework. It di-
vides the dataset into several isolated sub-datasets, each cor-
responding to a sub-model, accelerating the retraining pro-
cess and ensuring the retrained model’s accuracy. [Yu and
et al, 2022] present a novel neural network named LegoNet,
composed of a fixed encoder (i.e., the backbone for repre-
sentation learning) and multiple isolated adapters to be re-
trained for unlearning. The adapters occupy few parameters
of LegoNet; thus, the re-trained parameters during unlearning
can be significantly reduced.

Moreover, without compromising the privacy of clients
in FL, [Liu and et al, 2022a] develop a cryptography-based
approach for federated unlearning. It presents a revoca-
ble federated learning framework for random forest (RF)

called RevFRF by designing a customised homomorphic
encryption-based protocol. RevFRF guarantees two levels of
unlearning: 1) the remaining participants cannot utilize the
data of an honest and leaving participant in the trained model;
2) a dishonest participant cannot get back to utilize the data of
the remaining participants memorized by the trained model.

4.3 Approximate Federated Unlearning
Although the existing works for exact federated unlearning
alleviate the expense of retraining to some extent, their cost
is still unacceptable in most FL applications. Thus, recent
works achieve higher efficiency of federated unlearning by
relaxing the effectiveness and certifiability requirements for
the new model after unlearning, which is called approximate
federated learning.

Gradient Recovery
To overcome the high resource cost caused by the model
retraining of the exact federated unlearning described in
Sec.4.2, the gradient recovery-based approach reconstructs
the unlearned model based on the historical parameter up-
dates of clients that have been retained at the FL server during
the training process.

[Liu and et al, 2021] propose the first federated unlearn-
ing approach named FedEraser, reconstructing a new model
based on the historical parameter updates of clients stored in
the FL server. To speed up the retraining while maintaining
the model performance, FedEraser has a calibration method
for the stored historical updates. [Liu and et al, 2022b] pro-
pose an efficient retraining algorithm based on the diagonal
empirical Fisher Information Matrix (FIM) for FL, by ob-
serving the first-order Taylor expansion of the loss function
during the unlearning process. Moreover, to reduce approx-
imation errors in retraining, the proposed algorithm has an
adaptive momentum technique.

[Cao and et al, 2023] propose an FL model recovery
method to recover a model from poisoning attacks using his-
torical information rather than training from scratch. For each
recovery, the server can estimate the model update of a client
in each round based on its stored historical information dur-
ing the past training process. [Yuan and et al, 2023] propose a
federated recommendation unlearning method tailed for FL-
based recommendation systems (FedRecs). The main idea is
to revise historical updates and leverage the revised updates
to speed up the reconstruction of a FedRec.

Parameter Updating
The above works for federated unlearning via gradient recov-
ery require the FL server to store historical updates, which
burdens the server. Therefore, another group of federated un-
learning is to scrub the trained FL model of information to be
forgotten, which we summarize as follows.

[Wu and et al, 2022a] propose a federated unlearning
method to eliminate a client’s contribution by subtracting the
accumulated historical updates from the model and leverag-
ing the knowledge distillation method to restore the model’s
performance without using any data from the clients. [Gong
and et al, 2022] develop a Bayesian federated unlearn-
ing method called Forget-Stein Variational Gradient Descent



Table 2: Summary and classification of existing federated unlearning works.

Category Method Scenario Publication Unlearning Requests

Exact
Ensemble DNN [Yan and et al, 2022] Client, Class, Sample
Ensemble DNN [Yu and et al, 2022] Client, Class, Sample

Cryptography Random Forest [Liu and et al, 2022b] Client

A
pp

ro
xi

m
at

e

Gradient
Recovery

History Retaining DNN [Liu and et al, 2021] Client
History Retaining DNN [Liu and et al, 2022b] Client
History Retaining Poisoning Recovery [Cao and et al, 2023] Client
History Retaining Recommender System [Yuan and et al, 2023] Client

Parameter
Updating

Knowledge Distillation DNN [Wu and et al, 2022a] Client
Gradient Descent Bayesian Model [Gong and et al, 2022] Client
Gradient Descent DNN [Halimi and et al, 2022] Client
Gradient Descent DNN [Wu and et al, 2022b] Client, Class, Sample

Architecture
Modification

Channel Pruning DNN [Wang and et al, 2022] Class
Output Filtering DNN [Baumhauer and et al, 2022] Class

Noise
Perturbation

Differential Privacy DNN [Gupta et al., 2021] Client, Class, Sample
Randomized Perturbation DNN [Fraboni and et al, 2022] Client

(Forget-SVGD) based on SVGD, a particle-based approxi-
mate Bayesian inference approach via gradient-based deter-
ministic updates. [Halimi and et al, 2022] allow a client to
perform the unlearning by training a model to maximize the
empirical loss via a Projected Gradient Descent algorithm.

The previous works mainly focus on client-level federated
unlearning (i.e., removing the data of a specific client from
the model). To solve the limitation, [Wu and et al, 2022b] pro-
pose a general framework covering client-level, class-level,
and sample-level federated unlearning. The framework com-
prises a reverse stochastic gradient ascent (SGA) algorithm
with elastic weight consolidation (EWC) to achieve fine-
grained elimination of training data at different levels.

Architecture Modification
Some approaches implement federated unlearning by modi-
fying the model architecture. For example, [Wang and et al,
2022] propose a channel pruning-based method to remove in-
formation about particular classes in an FL model. Its main
idea is to quantify the class information learned by each chan-
nel without globally accessing the data, and then forget spe-
cial classes by pruning the channels with the most class dis-
crimination. [Baumhauer and et al, 2022] propose an output
filtering technique to remove particular classes in logit-based
classification models by applying linear transformation to the
output logits, but do not modify the weights in the models.

Noise Perturbation
[Gupta et al., 2021] focuses on randomly perturbing the
trained model to unlearn specific data samples, which is mo-
tivated by the idea of differential privacy. [Fraboni and et
al, 2022] propose a new federated unlearning scheme named
informed federated unlearning that unlearns a client’s contri-
bution with quantifiable unlearning guarantees. Unlearning
guarantees are provided by introducing a randomized mecha-
nism to perturb an intermediate model selected from the train-
ing process with client-specific noise.

5 Verification & Auditing
The previous literature review summarizes the state-of-the-art
approaches for knowledge editing in the FL scenario, which
together serve as a support to realize the FL system lifecycle.
In addition, to guarantee our objectives are fully achieved ac-
cording to specified requirements during the FL lifecycle, the
verification for the learning process and auditing for the un-
learning process are also critical system components, where
a comprehensive survey on them is provided in this section.

5.1 Verification Methods for Learning Process
Although the increasing learning process can enable the Fl
global model always to acquire new knowledge from the data
to adapt the system dynamics, the expected knowledge can
only be obtained by correct training according to the specified
requirements. Thus, the learning process of user devices must
be verifiable to ensure knowledge correctness. We summarize
several tools able to verify the FL process as follows.

Trusted Execution Environment
As a secure environment maintained by each CPU, Trusted
Execution Environment (TEE) is a hardware technology that
outsources code execution on a protected memory region
named enclave in any untrusted devices and enables the ver-
ification of the execution results. Some existing TEE-based
FL frameworks depend on the TEE deployment on FL servers
and user devices [Zhang and et al, 2020]. Similarly, a veri-
fiable FIL framework can be realized by outsourcing the in-
creasing learning process to the user devices’ TEE.

Proof of Learning
The concept of Proof of Learning (PoL) proposed by [Jia and
et al, 2021] enables a verifier (e.g., an FL server) to assess
the integrity of training computations for untrusted workers
(e.g., user devices). Its main idea is to verify if a sequence of
intermediate states (i.e., checkpoints of intermediate weights)
came from training and are not random (or worse, forged by



a malicious party). To prove it, the workers need to provide
a sequence of batch indices for the same intermediate model
updates. Although the PoL is a general approach, it may leak
the privacy of user devices in FL, which remains to be solved.

Swarm Learning
For auditing and accountability in FIL, it is necessary to
record the increasing learning process in a public, transparent,
and tamper-proof ledger. By combining blockchain technol-
ogy with FL for a new learning scheme called swarm learn-
ing [Warnat-Herresthal and et al, 2021], the learning process
can be fully recorded by such a ledger in a distributed manner
despite the existence of malicious user devices.

5.2 Auditing Methods for Unlearning Process
It’s easy to understand that the auditing mechanism is un-
necessary in the category of “exact” FU, such as retraining
since the revoked data is never involved in the new retrain-
ing model. However, for the another mainstream of “approx-
imate” FU category, the auditing mechanism is critical and
necessary, which can validate the effectiveness of these meth-
ods, i.e., How large is the difference between the approximate
model and the exact retraining model?

Membership inference attack: Given a data sample and
the black-box access of the trained model, the goal of this
kind of attack is to detect whether the data sample is inside the
training dataset of this model [Shokri and et al, 2017]. More
specifically, we use adversarial machine learning to obtain
an inference model, which can recognize the differences in
the target model’s prediction results on the inputs that inside
the training dataset versus outside the training dataset [Nasr
and et al, 2019; Hu and et al, 2021]. Membership inference
attack is very effective on detecting data leakage, which can
reflect whether the approximate unlearning still contains the
information of deleted data or not.

Information Leakage: Many machine learning models
will inherently leak some private information during their
training process [Pustozerova and et al, 2020], such as the in-
termediate gradients . Many existing works have shown that
the raw training data can be recovered with the gradients of
each update step, where the gradients are accessible for both
user devices and server in the FL scenario. This kind of in-
formation leakage is utilized and called gradient inversion at-
tacks [Zhang and et al, 2022]. Therefore, we can compare the
model difference before and after unlearning to infer whether
the information of deleted data will still be leaked.

Backdoor attacks: The techniques of backdoor attack are
proposed to inject backdoors into the training data samples
to poison the model. The derived model will make accurate
predictions on clean data samples, but trigger the backdoor
to make the wrong predictions on contaminated data sam-
ples. The backdoor attack technique can be utilized to val-
idate the effectiveness of approximate FU. More specifically,
the user devices can contaminate part of their own data sam-
ples during the FL training process [Sun and et al, 2019;
Bagdasaryan and et al, 2020; Wang and et al, 2020]. If the
contaminated data samples are successfully deleted, the un-
learning model will predict them into their correct class. Oth-
erwise, the unlearning model will trigger the backdoor to as-

sign them to the wrong class.

6 Conclusion & Future Vision
In this paper, we introduce a novel concept of the FL lifecy-
cle, which integrates both federated increasing learning (FIL)
and federated unlearning (FU) to achieve knowledge editing
for the FL system. As far as we know, it is the first time
providing a comprehensive survey on FL system knowledge
editing, including concepts, perspectives, challenges, and fu-
ture vision. We summarize the state-of-the-art approaches
for knowledge learning & unlearning in FL system and or-
ganize a clear taxonomy of them for handling different chal-
lenges. Moreover, we reclassify the representative verifica-
tion and auditing mechanisms, which ensure that the knowl-
edge editing process follows the specified requirements while
the results are consistent with the expectation. Although each
of the current knowledge editing techniques achieves simi-
lar purposes, they are still independent of each other because
of the different methods used. Therefore, we discuss some
promising directions within the future vision.

Flexible & Unified Knowledge Editing: So far, knowl-
edge editing needs to find respective solutions for various
challenges, which makes their application scenarios very lim-
ited. There is an urgent need for a self-contained and unified
knowledge editing framework that can flexibly achieve both
learning and unlearning requirements. For example, gradient
descent is applied for the learning process, while gradient as-
cent may be utilized for the unlearning process. A unified
framework allows for more freedom of knowledge editing
within the system and a large number of subsequent derivative
efforts based on the same technical kernel can be integrated
into the framework as components.

Knowledge Disentanglement & Reassembly: Another
promising direction is knowledge architecture advances. If
the knowledge architecture inside the model can achieve free
assembly like building blocks, the whole knowledge editing
process will become extremely easy. A few existing works
have designed multi-branch models for knowledge disentan-
glement in FL systems, which enables the user devices to in-
dependently extract different knowledge representations. For
example, the whole model knowledge of each user can be
disentangled into global shared knowledge and local person-
alized knowledge in [Luo and et al, 2022]. Therefore, the
learning and unlearning processes just need to simply add or
remove the corresponding branches.

Trustworthy FL Community: With the explosive growth
of user devices, user heterogeneity, and their varying rela-
tionships, it’s difficult for traditional FL with an authorita-
tive server to manage the whole community. The ultimate
future form of FL is an autonomous and trustworthy commu-
nity with massive participants, where blockchain-based tech-
niques are the foundation to support this future vision. Each
user’s activity details in the FL community are uploaded to
their respective blocks for maintenance, including the learn-
ing and unlearning records, the data usage (only the data in-
dex, not the local raw data itself), the resource allocation, and
so on. Any participants in the community can initiate the ver-
ification and auditing for others.
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