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The escalating digitalisation of our lives and enterprises has led to a parallel growth in the complexity
and frequency of cyber-attacks. Small and medium-sized enterprises (SMEs), particularly in Australia,
are experiencing increased vulnerability to cyber threats, posing a significant challenge to the nation's
cyber security landscape. Embracing transformative technologies such as Artificial Intelligence (Al),
Machine Learning (ML) and Large Language Models (LLMs) can potentially strengthen cyber security

policies for Australian SMEs. However, their practical application, advantages, and limitations
remain underexplored, with prior research mainly focusing on large corporations. This study aims to
address this gap by providing a comprehensive understanding of the potential role of LLMs in
enhancing cyber security policies for Australian SMEs. Employing a mixed-methods study design, this
research includes a literature review, qualitative analysis of SME case studies, and a quantitative
assessment of LLM performance metrics in cyber security applications. The findings highlight the
promising potential of LLMs across various performance criteria, including relevance, accuracy, and
applicability, though gaps remain in areas such as completeness and clarity. The study underlines the
importance of integrating human expertise with LLM technology and refining model development to
address these limitations. By proposing a robust conceptual framework guiding the effective adoption
of LLMs, this research aims to contribute to a safer and more resilient cyber environment for
Australian SMEs, enabling sustainable growth and competitiveness in the digital era.

Introduction

In the face of escalating digitalisation, the incidence and
complexity of cyber-attacks have concurrently soared. Small
and medium-sized enterprises (SMEs), pivotal to Australia's
economy, frequently fall victim to such cyber threats, posing a
profound challenge to the cybersecurity landscape. Traditional
cyber security methods often grapple with the rapidly evolving
threat landscape and the pace of technological advancement,
necessitating a shift towards transformative technologies such as
Artificial Intelligence (AI), Machine Learning (ML) and Large
Language Models (LLMs).

Al's capacity to process immense amounts of data in real-time,
learn from it, and anticipate threats can play a game-changing
role in proactively confronting cyber threats. LLMs, a particular
subset of Al, have the potential to revolutionise the
interpretation of unstructured data, which is frequently sidelined
in conventional cyber security approaches. Nevertheless, the
integration of Al and LLMs into cyber security also introduces a
host of challenges, including novel attack vectors, concerns
around data privacy, transparency, explainability,
accountability, and specific hurdles related to cost, technical
expertise, and regulatory issues within SMEs.

Despite a burgeoning body of literature on Al, ML and LLMs,
their practical applications, benefits, and limitations within the
context of cyber security policies for SMEs remain
underexplored. Prior research has predominantly focused on
large corporations, while the unique challenges and needs of
SMEs have received less attention. Moreover, there is a shortage

of studies addressing the potential application of LLMs in cyber
security for Australian SMEs, a gap this study seeks to address.

This research, titled "Building Resilient SMEs: Harnessing
Large Language Models for Cyber Security in Australia",
navigates these intricacies. It aspires to provide a comprehensive
understanding of the potential role of LLMs in enhancing cyber
security policies within Australian SMEs. The investigation is
guided by eight core research questions, focusing on the
challenges in formulating effective cybersecurity policies, the
practical implications of LLMs, their potential advantages and
limitations, and future research directions.

The primary goal of the study is to propose a robust conceptual
framework that guides the effective adoption of LLMs, thereby
contributing to a safer and more resilient cyber environment for
Australian SMEs. By offering a comprehensive exploration of
the prospects of LLMs in cyber security, this study is intended
to ensure the sustained growth and competitiveness of SMEs in
this digital era. The research employs a mixed-methods study
design, including a thorough literature review, a qualitative
analysis of SME case studies, and a quantitative assessment of
LLM performance metrics in cybersecurity applications.

Methods

This research employed a hybrid design, integrating an
exhaustive literature review and a structured experiment with
LLM models. The aim was to gain a profound understanding of
the current body of knowledge while also empirically assessing
the LLM capabilities within the context of cyber security. The
chosen research design qualifies as a mixed-method approach,
as it combined the qualitative insights from an extensive
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literature review with the quantitative data generated through a
controlled experiment.

The initial phase of the research, the literature review, intended
to explore and understand the existing body of knowledge
related to Al and LLM applications in cyber security, while also
identifying potential knowledge gaps. The subsequent phase
involved a structured experiment that aimed to empirically
evaluate the capacity of a LLM to generate meaningful and
effective responses consistent with sound cyber security
practices. Data collection transpired in two stages. The first
stage involved an exhaustive literature review, encompassing a
range of sources including academic articles, white papers, case
studies, and industry reports to capture the entire scope of the
existing knowledge on Al and LLM applications in cyber
security.

Following the literature review, a standardised experiment was
carried out. The experiment involved presenting a set of LLM’s
with a consistent set of prompts, assessing its ability to generate
meaningful and effective responses that aligned with accepted
cyber security practices. The LLM’s outputs were subsequently
recorded and analysed using a predefined framework. Analysis
of the collected data employed two primary methodologies. The
responses generated by the LLM’s during the experiment were
evaluated using a predefined evaluation framework, considering
their relevance, accuracy, and comprehensiveness. A scoring
system was established to quantitatively measure the
performance of the LLM’s.

After data analysis, the findings from both the literature review
and the experiment were merged to construct a comprehensive
conceptual framework. This framework included essential
elements needed for the effective application of LLM’s in
Australian SMEs' cyber security strategy, covering technical,
organisational, and regulatory aspects.

Regarding ethical considerations, the study strictly followed
ethical principles guiding scientific research. Given that human
participants were not involved in the data collection process,
issues of informed consent, confidentiality, and anonymity were
not pertinent. It was ensured that all data and Al outputs were
stored securely and used exclusively for the purpose of the
research.

For the evaluation of the LLM’s performance, an evaluation
framework was developed. The model was assessed on five key
criteria: relevance, accuracy, completeness, clarity, and
applicability of responses. Each of these criteria was scored on a
scale of 0-2, resulting in a maximum possible score of 10 for
each response. To ensure a broad testing spectrum and to
maintain the technical accuracy of the LLM's responses, the
study implemented standardised prompts and an automated
evaluation system. The research anticipated yielding a robust
understanding of potential benefits, limitations, and challenges
associated with leveraging LLM’s to enhance cyber security
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among Australian SMEs. It also intended to provide valuable
insights and recommendations for policymakers and SME
owners, as well as to create a comprehensive conceptual
framework guiding future research and practice in this evolving
field.

Results
1.1 Cyber Security Challenges for SMEs

In the light of the selected literature on "Cyber Security
Challenges for SMEs", a set of themes and patterns of SMEs'
cyber security challenges, measures, and coping mechanisms
become evident.

Firstly, it is glaringly evident across the literature that SMEs are
particularly susceptible to cyber threats. This susceptibility
arises from a combination of factors including a shortage of
cybersecurity knowledge and resources. Furthermore, SMEs
often lack cyber security experts and have a complex socio-
technical setting that they struggle to navigate autonomously.
Hence, the need for automated cybersecurity assessment,
adjusted to the SMEs’ context, becomes apparent [1].

In parallel, other literature elucidates the unique characteristics
of SMEs that add another layer of vulnerability. These include
small size, traditional and familiar structures, limited financial
resources, and the absence of resident IT staff [2]. The study
also underscores the increasing awareness about cyber security
among SMEs, amplified by the COVID-19 pandemic and the
consequent shift towards remote work.

Another paper further illuminates the distinctive behaviour of
SMEs towards cyber security [3]. SMEs are found to prioritise
business growth over security measures, lack internal cyber
security policies, and display a unique cyber security culture,
different from that of larger corporations. Notably, while SMEs
face similar threats to larger companies, their lower levels of
investment and resources for cyber security measures severely
limit their defensive capabilities.

The "Cyber Security and Australian Small Businesses" report
contributes further valuable insights to the discussion of
cybersecurity challenges facing SMEs. It offers an Australian
perspective, recognizing the unique environment in which
Australian SMBs operate. This includes the fact that 97% of
Australian businesses have fewer than 20 staff members and
manage competing business priorities with fewer resources [4].

Akin to the prior studies, the Australian study identifies a
pervasive lack of cyber security knowledge among SMBs,
despite a general awareness of its importance. It highlights the
difficulties SMEs face in implementing effective cybersecurity
practices due to significant barriers. These hurdles include a
lack of dedicated IT security staff, complexity in the field of
cybersecurity, challenges in understanding and implementing
security measures, and underestimation of the risk and
consequences of a cyber incident. Additionally, the report finds
that SMEs often lack planning and response mechanisms for
cyber incidents [4].
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The Australian study emphasizes the unique relationship
between the size of an SMB and the decision to outsource cyber
security measures. Furthermore, it explores the relationship
between exposure to a cyber incident and its impact on
subsequent evaluations of cyber-risk. In terms of the report's
focus, this mirrors the other selected studies in stressing the
importance of a tailored approach to cyber security for SMEs,
acknowledging the significant role of situational context.

These additional insights further underline the multifaceted
nature of the cyber security challenge for SMEs. Notably, the
specific findings of the Australian study demonstrate the global
nature of these issues. These observations reinforce the previous
conclusion that a comprehensive, context-specific, and socio-
technical approach to SME cyber security is essential. They also
underscore the need for improved awareness and education
around cyber security risks, threats, and protective measures,
especially within smaller businesses that lack dedicated IT
security staff.

In summary, the cumulative findings from the selected studies
underscore the vital importance of context-specific, nuanced
approaches to cyber security in SMEs, taking into consideration

each organisation's unique characteristics, resources, and threats.

Moreover, these insights stress the crucial role of human factors
and the importance of improving cybersecurity awareness and
education across all levels of SMEs.

1.2 Al in Cyber Security

The selected studies explore the implications of Artificial
Intelligence (AI) for cybersecurity, particularly within the
context of Small and Medium Enterprises (SMEs).

The first study, "Machine Learning Cybersecurity Adoption in
Small and Medium Enterprises in Developed Countries",
discusses the challenges SMEs face in understanding and
adopting Al for cyber security. Despite the complexities, the
application of ML techniques presents a promising solution for
identifying patterns and behaviours associated with cyber
security threats, such as zero-day attacks. The report emphasises
the significant influence of human factors and the Internet of
Things (I0T) on cyber security. It also notes the importance of
legal and regulatory frameworks, like GDPR, in ensuring the
security of SME ecosystems [5].

The second report, "Adversarial Machine Learning Attacks and
Defence Methods in the Cyber Security Domain", offers a
comprehensive overview of adversarial attacks against machine
learning-based security solutions. These adversarial attacks can
limit the effectiveness of ML in the dynamic, adversarial
environment of cyber security, where actual adversaries (e.g.,
malware developers) exist. The study provides a taxonomy of
adversarial attack and defence methods in the cyber security
domain, while discussing the unique challenges and future
research directions in this field [6].

The third piece, "Machine Learning for High-Risk
Applications", provides a cautionary perspective on the use of
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machine learning, emphasizing the riskiness of overlooking the
legal and regulatory context of ML systems. The legal landscape
for ML is complex and rapidly changing, with laws such as the
EU AI Act and several US federal, state, and municipal laws
touching upon data privacy and Al. This underscores the
importance of legal and regulatory awareness in the application
of ML, especially for high-risk applications like cyber security

(7.

Cumulatively, these studies shed light on the promising yet
complex role of Al and ML in cyber security. They highlight the
potential of these technologies to bolster cybersecurity defences
while underscoring the challenges and risks, including
adversarial attacks and the complex legal and regulatory
landscape. The studies also underscore the vital role of human
factors in cyber security, reinforcing the socio-technical nature
of the field.

In conclusion, while Al and ML offer powerful tools for
enhancing cyber security, it is crucial to consider their
vulnerabilities, such as adversarial attacks, as well as the
broader socio-technical and legal context in which they operate.
Moreover, tailored approaches are necessary to effectively
implement these technologies within the unique contexts of
SMEs, given their specific challenges and needs.

1.3 Large Language Models (LLMs)

The existing body of literature reveals a clear consensus about
the substantial role of Large Language Models (LLMs) in
revolutionising various domains, with notable implications for
artificial general intelligence (AGI) (8; 9; 10). LLMs,
specifically the emergence of ChatGPT, have shown promising
strides in areas such as search and Al-aided content generation,
despite recognized limitations in formal reasoning (11; 12). A
key focus of research is understanding LLMs' capabilities in
causal reasoning and the extent to which they can answer
questions of a causal nature (8; 13; 9; 10). This focus
acknowledges the significant potential for LLMs' development,
especially with the application of human feedback in training to
improve alignment with human objectives.

Another prominent topic within the literature is the exploration
of the challenges and limitations of alignment in LLMs (13; 14;
8). The potential harm from LLMs, such as disseminating false
information or reinforcing social biases, represents a critical
concern for researchers. This concern underscores the
importance of "alignment," a process designed to remove or
minimize undesired behaviours from LLMs' outputs (15; 16; 17,
18).

A critical aspect of LLMs, as highlighted by literature, is their
"unreasonable effectiveness" (19), due to the vast amount of
data they are trained on and their ability to execute a broad
range of tasks typically demanding human intelligence. This
effectiveness has led to unprecedented developments in Al and
subsequent commercial potential, but it also poses potential
risks and warrants careful consideration of safety and
trustworthiness (14; 13; 8).
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In conclusion, the literature emphasizes the transformative
potential of LLMs, the importance of understanding their
capabilities and limitations, particularly regarding alignment,
and the need for responsible deployment given their commercial
potential and inherent risks. As the literature continues to
evolve, further exploration of these themes will yield deeper
insights into the role of LLMs in Al and cyber security. Future
research should continue to scrutinize these themes to ensure the
safe and responsible implementation of LLMs in SMEs' cyber
security strategies.

1.4 Future of Al and Cyber Security

The selected studies delve into the future of Al and
cybersecurity, particularly concerning the ethical considerations,
emerging technologies, and evolving nature of Al.

The first study, "Artificial Intelligence, Business and
Civilization", discusses key ethical considerations in the use of
Al It emphasizes the need for Al to empower humans, foster
rights, and ensure robust oversight mechanisms. The report
underscores the importance of technical robustness, safety,
privacy, and data governance in Al systems. It also calls for
transparency, diversity, non-discrimination, and fairness in Al,
along with a consideration for societal and environmental well-
being. Finally, the study highlights the need for accountability
mechanisms for Al systems and their outcomes [20].

The second report, "Emerging ICT Technologies and
Cybersecurity", presents an overview of various emerging
technologies in the field of cybersecurity. It discusses the
tremendous advancements in networking, connectivity,
electronics, and associated technologies, noting the promising
potential of Al, machine learning, blockchain technologies,
wireless technology, IoT, distributed cloud computing, quantum
computing, virtual reality, and other futuristic technologies for
enhancing cyber security [21].

The third piece, "A Different look at Artificial Intelligence",
offers a nuanced perspective on Al It highlights the integral role
of the internet in society, and how user data, made analysable
through Al techniques, has become an economic asset. This data
can be used to personalize services, improving user
convenience. The study points out that these Al techniques
differ from traditional algorithms due to their ability to learn and
evolve [22].

Collectively, these studies provide a future-oriented perspective
on Al and cyber security, emphasizing the evolving nature of
Al, the advent of emerging technologies, and the critical need
for ethical considerations in Al use. They underscore the
potential of Al to enhance cyber security, while also pointing
out the challenges and considerations in leveraging these
technologies. Ethical issues, such as privacy, fairness, and
accountability, are highlighted as key considerations in future
Al and cyber security strategies. Meanwhile, the evolving
capabilities of Al, such as the ability to learn and modify
themselves, present both opportunities and challenges for cyber
security. Future research and practice in this field would need to
balance these considerations while leveraging the potential of
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Al and other emerging technologies for cyber security.

Given the comprehensive assessment of the four themes, several
conclusions can be drawn that intersect all the thematic
dimensions, namely Cyber Security Challenges for SMEs, Al in
Cyber Security, Large Language Models (LLMs), and the
Future of Al and Cyber Security.

First, it's evident that SMEs face significant cyber security
challenges. Their susceptibility to cyber threats can be attributed
to factors such as lack of cyber security knowledge, resources,
and specialized staff. Despite growing awareness, SMEs often
struggle to implement effective cyber security measures due to
various constraints. This highlights the necessity of a tailored
approach to cyber security that accommodates the unique
characteristics, resources, and threats faced by these entities.

Second, Al and Machine Learning offer promising avenues to
enhance cybersecurity defences for SMEs, though their
application comes with inherent challenges. The benefits, such
as efficient threat detection, need to be balanced with risks like
adversarial attacks. Furthermore, the adoption of Al and ML in
cyber security must consider the complex legal and regulatory
landscape, along with socio-technical considerations.

Third, Large Language Models (LLMs) represent a
transformative technology with significant implications for Al
and cyber security. Their ability to execute a broad range of
tasks typically demanding human intelligence could bolster
cyber security efforts. However, there is a need for
understanding and addressing their limitations, especially in the
context of alignment, to ensure their outputs align with human
objectives and don't disseminate false information or reinforce
biases.

Lastly, looking to the future, the intersection of Al and cyber
security points to a landscape of enormous potential and
intricate challenges. The role of Al in cyber security will
undoubtedly grow, with advancements in technology presenting
new possibilities and challenges. Furthermore, ethical
considerations, such as privacy, fairness, and accountability,
will become increasingly important in guiding the development
and application of Al in cyber security.

In conclusion, the future of cyber security, particularly for
SMEs, will be largely influenced by advances in Al and
machine learning, alongside the ethical, legal, and socio-
technical factors surrounding these technologies. As we move
forward, it will be crucial to balance the promise of these
technologies with their potential risks and challenges. An
approach that integrates Al respects the unique characteristics
of SMEs, and considers ethical, legal, and socio-technical
dimensions will be key to navigating the complex landscape of
cyber security.

1.5 Experiment

This section presents the results and discussion of the LLMs'
performance based on the standardised prompt questions on
diverse aspects of cyber security policy-making, as described in
the Methods section. These results focus on the five primary
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evaluation criteria of relevance, accuracy, completeness, clarity,
and applicability.

In the initial analysis, keywords extracted from existing cyber
security policy requirements were used to guide the assessment
of LLMs. The occurrence of these keywords within the LLM
responses was used as a baseline measure of their understanding
of and ability to generate content relevant to cyber security.

Table 1: Results of the standardised experiment on Large Language
Models

Experiment Results

Results Total
LLM (R, A,C,C,A)* (Averaged)
GPT-4 8.3 1.66
GPT-3.5-turbo 7.6 1.52
DialoGPT-Large 1] 1]
vicuna-7b-v1.1 8 1.6
RedPajama-
INCITE-Chat-3B-
vl 7.2 1.44
RMEV-4-Raven 7.2 1.44
LlamMa 6.8 1.36
FastChat-Ta 6.4 1.28
Koala 6.6 1.32
Alpaca 6.4 1.28
Dolly 5.8 1.16
MPT-Chat 6.4 1.28
OpenAssistant 6.2 1.24
ChatGLM 5.6 1.12
StableLM 2.8 1.16
CohereAl 81 1.62
*R, &, C, C, A refers to the 5 scoring areas: Relevance, Accuracy,
Completeness, Clarity, and Applicability

Across the board, I found a varying degree of performance
among the LLMs. For instance, GPT-4 displayed a robust
performance across most scoring areas, particularly in relevance
and accuracy, suggesting that this model could efficiently grasp
the nuances and complexities inherent in cyber security
discussions. However, it lagged in completeness and clarity,
indicating potential risks in policy gaps or misinterpretations
arising from its responses.

Similarly, vicuna-7b-v1.1 and GPT-3.5-turbo models, while
showing strong relevance and accuracy, struggled with
completeness and clarity. This could potentially impact the
effectiveness of decision-making in cyber security policy, which
relies heavily on comprehensive and clear information.

CohereAl was a standout in terms of its perfect scores in
relevance, accuracy, and applicability. However, it faltered
significantly in completeness, indicating a struggle to provide
comprehensive analysis despite accurately comprehending and
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applying its knowledge in the cyber security domain.

Across all models, several critical limitations were observed.
First, most models struggled with completeness, which is
critical given the complexity and rapidly evolving nature of
cyber security threats. Second, clarity was generally lower than
other scoring areas across models, which is concerning given its
importance in policy comprehension and implementation. Third,
several models still struggled with the applicability of their
knowledge to practical, real-world cyber security contexts.

Discussion

The results of the evaluation of various LLMs' performance in
the context of cyber security policy-making provide valuable
insights into their potential and limitations in this highly
complex and evolving field. As demonstrated, the LLMs
showed varying capacities in terms of relevance, accuracy,
completeness, clarity, and applicability, with no single model
excelling uniformly across all criteria. This underlines the need
for careful consideration when deploying these technologies to
assist in cyber security policy-making for SMEs and the broader
community.

There are several key implications emerging from these
findings. Firstly, the limitations in completeness experienced by
most models highlight the risk of gaps in knowledge and
understanding when relying solely on LLMs for policy-making.
It underscores the importance of human expertise in navigating
the multifaceted and rapidly changing landscape of cyber
security threats and strategies. Integration of these models into
the policy-making process should be seen as a complementary
tool for human experts, rather than a wholesale replacement.

Secondly, the challenges encountered in ensuring clarity across
models emphasize the importance of clear communication in
policy comprehension and implementation. Given the highly
technical, complex, and context-specific nature of cyber
security, easily understandable outputs are crucial to effectively
inform decision-making. Further refinement of LLMs to
improve their clarity may mitigate the risk of misinterpretations
and consequent policy failures.

Thirdly, while some models showed a high level of accuracy
and applicability, the general lack of consistency across these
criteria highlights potential risks in their real-world deployment.
Addressing these disparities through refining the LLMs training
processes, updating their training datasets, and accounting for
newer cyber threats can improve their applicability in a practical
cyber security policy-making context.

Lastly, it should be emphasized that even with improvements in
these areas, LLMs cannot wholly account for the ethical, social,
and cultural considerations inherently embedded within policy-
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making. Therefore, human expertise must remain central to
creating policies that consider these critical dimensions.

Future research should focus on refining the training data and
algorithms to improve the LLMs' abilities in terms of
completeness, clarity, and applicability. Additionally, exploring
ways to efficiently integrate these models with human expertise
can result in a more comprehensive and collaborative approach
to cyber security policy-making. Further attention should also be
given to analysing the specific needs and contexts of SMEs,
ensuring that any LLM-assisted policy development is relevant,
accurate, and appropriate for the unique situations they face.

Conclusion

This pioneering investigation into the application of Large
Language Models (LLMs) for bolstering cyber security among
Australian Small and Medium-Sized Enterprises (SMEs) has
shed light on an encouraging, yet relatively unexplored area.
The research methodology, which comprised a thorough
literature review, standardized Al model experiments, and
comprehensive analysis, has positioned LLMs as promising
tools in the realm of cyber security.

A significant gap was identified in the literature regarding the
application of LLMs to the cyber security practices of
Australian SMEs. This revelation underscores the novelty of this
research, while simultaneously highlighting the swift evolution
of cyber threats and the potential of LLMs to serve as
counteractive mechanisms. Consequently, the need for more
focused research in this arena is accentuated.

The GPT-4 model was identified as the most potent Al model
for formulating cyber security policies for SMEs. However,
concerns regarding data privacy and ethics were also raised,
advocating for a nuanced application of Al that balances
effectiveness with ethical standards.

This research opens avenues for the potential development of a
specialised LLM tailored to generate cyber security policies
within the context of Australian SMEs. This proposed model
would cater to the unique needs and regulatory standards of
Australian SMEs, while also offering robust and ethically
conscious cybersecurity solutions.

Future research holds the potential to extend the capabilities of
LLMs beyond merely suggesting cyber security policies, to
providing comprehensive implementation steps. An all-
encompassing LLM offering instructions for operational
changes, such as guided steps for group policy modifications,
could revolutionise how SMEs understand and implement cyber
security measures. This would also reduce the reliance on expert
intervention and enhance self-reliance.

Furthermore, the integration of LLMs with real-time threat
intelligence and incident updates is an exciting prospect for
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future exploration. It also underlines the supportive role that
larger corporations and government entities can play in SMEs'
adoption of Al and LLMs, advocating for cooperative
frameworks and mechanisms that encourage active involvement
of these key stakeholders.

In conclusion, this ground-breaking research illuminates a novel
path for improving cyber security measures in Australian SMEs
using Al and LLMs. The insights gleaned and recommendations
offered provide a strong foundation for future research and
practical applications, contributing to the broader goal of
fostering cyber resilience in the digital age. The insights
obtained from this study could be instrumental in achieving this
goal, thereby laying the groundwork for future exploration into
this promising field.
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