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Abstract
To gather a significant quantity of annotated train-
ing data for high-performance image classifica-
tion models, numerous companies opt to enlist
third-party providers to label their unlabeled data.
This practice is widely regarded as secure, even
in cases where some annotated errors occur, as
the impact of these minor inaccuracies on the fi-
nal performance of the models is negligible and
existing backdoor attacks require attacker’s abil-
ity to poison the training images. Nevertheless,
in this paper, we propose clean-image backdoor
attacks which uncover that backdoors can still be
injected via a fraction of incorrect labels without
modifying the training images. Specifically, in
our attacks, the attacker first seeks a trigger fea-
ture to divide the training images into two parts:
those with the feature and those without it. Sub-
sequently, the attacker falsifies the labels of the
former part to a backdoor class. The backdoor
will be finally implanted into the target model
after it is trained on the poisoned data. During
the inference phase, the attacker can activate the
backdoor in two ways: slightly modifying the
input image to obtain the trigger feature, or tak-
ing an image that naturally has the trigger feature
as input. We conduct extensive experiments to
demonstrate the effectiveness and practicality of
our attacks. According to the experimental results,
we conclude that our attacks seriously jeopardize
the fairness and robustness of image classification
models, and it is necessary to be vigilant about
the incorrect labels in outsourced labeling.

1. Introduction
The field of deep learning has witnessed a rapid growth,
which has led many companies to gather their own business
data to train deep learning models. However, these data
are often unlabeled, and manually labeling them can be a
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cumbersome and time-consuming task. As a result, compa-
nies may opt to outsource the data labeling process. In such
scenarios, although the outsourced labels are untrusted and
some of them may be incorrect, the training data is trusted
and clean. Therefore, it is commonly considered safe from
backdoor attacks. To explore potential security threats posed
by outsourced labels, in this paper we propose clean-image
backdoor attacks, focusing on general image classification
tasks. In our attacks, the attacker cannot modify the training
images and can only tamper with a limited proportion of the
training labels. Through the poisoned labels, the attacker
aims to implant the backdoor into the target model.

From the perspective of shortcut learning (Geirhos et al.,
2020; Luo et al., 2021), the backdoor attacks are the attacks
which induce the target model to take the shortcut designed
by the attacker. Up to now various sorts of backdoor attacks
have been studied, including visible attacks, invisible at-
tacks and clean-label attacks. However, all present forms of
backdoor attacks involve embedding a trigger pattern into
the training images to establish the shortcut, rendering them
ineffective in our clean-image context.

To execute clean-image backdoor attacks, we shift the think-
ing of existing methods. Instead of purposely poisoning
training images to create a shortcut, we try to seek out a
shortcut which is naturally present within clean training im-
ages. Specifically, our approach involves designing a trigger
feature that can categorize training images into two groups:
those with and those without the trigger feature. We then
alter the labels of training images with the trigger feature to
a backdoor class and feed the corrupted data to the target
model. During the inference phase, the backdoor within
the target model can be activated by inputting the images
featuring the designated trigger, which results in the output
of the backdoor class. There exist two cases here. The first
is the input images inherently have the trigger feature, and
the second is the attacker imperceptibly modifies the input
images to bestow the trigger feature on them.

In designing the trigger feature, there are three primary
challenges as follows. The first challenge is ensuring that
the proportion of training images with the trigger feature
aligns exactly with the poisoning ratio. Secondly, the feature
pattern must have priority in the learning process of the
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target model. Failure to do so may result in the target model
taking other unexpected shortcuts, rendering the attacker
unable to manipulate the backdoor with precision. Finally,
to enable activation of the backdoor via the poisoned images
which are slightly modified by the attacker from the clean
images during the target model’s inference stage, the feature
must be sensitive to minor and imperceptible modifications.
This sensitivity ensures that any clean image without the
trigger feature can be transformed into an image featuring
the designated trigger with minimal effort.

To address the above challenges, our designed trigger feature
is based on a kernel-based linear scoring function, which
can ensure the satisfaction of the first two points. For the
third point, we propose two attack strategies resulting in
different levels of the feature sensitivity. Specifically, in the
first strategy of randomizing, the kernel matrix of our linear
scoring function is randomly initialized with the standard
gaussian distribution. In the second strategy of learning, the
kernel matrix is further optimized by gradient descent for
better feature sensitivity.

The key contributions of our work can be summarized as
the following three points:

• To the best of our knowledge, our proposal of clean-image
backdoor attacks is the first of its kind to apply invisible
backdoor attacks on the general image classification task,
without requiring the modification of training images dur-
ing the training stage. Specifically, we provide a formal
definition of clean-image backdoor attacks and propose
two metrics (i.e., natural and manual attack success rates)
for evaluating attack effectiveness.

• We define a metric that indicates feature sensitivity in
our attacks and propose two strategies (randomizing and
learning) for constructing the trigger feature, which yields
different levels of feature sensitivity.

• We conduct extensive experiments on two popular image
classification datasets using a variety of target models,
including fully-connected based, CNN based, and Trans-
former based models. In our experimental section, we
demonstrate the practicality of our attacks from two per-
spectives (effectiveness and stealthiness) and provide a
deep analysis of the difference in attack performance re-
sulting from the use of the two aforementioned strategies.

2. Related Work
Backdoor attacks have garnered considerable attention as
a rapidly growing research area due to their ability to ex-
pose vulnerabilities in deep neural networks (DNNs). In
this section, we present a comprehensive overview of the
development of backdoor attacks in the context of general
image classification tasks and categorize existing studies

into four distinct branches following (Li et al., 2023; Guo
et al., 2022; Li et al., 2022). In the subsequent subsections,
we provide a detailed explanation of each of these four types
of backdoor attacks in the order of their appearance. From
our discussion, we can summarize the research trend in the
field of backdoor attacks that the capability restrictions on
attackers are getting more and more stringent.

2.1. Visible Backdoor Attacks

In (Gu et al., 2019), the researchers propose a representative
visible backdoor attack named BadNet. This attack assumes
that the training of the target model is outsourced to the at-
tacker, who can manipulate the training freely. Specifically,
the attacker randomly selects a subset of training samples
and creates backdoored versions of these samples by adding
a trigger to the original clean images, such as a pattern of
bright pixels in the bottom right corner. The labels of the
backdoored samples are set by the attacker to achieve their
goal. The attacker then includes these poisoned samples in
the training set used to train the target model. As a result, the
target model becomes backdoored. When the target model
encounters an image with the backdoor trigger, it predicts
the attacker’s desired label as the output. In all other cases,
the model works properly as expected.

Several studies (Shokri et al., 2020; Lin et al., 2020; Nguyen
& Tran, 2020; Xue et al., 2020; Gong et al., 2021) have built
upon the work of BadNet and attempted to improve it. These
studies have focused on making the backdoors in the target
models more difficult to detect, or enabling the backdoors to
be activated more flexibly. However, it is important to note
that all of these studies do not restrict the attacker’s ability
to modify the training data.

2.2. Invisible Backdoor Attacks

In situations where the attacker lacks the ability to manip-
ulate the training of the target model, and is only able to
provide training data, existing visible backdoor attacks be-
come impractical as their poisoned images can be easily
identified by the human eye. To overcome this limitation,
the first invisible backdoor attack was introduced in (Chen
et al., 2017), which involves generating a poisoned image
that is a blend of the original clean image and the backdoor
trigger. In order to maintain imperceptibility, the blend ratio
is carefully controlled to ensure that the poisoned image is
visually indistinguishable from the clean image.

Subsequently, numerous other invisible backdoor attacks
have been proposed in the literature (Li et al., 2020; Doan
et al., 2021b;a; Zhao et al., 2022; Xia et al., 2022; Li et al.,
2021; Zhang et al., 2022; Wang et al., 2022). These works
employ a variety of techniques such as steganography and
image quantization to create poisoned images that are imper-
ceptible to the human eye. In all of these attacks, the attacker
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is limited to imperceptibly poisoning the training images,
but has free reign to manipulate their labels as desired.

2.3. Clean-label Backdoor Attacks

The incorrect labels in the above invisible backdoor attacks
may be noticed, possibly leading to the detection of the
backdoor attacks. To further enhance the stealthiness of
backdoor attacks, the clean-label backdoor attack was firstly
introduced in (Turner et al., 2019). In this approach, the
attacker poisons only the training images in the backdoor
class using either adversarial perturbations or a generative
model. As a result, the poisoned images not only appear
indistinguishable from their clean counterparts to the human
eye, but their labels are also correct with no anomalies.

A considerable number of studies have opted for the set-
ting where the attacker is only able to poison the training
images but not their labels. In line with this setting, vari-
ous clean-label backdoor attacks have been proposed (Saha
et al., 2020; Ning et al., 2021; Gao et al., 2023; Liu et al.,
2020; Barni et al., 2019; Luo et al., 2022; Zeng et al., 2022).
However, compared to the backdoor attacks that allow the at-
tacker to poison the labels, the clean-label backdoor attacks
are generally less effective, which is reasonable given the
harsh restrictions on the attacker’s ability. Within the clean-
label backdoor attacks, a higher poisoning rate is required
but a lower attack success rate is achieved.

2.4. Clean-image Backdoor Attacks

Although the restrictions in clean-label backdoor attacks are
already extremely harsh, these attacks are still infeasible in
some scenarios. This is especially true when the training
data for the target model is collected by its holder, render-
ing attackers incapable of poisoning the training images to
their advantage. For instance, some companies gather a
vast number of unlabeled images from their business and
outsource the labeling of these images to train their target
models. In such cases, all existing backdoor attacks are
rendered completely ineffective. In light of this, we propose
to modify the restrictions such that the attacker can only
poison a small fraction of labels in the training data while
leaving the training images untouched. We refer to these
attacks as clean-image backdoor attacks.

To the best of our knowledge, it is widely believed that in-
jecting a backdoor without poisoning the training images is
impossible. There exists only one study (Chen et al., 2022)
that attempts to execute clean-image attacks on DNNs. This
work restricts its scope to multi-label image classification
tasks, in which the attacker selects a specific combination
of categories (such as {pedestrian, car, traffic light}) as the
trigger pattern and falsifies the labels of training images
containing the category combination to implant the back-
door. However, we argue that such attacks are not traditional

backdoor attacks because the attacker is unable to activate
the backdoor by generating poisoned images based on clean
images after poisoning the training. In other words, the
backdoor activation in these attacks relies on clean images
naturally containing the trigger pattern, which means the
attacker cannot manipulate it freely. Additionally, these
attacks are not generic due to the category combination trig-
gers are completely unsuitable for single-label scenarios.

3. Preliminaries
In this section, we first formulate the problem of our attacks
and then introduce relevant limitations.

3.1. Problem Formulation

Our clean-image attacks aim to backdoor the general image
classification models. Specifically, we denote the original
clean training set as Dtrain. Each sample (X, y) ∈ Dtrain

comprises an image X ∈ X = RC×W×H and its label
y ∈ Y = {1, 2 . . . , N}, where C represents the number
of channels, W and H represent the width and height of
the images respectively, and N is the number of classes.
The backdoor class designated by the attacker is denoted as
yT ∈ Y . There are two phases in our attacks as follows.

Label poisoning phase. Prior to training the target im-
age classification model, the attacker initiates the poisoning
phase. A specific subset of samples represented by Dp is
intentionally selected from the pristine training set Dtrain,
and their labels are falsified to the backdoor class yT . Con-
sequently, the training set becomes poisoned and can be de-
noted as Dtrain

p = (Dtrain\Dp)
⋃
{(X, yT )|(X, y) ∈ Dp}.

Following this, the target model is trained on the poisoned
training set Dtrain

p , and thereby the backdoor is implanted.

Trigger adding phase. During the inference stage, for any
clean image X whose ground-truth label is not equal to
yT , the attacker can slightly modify it to a poisoned image
t(X) (or simply taking t(X) = X if the clean image can
naturally activate the backdoor). The well-crafted poisoned
image is highly similar to the original clean image, but with
the backdoor trigger embedded within it. Upon passing the
poisoned image as input to the target model, the hidden
backdoor within the model is activated, resulting in the
prediction of the backdoor class yT as the output.

It is noteworthy that our attack methodology has the follow-
ing characteristics: (i) The attacker is restricted to falsifying
the labels in the training set, and cannot manipulate the
training of the target model in any other manner, such as
adding extra training samples or modifying the batch order.
(ii) Our attacks are black-box attacks, as the attacker lacks
any prior knowledge regarding the target model structure.
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3.2. Attack Limitations

Considering the stealthiness and the practicality of our
attacks, there are mainly two limitations on our attacks:

Poisoning ratio. In the label poisoning phase, we define the
poisoning ratio β as the proportion of the poisoned samples
in the training set (i.e., β =

|Dp|
|Dtrain| ), and restrict the value

of β. A larger β means a larger number of incorrect labels
in the final training set Dtrain

p . It is suspicious if the data
quality of Dtrain

p is low. Besides, too many incorrect labels
cause severe drop in the performance of the target model.

Difference norm. In the trigger adding phase, we expect
the difference between the clean image and the generated
poisoned image is imperceptible, or it may lead to the poi-
soned image being noticed by the naked eye. Therefore, in
our attacks we restrict the ℓ2-norm of the difference to be no
greater than a hyper-parameter λ (i.e., ∥t(X)−X∥2 ≤ λ).

4. Clean-image Backdoor Attacks
In this section, we present our proposed clean-image back-
door attacks in detail. Specifically, we first introduce the
core idea and the challenges of our attacks. Then we de-
scribe the design of the binary classification function in our
attacks. At last, we demonstrate our attack workflows.

4.1. Core Idea and Challenges

Inspired by the recent studies (Geirhos et al., 2020; Luo
et al., 2021) on shortcut learning, the core idea of our attacks
is to induce the target image classification model to take a
shortcut. As a simple example, if in the training set all the
images taken on cloudy days are classified to the backdoor
class yT , the target model may learn the shortcut pattern:
when the input image X is taken on cloudy days, the output
label is yT . Essentially the learned shortcut is the implanted
backdoor in the target model.

More generally, in our attacks we need to find a common
feature (e.g., taken on cloudy days), and falsify the labels
of all images with this feature in the training set to yT for
creating the shortcut. We can use a binary classification
function f : X → {0, 1} to describe the common feature.
For the image X which has the common feature, f(X) = 1;
otherwise, f(X) = 0. Let F1 = {X|(X, y) ∈ Dtrain ∧
f(X) = 1} and F0 = {X|(X, y) ∈ Dtrain ∧ f(X) = 0}
denote the set of the images in Dtrain with the common
feature and without the common feature, respectively. The
following three points need to be considered when designing
the function f , which is quite challenging.

Ratio Consistence. We define the proportion of the images
with the common feature as γ = |F1|

|Dtrain| . On the one hand,
γ can not be too large. In the label poisoning phase of our

attacks, the number of the poisoned samples in Dtrain
p is

limited by the poisoning ratio β. If γ > β, the attacker can
not falsify all the labels of the images with the common
feature, which means ∃(X, y) ∈ Dtrain

p , f(X) = 1 ∧ y ̸=
yT . These samples defy the shortcut pattern and hence will
weaken the shortcut learning in the target model. On the
other hand, γ can not be too small. A smaller γ means a
smaller number of the samples in Dtrain

p which can reflect
the shortcut pattern. It may result in overfitting of the target
model for shortcut learning. In general, ideally γ is exactly
equal to β.

Shortcut Priority. To ensure the target model first learns
our desired shortcut, the binary classification function f
should not be too complicated, and its pattern can be easily
captured by the target image classification model. Other-
wise, the target image classification model may take some
other unexpected shortcuts, leading to the fact that the at-
tacker can not precisely control the activation of the back-
door in the trigger adding phase of our attacks.

Feature Sensitivity. As mentioned in the previous Sec-
tion 3.2, there is a limitation on the difference between the
clean images and the poisoned images in the trigger adding
phase of our attacks. Therefore, the common feature we
adopt should be sensitive enough. For any clean image with-
out the common feature, we can turn it to have the common
feature with just a little modification. More specifically,
for ∀(X, y) ∈ Dtrain, the binary classification function f
should satisfy:

max
||∆||2≤λ

{
f(X+∆)

}
= 1. (1)

4.2. Function Design

To strictly keep the aforementioned ratio consistence, we de-
sign a scoring function g : X → R rather than straightly de-
sign the binary classification function f . For ∀X ∈ Dtrain,
we sort their values of g(X) in descending order. Then we
set the (

⌊
β ·|Dtrain|

⌋
)-th value as the threshold α. The func-

tion f can be obtained from g by f(X) = Γ
(
g(X) − α

)
,

where Γ is the heaviside function: Γ(x) = 0 if x < 0;
Γ(x) = 1 otherwise. In this way, we can guarantee the ideal
value of γ.

Moreover, taking into account the shortcut priority, we keep
the simplicity of the function g from two aspects: (i) we
limit the number of independent variables in g by making
g only related to the bottom-right S × S squares of the
images, where S is a hyper-parameter; (ii) we restrict g to
be completely linear. Let Xi denote the i-th channel of
the image X, where i ∈ {1, 2, . . . C} and Xi ∈ RW×H .
Let Xi,S×S ∈ RS×S denote the bottom-right S × S square
in the matrix Xi. Finally the definition of our designed
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function g is as following:

g(X) =

C∑
i=1

KS×S ⊙Xi,S×S , (2)

where KS×S is the weight matrix with the shape S × S,
and ⊙ denotes the matrix inner product (i.e., the sum of
the element-wise product). From another perspective, the
function g has a similar structure to the convolution function
in convolutional neural networks (CNNs) (Albawi et al.,
2017). Further, we can consider the function f based on g
as a simplified convolutional layer with KS×S as the kernel
and −α as the bias. In this simplified convolutional layer,
the kernel KS×S is shared among all channels. Its activation
function is the heaviside function Γ. The numbers of its
input channels and output channels are C and 1, respectively.
Note that most existing image classification models are
CNN-based, and for these models the pattern of the function
f is even easier to capture.

Based on Eq 1 we can derive that for ∀(X, y) ∈ Dtrain:
max

∥∆∥2≤λ

{
g(X+∆)

}
≥ α. Since g is a linear function, we

can further infer that:

max
∥∆∥2≤λ

{
g(∆)

}
≥ α− min

(X,y)∈Dtrain

{
g(X)

}
. (3)

In the design of the function g, we guarantee the feature
sensitivity from two sides of the above inequation. Let
∆i,S×S denote the i-th channel of the bottom-right S × S
square of ∆. For the left side, according to the Cauchy-
Schwarz inequality, when ∆1,S×S = ∆2,S×S = · · · =

∆C,S×S = λ√
C
· KS×S

∥KS×S∥2
, g(∆) takes its maximum value

λ√
C
· ∥KS×S∥2. And removing the constant, we maximize

∥KS×S∥2. For the right side, directly minimizing α and
maximizing min

(X,y)∈Dtrain

{
g(X)

}
are difficult because both

of their values are related to the whole training set. Given
that the right side denotes the gap between the quantile at β
and the minimum value, it is approximately proportional to
the standard deviation σg of g(X) for all (X, y) ∈ Dtrain.
Therefore, we turn to minimize σg, which can be easily
estimated. A smaller σg means less dispersion of g(X) in
the training set, hence the high probability of a smaller value
of the right side. Combining the above two perspectives, we
define a global metric ϕg to indicate the feature sensitivity
as following: ϕg =

σg

∥KS×S∥2
. The smaller ϕg means the

better feature sensitivity.

In our attacks we try two strategies to set the value of the
kernel matrix KS×S , which results in different levels of the
theoretic feature sensitivity, as following:

Randomizing Strategy. Following (Huang et al., 2020),
for ∀(X, y) ∈ Dtrain, we assume each element in
X obeys a gaussian distribution (i.e., ∀x ∈ X, x ∼

N (µ, σ2)). Based on this assumption and Eq 2, we
can infer that g(X) ∼

∑C
i=1

∑
k∈KS×S k · N (µ, σ2),

and σ2
g = C ·

∑
k∈KS×S k2σ2. Then we have: ϕg =√

C·
∑

k∈KS×S k2σ2

∥KS×S∥2
=

√
C · σ. From the above conclusion,

we can find that the feature sensitivity is unrelated to the
kernel matrix KS×S , which means that the value of KS×S

does not matter. Hence, in the strategy of randomizing, we
directly randomize each element in KS×S with a random
distribution (e.g., the standard gaussian distribution).

Learning Strategy. Due to the fact that the assumption
in the randomizing strategy does not exactly match the
real training set, there is still room for further improve-
ment. In the strategy of learning, we first randomly ini-
tialize the kernel matrix KS×S , and then repeat a num-
ber of rounds to learn its optimal value. In each round:
(i) we first randomly select M samples from Dtrain de-
noted by D′, where M is a hyper-parameter; (ii) then
we estimate σg through D′ according to the sample vari-

ance formula as: σg =

√∑
(X,y)∈D′ (g(X)−ḡ)2

M−1 ·, where
ḡ = 1

M ·
∑

(X,y)∈D′ g(X); (iii) lastly we define the loss
as ϕg with the estimated σg, and use gradient descent to
optimize the value of KS×S for minimizing the loss. After
these rounds of learning, The final kernel matrix KS×S is
obtained.

4.3. Attack Workflows

With the function f and g are settled, our attacks can be
conducted. Here we introduce the specific workflows of our
attacks in two phases respectively. In the label poisoning
phase, the workflow is fairly simple. What the attacker needs
to do is just taking Dp = {(X, y) ∈ Dtrain|f(X) = 1} and
poisoning the labels as we mentioned before in Section 3.1.
In the trigger adding phase, for any clean image X ∈ X ,
if f(X) = 1, it is a natural backdoor image and we do
not need to poison it (i.e., t(X) = X). If f(X) = 0, we
generate the poisoned image t(X) as follows.

As aforementioned in Section 3.2, we expect the difference
between the clean images and the poisoned images is as
little as possible. Hence we can formulate the problem of
generating poisoned images as following:

min
t(X)

∥t(X)−X∥2

s.t. g
(
t(X)

)
≥ α+ δ,

(4)

where δ > 0 is the redundancy to ensure the full activation
of the backdoor. Note that we usually take α + δ equal
to the median of g(X) for ∀(X, y) ∈ Dp. Due to the fact
that g is only related to the bottom-right S × S square of
the input image, we set the elements in t(X) equal to the
corresponding elements in X except for the elements in the
bottom-right square.
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Figure 1. Original clean images (top) and generated poisoned images (bottom)

For convenience, we define ∆ = t(X)−X, and use ∆i,S×S

to denote the i-th channel of the bottom-right square of ∆.
Since our function g is linear, the restriction in Eq 4 can
be transformed to: g

(
∆
)
≥ α + δ − g(X). Once again

according to the Cauchy–Schwarz inequality, we can derive
the optimal solution of the above problem as: ∆1,S×S =

∆2,S×S = · · · = ∆C,S×S = α+δ−g(X)
C·∥KS×S∥ · KS×S

∥KS×S∥2
. Con-

sidering the ℓ2-norm limitation λ and our conclusion on the
left side of Eq 3, for ∀i ∈ {0, 1, . . . , C} we crop ∆i,S×S to
V (α+δ−g(X)

C·∥KS×S∥ ) ·
KS×S

∥KS×S∥2
, where V is the cropping function:

V (x) = 0 if x < 0; V (x) = λ√
C

if x > λ√
C

; V (x) = x

otherwise.

Finally, the generated poisoned image t(X) can be obtained
from the cropped ∆ accordingly.

5. Experiments
In this section, we present our attack performance across
the board. Through our extensive experiments, we mainly
aim to investigate the following research questions (RQs):

RQ1: Are our attacks generally effective across various
datasets and various target models?

RQ2: What is the impact of the poisoning ratio?

RQ3: How stealthy are our attacks?

RQ4: What is the difference between the two attack strate-
gies (i.e., randomizing and learning)?

5.1. Experimental Setup

Here we introduce datasets, target models, evaluation met-
rics and parameter settings of our experiments, respectively.

Datasets. To demonstrate the generality of our attacks, we
use two datasets with different complexity: MNIST (Deng,
2012) and CIFAR10 (Krizhevsky et al., 2009). Both of them
are publicly accessible and widely used in the field of im-
age classification. In MNIST, there are 60, 000 samples for
training and 10, 000 samples for test. Each sample consists
of a 28 × 28 grey-scale image of handwritten digits and

its label in 0 to 9. In CIFAR10, there are 50, 000 samples
for training and 10, 000 samples for test. Each sample con-
sists of a 32 × 32 colored image and its class label in 0
to 9 respectively denoting airplane, automobile, bird, cat,
deer, dog, frog, horse, ship and truck. Note that in the data
preprocessing we normalize the channels of the images.

Target Models. To demonstrate our attacks apply to all
sorts of image classification models, we respectively select
three representative models as our target models: FCNN for
fully-connected based models, ResNet20 (He et al., 2016)
for CNN based models and SimpleViT (Beyer et al., 2022;
Dosovitskiy et al., 2020) for Transformer based models.
More specifically, our adopted FCNN is a two-layer fully-
connected neural network with hidden dim=512. Our im-
plementation of ResNet20 strictly follows its original pa-
per. In SimpleVit, we set: patch size=4, dim=32, depth=3,
heads=4 and mlp dim=64.

Evaluation Metrics. Let Dtest denote the test set, and
D̂test denote the set of samples in Dtest whose ground-
truth label is not equal to the backdoor class yT . Subse-
quently we can divide the images of the samples in D̂test

into two categories: F ′
1 = {X|(X, y) ∈ D̂test∧f(X) = 1}

and F ′
0 = {X|(X, y) ∈ D̂test ∧ f(X) = 0}. We call

the images in F ′
1 as the natural poisoned images because

they naturally contain the backdoor trigger. Let Φ denote
the target model. In general we observe our attack per-
formance in terms of three metrics as following: (i) accu-
racy (ACC), the classification accuracy of the target model
on Dtest (i.e., |{(X,y)∈Dtest|Φ(X)=y}|

|Dtest| ); (ii) natural attack
success rate (ASR-n), the proportion of the target model
outputs equal to yT when the images in F ′

1 are the inputs
(i.e., |{X∈F ′

1|Φ(X)=yT }|
|F ′

1|
); (iii) Manual Attack Success Rate

(ASR-m), the proportion of the target model outputs equal
to yT when the generated poisoned images based on the im-
ages in F ′

0 are the inputs (i.e., |{X∈F ′
0|Φ(t(X))=yT }|

|F ′
0|

). Note
that to prevent the influence of randomness all our evaluation
metrics are averaged over multiple replicated experiments.

Parameter Settings. Unless otherwise specified, the hyper-
parameters in our attacks are set as following: β = 0.05,
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Figure 2. Performance across different datasets and models
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Figure 3. Performance with different poisoning ratios

λ = 1.0, S = 3 and M = 128. And the backdoor
class yT is set to 6 on both datasets. In our attacks with
the learning strategy, we utilize the Adam optimizer with
learning rate = 0.01. The kernel matrix KS×S is trained
for 1 epoch on MNIST and 3 epochs on CIFAR10, respec-
tively. In the target model training, we utilize the SGD opti-
mizer with learning rate = 0.01, momentum = 0.9 and
weight decay = 0.0001. The number of training epochs
is 5 for FCNN and 100 for ResNet20 and SimpleViT. The
batch size is 128. At the end of training all of the models
reach convergence. Note that since the bottom-right 3× 3
squares of most images in MNIST are completely blank,
we set a larger kernel size S = 16 for MNIST. We conduct
our experiments on a Ubuntu Server with 8 NVIDIA RTX
A5000 GPUs, 64-bit 16-core Intel(R) Xeon(R) Gold 5218
CPU @ 2.30GHz and 256 GBs of RAM.

5.2. Attack Effectiveness (RQ1)

To verify the generality of our attack effectiveness, we per-
form three groups of our attacks with the randomizing strat-
egy on MNIST and CIFAR10. Specifically, on MNIST we
adopt FCNN as the target model. On CIFAR10 we adopt
ResNet20 and SimpleViT as the target model respectively.

Figure 2 shows the evaluation metrics in each epoch under
three experimental settings. On MNIST x FCNN, the target
model attains its best ACC in the third training epoch, and
at this point ASR-n and ASR-m achieve 0.611 and 0.766
respectively; On CIFAR10 x ResNet20, the best ACC is
achieved in the 60-th training epoch, and at this point ASR-n
and ASR-m are 0.899 and 0.482 respectively; On CIFAR10
x SimpleViT, the best ACC is achieved in the 50-th training

epoch, and at this point ASR-n and ASR-m are 0.627 and
0.391 respectively. The results under all three experimental
settings show that our attacks significantly increase both
two attack success rates (ASR-n and ASR-m) compared to
their initial value 0.1. It means if the target model is applied
to real life, the attacker has a high probability of being able
to activate the backdoor in it through the natural poisoned
images or the generated poisoned images.

From the above observations, we can conclude our attacks
are effective across various datasets and target models.

5.3. Impact of Poisoning Ratio (RQ2)

To explore the impact of the poisoning ratio β on our attack
performance, we experiment on CIFAR10 with ResNet20
as the target model. We carry out our attacks with the
randomizing strategy, and β is set to 0.02, 0.03, 0.04 and
0.05 respectively. From the experimental results shown in
Figure 3, we can summarize the following three points: (i)
the higher β causes the higher ASR-n and ASR-m, meaning
the more severe damage of our attacks; (ii) the higher β
results in the lower ACC, although the drop in ACC is quite
slight; (iii) when β is extremely small (β = 0.02), most
of our generated poisoned images are ineffective, but the
natural poisoned images still have a high probability of
successfully activating the backdoor.

5.4. Attack Stealthiness (RQ3)

We conduct our attacks with the strategy of randomizing
on CIFAR10, and investigate the stealthiness of our attacks
from two aspects: (i) in the label poisoning phase, whether
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Figure 4. Original class distribution of falsified-label images

there are any patterns that could lead to the falsified labels
being noticed; (ii) in the trigger adding phase, whether
there is perceptible difference in the images before and after
adding the backdoor trigger.

Regarding the first aspect we consider that our attacks will
be more detectable if most of the label-falsified images are
of the same class. Hence, we explore the distribution of the
original clean class of the label-falsified images, as shown in
Figure 4. Note that due to the fact our backdoor class is set
to 6, we do not need to falsify the labels of the images whose
original clean label is 6. From the figure we can draw the
conclusion that, although the frequency of the original class
9 is relatively a little high, the overall distribution is quite
random. And because of the randomness, it is extremely
difficult for the defenders to notice the poisoned samples
which are only a small fraction of the whole training set.

As for the second aspect, we directly present the original
clean images and the corresponding generated poisoned
images in Figure 1. The original clean images are shown at
the top, and the corresponding generated poisoned images
are shown at the bottom. Note that these original clean
images are randomly selected from the test set, and all their
labels are not equal to the backdoor class. From the figure
we find it difficult to distinguish the original clean images
and the generated poisoned images.

In summary, our attacks are of high stealthiness.

5.5. Comparison between Two Strategies (RQ4)

To investigate the role of the learning strategy, we respec-
tively perform our attacks with the strategies of randomizing
and learning on CIFAR10 with ResNet20 as target model.

In Figure 5, (a) and (b) respectively show ASR-n and ASR-
m under our two attack strategies. As the figure shown,
compared to the strategy of randomizing, the strategy of
learning has lower ASR-n, but can achieve higher ASR-m.
We argue the reasons for this phenomenon are as following:
(i) the pattern of the function f based on the learned kernel
KS×S is more complicated and is more difficult for the tar-
get model to precisely capture, hence the lower ASR-n; (ii)
the learned kernel KS×S leads to better feature sensitivity,
which means that the backdoor can be more fully activated
in the trigger adding phase, hence the higher ASR-m.

When we more strictly limit the ℓ2-norm of the difference
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Figure 5. ASR under different attack strategies

between clean images and poisoned images, the above phe-
nomenon becomes more evident. We keep the other set-
tings unchanged but set a smaller value of the ℓ2-norm limit
λ = 0.5. The experimental results are shown in Figure 5
(c) and (d). From these results, we can draw the follow-
ing conclusions: (i) the ℓ2-norm limit λ has no influence
on ASR-n; (ii) when λ is smaller, the improvement of the
learning strategy for ASR-m is greater.

6. Conclusion and Future Work
In this paper, we propose clean-image backdoor attacks, in
which the attacker only poisons the training labels. More
specifically, we design a kernel based binary classification
function to divide the training images into two groups. Ac-
cording to the kernel based function, the attacker falsifies a
limited proportion of the training labels in the label poison-
ing phase, and generates the poisoned images based on the
clean images to activate the backdoor in the trigger adding
phase. The experimental results show the effectiveness,
stealthiness and generality of our attacks, which indicates
that our clean-image attacks are quite practical.

This paper is the first to conduct clean-image backdoor at-
tacks and explore the attacks from various angles, which
is of great significance. However, there is still some room
for improvement. When some complicated data augmenta-
tion methods (Shorten & Khoshgoftaar, 2019; Zhong et al.,
2020; Ratner et al., 2017; Chen et al., 2020) are adopted in
the training, the shortcut pattern designed by attacker may
be severely disrupted, hence the poor attack effectiveness.
Besides, the resistance of our attacks to existing backdoor
detection methods (Gao et al., 2019; Selvaraju et al., 2017;
Chen et al., 2018; Xu et al., 2023) and defense methods (Liu
et al., 2018; Qiu et al., 2021; Wang et al., 2019) deserves
more discussion. Therefore, in our future work we are going
to focus on improving our attack robustness to data augmen-
tation and exploring the methods to resist our attacks.

8



Clean-image Backdoor Attacks

References
Albawi, S., Mohammed, T. A., and Al-Zawi, S. Under-

standing of a convolutional neural network. In 2017
international conference on engineering and technology
(ICET), pp. 1–6. Ieee, 2017.

Barni, M., Kallas, K., and Tondi, B. A new backdoor attack
in cnns by training set corruption without label poison-
ing. In 2019 IEEE International Conference on Image
Processing (ICIP), pp. 101–105. IEEE, 2019.

Beyer, L., Zhai, X., and Kolesnikov, A. Better plain vit base-
lines for imagenet-1k. arXiv preprint arXiv:2205.01580,
2022.

Chen, B., Carvalho, W., Baracaldo, N., Ludwig, H., Ed-
wards, B., Lee, T., Molloy, I., and Srivastava, B. Detecting
backdoor attacks on deep neural networks by activation
clustering. arXiv preprint arXiv:1811.03728, 2018.

Chen, K., Lou, X., Xu, G., Li, J., and Zhang, T. Clean-image
backdoor: Attacking multi-label models with poisoned
labels only. In The Eleventh International Conference on
Learning Representations, 2022.

Chen, P., Liu, S., Zhao, H., and Jia, J. Gridmask data
augmentation. arXiv preprint arXiv:2001.04086, 2020.

Chen, X., Liu, C., Li, B., Lu, K., and Song, D. Targeted
backdoor attacks on deep learning systems using data
poisoning. arXiv preprint arXiv:1712.05526, 2017.

Deng, L. The mnist database of handwritten digit images
for machine learning research [best of the web]. IEEE
signal processing magazine, 29(6):141–142, 2012.

Doan, K., Lao, Y., and Li, P. Backdoor attack with imper-
ceptible input and latent modification. Advances in Neu-
ral Information Processing Systems, 34:18944–18957,
2021a.

Doan, K., Lao, Y., Zhao, W., and Li, P. Lira: Learnable, im-
perceptible and robust backdoor attacks. In Proceedings
of the IEEE/CVF International Conference on Computer
Vision, pp. 11966–11976, 2021b.

Dosovitskiy, A., Beyer, L., Kolesnikov, A., Weissenborn,
D., Zhai, X., Unterthiner, T., Dehghani, M., Minderer, M.,
Heigold, G., Gelly, S., et al. An image is worth 16x16
words: Transformers for image recognition at scale. arXiv
preprint arXiv:2010.11929, 2020.

Gao, Y., Xu, C., Wang, D., Chen, S., Ranasinghe, D. C.,
and Nepal, S. Strip: A defence against trojan attacks
on deep neural networks. In Proceedings of the 35th
Annual Computer Security Applications Conference, pp.
113–125, 2019.

Gao, Y., Li, Y., Zhu, L., Wu, D., Jiang, Y., and Xia, S.-T.
Not all samples are born equal: Towards effective clean-
label backdoor attacks. Pattern Recognition, 139:109512,
2023.

Geirhos, R., Jacobsen, J.-H., Michaelis, C., Zemel, R., Bren-
del, W., Bethge, M., and Wichmann, F. A. Shortcut learn-
ing in deep neural networks. Nature Machine Intelligence,
2(11):665–673, 2020.

Gong, X., Chen, Y., Wang, Q., Huang, H., Meng, L., Shen,
C., and Zhang, Q. Defense-resistant backdoor attacks
against deep neural networks in outsourced cloud envi-
ronment. IEEE Journal on Selected Areas in Communi-
cations, 39(8):2617–2631, 2021.

Gu, T., Liu, K., Dolan-Gavitt, B., and Garg, S. Badnets:
Evaluating backdooring attacks on deep neural networks.
IEEE Access, 7:47230–47244, 2019.

Guo, W., Tondi, B., and Barni, M. An overview of back-
door attacks against deep neural networks and possible
defences. IEEE Open Journal of Signal Processing, 2022.

He, K., Zhang, X., Ren, S., and Sun, J. Deep residual learn-
ing for image recognition. In Proceedings of the IEEE
conference on computer vision and pattern recognition,
pp. 770–778, 2016.

Huang, Y., Song, Z., Li, K., and Arora, S. Instahide:
Instance-hiding schemes for private distributed learn-
ing. In International conference on machine learning, pp.
4507–4518. PMLR, 2020.

Krizhevsky, A., Hinton, G., et al. Learning multiple layers
of features from tiny images. 2009.

Li, S., Xue, M., Zhao, B. Z. H., Zhu, H., and Zhang, X.
Invisible backdoor attacks on deep neural networks via
steganography and regularization. IEEE Transactions on
Dependable and Secure Computing, 18(5):2088–2105,
2020.

Li, Y., Li, Y., Wu, B., Li, L., He, R., and Lyu, S. Invisible
backdoor attack with sample-specific triggers. In Pro-
ceedings of the IEEE/CVF International Conference on
Computer Vision, pp. 16463–16472, 2021.

Li, Y., Jiang, Y., Li, Z., and Xia, S.-T. Backdoor learning:
A survey. IEEE Transactions on Neural Networks and
Learning Systems, 2022.

Li, Y., Zhang, S., Wang, W., and Song, H. Backdoor attacks
to deep learning models and countermeasures: A survey.
IEEE Open Journal of the Computer Society, 2023.

Lin, J., Xu, L., Liu, Y., and Zhang, X. Composite backdoor
attack for deep neural network by mixing existing benign

9



Clean-image Backdoor Attacks

features. In Proceedings of the 2020 ACM SIGSAC Con-
ference on Computer and Communications Security, pp.
113–131, 2020.

Liu, K., Dolan-Gavitt, B., and Garg, S. Fine-pruning: De-
fending against backdooring attacks on deep neural net-
works. In Research in Attacks, Intrusions, and Defenses:
21st International Symposium, RAID 2018, Heraklion,
Crete, Greece, September 10-12, 2018, Proceedings 21,
pp. 273–294. Springer, 2018.

Liu, Y., Ma, X., Bailey, J., and Lu, F. Reflection backdoor:
A natural backdoor attack on deep neural networks. In
Computer Vision–ECCV 2020: 16th European Confer-
ence, Glasgow, UK, August 23–28, 2020, Proceedings,
Part X 16, pp. 182–199. Springer, 2020.

Luo, N., Li, Y., Wang, Y., Wu, S., Tan, Y.-a., and Zhang, Q.
Enhancing clean label backdoor attack with two-phase
specific triggers. arXiv preprint arXiv:2206.04881, 2022.

Luo, X., Wei, L., Wen, L., Yang, J., Xie, L., Xu, Z., and
Tian, Q. Rectifying the shortcut learning of background
for few-shot learning. Advances in Neural Information
Processing Systems, 34:13073–13085, 2021.

Nguyen, T. A. and Tran, A. Input-aware dynamic back-
door attack. Advances in Neural Information Processing
Systems, 33:3454–3464, 2020.

Ning, R., Li, J., Xin, C., and Wu, H. Invisible poison:
A blackbox clean label backdoor attack to deep neural
networks. In IEEE INFOCOM 2021-IEEE Conference
on Computer Communications, pp. 1–10. IEEE, 2021.

Qiu, H., Zeng, Y., Guo, S., Zhang, T., Qiu, M., and Thurais-
ingham, B. Deepsweep: An evaluation framework for
mitigating dnn backdoor attacks using data augmentation.
In Proceedings of the 2021 ACM Asia Conference on
Computer and Communications Security, pp. 363–377,
2021.

Ratner, A. J., Ehrenberg, H., Hussain, Z., Dunnmon, J.,
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