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Abstract—Semantic communication, emerging as a promising
paradigm for data transmission, offers an innovative departure
from the constraints of Shannon theory, heralding significant
advancements in future communication technologies. Despite the
proliferation of proposed approaches, there are still numerous
challenges. In this paper, we review current semantic communica-
tion methodologies and shed light on pivotal issues and addressing
certain discrepancies that exist within the field. By elucidating
both dos and don’ts, we aim to provide valuable insights into the
emerging landscape of semantic communication.

I. INTRODUCTION

In the last years, communication literature has focused on
the first level of Shannon and Weaver theory of communi-
cation, that is the technical level, mainly dealing with the
technical aspects of the transmission. On the contrary, in
recent years, a novel communication paradigm has emerged
moving from the first to the second level of communication
levels, namely semantic communication. The latter is based on
the transmission and reconstruction of the transmitted content
semantics (i.e., the meaning), without necessarily recovery the
whole bitstream. By conveying semantic information only, se-
mantic communication promises to reduce the required band-
width and improve the efficiency of communication frame-
works. Simultaneously, it completely revolutionizes the com-
munication paradigm, opening the path to novel applications
enabled by the marriage between semantic communication and
generative Al. Generative models such as large language or
diffusion models excel in regenerating content from semantic
information, revealing to be groundbreaking tools for semantic
communication [1], [2], [3], [4], [5].

Concurrently, as semantic communication interest is grow-
ing, novel challenges and issues to investigate are emerging,
as well as some misunderstandings and avoidable practices.
Sure enough, the direct comparison between semantic com-
munication and conventional communication systems should
be avoided, as they have different objectives and the restored
content cannot be directly compared. In addition, we should
refrain from thinking that semantic communication frame-
works will replace conventional systems. Similarly, semantic
communication was not conceived to be the paradigm that
will be involved in every communication type within each
system and infrastructure. Indeed, semantic communication
should be rather envisaged as a novel communication model

specifically tailored for some tasks or applications. In addition,
especially in combination with generative models, semantic
communication should be seen as a pathway to broaden the
possibilities of communication systems for applications that
were not even conceivable with conventional methods [6].
The applications that generative semantic communication may
open are yet to be investigated. Going further, a challenge this
research topic unlocks is the investigation of security aspects
in semantic communications, which is still widely unexplored.

The scope of this paper is twofold. First, this paper aims
to limit the misunderstandings that often come up around
the discussions on semantic communication, specifically pre-
senting the practices to avoid when working on this novel
topic in terms of don’ts. We believe that clarifying these
aspects and delineating the dividing line between conventional
systems and semantic ones may be crucial for the proliferation
and development of future semantic communication research.
Second, this paper also delineates the challenges and the issues
to be further investigated in semantic communication in terms
of dos, including the role of generative Al and the security of
such a paradigm. As semantic communication is an emerging
topic, several pathways should be covered to guarantee safety
and expand its fields of application.

The paper is organized as follows: Section II presents the
key background on semantic communication, in Section III we
discuss the don’ts, that are the practices to avoid, while chal-
lenges and opportunities (the dos) are debated in Section IV.
Finally, conclusions are drawn in Section V.

II. SEMANTIC COMMUNICATION

A. Existing Approaches

The architecture for semantic communication proposed in
[7], which is illustrated in Fig. 1 (a), is versatile and serves
as a model for various approaches. For example, in [§]
for DeepJSCC, background knowledge is utilized to extract
given sentences, and the semantic encoder is conceptualized
as a combination of the inference procedure and message
generation within the context of text transmissions as shown
in Fig. 1 (b), where x is a text input.

The output of the semantic encoder, denoted by z, is referred
to as the semantic representation. It is a discrete variable



and an element of the semantic space, Z, i.e., z € Z. In
DeepJSCC, it is expected to have

logy [Z] < H(x) = E[-logy(x)] < log, || (D

so that the semantic representation can be used to go beyond
the compression limit given by the entropy of the original
signal in the context of source coding [9].

In [10] and [11], vector quantization is employed to quantize
and encode the semantic feature vector, which is the output
of the semantic encoder, to ensure reliable transmissions over
noisy channels.
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Fig. 1: A model of SC system: (a) a generic model from [7];
(b) a model used for DeepJSCC (e.g., [8]).

B. Latent Space and Task-Oriented Communication

According to the latent space theory [12], each x can be
associated with an intention, denoted by ¢, where ¢ € C is a
discrete variable and C is the set of all intentions. Thus, we

have
p(x) =Y _p(x|c)m(c), ©)

ceC

where 7(c) represents the prior distribution of ¢. Thanks to
the sparsity property for well-trained models, for a given x,
the associated intention can be found with a high probability,
ie.,

1—¢ ifc=c

€, otherwise,

Prtelx) = {

where 0 < € < 1 and ¢ represents the correct intention
associated with x. As a result, when the semantic encoder
is trained with a sufficiently large dataset, we expect that
Pr(c|z) is also sufficiently high for ¢ = co.

The latent space theory can be applied to task-oriented
semantic communication [13]. For example, let 7 (x) denote a
task or test function with input x, and consider a classification
task. Here, 7(x) € C indicates that the output space of the
task function consists of discrete variables, each associated

with a label corresponding to the input x. If the transmitter
lacks sufficient computing resources to perform the task, it
can send x or its representation to the receiver with sufficient
computing power. In task-oriented semantic communication, z
can be transmitted so that X is generated at the receiver from
the received semantic or latent variable, z. Then, it is expected
to have

Pr(T(x) #T (%) >1-¢, 3)

where €’ < 1 and Pr(7(x) # T (%)) represents the probabil-
ity that the outcomes of the task with the original signal and
the generated signals at the receiver differ. This probability is
not linked to the quality of the original signal x in the task,
but rather to the quality of the generated signal in terms of
its proximity to the task’s requirements. In other words, as
long as z can effectively convey semantic information for the
given task or test without requiring x ~ X, we can deem that
semantic communication is successful when e is sufficiently
small.

Of course, provided that the quality of the original signal is
sufficiently good so that the error probability of the task, e.g.,
the classification error probability, is small, i.e.,

Pr(T(x) =co) > 1-19,

where ¢ represents the correct class label, and  represents the
acceptable classification error probability, which is sufficiently
small. We expect that the receiver can also have a low
classification error probability as follows:

PI‘(T()A() = C()) 2 1-6-— 6/.

C. Generative-Model based Semantic Communication

In [6], the use of generative models for semantic communi-
cation is investigated. This process involves reconstructing the
signal at the receiver through a series of semantic conditioning
steps with different semantic representations, potentially offer-
ing varying qualities of reconstruction. This flexibility allows
for adaptation to different channel conditions, thereby enabling
varying levels of reconstruction quality. As a result, compared
to approaches based on DeepJSCC, it can be more flexible
and adaptable to diverse communication scenarios, offering
enhanced robustness and reliability in data transmission.

III. DON’TS: ISSUES TO AVOID

A. Direct Performance Comparisons with Conventional Com-
munication

Semantic communication aims to send the semantic repre-
sentation that can be used to generate a signal at the receiver
that might have the same meaning as the original signal, x. As
a result, the generated signal, X, is not necessarily similar to
x in terms of Euclidean distance or have a small MSE. In this
sense, direct comparisons with conventional communication
become meaningless.

To comprehend this issue, let’s analyze the first inequality
in (1). In the context of lossy compression, the entropy
can decrease compared to that of the original signal, albeit



with added distortion, which is often assessed through rate-
distortion theory [14]. Consequently, achieving a transmission
rate lower than the entropy of the original signal isn’t unique to
semantic communication; it can also be accomplished in lossy
communication. However, the MSE, a widely-used distortion
measure, cannot be directly applied to semantic communica-
tion. For example, as in (3), the classification error rate can
be a performance measure in semantic communication. Hence,
direct comparisons between lossy compression and semantic
communication (over a noiseless channel) cannot be made, as
they necessitate different distortion measures.

B. Semantic Communication for All

Semantic communication might be seen as a special form
of communication that can be useful in certain cases. For
example, DeepJSCC can find semantic representations that
can be expressed with a much smaller number of bits than
H(x) (i.e., beyond the limit of conventional source coding).
However, since the semantic encoder and decoder are trained
with a certain dataset that might be a set of samples drawn
from a distribution, p(x), if an input that is a sample drawn
from a different distribution, the performance of semantic
communication would be poor. In other words, semantic
communication is not universal and can be used for specific
cases.

Another illustrative example highlighting the limitations of
semantic communication emerges in task-oriented semantic
communication scenarios. Let us consider a scenario where
there are K distinct tasks denoted by 7 : X — C. As the
number of tasks, K, increases, the challenge of finding a low-
dimensional semantic representation z capable of achieving
consistently high success rates across diverse tasks becomes
increasingly arduous.

In such cases, it is likely that the reconstructed signal
% must closely approximate the original signal x to ensure
high success rates across all tasks. This tendency suggests
that semantic communication may tend towards conventional
communication methods, which typically focus on minimizing
MSE. In essence, unless the number of distinct tasks is
limited, the perceived advantage of task-oriented semantic
communication in terms of reducing transmission rate may
diminish.

C. Impact on Physical Layer

Machine learning techniques can be applied to the design
of the physical layer, as discussed in [15]. Specifically, the
autoencoder architecture can be utilized to design the trans-
mitter and receiver for a given channel. This perspective can
be extended to semantic communication through DeepJSCC,
as demonstrated in [8]. Consequently, one may consider the
potential impact of semantic communication on physical layer
design and the development of new designs.

In general, since semantic communication is based on
semantic representations to convey the meaning of given
signals or sources, it can be seen as extended source coding
techniques with unconventional performance measures (e.g.,

learned perceptual image patch similarity (LPIPS) in [1]). On
the other hand, the physical layer may need to be used as a
common platform that can support various applications with
different kinds of source coding. Additionally, the physical
layer is mainly responsible for managing physical channels,
regardless of the types of sources and their encoding ap-
proaches. Essentially, to the physical layer, it is likely that
semantic representations would be treated as another form of
data packets to be reliably transmitted over noisy channels.

In other words, while it would be possible to consider
a dedicated physical layer for semantic communication, the
utility of such a dedicated physical layer would be limited.
This does not, however, imply that there is a limited gain
when the physical layer can be effectively designed to deliver
semantic representations. By employing source-aware channel
coding techniques, such as unequal error protection codes [16]
[17], it would be possible to design a dedicated physical layer
(including channel coding) optimized for the characteristics of
semantic representations.

IV. DOS: ISSUES TO INVESTIGATE
A. Application of Rate Distortion Theory

While the MSE is a typical measure in the rate distortion
theory [9] [14], any distortion function can be used. Thus, it
is possible to find the trade-off between the rate and distortion
for task-oriented semantic communication.

With multiple tasks in the task-oriented semantic commu-
nication, we can define the distortion measure as

A(K) = _max,_ Pr(Ti(x) # To(3). @)

With this distortion measure, the rate-distortion problem can
be formulated as follows [9]:

yeeny

min,, xx) 1(x;X)
subject to d(K) <1 —. (5)

Then, the semantic encoder and decoder can be trained to solve
the above optimization problem.

For simplicity, we assume that the channel is noiseless.
Then, we have the following Markov chain: x — z — X.
Using the data processing inequality [9], it can be shown that

I(x;%) < (x;2)
=H(z) + H(z | x) < H(2). (6)
Thus, instead of using I(x; %), we can use its upper-bound,
H(z), to see the rate-distortion relation with
{Rate, Distortion} = {H(z),d(K)}.

In task-oriented semantic communication, once the semantic
encoder and decoder are trained with datasets, we can see that
H(z) is the number of bits to represent (or transmit) z and
d(K) is the maximum error rate among K different tasks.

B. Security

In semantic communication, communicating parties need to
train their semantic encoder and decoder with shared datasets.
This process can be seen as a signaling game [18].



1) A Signaling Game: In the Lewis signaling game [19],
there are two players, namely the sender and receiver. For
convenience, the sender and receiver are called Alice and Bob,
respectively. There are the following three variables:

e Bypes: T € T = {ty, kK = 1,...,Nr}, is a random

variable that is observed by Alice.

o Signals: S € S = {sm, m=1,...,Ng}, is a signal that

Alice sends to Bob.
e Responses: R € R ={r,, n=1,...,Ng},is aresponse
that Bob chooses.
Here, 7, S, and R denote the sets of types, signals, and
responses, respectively, having the same cardinally K, i.e.,
N = Ny = Ng = Np.

In the Lewis signaling game, Alice chooses a signal S to
send to Bob, depending on a given type 7' that is randomly
generated from a distribution 7. In this game, Alice moves
first, i.e., sending a signal, and then Bob moves next, i.e.,
receiving the signal and choosing a response, R. The payoff
is given as:

u:{(l)’ if R=T, )

otherwise.

Alice and Bob have mappings. The mapping at Alice is S =
¢(T), while that at Bob is R = 6(S). In order to maximize the
payoff, Alice and Bob need to choose the mappings such that
T = R = 0(¢(T)). There are N! possible sets of mappings
to maximize the payoff, including s,, = ¢(¢x) and r, = 6(s)
fork=1,... K.

This signaling game is employed to model semantic com-
munication in [18]. In the context of semantic communication,
the types are the intentions and the signals are the semantic
representations. The dataset to train the encoder and decoder
is a set of realizations of types from a distribution 7(7T),
Tirain = {t(1),...,t(L)}, where L is the number of samples
and t(1) € T. This set of realizations, Tyyain, or the payoff in
(7) has to be available to the receiver for training the decoder
that is associated with the encoder.

2) Secure Semantic Communication: A signaling game
model provides a framework for secure semantic communica-
tion. Typically, the mapping rules for the encoder and decoder
can converge to one of multiple equilibria, each maximizing
the average payoff (e.g., as discussed in Subsection IV-BI,
there are N! equilibria in the Lewis signaling game), de-
pending on the training dataset. This implies that there is no
unique equilibrium, leading to a strong association between the
encoder and decoder in each equilibrium state. Consequently,
a pair of encoder and decoder trained differently lacks this
association, resulting in the decoder’s inability to accurately
map the signal to its intended meaning. For example, when
N = 3, there are N! = 6 possible mapping rules as illustrated
in Fig. 2. When the encoding and decoding rules are not
associated, the receiver may not correctly decode the type.
However, with differently associated encoder and decoder, the
receiver can decode correctly for certain types in some cases.
Additionally, since the encoding rule is fixed, it might be possi-
ble for an eavesdropper to understand the rule once a sufficient

number of samples are given. This suggests that randomization
and equivocation techniques might be employed to improve
the security level.
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Fig. 2: 6 different mappings that maximize the payoff when
N = 3 in the Lewis signaling game.

Furthermore, if different datasets are used to train each
pair of communicating parties, a receiver may not be able
to decode the semantic representation transmitted by a sender
from another pair. For instance, consider two pairs of commu-
nicating parties illustrated in Fig. 3: one pair consists of Alice
(sender) and Bob (receiver), and the other pair consists of
Carol (sender) and David (receiver). The former pair is trained
with MNIST, while the latter pair is trained with Fashion-
MNIST. Consequently, when David eavesdrops on the signal
transmitted to Bob by Alice, he fails to correctly generate a
signal conveying the meaning of the original signal.

Encc

Carol

Fig. 3: Two different pairs of communicating parties, Alice-
Bob and Carol-David, trained under heterogeneous datasets
(MNIST and Fashion-MNIST).

However, the study in [20] suggests that partial re-training
is feasible when different receivers need to comprehend the
transmitted signals. To synchronize semantics across multiple
neural transceivers, a distributed learning-based solution is
proposed, which utilizes split learning (SL) and partial neural
network (NN) fine-tuning techniques.

Consequently, by training with different datasets or exploit-
ing multiple equilibria, a certain level of security can be
achieved, as discussed above. However, the security aspects



of these approaches have not been thoroughly studied. Specif-
ically, possible attack methods and their complexities need to
be investigated.

C. Privacy via Generative Models

In generative-model based semantic communication, there
may be instances where certain features of the original signals
are not precisely reproduced at the receiver. For example,
while the poses and outlines of passengers can be reliably
generated, variations in facial features may occur when trans-
mitting vehicle dash camera images. This discrepancy high-
lights a notable advantage of generative-model based seman-
tic communication in terms of privacy preservation. Unlike
traditional methods that often require separate anonymization
techniques to protect sensitive information, the inherent nature
of generative models can offer a built-in privacy capability.

As discussed in [6], the semantic conditioning procedure
plays a crucial role in generative-model based semantic com-
munication, as it enhances the quality of generated signals
with each additional semantic conditioning step. Consequently,
there may be a trade-off between signal quality, which en-
tails providing more details, and introducing ambiguity for
anonymization purposes. This implies that semantic condi-
tioning can be optimized to maximize signal quality while
maintaining a certain level of anonymization for privacy.

D. Datasets and Training

In semantic communication, the availability of datasets for
training is crucial, as it forms the foundation of the communi-
cation process. This necessity introduces associated costs, both
in terms of acquiring and maintaining datasets as resources.
Furthermore, there is a significant computing cost incurred
during the training phase. Consequently, the requirements for
datasets and computing resources in semantic communication
distinguish it from conventional communication methods, po-
tentially offsetting the advantages it offers, such as significant
reductions in bandwidth requirements.

However, it is worth noting that datasets can be loaded
through background communication processes, particularly
during periods of low network traffic. Moreover, training can
be scheduled efficiently, and communication and computing
resources can be managed effectively through distributed ma-
chine learning techniques. As a result, achieving cost-efficient
dataset acquisition and training in terms of communication and
computing becomes important.

V. CONCLUSIONS

In this paper, we discussed key aspects of semantic com-
munication outlining its dos and don’ts. Semantic communi-
cation is not intended to replace conventional communication
methods, which may still excel at minimizing bit-wise errors
and ensuring universal interoperability. Instead, it is worth
exploring the unique capabilities and potential of semantic
communication, such as its task-specific adaptation as well
as security and privacy guarantees. Furthermore, it is cru-
cial to address practical issues associated with implementing

semantic communication within conventional communication
system architectures, which involves identifying additional
communication and computing costs as well as reusing and
advancing existing physical layer designs.
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