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Abstract—Accurate and reliable sensor measurements are crit-
ical for ensuring the safety and longevity of complex engineering
systems such as wind turbines. In this paper, we propose
a novel framework for sensor fault detection, isolation, and
accommodation (FDIA) using masked models and self-supervised
learning. Our proposed approach is a general time series mod-
eling approach that can be applied to any neural network (NN)
model capable of sequence modeling, and captures the complex
spatio-temporal relationships among different sensors. During
training, the proposed masked approach creates a random mask,
which acts like a fault, for one or more sensors, making the
training and inference task unified: finding the faulty sensors
and correcting them. We validate our proposed technique on
both a public dataset and a real-world dataset from GE offshore
wind turbines, and demonstrate its effectiveness in detecting,
diagnosing and correcting sensor faults. The masked model not
only simplifies the overall FDIA pipeline, but also outperforms
existing approaches. Our proposed technique has the potential
to significantly improve the accuracy and reliability of sensor
measurements in complex engineering systems in real-time, and
could be applied to other types of sensors and engineering systems
in the future. We believe that our proposed framework can
contribute to the development of more efficient and effective
FDIA techniques for a wide range of applications.

Index Terms—Deep learning, time series, anomaly detection,
neural networks, masked models, self-supervised learning

I. INTRODUCTION

The advent of the Internet of Things (IoT) has ush-
ered in a new era of interconnected devices, fostering the
seamless exchange of information and enabling smart, data-
driven decision-making across diverse domains. Sensors play
a pivotal role in collecting and transmitting critical data
for various IoT applications in many industries, including
energy, aerospace, healthcare, and automotive. However, the
reliability of these IoT applications hinges on the accurate
functioning of sensors, which makes sensor fault detection,
isolation, and accommodation (FDIA) paramount. Traditional
FDIA approaches rely on expert knowledge and hand-crafted
algorithms, which can be time-consuming and error-prone.
In recent years, deep learning-based data-driven approaches
have shown promising results in automating the FDIA process.
However, most existing deep learning-based FDIA approaches
require separate models for each task, which can be com-
putationally expensive and difficult to integrate into existing
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systems. In addition, these approaches often require a specific
neural network (NN) architecture, limiting their applicability
to different types of sensors and systems.

To address these limitations, this paper presents a novel
framework for sensor FDIA using self-supervised learning
(SSL). Masked models and SSL have been popularized in
recent years, particularly in the language domain, with the
introduction of BERT (Bidirectional Encoder Representations
from Transformers) [I]. BERT is a pre-trained masked lan-
guage model that has achieved state-of-the-art performance on
various natural language processing tasks, including question
answering, sentiment analysis, and text classification. The
masked language modeling approach used in BERT involves
randomly masking some of the input tokens and training the
model to predict the masked tokens based on the surrounding
context. This approach has shown great success in capturing
the complex relationships among different tokens in a sentence
and has significantly improved the performance of language
models.

Inspired by the success of masked models in the language
domain, time series anomaly detection and forecasting tasks
have also adopted masked models [2]-[4)]. The proposed
framework in this paper uses a similar approach for sensor
FDIA. During training, the proposed masked approach creates
a random mask, which acts just like a fault, for one or more
sensors. This key insight makes the training and inference
task unified: finding the faulty sensors and correcting them.
By using a masked model for sensor FDIA, the proposed
framework can capture the complex spatiotemporal relation-
ships among different sensors and perform all three tasks of
sensor FDIA using a single NN model. This approach not
only simplifies the overall FDIA pipeline but also outperforms
existing approaches. By utilizing the masking technique, a
single model can be used for implicit multi-task learning.
As the mask changes, the task is also changing as FDIA on
different sensors.

The proposed method was validated on a public dataset
and a real-world turbine sensor FDIA use case. The masked
model not only simplifies the overall FDIA pipeline, but also
outperforms existing approaches.

The proposed framework has several advantages over exist-
ing approaches. First, it is a unified framework that performs
all three tasks of sensor FDIA using a single NN model.
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This simplifies the overall FDIA pipeline and reduces com-
putational costs. Second, the proposed approach is not limited
to a specific NN architecture, making it a general approach
applicable to all deep learning time series models (model-
agnostic). Third, the unified training and inference pipeline
improves the accuracy and efficiency of fault detection and
correction. In contrast, most existing approaches only train the
model on normal data, making the inference step with faulty
sensor data essentially an out-of-distribution problem.

The main contribution of our paper is on introducing
masked modeling (SSL) technique to a new domain or applica-
tion - sensor FDIA. The proposed framework has the potential
to transform the way industries approach sensor fault detection
and correction.

The rest of the paper is organized as follows: Section II
provides a literature review of existing FDIA approaches,
highlighting their limitations and the need for a unified frame-
work. Section III describes the proposed framework in detail,
including the masked approach during training. Section IV
presents the experimental results, including the validation on
several public datasets and a real-world turbine sensor FDIA
use case. Finally, Section V concludes the paper and discusses
future work.

II. RELATED WORK

A. Sensor Fault Detection, Isolation and Accommodation

Existing FDIA methods can be broadly classified into
three categories: model-based, data-driven, and hybrid ap-
proaches. Model-based methods rely on physical models of
the system and sensors to detect faults, but they require
accurate modeling and may not be effective for all types
of faults. Data-driven methods use statistical techniques and
machine learning algorithms to detect faults, but they may not
be effective for fault isolation and accommodation. Hybrid
methods combine model-based and data-driven approaches to
improve effectiveness and efficiency.

Over the years, many different data-driven sensor fault
detection methods have been proposed, including statistical
analysis-based, e.g., principal component analysis (PCA) [5]],
[6]] and independent component analysis (ICA) [7]], expert
system-based, e.g., rules and fuzzy rules [8], and machine
learning-based, e.g., support vector machine (SVM) [9] and
various types of neural networks [10], [11], including deep
neural networks [[12], [[13]. Among these diverse neural net-
works, auto-associative neural networks (AANN) might be
the one most widely used for sensor validation. For example,
in [14] AANN was used for sensor validation and fault
diagnosis for building HVAC systems. It used both control
signals and operating condition variables in addition to sensor
measurements as the inputs to the AANN, but reconstructed
6 sensor measurements only. In [15], a bank of AANNs were
used for performing fault detection and isolation for both
sensor and system faults.

Most of existing data-driven FDIA methods have shown
reasonably good performance in terms of sensor fault detec-
tion; however, for sensor fault localization/isolation as well as
accommodation, most of these methods require using many
models. Jana et al. [[16] use a Convolutional Neural Network
(CNN) classifier for fault detection, and multiple Convolu-
tional Autoencoder (CAE) networks for contstruction of each
fault type. However, this method is limited to a pre-defined
number of fault types, and may struggle with a new fault
type. Darvishi et al. [17] developed a complicated architecture
for sensor FDIA with multiple estimators and predictors, a
residual calculator and a multi-layer perceptron (MLP)-based
classifier. In contrast to these existing methods, our proposed
method uses a single model for all three tasks of sensor FDIA,
making it more efficient and effective, and is not limited to
a specifically-designed architecture for a limited number of
faults.

B. Masked Time Series Models

Masked models have been popularized in recent years,
particularly in the language domain, with the introduction
of BERT (Bidirectional Encoder Representations from Trans-
formers) [[1]]. BERT is a pre-trained masked language model
that has achieved state-of-the-art performance on various nat-
ural language processing tasks, including question answering,
sentiment analysis, and text classification. The masked lan-
guage modeling approach used in BERT involves randomly
masking some of the input tokens and training the model to
predict the masked tokens based on the surrounding context.
This approach has shown great success in capturing the
complex relationships among different tokens in a sentence
and has significantly improved the performance of language
models.

In addition to the language domain, masked models have
also shown promising results in the time series domain, espe-
cially in anomaly detection. For example, Fu et al. proposed a
general masked anomaly detection task for time series data [2].
The proposed self-supervised learning task outperformes tra-
ditional next step prediction task for time series anomaly
detection using the same base model. Xu et al. [|18]] proposed
a masked graph neural network for anomaly detection in time
series data. It learns the structure of sensor networks with a
graph, and then uses masked tempral learning for handling the
time series.

Other masked time series models have been applied to fore-
casting problems. Fu et al. also proposed a masking technique
for general multivariate multi-step time series forecasting [J3]].
The proposed approach is flexible and can incorporate known
future information in the forecast, making it better than
traditional sample-based forecasting or recursive forecasting.
Tang et al. [[19] proposed a masked autoencoder for time
series forecasting with a patch embedding method. Another
use of masked time series model is for pre-training. Zha et
al. [20] proposed a masked autoencoder with extrapolator
for self-supervised time series generation. The authors claim
it performs well in downstream tasks such as time series



classification, prediction and imputation. Dong et al. [21]
proposes to recover masked points by weighted aggregration
of neighbors outside the manifold, and learns local structure
of the manifold. The pre-trained model is then used for both
forecasting and classification. Li et al. [22] trained another
masked autoencoder for time series reconstruction, and used
it for downstream forecasting and classification tasks.

Inspired by the success of masked models in the language
and time series domains, in this paper we adopt the masked
modeling idea to a novel application domain - sensor FDIA. In
addition to simply detecting a fault, our proposed method can
also isolate the faulty sensor and accommodate it by replacing
the faulty sensor reading with the predicted value from the
model.

III. PROPOSED METHOD

Traditional sensor FDIA frameworks typically require
separate models for each of the three stages of the process: de-
tection, isolation, and accommodation, as shown in Figure @
The detection model is responsible for identifying when a fault
or failure has occurred, while the isolation model is responsible
for determining which sensor(s) are faulty or failing. Finally,
the accommodation model is responsible for taking corrective
action to ensure that the system continues to operate safely and
effectively. While this approach has been relatively effective
in many applications, it can be complex and time-consuming
to develop and maintain separate models for each stage of
the process. Instead, we propose a more integrated FDIA
framework that can streamline the process and improve overall
system performance. Our approach involves using a single
masked model to model the sensor data, as shown in Figure @
Once trained, this model can be used to complete all three
tasks of sensor FDIA. In the following subsections, we delve
into the details of our approach.

A. Modeling Sensor Data with Masked Models

We denote xy € R" as the sample from the n-channel
sensor time series at time ¢, with the i-th dimension at time
t denoted as z¢ (e, x¢ = [z},22,...,27]). Under self-
supervised learning (SSL), there are several different for-
mulations to model the normal sensor data, including auto-
regressive and auto-associative formulations, as illustrated in
Figure 2] in addition to recently developed masked modeling.
Our proposed method, shown in Figure [2a] and detailed in
Algorithm [I] randomly masks one or more channels (up to
0.2n) for all time steps during training, with the task of
reconstructing the masked channel(s) using the rest. Note that
the loss is calculated only on the masked channels and not on
the known channels, and the masks are randomly chosen at
each iteration.

For the standard auto-regressive formulation in Figure 2b]
the task is to generate all sensor data at time ¢ using previous
information. In the auto-associative (e.g., autoencoder) formu-
lation as shown in Figure [2c| the task is to reconstruct all the
sensor data at time ¢ with itself by using a bottleneck layer.
In practice, for time series models in our masked approach
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(a) Existing sensor FDIA schemes typically require separate models for detection,
isolation, and accommodation.
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(b) Our proposed masked model formulation uses a single model to complete all
three tasks of sensor FDIA.

Fig. 1: Comparison of existing sensor FDIA techniques with our proposed
method.

and the auto-regressive approach, a window of length 7' is
often used instead of all historical samples prior to time t.
This window length can be adjusted to different applications
and datasets.

Our proposed masked formulation is superior to existing
approaches for sensor FDIA, as it effectively deals with
faulty sensors during training. By masking a channel, the
model is forced to handle faulty sensors and accomplish the
accommodation task. This approach uses one model and dif-
ferent masks to learn the comprehensive relationships among
different sensors, leading to the same training and inference
task.

In contrast, auto-regressive or auto-associative formulations
suffer from the out-of-distribution problem during inference,
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(a) Our proposed masked formulation. The black squares indicate masked data during
training. In each iteration, we randomly mask one or more channels and use the remaining
channels to compute them. The loss is calculated only on the masked channel(s).
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Fig. 2: Training: Comparison of different sensor data modeling formulations.
Superscripts indicate channel, subscripts indicate time step, and f indicates
a mapping or a model. Our proposed masked method (a) achieves multi-task
learning by randomly masking one or more channels at each iteration, in
contrast to existing techniques (b) Auto-regressive and (c) Auto-associative.

Algorithm 1: Masked Sensor FDIA Training

Input: Time series model fy with trainable parameters
f, maximum history length 7', loss function ¢
Data: Time series dataset S = {xt}, where t
represents time ¢, and x; € R™
1 Preprocess dataset with a sliding window of length
(T+1) to {x¢—7,...,Xt—1, Xt } sequences;
2 Randomly initialize model parameters 6,
3 while not at end of training epochs do
4 while not at the end of all mini-batches do

5 Randomly choose an integer number of
channels ¢, for this batch, 0 < ¢, < 0.2n;

6 for each sequence in the mini-batch do

7 L Randomly choose c,, channels to mask;

8 Feed masked sequences to model fy, generate
estimations X~ with unmasked channels;
Calculate loss Y., £(x°™,x°m);

9 Backpropagation, update model parameters 6;

Oiltput: Trained model fy

as they are only modeled on normal data. When the input
contains faulty sensor data, masked models are better equipped
to handle them, as they are designed to do so during training.
Additionally, autoencoders require a bottleneck layer to limit
their capacity and avoid learning a trivial identity mapping.
However, this leads to information loss and worse perfor-
mance. In our approach, we avoid the need for a bottleneck
layer when it is not necessary, resulting in better performance
and more efficient training. Autoencoders also calculate the
loss on all sensors, which include the normal sensors. This

is not ideal, as the model should not be penalized for not
reconstructing normal sensors. In contrast, masked models
only calculate the loss on the masked sensors, which are the
ones that need to be reconstructed.

Masked models are able to utilize training data more effec-
tively. This is because the same sequence can be masked in
different ways, creating more scenarios for different faults. In
practice, for time series models, we often mask by replacing
the original sensor values with random values within the range
for that channel, rather than using a fixed value like 0, since
0 has a physical meaning in many sensors [2].

During the masked model training phase, we typically
mask one channel and sometimes multiple channels up to
0.2n, assuming that most faults occur at a single sensor. As
the number of sensors masked increases, the training task
becomes increasingly difficult. This is not a limitation of our
formulation, but more of a limitation of available information
which also applies to all existing sensor FDIA approaches.
If more than half of the sensors are faulty, neither regression
nor autoencoder formulations can handle the situation. In this
case, it is more sensible to raise an alarm after the localization
step and conduct an investigation, rather than attempting to
accommodate all the faulty sensors.

If some sensors are not relevant to the FDIA pipeline but
could still be useful in the models, they can be included in
the input without being masked. This means that in Figure
these sensors would be added to the right side of the equation
but not masked, and not being added to the left side.

B. Online Inference for Sensor FDIA

Once a masked model is trained, it can be used for online
inference, as shown in Algorithm 2] The process involves
sequentially masking each sensor and calculating the predicted
values for that masked sensor with all other sensors. The model
output is then compared to the sensor reading, and if the
residual is greater than a threshold, the sensor is considered
faulty. In this case, the faulty sensor reading is replaced with
the model output, which is expected to represent the normal
sensor reading when there is no fault on that channel.

Algorithm 2: Masked Sensor FDIA Online Inference

Input: Trained time series model fy from
Algorithm [1| threshold th® for each channel 4
Data: A sequence of length (7' + 1) sensor data
{x¢t—T, ..., Xt—1,X¢ }, each with n channels
1 for each channel i in range 1 to n do
2 | %= fo(x°), where c={k |k #1i,1 <k <n};
(Detection, Isolation) if |’A‘;§_’1‘Z‘ > th' then
L (Accomodation) x* = X*;

w

N

Output: Sensor data x with faulty sensors replaced by
model predictions

It is worth noting that although we are demonstrating
channel-wise FDIA, our method is also capable of determining
when a fault begins by identifying the first time step where



the residual exceeds the threshold. Despite the need to run the
inference n times for n sensors, our proposed method achieves
all three tasks of fault detection, isolation, and accommodation
with a single model and n forward passes. As a result,
the inference time only grows linearly with the number of
sensors. In contrast, traditional sensor FDIA formulations, as
shown in Figure |1} require multiple detection, isolation, and
accommodation models, making inference more expensive.

Moreover, if multiple sensors are found to be faulty, we can
mask all of them and recalculate the predictions to address
the issue. However, as discussed in Section if too many
sensors are faulty during inference, it is advisable to raise an
alarm after the localization step in a real-world system. This
is because a large number of faulty sensors could indicate
a serious problem that requires immediate attention, and the
issue becomes less of a machine learning problem at that point.

In cases where a large number of sensors are found to
be faulty, it is crucial to conduct a thorough investigation to
identify the root cause of the problem and take appropriate
measures to address it. This may involve replacing faulty sen-
sors, repairing damaged equipment, or taking other corrective
actions. Attempting to infer the data of a large number of failed
sensors is not a practical solution, as it can lead to inaccurate
results and potentially dangerous situations. By raising an
alarm and conducting a detailed investigation, it is possible
to prevent serious accidents or equipment failures, ensuring
the safety and reliability of the system.

IV. EXPERIMENTS AND RESULTS

In this section, we evaluate our proposed method for sensor
FDIA from two perspectives using two different base models.
First, we present the results of our proposed method and
compare it against other formulations specified in Figure [2]
using a publicly available dataset. The purpose of this com-
parison is to validate the effectiveness of our proposed method
for detecting sensor faults. We then provide an example of
applying our method in a real-world complex engineering
system to demonstrate its practical use in creating a more
robust and reliable system.

A. Sensor Fault Detection with HAI Dataset

We first demonstrate the effectiveness of our proposed
method for sensor fault detection using the HAI dataset [23]].
The dataset [[] contains time-series data collected from a real-
istic industrial control system (ICS) testbed augmented with a
Hardware-In-the-Loop (HIL) simulator that emulates steam-
turbine power generation and pumped-storage hydropower
generation. The dataset consists of several CSV files, each
of which contains the recorded values of a set of SCADA
(Supervisory Control and Data Acquisition) data points at
a given time. This study is conducted based on the 20.07
version of HAI dataset, which has a total of n = 59 process
measurements.

The HAI testbed consists of four industrial processes: Boiler
Process (P1), Turbine Process (P2), Water-treatment Process

THAI dataset can be downloaded at |https://github.com/icsdataset/hai

(P3), and HIL Simulation (P4). To demonstrate the effective-
ness of our method, we selected four potential sensors, namely
P1_PITO1 (Heat-exchanger outlet pressure), P1_PIT02 (Water
supply pressure of the heating water pump), P1_TITO1 (Heat-
exchanger outlet temperature), and P1_TIT02 (Temperature of
the heating water pump). These sensors were chosen because
they are critical for monitoring the performance of the pro-
cesses and are susceptible to sensor faults. During training and
inference, only these four sensor measurements were masked,
while the other 55 sensor measurements were used to provide
additional information to the model, which can help improve
the accuracy of the predictions.

We utilized the first normal operation data file, ‘trainl.csv’,
comprising 309,600 samples, and divided it into training and
validation sets at an 80%-20% ratio. For the second file,
‘train2.csv’, containing 241,200 samples, we introduced two
minor faults to validate our method’s effectiveness. We added
a 0.2 bar bias to sensor P1_PITOIl (range: [0.5678,2.4332]
bar) and a 1-degree Celsius bias to sensor P1_TITO1 (range:
[34.7046, 36.7340] degrees). We compared these faults against
the original normal operating conditions. All time series data
were scaled to a [0, 1] range before training, using a time
window size of 20 for both training and inference.

For fair comparison, we used an encoder-only Transformer
[24] model as the base machine learning model for both our
proposed masked formulation and regression. The Transformer
model had a model dimension of 64, feed-forward dimension
of 256, number of heads of 8, and number of layers of 2. For
the autoencoder formulation, we used a 3-layer autoencoder
with 64, 32, and 2 dimensions, with the 2-dimensional bottle-
neck layer representing the latent space. Mean Square Error
(MSE) loss was used for all models with an Adam optimizer
[25] and a learning rate of 0.001. All models were trained
for 200 epochs. We then used the trained model to detect the
faults and compared the results with the ground truth.

After training the model with normal data, we used the
trained model to detect the bias sensor faults against the
original normal data. Both the area under curve for ROC
curve (ROC AUC) and the area under curve for precision-
recall curve (AUPRC) were used to evaluate the performance
of the models. The ROC curve is a plot of the true positive
rate (TPR) against the false positive rate (FPR) at various
threshold settings, while the precision-recall curve is a plot
of the precision (TPR) against the recall (FPR) at various
threshold settings. The ROC AUC and AUPRC values range
from O to 1, with a higher value indicating better performance.
The results are shown in Table [[} and corresponding plots of
the ROC and precision-recall curves are shown in Figure [3]

Our proposed masked formulation outperforms the regres-
sion formulation by a large margin for small sensor faults,
using the same base Transformer model and hyperparameters.
For the P1_PITO1 sensor bias, our method achieves ROC
AUC and AUPRC values of 0.6300 and 0.6410, respectively,
compared to 0.5408 and 0.5533 for the regression formulation.
For the P1_TITO1 sensor bias, our method achieves ROC
AUC and AUPRC values of 0.8996 and 0.8981, respectively,
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TABLE I: HAI dataset sensor fault detection results. ROC AUC and AUPRC
are reported, with the best in bold for each fault.

Sensor Bias | Method | ROC AUC | AUPRC
Masked 0.6300 0.6410

P1_PITO1 Regression 0.5408 0.5533
Autoencoder 0.5932 0.5714

Masked 0.8996 0.8981

P1_TITO1 Regression 0.2264 0.3521
Autoencoder 0.7342 0.7669
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Fig. 3: ROC and PR curves for sensor bias in P1_PITO1 and P1_TITOI.

compared to 0.2264 and 0.3521 for the regression formulation.
Our method is able to detect faults even with small biases, as it
is trained to predict sensor values with masked sensor values.
The poor results from regression for the P1_TITO1 sensor bias
may be due to the small size of the bias, which the regression
formulation is not able to detect. The autoencoder formulation
also performs relatively well. However, it is not as effective
as our proposed method. This demonstrates the effectiveness
of our proposed method for sensor fault detection.

B. Sensor FDIA inside Wind Turbine Blade Load Estimation
Pipeline

A wind turbine is a complex engineering system that relies
on accurate and reliable sensor measurements for turbine con-
trol and for achieving turbine’s optimal performance. In this
study, we present a real-world application case study where the
proposed FDIA technique is applied to sensor measurements
of GE offshore wind turbines, ensuring accuracy and reliability
of the sensor measurements by performing FDIA in real-time.
Specifically, we focus on the FDIA of proximity sensors,
which are used for estimating blade root bending moments.

Blade bending moments are the critical measurements for
effective blade load control of wind turbines. The accuracy
and reliability of these measured moments are crucial for
ensuring the safety and longevity of wind turbines, as well
as maximizing their energy output. As directly measuring
blade bending moments is costly and unreliable, we at GE
have developed a novel, cost-effective solution for obtaining
the blade bending moments reliably. It uses proximity sensor
measurements to infer blade bending moments via a transfer
function (TF) model, as shown in Figure @ While the TF
model can be either a physics-based model or a data-driven
model, for this study, we use a data-drive TF model and keep
it fixed for all of experiments so that we can focus on the
FDIA of the proximity sensor measurements. Our proposed
sensor FDIA technique is integrated in this pipeline to detect,
diagnose, and correct proximity sensor faults in real-time, as
shown in Figure fib] and thus enabling the pipeline to be more
robust and reliable in obtaining blade bending moments.
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(b) Improved robust blade root load estimation pipeline with our proposed sensor
FDIA technique.

Fig. 4: Example of how our proposed sensor FDIA technique can be integrated
into an existing engineering system to improve its robustness and reliability.

More specifically, each blade has four proximity sensors
located at different angles, resulting in a total of 12 input
and 12 output sensors for the Masked FDIA Model shown
in Figure @bl The TF model takes the 12 proximity sensor
measurements, along with five additional sensor measurements
(including pitch angles for the three blades, the rotor azimuth
angle, and the rotor speed) as inputs, and outputs the six
estimated blade root bending moments (two for each blade).
We use a normal operation dataset provided by GE Offshore
Wind, which is split into training, validation, and test sets. The
training set consists of 1,610,031 samples, the validation set
consists of 223,778 samples, and the testing set consists of
462,305 samples. The raw data is sampled at 25 Hz, and we
downsampled it to 1 Hz for masked sensor FDIA.

For the FDIA model in this application, we used a simple 2-



layer LSTM [26] model with 50 hidden units each. Tims series
sequence length is 10 seconds, and other hyperparameters are
similar to those in Section For the sensor fault cases,
we introduced 4 different faults:

e Bias: A proximity sensor on blade 1 is biased by 1
standard deviation of the sensor values.

o Drift: A proximity sensor on blade 1 drifts from O to 2
standard deviation of the sensor values.

« Noise: A proximity sensor on blade 1 is added a white
noise of 2 standard deviation of the sensor values.

o Bias Two Sensors: Two proximity sensors on blade 1
and blade 3 are both biased by 1 standard deviation of
their respective sensor values.

After we train a masked sensor FDIA model, we test it
on the normal test set versus the four different sensor faults.
The results are shown in Figure 5] As shown in the residual
plots, our proposed masked sensor FDIA model is able to
detect all four sensor faults. If we look at the residual for
each sensor, we can then isolate the faulty sensor. Afterwards,
we can accommodate the faulty sensor by replacing its value
with the predicted value from the FDIA model.

Residual Plot, Fault Type: bias Residual Plot, Fault Type: drift
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Fig. 5: Residual plots for the 4 different sensor fault cases versus the normal
test set.

To further illustrate the impact of proximity sensor FDIA
in the blade load estimation pipeline, we compare the perfor-
mance of the existing pipeline (Figure fa) versus the improved
pipeline with our proposed sensor FDIA technique (Figure {b).
As a baseline, we put the normal test set through the existing
pipeline and obtain the blade bending moment estimate errors.
We then test the TF model with faulty bias data, both with (as
in Figure [4b) and without sensor FDIA (as in Figure [da). The
results are shown in Table [

Our proposed sensor FDIA technique significantly improves
the robustness and reliability of the blade load estimation
pipeline, as demonstrated by the reduction in blade bending
moment estimate errors compared to the existing pipeline.

In contrast to the existing pipeline, our technique is able to
detect and correct sensor faults in real-time, and can even
accommodate faulty sensor data to a reasonable degree. Our
masked FDIA model not only corrects faults, but also raises
alarms for specific faulty sensors, which can be used to trigger
maintenance and repair.

The results of our evaluation show that the existing pipeline
is not robust to sensor faults, and the blade bending moment
estimate errors are significantly increased as the sensor faults
occur, which can lead to catastrophic failures in the wind
turbine. In some cases, when there is a bias fault in one of the
proximity sensors, the blade bending moment estimate errors
are increased by more than 10 times, which is unacceptable. In
contrast, with our proposed sensor FDIA technique, the blade
bending moment estimate errors are significantly reduced,
and the performance is comparable to the baseline (no fault)
case. Overall, our proposed sensor FDIA technique has the
potential to greatly improve the performance and safety of
wind turbines. By reducing downtime and generating more
profits, our technique can also have a significant economic
impact.

Furthermore, for this sensor FDIA application to be im-
plemented in a real-time wind turbine monitoring system,
the inference time of the FDIA model is also an important
factor. We tested the model inference time of our proposed
sensor FDIA model on an office desktop computer with Nvidia
Quadro P2000 GPU. The average inference time of 600 runs
through the dataset for our masked FDIA model is 9.2 ms.
The inference time of the TF model is 1.6 ms. Although the
FDIA model adds 5.75x inference time to the pipeline, the total
(10.8ms) is still much less than the 40 ms (25 Hz) requirement
for real-time monitoring. Comparing this to the huge reduction
in blade bending moment estimate errors shown in Table [[I} the
trade-off is totally worth it. This also shows that our proposed
sensor FDIA technique can be implemented in a real-time
wind turbine monitoring system.

V. CONCLUSION

In this paper, we proposed a novel machine learning-
based Fault Detection, Identification, and Analysis (FDIA)
framework for sensor measurements in complex engineering
systems using masked model. Our proposed technique is
designed to detect, diagnose, and correct sensor faults in real-
time, which is critical for ensuring the accuracy and reliability
of sensor measurements and preventing costly downtime and
maintenance. It is a general framework that can be applied
to a wide range of sensor types and engineering systems.
Any deep learning-based time series models would benefit
from switching to our proposed masked formulation from the
traditional, commonly-used regression formulation.

Our proposed machine learning-based FDIA technique was
validated on both a public dataset and a real-world dataset
from GE offshore wind turbines. The technique effectively de-
tected and diagnosed sensor faults in real-time, and corrected
these faults to improve the reliability of sensor measurements.
We focused on the FDIA of proximity sensors for estimating



TABLE II: Comparing performance of the existing pipeline versus the improved pipeline with our proposed sensor FDIA technique when sensor fault happens.
We report the MSE between the predicted load vs true load for each blade and each bending moment type after the same Transfer Function (TF) model, in

unit kNm. Lower is better.

Blade Bending Same TF Model Load Prediction MSE
Moment | No Fault (Baseline) | Faulty Data w/o FDIA | Faulty Data w/ FDIA
#1 Flap 276.29 2676.64 (+868.78%) 295.93 (+7.11%)
Edge 373.31 1656.74 (+348.80%) 394.04 (+5.55%)
0 Flap 315.54 3537.59 (+1021.12%) 347.23 (+10.04%)
Edge 262.59 3148.68 (+1099.09%) 284.60 (+8.38%)
" Flap 326.11 2078.76 (+537.44%) 345.99 (+6.10%)
Edge 320.09 1645.86 (+414.19%) 384.28 (+20.05%)

blade loads in GE offshore wind turbines, which is critical
for ensuring the safety and longevity of wind turbines, as
well as maximizing their energy output. Our evaluation of
the technique on real-world sensor data demonstrated its
effectiveness in detecting and diagnosing sensor faults in real-
time, and its potential for preventing costly downtime and
maintenance.

In conclusion, our proposed machine learning-based FDIA
technique has the potential to significantly improve the accu-
racy and reliability of sensor measurements in a wide range
of complex engineering systems. Future work could explore
the application of our technique to other types of sensors and
engineering systems, as well as the integration of our technique
with other machine learning-based approaches for predictive
maintenance and fault diagnosis.

ACKNOWLEDGMENT

The authors would like to thank GE Offshore Wind for
providing the data used in this study.

REFERENCES

[1] J. Devlin, M.-W. Chang, K. Lee, and K. Toutanova, “Bert: Pre-training
of deep bidirectional transformers for language understanding,” arXiv
preprint arXiv:1810.04805, 2018.

[2] Y. Fu and F. Xue, “Mad: Self-supervised masked anomaly detection task
for multivariate time series,” arXiv preprint arXiv:2205.02100, 2022.

[31 Y. Fu, H. Wang, and N. Virani, “Masked multi-step multivari-
ate time series forecasting with future information,” arXiv preprint
arXiv:2209.14413, 2022.

[4] Y. Fu, N. Virani, and H. Wang, “Masked multi-step probabilistic
forecasting for short-to-mid-term electricity demand,” arXiv preprint
arXiv:2302.06818, 2023.

[5] S. Berbache, M. F. Harkat, and F. Kratz, “Sensor fault detection and
isolation techniques based on pca,” in 2019 International Conference
on Advanced Electrical Engineering (ICAEE), 2019, pp. 1-7.

[6] W. Li, M. Peng, and Q. Wang, “Improved pca method for sensor fault

detection and isolation in a nuclear power plant,” Nuclear Engineering

and Technology, vol. 51, no. 1, pp. 146-154, 2019. [Online]. Available:
https://www.sciencedirect.com/science/article/pi1/S1738573317306885

“Sensor fault identification and reconstruction of indoor air quality (iaq)

data using a multivariate non-gaussian model in underground building

space,” Energy and Buildings, vol. 66, pp. 384-394, 2013.

P. Chanak and 1. Banerjee, “Fuzzy rule-based faulty node classification

and management scheme for large scale wireless sensor networks,”

Expert Systems with Applications, vol. 45, pp. 307-321, 2016.

[Online]. Available: https://www.sciencedirect.com/science/article/pii/

S0957417415006697

[9] S. Zidi, T. Moulahi, and B. Alaya, “Fault detection in wireless sensor
networks through svm classifier,” IEEE Sensors Journal, vol. 18, no. 1,
pp. 340-347, 2018.

[7

—

[8

=

[10] H. Darvishi, D. Ciuonzo, E. R. Eide, and P. Salvo Rossi, “A data-driven
architecture for sensor validation based on neural networks,” in 2020
IEEE SENSORS, 2020, pp. 1-4.

[11] S. Hussain, M. Mokhtar, and J. M. Howe, “Sensor failure detection,
identification, and accommodation using fully connected cascade neural
network,” IEEE Transactions on Industrial Electronics, vol. 62, no. 3,
pp. 1683-1692, 2015.

[12] D. Jana, J. Patil, S. Herkal, S. Nagarajaiah, and L. Duenas-Osorio,
“Cnn and convolutional autoencoder (cae) based real-time sensor
fault detection, localization, and correction,” Mechanical Systems and
Signal Processing, vol. 169, p. 108723, 2022. [Online]. Available:
https://www.sciencedirect.com/science/article/pii/S08883270210104 14

[13] M. Bakhtiaridoust, F. N. Irani, M. Yadegar, and N. Meskin, “Data-
driven sensor fault detection and isolation of nonlinear systems:
Deep neural-network koopman operator,” IET Control Theory &
Applications, vol. 17, no. 2, pp. 123-132. [Online]. Available:
https://ietresearch.onlinelibrary.wiley.com/doi/abs/10.1049/cth2.12366

[14] M. Elnour, N. Meskin, and M. Al-Naemi, “Sensor data validation
and fault diagnosis using auto-associative neural network for hvac
systems,” Journal of Building Engineering, vol. 27, p. 100935, 2020.
[Online]. Available: |https://www.sciencedirect.com/science/article/pii/
S$2352710219306011

[15] Z. N. Sadough Vanini, N. Meskin, and K. Khorasani, “Multiple-Model
Sensor and Components Fault Diagnosis in Gas Turbine Engines Using
Autoassociative Neural Networks,” Journal of Engineering for Gas
Turbines and Power, vol. 136, no. 9, p. 091603, 05 2014. [Online].
Available: https://doi.org/10.1115/1.4027215

[16] D. Jana, J. Patil, S. Herkal, S. Nagarajaiah, and L. Duenas-Osorio,
“Cnn and convolutional autoencoder (cae) based real-time sensor fault
detection, localization, and correction,” Mechanical Systems and Signal
Processing, vol. 169, p. 108723, 2022.

[17] H. Darvishi, D. Ciuonzo, E. R. Eide, and P. S. Rossi, “Sensor-fault
detection, isolation and accommodation for digital twins via modular
data-driven architecture,” IEEE Sensors Journal, vol. 21, no. 4, pp.
4827-4838, 2020.

[18] K. Xu, Y. Li, Y. Li, L. Xu, R. Li, and Z. Dong, “Masked graph
neural networks for unsupervised anomaly detection in multivariate time
series,” Sensors, vol. 23, no. 17, p. 7552, 2023.

[19] P. Tang and X. Zhang, “Mtsmae: Masked autoencoders for multivariate
time-series forecasting,” in 2022 IEEE 34th International Conference on
Tools with Artificial Intelligence (ICTAI). 1EEE, 2022, pp. 982-989.

[20] M. Zha, “Time series generation with masked autoencoder,” arXiv
preprint arXiv:2201.07006, 2022.

[21] J. Dong, H. Wu, H. Zhang, L. Zhang, J. Wang, and M. Long, “Simmtm:
A simple pre-training framework for masked time-series modeling,”
arXiv preprint arXiv:2302.00861, 2023.

[22] Z. Li, Z. Rao, L. Pan, P. Wang, and Z. Xu, “Ti-mae: Self-supervised
masked time series autoencoders,” arXiv preprint arXiv:2301.08871,
2023.

[23] H.-K. Shin, W. Lee, J.-H. Yun, and H. Kim, HAI 1.0: HIL-Based
Augmented ICS Security Dataset. USA: USENIX Association, 2020.

[24] A. Vaswani, N. Shazeer, N. Parmar, J. Uszkoreit, L. Jones, A. N. Gomez,
L. Kaiser, and I. Polosukhin, “Attention is all you need,” arXiv preprint
arXiv:1706.03762, 2017.

[25] D. P. Kingma and J. Ba, “Adam: A method for stochastic optimization,”
arXiv preprint arXiv:1412.6980, 2014.

[26] S. Hochreiter and J. Schmidhuber, “Long short-term memory,” Neural
computation, vol. 9, no. 8, pp. 1735-1780, 1997.


https://www.sciencedirect.com/science/article/pii/S1738573317306885
https://www.sciencedirect.com/science/article/pii/S0957417415006697
https://www.sciencedirect.com/science/article/pii/S0957417415006697
https://www.sciencedirect.com/science/article/pii/S0888327021010414
https://ietresearch.onlinelibrary.wiley.com/doi/abs/10.1049/cth2.12366
https://www.sciencedirect.com/science/article/pii/S2352710219306011
https://www.sciencedirect.com/science/article/pii/S2352710219306011
https://doi.org/10.1115/1.4027215

	Introduction
	Related Work
	Sensor Fault Detection, Isolation and Accommodation
	Masked Time Series Models

	Proposed Method
	Modeling Sensor Data with Masked Models
	Online Inference for Sensor FDIA

	Experiments and Results
	Sensor Fault Detection with HAI Dataset
	Sensor FDIA inside Wind Turbine Blade Load Estimation Pipeline

	Conclusion
	References

