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Opportunistic Sensor-Based Multi-Factor
Authentication in and for the Internet of Things
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Abstract—Communication between connected objects often
requires secure and reliable authentication mechanisms. These
mechanisms are essential for verifying the identities of objects
and preventing unauthorized access. The IoT offers several
advantages and opportunities that are not necessarily found in
other domains. For instance, IoT sensors collect real-time data
about their environment and other objects which contain valuable
information that, if used, can reinforce authentication. In this
paper, we propose a novel idea for building opportunistic sensor-
based authentication factors between IoT objects by leveraging
the sensors already present in the systems where they interact. We
claim that sensors can be utilized to build factors that reinforce
object-to-object authentication mechanisms. Through the integra-
tion of these opportunistic sensor-based authentication factors
into multi-factor authentication mechanisms, authentication in
IoT can achieve a higher level of security. We provide illustrative
experiments on two types of vehicles : mobile robots and cars.

Index Terms—Internet of Things, Sensors, Security, Multi-
Factor Authentication, Machine-to-Machine Authentication.

I. INTRODUCTION

THE Internet of Things (IoT) is a network of connected
objects, such as devices, vehicles, and various other types

of objects that are often embedded with sensors and actuators.
This allows them to collect and exchange data with each other
and with other systems. Communication between IoT objects
requires strong security and privacy measures. Authentication,
which is the process of verifying the identity of an entity,
plays a crucial role in the secure interaction of IoT devices.
Ensuring that communication occurs between the correct enti-
ties is essential, particularly in situations like object-to-object
communication where it is often essential to confirm the
identities of both objects before any exchange of information
or interaction. This verification prevents unauthorized access
to sensitive data and resources while ensuring the involved
objects are who they claim to be.

Over the last decade, there has been a significant amount
of research work conducted to identify security challenges
within the IoT and exploring methods to protect against attacks
[1], [2]. Authentication is then a well recognized issue that
is given big importance to ensure the global security in the
IoT domain. Without robust authentication mechanisms, there
exists a significant risk of unauthorized access to IoT networks

This work is supported by the French National Research Agency (ANR)
by the project MaestrIoT ANR-21-CE23-0016.

Marc Saideh is with Normandie Univ, INSA Rouen, LITIS, St Etienne Du
Rouvray, France (email: marc.saideh@insa-rouen.fr).

Jean-Paul Jamont is with LCIS, Univ. Grenoble Alpes Valence, France
(email: jean-paul.jamont@univ-grenoble-alpes.fr).

Laurent Vercouter is with Normandie Univ, INSA Rouen, LITIS, St Etienne
Du Rouvray, France (email: laurent.vercouter@insa-rouen.fr).

[1], attackers could impersonate other objects, eavesdrop sen-
sitive information and destroy trust relations between objects.
Authentication protocols have evolved over time to reduce
these risks, including mechanisms that are password-based
and advanced biometrics. Multi-factor authentication, which
includes the use of several factors in order to verify an entity,
has been increasingly adopted [3]. However, despite these
advancements, authentication continues to be a significant
challenge in IoT. The distributed architecture of IoT systems
and lightweight constraints make it difficult to implement
traditional centralized authentication models effectively. Thus,
new adaptable ways of authentication are needed to meet the
needs of the constantly changing and varied IoT environment.
This is crucial as attackers are constantly trying to find new
ways to bypass authentication and gain unauthorized access to
systems [1].

In this paper, we propose a novel idea to build opportunistic
sensor-based authentication factors between IoT objects to be
used in multi-factor authentication mechanisms. IoT provides
us with various advantages that we can use to reinforce au-
thentication. For example, data captured by sensors deployed
within IoT systems can be used and analysed to help identify
other IoT objects. These sensors, capturing different types of
data, constantly collect valuable information about the sur-
rounding environment and the behavior of other IoT objects.
We propose utilizing the sensors already present in the systems
where the IoT objects interact to build these authentication
factors. Hence, the objective of this paper is to show the
benefits of opportunistically leveraging sensor information
for object-to-object authentication. Through the integration
of these opportunistic sensor-based authentication factors into
multi-factor authentication mechanisms, authentication in IoT
can achieve a higher level of security.

The rest of this paper is organized as follows: Section
II provides a background of relevant authentication methods
in IoT that have been used so far, as well as different
types of authentication factors, while section III explains the
proposed idea and provides an illustrative scenario. Next, in
section IV we present the illustrative experiments conducted
to demonstrate the proposed idea. At the end, V provides a
conclusion over the obtained results with some challenges and
some hints for future work.

II. BACKGROUND AND RELATED WORK

For an entity (human or machine) to prove its identity, it
must provide evidence showing that they are who they claim to
be. These proofs are called authentication factors. They refer
to the methods or characteristics used to verify the identity
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of an entity. Authentication factors are usually categorized in
three groups [3]: knowledge factor (something the user knows,
such as a password), possession factor (something the user has,
such as a security token) and inherent factor (something the
user is, such as a fingerprint).

In addition to understanding the different types of authen-
tication factors, several approaches have been proposed to
reinforce authentication mechanisms, especially in the IoT.
In [4], the authors proposed a methodology to choose the
best authentication factors based on trustworthy values for
factors, as well as the context, security and risk. In [5], an
authentication method that takes into account the context of
the environment in which the devices are being authenticated
is proposed. Location-based authentication [6] involves using
the entity’s location, such as GPS coordinates, to verify their
identity. Building a signature of entities involves using patterns
about the entities to authenticate them. These patterns can be
built based on behavioral or physical factors. The authors in
[7] conducted a survey on behavioral biometrics for continuous
user authentication in IoT and showed how biometric data such
as touchscreen dynamics, eye movements, and others can help
strengthen authentication mechanisms. While these studies
focused on context-aware authentication and behavioral or
physical signature authentication factors, the majority of them
were conducted to user authentication. To our knowledge,
there has been limited research conducted on behavioral or
physical-based signatures for object-to-object authentication.

III. OPPORTUNISTIC SENSOR-BASED AUTHENTICATION IN
THE IOT

A. Concept of opportunistic sensor-based authentication

Opportunistic sensor-based factors means taking advan-
tage of the potential presented by the deployed sensors in
an unplanned way. For example, consider an authentication
system in an IoT environment that normally relies on two
factors to validate identities. Building upon this idea, we can
explore a novel approach that also opportunistically utilizes the
available sensors within the environment to build additional
authentication factors. This transformation of sensor-data into
authentication factors enables a new level of authentication.

Existing systems in IoT environments offer us several valu-
able information that can be used to strengthen authentication
mechanisms. By leveraging these systems in a System of Sys-
tems approach, we take advantage of their deployed sensors
and the information they provide. These existing deployed
sensors capture various types of data such as motion, color,
noise or environmental conditions such as temperature and
other types of data. By utilizing them and the information they
collect, we get the opportunity to authenticate IoT objects with
additional factors, making the authentication process more
robust. This approach takes advantage of the available infor-
mation collected by sensors opportunistically, without the need
for additional dedicated setups. In addition, the use of this kind
of information can often be done without the need of direct
communication between objects. For example, analyzing the
motion of an object to verify its identity does not require any
additional communication between that object and the object

verifying its identity. On one hand, opportunistic sensor-based
factors increases the flexibility of the authentication process,
while also building a set of physical and behavioral factors
associated with objects. On the other hand, this flexibility
introduces an element of unpredictability, making it more
challenging for attackers to predict the authentication factors
that will be used.

B. Illustrative scenario

By illustrating this scenario, we aim to highlight the fea-
sibility and effectiveness of leveraging existing systems and
sensor data in the authentication process. The scenario is about
a private parking with access control, where only authorized
vehicles are allowed to enter. Thus, the verification process of a
vehicle is done at the entry of the parking to decide whether the
vehicle should be allowed to enter or not. In the parking, there
are three systems that have been deployed, each for specific
functionalities. The following provides a description of the
three existing systems:
System 1: Barrier management system. The barrier of the
parking is managed by using a Radio Frequency Identification
(RFID) scanner. Each authorized vehicle is equipped with an
RFID tag that is scanned at the entry to verify its identity.
System 2: Surveillance system. This system includes multiple
features designed for effective monitoring and enhanced secu-
rity measures. The most important part of the system is the
strategically placed cameras that capture and record images
and video footage of different areas of the parking, which
enables real-time monitoring of the parking. This system
ensures the overall security and safety of the parking.
System 3: Acoustic monitoring system. This system includes
microphones that are placed in specific places of the parking,
as well as techniques like signal processing to analyze the
recorded sounds and identify specific types of sounds or
frequencies associated with alarms or other events to ensure
the security of the parking by analyzing abnormal patterns of
sounds that may indicate an incident, aggression...

In this scenario, the objective of our proposed idea is to
reinforce the security of the authentication of the vehicles by
utilizing the existing systems and the perceived information
through their embedded sensors. This can be done by building
a new system while taking advantage of the existing ones, or
by updating an existing system.

C. Utilizing existing systems

Acoustic monitoring system: Microphones. Beside the
applications where the audio sounds might be used, we want
to use them to reinforce the authentication process of vehicles
at the parking entrance. The captured sounds by microphones
include the engine noise of vehicles. For that, we use the
microphones that are placed at the parking entrance to
analyze the captured sound while the vehicle wait to enter
the parking. The idea is to help in identifying the vehicles
based on their engine sound without having a large trained
data set of different engine sounds. For that, supposing that
we already have at least one known engine sound of each
authorized vehicle, each time an authorized vehicle requests
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to enter the parking by scanning its RFID tag, its engine
sound that will be recorded at the entrance will be compared
with its known engine sound. If there is a similarity between
both sounds, we consider that the sound factor is validated. In
case the authentication is validated, the recorded sound can be
added to the known sound to be used in comparison for next
times. However, if there is a significant difference between
the two sounds, we can use this as a relevant indicator that
the vehicle at the parking entrance might be an attacker that
is trying to access the parking.

Surveillance system: Cameras. As discussed previously,
we want to use the data, initially captured for surveillance
purposes, to reinforce the authentication process of the autho-
rized vehicles at the parking entrance. There exists several
information that we can capture about a vehicle from an
image of it. However, for illustrating purposes and to show the
significance of information and its potential in authentication,
we have chosen to utilize the color histogram of the image
captured when the vehicle is present as a feature for authen-
tication. While color alone may not be an entirely distinct
attribute, it can play an important role in detecting significant
variations, especially if a potentially malicious vehicle differs
significantly in color.

IV. EXPERIMENTS

Considering conditions similar to the described illustrative
scenario, we evaluate here the capacity of these existing IoT
systems to reinforce the authentication process by creating
signatures of the vehicles entering the parking, even by using
simple processing methods. We take advantage of, a camera
from the surveillance system and a microphone from the
acoustic monitoring system. We propose using the information
perceived by these sensors to build signatures about the
vehicles, that act as an additional authentication level.

A. Methods

1) Measuring the similarity of engine sounds: To do the
comparison between two engine sounds, we were satisfied with
employing a simple but effective signal processing method.
However, our objective is not to propose the optimal signal
processing method to our problem but rather to demonstrate
the feasibility of the proposed mechanism, which means the
capability of identifying vehicles based on their engine sound.
We used the spectral centroid feature (equation 1) to determine
if two engine sounds are similar or not. It provides the average
frequency or the center of mass of a sound spectrum:

SpectralCentroid =

∑
f(n)M(n)∑
M(n)

(1)

where M(n) represents the magnitude, or weighted frequency
value of bin number n, and f(n) represents the center fre-
quency at bin n.

With this feature, to find the similarity or dissimilarity
between two signals, we calculate the spectral centroid of each
signal separately, then we calculate the mean of each spectral

centroid before calculating the Euclidean distance function
between the two means (equation 2):

distance =
√∑

(SC1− SC2)2 (2)

where SC1 and SC2 are respectively the mean of the first
spectral centroid and the mean of the second spectral centroid.
As the distance increases in significance, the dissimilarity
between two signals grows, while a distance close to 0
indicates greater similarity.

2) Measuring the similarity of vehicle pictures: In our
experiments, a series of vehicle images were captured against a
consistent background, and the background was then removed
to isolate the vehicles. To compare vehicles pictures, color
histograms were generated from these isolated vehicle images,
which represent the distribution of colors of each vehicle.
This comparison allows us to determine whether or not the
two pictures contain the same distribution of color data. The
objective is to compare these color histograms to help in
determining if two vehicle images represent the same vehicle
or not. To do this, we calculate the Bhattacharyya distance
between two normalized color histograms (equation 3 and 4):

DB(P,Q) = −ln(BC(P,Q)) (3)

BC(P,Q) =
∑
x

√
P (x)Q(x) (4)

where BC represents the Bhattacharyya coefficient, and P and
Q are the normalized color histograms of the two vehicle im-
ages. BC measures the similarity between the two histograms.
A coefficient of 0 indicates that the histograms are identical,
while higher values indicate greater dissimilarity.

B. Environments

The experiments were done on two different types of
vehicles : cars and mobile robots, and in two different en-
vironments : indoor environment for the mobile robots, where
it is calm and there is not a lot of noise when recording the
engines sounds, and outdoor environment for the cars, where
there is much more noise. The engines sounds were recorded
from several distances from the vehicles to get realistic data
and to detect if small distances can make big difference in
the comparison. Tests were repeated on several samples of
different duration. For example, one test was done on samples
of 5 seconds, another one was done on samples of 2 seconds
and another one on 1 second samples. Regarding the second
test, we captured multiple pictures of each vehicle, varying the
camera angle slightly for each shot.

C. Results

Robot 1 Robot 2 Car 1 Car 2 Car 3 Car 4
Robot 1 43.6 467.8 951.3 1078.4 980.5 720.8
Robot 2 467.8 38.5 514.3 635.5 422.8 290.5
Car 1 951.3 514.3 17.2 131.1 76.6 223.9
Car 2 1078.4 635.5 131.1 16.8 110.7 343.4
Car 3 980.5 422.8 76.6 110.7 72.3 280.4
Car 4 720.8 290.5 223.9 343.4 280.4 17.9

TABLE I: Average distance between all the spectral centroids
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1) Engine sounds: The conducted experiments resulted
a 100% accuracy between the robots (indoor), and a 89%
accuracy between the cars (outdoor), utilizing a fixed similarity
score threshold of 100. Noting that the outdoor environment
contains a significant amount of noise. Table I represents a
symmetric distance matrix that shows the average distance
between all spectral centroids for all the tested vehicles (robots
and cars). The diagonal elements of the matrix represent the
average distances between different spectral centroid samples
of the same vehicle, while the off-diagonal elements represent
the distances between the other vehicles. From the table, we
can observe one false positive in the average distance between
samples from Car 1 and Car 3 is below 100, as indicated in
bold and red. However, it is evident that the average distance
between spectral centroids of different vehicles is significantly
greater than that between multiple spectral centroid samples
from the same vehicle. We can see that all the diagonal
elements were under the fixed threshold, as indicated in
bold and black. This helps explain the favorable results and
demonstrates the potential for using such information to in
authentication purposes.

Robot 1 Robot 2 Car 1 Car 2 Car 3 Car 4
Robot 1 0.038 0.31 - - - -
Robot 2 0.31 0.042 - - - -
Car 1 - - 0.069 0.222 0.382 0.376
Car 2 - - 0.222 0.145 0.342 0.348
Car 3 - - 0.382 0.342 0.224 0.382
Car 4 - - 0.376 0.348 0.382 0.165

TABLE II: Average distance between the color histograms

2) Color histograms: The conducted experiments resulted
a 93.7% accuracy when comparing color histograms of several
samples for each car, utilizing a fixed similarity score threshold
of 0.2. For the robots, a 100% accuracy was achieved. Three
of the four chosen cars for this experiment were selected to
have similar color characteristics, minimizing potential bias
in the results. Similar to the previous table, Table II presents
a symmetric distance matrix illustrating the average distance
between all color histograms for all the tested vehicles. We can
observe that the average distance between color histograms
of different vehicles is significantly greater than the average
distance between color histograms of different picture samples
from the same vehicle, often exceeding twice the value. The
only false negative result is observed in Car 3 in bold and red,
where the average distance exceeds the fixed threshold. This
can be explained due to the fact that several shots were taken
of each vehicle while changing the angle slightly each time.

V. DISCUSSION AND CONCLUSION

This study presented a novel idea of building opportunistic
authentication factors in the IoT domain. The conducted
experiments show the potential of utilizing data from existing
sensors to build new relevant authentication factors. Integrating
these new factors into an authentication process increases
its reliability. The results obtained from our illustrative ex-
periments showed that with simple methods, we were able
to illustrate the effectiveness of utilizing existing sensors,
such as cameras and microphones, to build new factors in

authentication mechanisms. This validates the integration of
these two new factors with the existing authentication factors
(RFID in the scenario) to create a MFA system. In recent
research in IoT authentication, various approaches explored
the use of distinct factors to enhance security. For instance,
some studies have explored the use of Physical Unclonable
Functions (PUFs) [8]which rely on unique physical properties
of hardware components to generate cryptographic keys. This
suggests the potential for extending these findings to other
types of sensors. Therefore, the development of an oppor-
tunistic authentication method is relevant and holds substantial
potential. Moreover, our experiments with sensor data from
two environments showed context-dependence, with indoor
results outperforming outdoor ones. Hence, an authentication
mechanism must take into account the evaluation of the
relevance of each factor. Existing systems may not have
been initially designed for authentication purposes, but they
provide an opportunity for enhancement. Adapting them to
various contexts is crucial, and it is important to evaluate
their effectiveness. On the other hand, opportunistic sensor-
based authentication would provide a large set of factors and
thus increase flexibility and security which make it harder for
attackers to predict which factors that will be used. For that,
exploring power consumption linked to each authentication
factor is crucial to help optimize the selection and usage
of factors in the IoT. Future research can address several
challenges such as extending the proposed approach to diverse
sensor types, considering the cost of factors, the context of data
gathering and the stake associated to an authentication. These
studies will not only contribute to advancing authentication
mechanisms in IoT systems but also provide a comprehensive
and rigorous validation of the proposed idea presented in this
paper.
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[3] A. Ometov, S. Bezzateev, N. Mäkitalo, S. Andreev, T. Mikkonen, and
Y. Koucheryavy, “Multi-factor authentication: A survey,” Cryptography,
vol. 2, no. 1, p. 1, 2018.

[4] D. Dasgupta, A. Roy, and A. Nag, “Toward the design of adaptive
selection strategies for multi-factor authentication,” computers & security,
vol. 63, pp. 85–116, 2016.

[5] M. Miettinen, T. D. Nguyen, A.-R. Sadeghi, and N. Asokan, “Revisiting
context-based authentication in iot,” in Proceedings of the 55th Annual
Design Automation Conference, 2018, pp. 1–6.

[6] F. Zhang, A. Kondoro, and S. Muftic, “Location-based authentication and
authorization using smart phones,” in 11th Int. Conf. on Trust, Security
and Privacy in Computing and Communications. IEEE, 2012, pp. 1285–
1292.

[7] Y. Liang, S. Samtani, B. Guo, and Z. Yu, “Behavioral biometrics
for continuous authentication in the iot era: An artificial intelligence
perspective,” IEEE IoT Journal, vol. 7, no. 9, pp. 9128–9143, 2020.

[8] P. Mall, R. Amin, A. K. Das, M. T. Leung, and K.-K. R. Choo, “Puf-based
authentication and key agreement protocols for iot, wsns, and smart grids:
a comprehensive survey,” IEEE IoT Journal, vol. 9, no. 11, pp. 8205–
8228, 2022.


	Introduction
	Background and related work
	Opportunistic sensor-based authentication in the IoT
	Concept of opportunistic sensor-based authentication
	Illustrative scenario
	Utilizing existing systems

	Experiments
	Methods
	Measuring the similarity of engine sounds
	Measuring the similarity of vehicle pictures

	Environments
	Results
	Engine sounds
	Color histograms


	Discussion and conclusion
	References

