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Abstract—Federated Learning (FL) has garnered significant
interest recently due to its potential as an effective solution
. for tackling many challenges in diverse application scenarios,
for example, data privacy in network edge traffic classification.
<E Despite its recognized advantages, FL encounters obstacles linked
to statistical data heterogeneity and labeled data scarcity during
the training of single-task models for machine learning-based
traffic classification, leading to hindered learning performance.
In response to these challenges, adopting a hard-parameter
T sharing multi-task learning model with auxiliary tasks proves
o to be a suitable approach. Such a model has the capability to
__| reduce communication and computation costs, navigate statistical
complexities inherent in FL. contexts, and overcome labeled data
scarcity by leveraging knowledge derived from interconnected
auxiliary tasks. This paper introduces a new framework for
federated auxiliary hard-parameter sharing multi-task learning,
namely, FedAuxHMTL. The introduced framework incorpo-
rates model parameter exchanges between edge server and
base stations, enabling base stations from distributed areas
to participate in the FedAuxHMTL process and enhance the
learning performance of the main task—mnetwork edge traffic
classification. Empirical experiments are conducted to validate
and demonstrate the FedAuxHMTL’s effectiveness in terms of
accuracy, total global loss, communication costs, computing time,
and energy consumption compared to its counterparts.
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Index Terms—Auxiliary hard-parameter sharing, edge com-
puting, federated multi-task learning, and traffic classification.

I. INTRODUCTION
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In recent years, federated learning (FL), an emerging decen-
tralized machine learning (ML) technique, has gained signifi-
cant attention within the research community. This heightened
interest can be attributed to FL’s ability to safeguard privacy
and effectively tackle the obstacles linked to data sensitivity.
In the context of FL, a diverse range of network components
collaborate in the training of an ML model while preserving
the decentralized nature of the training data [|1]]. This strategy
exhibits a notable contrast to other known strategies, such as
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the practice of uploading training data to a centralized server.
However, The latter approach poses a considerable risk of
data leakage and an increase in data communication overhead.
Conversely, the model parameters derived from the ML model
of local network components are combined and consolidated
within the framework of FL. The aforementioned procedure
results in the development of a globally robust model, hence
enhancing privacy-preserving techniques through the provision
of enhanced security and data access credentials [1], [2]].
The FL approach endeavors to train a global model for a
given task and is exclusively suitable for circumstances where
the data is homogeneous [3]. However, it is frequently seen
that data distributions exhibit heterogeneity among various
network components in numerous application scenarios. In
this context, the network edge traffic classification may serve
as an example where the allocation of uplink network traffic
among multiple base stations (BSs) frequently illustrates non-
independent and identically distributed (non-IID) characteris-
tics. This heterogeneous non-IID attribute arises due to diverse
constraints and requirements associated with these BSs.
Traffic classification is widely recognized as a fundamen-
tal task in the fields of network traffic monitoring, service
improvement, and network security management. Specifically,
it aims to establish a correlation between the network traffic
and a certain category of traffic application, such as Google
Voice, with the primary objective of guaranteeing quality of
service (QoS) [4]. Currently, ML methods are extensively
utilized in traffic classification; for example, conventional ML
techniques, such as KNN, Naive Bayes, and SVM methods,
are commonly employed in such classification. However, these
methods require human efforts to design extracted features that
are unable to apprehend the convoluted patterns of network
traffic. Due to recent significant advancements in ML, deep
learning is widely used in classification tasks [5]]. Specifically,
it is favored for its exceptional ability to comprehend complex
patterns and intelligently extract features. Nevertheless, deep
learning requires a substantial quantity of labeled training data
in a central location to learn patterns. Centralizing labeled
training data incurs significant communication costs. In such



a case, FL can be utilized to reduce the burden of high
communication costs.

Moreover, the process of collecting and labeling traffic data
is a time-intensive task [5[]. Furthermore, the limitations of
obtaining labeled training data in network edge traffic clas-
sification combined with the FL data heterogeneity introduce
additional obstacles. Multi-task learning (MTL) has emerged
as an effective solution to combat such obstacles [3], [6.
Particularly, hard-parameter sharing MTL with auxiliary tasks
can effectively addresses labeled data scarcity and data het-
erogeneity in FL scenarios. By integrating multiple auxiliary
tasks, MTL enhances main task performance and improves
computational efficiency compared to individual single-task
models, as tasks can leverage shared information [7].

Based on the aforementioned insights, we present
FedAuxHMTL, i.e., Federated Auxiliary Hard-parameter
sharing Multi-Task Learning, an auxiliary MTL-assisted FL
approach tailored for network edge traffic classification that
combats the aforementioned predicaments. The main contri-
butions are summarized below:

e A two-tier auxiliary hard-parameter sharing MTL-
supported edge server-base station (ES-BS) FL approach,
namely, FedAuxHMTL, is introduced that aims to im-
prove the main task (network edge traffic classification)
performance in heterogeneous settings characterized by
limited labeled data. Additionally, this approach investi-
gates the balance between computation and communica-
tion cost at the network edge, emphasizing privacy.

¢ A 1D-CNN MTL model (Figure 1) is developed for
simultaneously extracting detailed local features and cap-
turing extensive long-distance correlation information in
edge traffic, serving as the local classification model.

o To improve the efficacy of traffic classification at the
network edge more robustly, a random weighting strategy
[[8] is introduced to incorporate in FedAuxHMTL for the
loss functions associated with auxiliary tasks.

o The performance of FedAuxHMTL is assessed using a
publicly available traffic dataset QUIC [9] to showcase
the superiority of the newly presented framework. Specifi-
cally, two auxiliary tasks, namely, bandwidth and network
flow duration classification are derived from the QUIC
dataset that contribute to enhancing the learning perfor-
mance of the main task supported by FedAuxHMTL.
Furthermore, practical simulations are carried out using
the Cisco Flame platform [10], facilitating insights for po-
tential real-world deployment scenarios. Compared to the
baselines, such as, FedAvg [11]], the FedAuxHMTL ex-
hibits greater gain, for example, 53% and 32% reduction
in communication cost and computing time, respectively.

II. THE STATE-OF-THE-ARTS

Deep learning, a prevalent ML technique has been widely
applied to various classification challenges, including network
traffic classification as highlighted in [6], [12]], [13]. [12]
introduces DISTILLER, an innovative multimodal MTL-deep
learning approach designed to address the complex challenges
of network traffic classification and enhance network visibility.
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Figure 1. 1D-CNN MTL Local Model for FedAuxHMTL Framework.

[13]] explores three MTL approaches to improve application
traffic classification by exploiting task interdependencies, aim-
ing to boost classification performance through the recognition
of task relationships. The employment of MTL is advocated
in [6] for the simultaneous prediction of both bandwidth and
duration of network traffic flows, as well as for classifying
the network traffic into distinct categories. This study demon-
strates that the prediction of bandwidth and flow duration can
be achieved without the requirement for extensive labeling
efforts or specific conditions, thereby rendering the need for
ample training data.

Recently, in [[14]], authors introduced a multi-task deep neu-
ral network in FL, namely, MT-DNN-FL, for the concurrent
execution of VPN traffic recognition, network anomaly detec-
tion, and network traffic classification tasks. According to their
findings, the application of MT-DNN-FL results in a reduction
of training time overhead in comparison to the several FL-
DNN single-task models. The study in [[15] presents a novel
approach that combines MTL and FL to train personalized
MTL models, namely, pFedDAMT, for encrypted traffic clas-
sification. The proposed pFedDAMT framework is designed
to tackle the issue of data heterogeneity by employing a two-
stage federated personalized MTL approach.

However, despite the effective approach used by the research
conducted in [12], [[13]], and [6] to address the challenges
related to network edge traffic classification, the issue of
privacy and security continues to persist due to the centralized
settings. Although the investigations presented in [14]] and [15]]
employed FL settings as a remedy for these privacy and secu-
rity issues, limitations still exist. Specifically, [[14] overlooked
the aspect of data heterogeneity, while [15]] acknowledged and
addressed this concern, yet failed to take into account the
computation and communication costs. Moreover, both studies
utilized conventional MTL to generalize all task performance
rather than focusing solely on the performance improvement
of the main task.

Contrary to the studies mentioned above, this study focuses
on utilizing a hard-parameter sharing MTL model, augmented
with auxiliary tasks within FL settings. Specifically, this ap-
proach aimed at enhancing the learning performance of the
main task while effectively managing data heterogeneity and
mitigating the computation and communication costs.



A. Learning Problem Explanations

The primary goal of conventional FL. methods, such as

FedAvg [11], is to identify the stationary point ©* that

minimizes the global loss function £(Ds, ©), mathematically:
min £(Dy, 0), (1)
OcRd

where, © € R? with d denoted as the number of trainable
model parameters. Moreover, £(Dg, ©) is the weighted aver-
age of U, BSs local loss function, can be denoted as:

L(D,,0) & ZDu Lu,s(Dus, ©), )

In contrast to conventional FL, the MTL local loss function
of the BS {u, s} can be obtained by combining M, s tasks
{Ti} e as follows:

My,s

> Li(Dus ©)+6(O,R).  (3)

i=1

Eu,s(Du,sa @) =

where ¢(-) is the regularization term that is designed to
penalize the complexity of parameter weights. R € R™*™
signifies the task relationship among all the tasks.

However, in disparity to the above-mentioned conventional
MTL that generalizes all tasks performance by optimizing the
local loss function given in Eq. (3), the objective set for this
study is to optimize the main task [ by leveraging the aid of
an arbitrary number of related or auxiliary tasks b € B, g
in hard-parameter sharing MTL settings. Accordingly, Eq. (3)
updated to [16]:

»Cu,s(Du,s; @) + Z 7_b»C'b u Sa . (4)

usa

where 7, represents the weight assigned to auxiliary task b.
It should be noted that the selection of 7, can be either
static, such as equal weighting, or dynamic, such as random
weighting, depending on the decision made.
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Figure 2. Hard-parameter sharing federated multi-task learning in ES-BS.

III. SYSTEM MODEL

As shown in Figure 2, the introduced FedAuxHMTL consists
of one region cloud, S number of edge servers (ESs) that
represented by set S = {1,2,3,...,s,...,S}, and U number
of BSs that indexed by set U = {1,2,3,...,U}. Let U, =
{1,2,3,...,u,...,Us} denote the set of BSs covered by the
ES s. BS {u, s} denotes that the u-th BS is served by the ES s,
where u € U. It is assumed that BS {u, s} contains a dataset
D, s where D,, , is its total number of data samples. It is also
assumed that there are no overlapping among datasets from
different BSs that are covered by the ES s, thus, D), ;ND,, s =
0,(Vp,u € Us,s € S). Additionally, the whole dataset for
the ES s can be denoted as D, = U{D,,+}7=,. In a similar
manner, the total number of training data samples for the ES
s can be defined as D, = EUi D, s. The Dy exhibits non-

u=1
IID characteristics across Us; BSs over the entire duration of
communication rounds 7.

A. Local Computation & Energy Consumption Model

This study examines a local computation model that is
comparable to the one described in [17]. Let C,, s represent
the amount of CPU cycles required by BS {u, s} to handle
per bit of data sample. It is assumed that the size of all data
samples are fixed. Therefore, to compute one local iteration,
the required CPU cycles can be calculated as Cy, 5Ly, s - fu,s»
where, f, s denotes the frequency of required CPU cycles and
L, s denotes the length of local dataset D,, ;. In addition, the
time required for computing one local iteration of BS {u, s}
can be calculated as follows:

loc Cu sLu s
T T ®

It should be noted that the computational speed of a CPU
is often quantified by its frequency. In practice, the adjust-
ment of the frequency of CPU cycles is undertaken with the
aim of mitigating energy consumption and preventing device
overheating. Therefore, the energy consumption of CPU for
the computation of one local iteration in BS {u, s} can be
expressed as [18]:

B = 0.58Cu s Lu,s fa o (6)
where, 0.5 is the effective coefficient capacitance of BS
{u, s}’s computing chip.

In a similar manner, if there are required I local iterations
to reach a targeted accuracy level k, then, the energy con-
sumption of each BS {u, s} can be derived as:

Ecomp
UsStotal

= I Ecomp =0.581,Cy sLy s.fu s D

B. Communication Costs Model

There are two communication phases associated with
FedAuxHMTL, namely, the uplink communication phase and
the downlink communication phase. Lets assume P!(P! C
Us) number of BSs engage in the exchange of model param-
eters during the ¢-th communication round. By making the



assumption of a homogeneous environment, where each BS
{u, s} shares the same model parameters denoted as ©, with
the number of model parameters being identical for all BSs,
and the total communication round 7', the total communication
costs wy associated with the ES s and U, number of BSs can
be determined as follows [19]]:

T
wy =Y {PL+U}-6, 8)
t=1
Similarly, if a targeted test accuracy level x requires s«
communication rounds, then, the communication costs, w} can
be calculated as follows:

b3

wi =Y {P:+U}-0. ©)

=1

IV. FEDAUXHMTL: FEDERATED AUXILIARY
HARD-PARAMETER SHARING MULTI-TASK LEARNING

The introduced FedAuxHMTL framework operates in an iter-
ative manner by performing the following steps during each
communication round ¢.

o Step 1: The ES s broadcasts the current global model
parameters ©F to the U, BSs that have been involved in
the learning process and are within its coverage area.

o Step 2: Each BS {u, s} collects a batch sample of length
v from its local dataset D, s and applies the stochastic
gradient descent (SGD) algorithm or a variant thereof to
locally update the received global model parameters ©F,
mathematically:

Ol « Ol — VL, s(Dus, O ). (10)

where 7 is the gradient descent step size.

o Step 3: After several rounds of local updates, each BS
{u, s} transmits the updated O, ; to the ES s.

e Step 4: Upon receiving the updated local model param-
eters from each BS {u, s}, the ES s employs a global
aggregation technique, such as the one proposed in [11],
to combine all the updated local model parameters and
obtain the subsequent global model parameter ©!*!,

mathematically:

U
1 s
ot — 5 Y Du..6l,, (11)
u=1

S
The model parameters, which have been aggregated, are
then transmitted back to each BS {u,s} in order to
be used in the next training communication round. The
aforementioned process is iterated until it reaches the
predetermined maximum number of iterations.

A. Random Loss Weighting

In the realm of auxiliary hard-parameter sharing MTL,
where the main task’s performance is prioritized, a significant
challenge is balancing the auxiliary tasks. Various dynamic
loss weighting strategies have been developed to mitigate this

issue. A notable example, as discussed in [§]], is the random
loss weighting strategy. This approach involves assigning loss
weights randomly from a distribution to train a hard-parameter
sharing MTL model. This study adopts the aforementioned
strategy to optimize loss weights for auxiliary tasks aiming to
improve the main task’s learning performance.

In the current study the non-negativity of loss weights in
7 for auxiliary tasks is ensured through a two-step process.
Firstly, a vector 7 = (71,...,7p, ) is obtained by sampling
from a distribution p(7). Then, 7 is normalized into 7 using
a mapping ~, where 7 : RPus — ABus—1 is a normalization
function. The normalization function ensures that 7 satisfies
the conditions of being a simplex in RB«s, je., 7 € RBus
with Zf““" 7, = 1 and 7, > 0. Notably, the Softmax
function is adopted as the normalization function in the study,
mathematically:

e
E[T] = V(T)n = N =
Z . eTi
=1
where, E[7] denotes as the expectation of loss weights T
(random variables) over the entire training iterations.

(12)

V. PERFORMANCE EVALUATION

A. Simulation Setup

1) Dataset

The QUIC dataset [9]] is introduced in this study as the
dataset for network edge traffic classification. The dataset
comprises five distinct Google services, namely, Google Drive
(1664 flows), Google Search (1945 flows), Google Music (622
flows), Google Doc (1251 flows), and Youtube (1107 flows).

The initial dataset is consisting of 6439 data samples and
partitioned into two subsets: 90% of the data samples were
allocated for training purposes, while the remaining 10% were
reserved for testing. Subsequently, 90% of the training data
samples are allocated to all BSs in a non-IID manner. In
addition to this, 10% of the allocated training samples were
utilized for validation.

2) Simulation Platform

The FedAuxHMTL is implemented on the CISCO Flame
platform [[10]. The Flame is a comprehensive tool for cus-
tomizing FL applications to fit specific deployment contexts.
Moreover, Flame’s key feature is its system-level configuration
capability for FL application topologies, which is further
enhanced by its scalability to new FL architectures. This cus-
tomization is facilitated through Topology Abstraction Graphs
(TAGs), which separate ML application logic from deployment
complexities. This approach significantly reduces the need for
development resources in tailoring application deployment.

In the simulation, 6 BSs are considered that are covered
by ES s and each BS {u, s} optimizes its performance by
employing the SGD optimizer with a learning rate, n = 0.005.
A consistent BS batch size, o = 32 and a local epoch, o =
20 are employed in 7' communication rounds. During each
communication round ¢, all BSs participate in the training
process. Besides, 3 =2x1072%, C, s = 40 cycles/bit, and f, s
= 2.0 GHz are assumed. The total count of trainable parameters
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Figure 3. (a) Test Accuracy vs the Number of Communication Rounds for the Main Task and Baselines, (b) Test Accuracy vs the Number of Communication
Rounds for the Auxiliary Task2 and Baselines, (c) Total Global Loss vs the Number of Communication Rounds.

is 257,358. The Tensorflow-Keras platform is utilized for the
construction of 1D-CNN. The simulations were conducted on
a 2021 MacBook Pro equipped with an Apple M1 Pro chip,
featuring an 8-core CPU, a 14-core GPU, and 16GB of unified
RAM.
3) Performance Metrics
o Accuracy: Accuracy is defined as the ratio of the number
of correct predictions to the total number of predictions.
o Computing Time: The amount of time required to reach
a particular number of communication rounds, s.
o Energy Consumption: The amount of energy expendi-
ture to reach a specific level of test accuracy, k.

B. Baseline Benchmarks

« Baseline-IID: This approach involves utilizing 1D-CNN
for auxiliary MTL in an IID environment with FL setting
and considered as the UpperBound for this study.

o FedAvg [11]: The FL framework trains a single global
model for a specific task.

e MT-DNN-FL [14]: A conventional MTL model that is
employed in FL framework to generalize all three tasks
performance. In this study, for MT-DNN-FL, three tasks
are assigned as follows: Task 1: network edge traffic
classification, Task 2: flow duration classification, Task
3: bandwidth classification.

C. Simulation Results

From Figure 3(a) it is depicted that FedAuxHMTL with
RLW attains the highest test accuracy compared to the base-
lines for s = 100. More specifically, to reach a targeted accu-
racy, such as, k = 80% for the network edge traffic classifica-
tion (main task), FedAuxHMTL with RLW and FedAuxHMTL
with ELW took 29 and 37 communication rounds, respectively,
whereas, baselines, such as, FedAvg, conventional FMTL with
RLW, and conventional FMTL with ELW took 62, 44, and
57 communication rounds to reach the targeted test accuracy,
respectively. Hence, it can be conclude that FedAuxHMTL

has higher convergence speed compared to the baselines. The
reason behind this is that, due to using auxiliary MTL setup
in FedAuxHMTL, communication efficacy improved as well
as privacy is preserved. It should be noted that in an IID
environment with FL setting the accuracy reaches about 92%
for s« = 100 which is the UpperBound evaluated in this work.

Figures 3(b) and 3(c) shows test accuracies for
FedAuxHMTL and baseline tasks, with targeted test
accuracy x set to 75% and 80% for baseline task 2 and
3, respectively. Notably, baseline MT-DNN-FL with RLW
and ELW outperformed others, requiring the lowest and
second-lowest number of communication rounds for &k,
respectively. In contrast, FedAuxHMTL when employing
RLW and ELW for auxiliary tasks required lower number
of communication rounds than FedAvg only; the reason is,
the loss function of auxiliary tasks is modulated by weight
factors, effectively elevating the importance of the main task
relative to the auxiliary tasks.

Figure 3(d) illustrates the total global loss of FedAuxHMTL.
This particular result is included to demonstrate that
FedAuxHMTL can achieve convergence for non-convex loss
functions. Furthermore, it is evident that FedAuxHMTL, when
utilizing RLW and ELW exhibits the lowest overall global loss
in comparison to the baselines. The reason is, due to use of

Table 1
COMPARATIVE ANALYSIS OF ENERGY CONSUMPTION AND
COMMUNICATION COST BETWEEN FEDAUXHMTL-MAIN TASK AND
BASELINES: k = 80%, ¢ = 20 (RLW = RANDOM L0OSS WEIGHTING,
ELW = EQUAL L0SS WEIGHTING)

Energy Communication
Consumption (J) Cost (MB)
FedAuxHMTL: RLW 76.44 349.91
FedAuxHMTL: ELW 97.53 446.44
MT-DNN-FL: RLW 115.98 530.90
MT-DNN-FL: ELW 150.24 687.76
FedAvg 163.42 748.02




Table 11
COMPARATIVE ANALYSIS OF ENERGY CONSUMPTION AND
COMMUNICATION COST BETWEEN (FEDAUXHMTL-AUXILIARY TASK 1
AND BASELINES: k = 75%, 0 = 20) & (FEDAUXHMTL-AUXILIARY
TASK 2 AND BASELINES: k = 80%, 0 = 20)

Energy Communication
Consumption (J) Cost (MB)
FedAuxHMTL: RLW 55.35 253.38
FedAuxHMTL: ELW 68.54 313.71
MT-DNN-FL: RLW 52.71 241.32
MT-DNN-FL: ELW 65.90 301.65
FedAvg 65.90 301.65
FedAuxHMTL: RLW 92.25 422.31
FedAuxHMTL: ELW 89.62 410.24
MT-DNN-FL: RLW 81.74 374.04
MT-DNN-FL: ELW 89.62 410.24
FedAvg 210.87 965.27
Table III

COMPUTING TIME OF FEDAUXHMTL AND BASELINES: s = 100

Computing Time (sec)

FedAuxHMTL: RLW 2242.36
FedAuxHMTL: ELW 2054.66
MT-DNN-FL: RLW 2263.59
MT-DNN-FL: ELW 2049.15
FedAvg-Combined 3032.54

MTL framework with auxiliary tasks, the main task got the
lowest loss and consequently, this led to a reduction in the
total global loss as compared to conventional FMTL.

Examining Figure 3(a), it is evident that FedAuxHMTL
with RLW required the lowest number of communication
rounds to attain the targeted test accuracy, x = 80%, while
FedAvg needed the highest number of communication rounds.
Notably, to achieve x, FedAuxHMTL with RLW exhibits the
lowest communication cost and energy consumption, whereas
FedAuxHMTL with ELW incurs slightly higher communi-
cation cost and energy consumption for the main task. In
contrast, the baselines exhibit higher communication cost and
energy consumption as depicted in Table I. The observed
behavior can be attributed to factors described in Figure 3(a).

Table II demonstrates that the baseline MT-DNN-FL for
Task 2 and Task 3 exhibits the lowest energy consumption
and communication cost relative to other frameworks. The
underlying reasons for this are elucidated in Figures 3(b) and
3(c).

Table III shows the computing times for FedAuxHMTL
compared to baseline models. For »» = 100, FedAvg’s com-
puting time for Task 1, Task 2, and Task 3 are 1043.45
sec, 1079.48 sec, and 909.61 sec, totaling 3032.54 sec for
FedAvg-Combined, significantly higher than FedAuxHMTL
with ELW. This difference stems from the simpler network
structure of FedAuxHMTL and MT-DNN-FL, since FedAvg-
Combined cannot share layers between tasks. FedAuxHMTL
with RLW has slightly longer computing time than with ELW,
due to the Softmax function’s exponential component in its
weighting strategy. A similar explanation applies to MT-DNN-

FL, due to its structure for sharing parameters.

VI. CONCLUSION AND FUTURE WORKS

In this paper, we introduced FedAuxHMTL that significantly
improves the learning performance of network edge traffic
classification. Additionally, FedAuxHMTL demonstrates its
effectiveness in mitigating communication and computation
costs. The equal weighting and the designed random weight-
ing are integrated with the introduced FedAuxHMTL and
compacted with existing federated multi-task and single-task
learning approaches. Simulation results showed and validated
the efficacy of the introduced FedAuxHMTL framework.

For future work, we will provide a comprehensive theoret-
ical analysis among the latest FMTL solutions.
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