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Abstract. Spiking Neural Networks (SNNs) aim to bridge the gap
between neuroscience and machine learning by emulating the struc-
ture of the human nervous system. However, like convolutional neu-
ral networks, SNNs are vulnerable to adversarial attacks. To tackle
the challenge, we propose a biologically inspired methodology to
enhance the robustness of SNNs, drawing insights from the visual
masking effect and filtering theory. First, an end-to-end SNN-based
image purification model is proposed to defend against adversarial
attacks, including a noise extraction network and a non-blind de-
noising network. The former network extracts noise features from
noisy images, while the latter component employs a residual U-Net
structure to reconstruct high-quality noisy images and generate clean
images. Simultaneously, a multi-level firing SNN based on Squeeze-
and-Excitation Network is introduced to improve the robustness of
the classifier. Crucially, the proposed image purification network
serves as a pre-processing module, avoiding modifications to clas-
sifiers. Unlike adversarial training, our method is highly flexible and
can be seamlessly integrated with other defense strategies. Exper-
imental results on various datasets demonstrate that the proposed
methodology outperforms state-of-the-art baselines in terms of de-
fense effectiveness, training time, and resource consumption.

1 Introduction

Over the past decade, Artificial Neural Networks (ANNs) have
demonstrated remarkable performance in computer vision [13]],
speech recognition [4], and natural language processing [33]]. How-
ever, the static activation values of ANNs neurons deviate from
the dynamic characteristics of biological neurons. In contrast, Spik-
ing Neural Networks (SNNs) offer a more biologically realistic
approach, where neurons communicate through discrete events or
spikes. This event-driven mechanism facilitates asynchronous op-
eration, enabling low power consumption [6]]. Especially in power-
constrained scenarios, such as edge computing or mobile applica-
tions, the benefits of SNNs can be substantial.

Recent advancements in training algorithms for SNNs 34} 30}
have narrowed the gap between SNNs and ANNS in real applications.
Besides, the emergence of neuromorphic computing system further
enhances the performance advantages of SNNs, making them a vi-
able option for deployment in resource-constrained environments.
Nonetheless, the deployment of SNNs on terminals raises concerns
about their reliability, particularly in the face of adversarial attacks.
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Figure 1: Neuron activation of SENet18-SNN under dlfferent cases.
IP denotes the proposed image purification network, and input im-
ages are selected from CIFAR-100.
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Adversarial attacks, where imperceptible perturbations are added
to clean images, pose a significant threat to the security of SNN mod-
els. But in the real world, biological neural systems that SNNs aim
to emulate demonstrate resilience in the face of various perturbations
and noise, and rarely exhibit the susceptibilities observed in ANNSs.
This discrepancy motivates us to explore novel structures to enhance
the robustness of SNNs and further diminish the gap between artifi-
cial and real neural systems.

Many defense techniques, such as adversarial training [12]], de-
fensive distillation [23]], and gradient regularization [28]], have been
proposed for ANNs. These approaches apply either additional train-
ing or modifications of input data and gradients to conquer specific
attacks. Drawing inspiration from defense methods used in ANNSs,
researchers have recently developed defense schemes specifically for
SNNs to adapt them to SNN-compatible, including adversarial train-
ing [7] and encoding input information [I]]. Although these works
have improved the robustness of SNNs, challenges like resource-
intensive processes and prolonged computational times still exist.

Moreover, most SNN researches focus on specific functions of the
nervous system, neglecting that the nervous system is a complex en-
tity consisting of multiple interconnected and interacting neural net-
works. Therefore, in this work, we attempt to build a computationally
efficient framework for SNN adversarial defense.

To achieve robustness, it is crucial to investigate how the adver-
sarial attack impacts SNNs. We employ the visualization tool
to analyze the potential effects. In Figure[T] we observe the activa-
tion shifts of a model when presented with clean and adversarial im-
ages, respectively. It is evident that adversarial attacks mislead the
model’s output by obfuscating the neuron activation. We believe that



the essence of adversarial attacks lie in introducing adversarial noise,
which finally induces changes in neuron activation. Therefore, the
objective of the work is to eliminate the effects of the incurred noise,
minimize the occurrence of neuron errors, and ultimately enhance
the robustness of the SNN network.

SNNs possess inherent robustness compared to CNNs and ex-
hibit robust resistance to slight disturbances [31]]. Consequently, al-
terations in certain original features caused by image reconstruction
have a minimal impact on the target network. To this end, we pro-
pose an SNN-based image purification network serving as a pre-
processing module to eliminate imperceptible noise without com-
promising classifier accuracy. At the same time, we use Multi-Level
Firing to reduce the number of error pulses and enhance the inherent
robustness of the network. The basic idea of our methodology is de-
picted in Figure 2} Key technical contributions of this work are listed
as follows.

e An SNN-based image purification model is proposed to defend
adversarial examples, where the Fully Convolutional Network
(FCN) extracts the noise information from adversarial images.
Meanwhile, the U-Net reconstructs the noise image to get the orig-
inal one. To the best of our knowledge, this is the first SNN-based
image purification model to defend against adversarial attacks.

e The proposed image purification model is an end-to-end pre-
processing module, which is highly flexible and can be integrated
in series with the classifier to form the entire defense network.
Once the image purification network is well trained with an ar-
bitrary classifier, it can be seamlessly transferred to other similar
classifiers.

e Multi-level firing SNNs based on Squeeze-and-Excitation Net-
works (SENets) are developed to enhance the robustness of the
network structure. Moreover, a unified learning algorithm with a
loss function is devised to fit the characteristics of SNNs.

e The image purification model is fully validated on various
datasets. Experimental results demonstrate that, compared with
state-of-the-art works, the proposed end-to-end methodology pro-
vides superior defense effectiveness and significantly reduces
training time and resource consumption.

The rest of the paper is organized as follows. Section [2| presents
an overview of related works. Section[3]gives the preliminaries. Sec-
tion [4] describes the proposed methodology in detail. Section [3] lists
the experimental results, followed by the conclusions in Section [f]

2 Related Works

We investigate related works in three domains: attack methods for
generating adversarial examples, defense approaches against adver-
sarial examples, and the robustness of SNNs.

2.1 Adversarial Attack

Fast Gradient Sign Method (FGSM) [12] is an efficient one-step
method for rapidly generating adversarial examples, which maxi-
mizes the loss function £ by introducing perturbations along the
gradient’s ascending direction. The FGSM perturbed input ®,q. is
updated as:

Tadv = T + € - sign(VzL(z, y; w)), )

where z is the clean image, y refers to the true label, and e denotes
the size of the allowed adversarial perturbation. Meanwhile, w rep-
resents the network weights.

Iterative FGSM (I-FGSM) [32] is an iterative variant of FGSM,
enhancing attack performance through multiple iterations. The ad-
versarial example x4, i generated as:

€
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where step is the iteration number (0 < ¢t < step), and the initial
point xg is the benign image @.

Momentum I-FFGSM (MI-FGSM) [8] is an extension of I-
FGSM, which incorporates momentum to enhance its effectiveness
in generating adversarial examples and improves transferability.

Projected Gradient Descent (PGD) [22] is a variant of -FGSM.
With £y = =z as the initialization, the iterative update of perturbed
data x; in ¢-th step can be expressed as:

@11 = Proj.(z)(xe + o - sign(Va L(ze, y;w)),  (3)

where Proj, () is the projection space which is bounded by x + e,
and « denotes the step size.

Carlini & Wagner Attack (C&W) [3] is a regularization-based
attack method, where the adversarial perturbation constraint is re-
laxed in the objective function.

min || (tanh(v) + 1) — al], + b~ /(3 (tanh(w) + 1)),
4)
Tady = %(tanh(v) 1),

where b is a user-defined constant. f(-) denotes an objective function,
and we direct readers to [3]] for details regarding the choice of f(-).

Ensemble Attack [5| 21]]. Recently, an ensemble of multiple at-
tacks has been introduced to enhance the attack performance. For
example, in AutoAttack [S], a combination of four diverse attacks,
including white-box and black-box models, is employed in a spe-
cific sequence, resulting in optimal performance regarding attacking
capabilities. Due to its exceptional effectiveness, AutoAttack is cur-
rently regarded as one of the most influential criteria for evaluating
the adversarial robustness of network systems.

2.2 Adversarial Defense

The mainstream defense method is the adversarial training proposed
by [12], which augments the training set with adversarial examples.
Since the model is exposed to adversarial examples during training,
more resilient and generalizable features can be learned, enhancing
its robustness. Meanwhile, a regularized adversarial training method
is presented in [7] to reduce computational overheads. Moreover, a
defense method with a regularized surrogate loss is presented in [37]
to trade-off between adversarial robustness and accuracy. Recently,
[2]] proposed a sector clustering-based defense algorithm to enlarge
the distance between different classes and finally increase the diffi-
culty of attack.

2.3 Adversarial Defense of Spiking Neural Networks

In recent years, various approaches have been proposed to enhance
the robustness of SNNs, broadly divided into three categories. The
first class leverages the event-driven features of SNNs to encode in-
put information [[1], with Poisson coding [38]] as a typical method.
The second category employs adversarial training to achieve data
enhancement. The last one draws inspiration from the biology of
the nervous system to enhance network robustness. For instance,
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Figure 2: The main idea of our end-to-end image purification network to defend adversarial examples.

[31] uncovered that SNNs inherently resist gradient-based attacks,
while [10] argued that the Leaky Integrate-and-Fire (LIF) model ex-
hibits natural robustness and a strong noise-filtering capacity. [20]
proposed an SNN training algorithm to improve inherent robustness
by jointly optimizing thresholds and weights. [18] investigated the
impact of network inter-layer sparsity and revealed that temporal in-
formation concentration is crucial to building a robust SNN. [[11]] de-
signed the TA-LIF neuron with a threshold adaptation mechanism,
constructing robust homeostatic SNNs (HoSNNGs). [40] proposed an
SNN framework CARENet with a channel-wise activation recalibra-
tion module to improve SNN inherent robustness. In addition, [24]
proposed a robust ANN to SNN conversion algorithm combined with
adversarial training to improve the resiliency of SNN.

3 Preliminaries

In this section, we present the Spatio-Temporal Back Propagation
(STBP) [34] and the Multi-Level Firing model [9] applied to SNNs.

3.1 Spatio-Temporal Backpropagation

STBP enables error backpropagation in both temporal domain (TD)
and spatial domain (SD) for the direct training of SNNs. On this ba-
sis, an iterative LIF model is built to accelerates the training of SNNs.
Considering a fully connected network, the forward process of the it-
erative LIF model is described as:
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where [ and n(l) denote the [-th layer and the number of neurons
in the [-th layer, ¢ represents the time index, and k. is a decay fac-
tor. uﬁ’l and oﬁ’l correspond to the membrane potential and the out-
put of the i-th neuron in the [-th layer at time ¢, respectively. Note
that o' € {0,1} is generated by the activation function g(-). Vi
represents the neuron firing threshold. When the membrane poten-
tial exceeds the firing threshold, the neuron performs a spike activity
and the membrane potential is reset to zero. wﬁj denotes the synaptic
weight from the j-th neuron in the (I-1)-th layer to the i-th neuron in
the I-th layer and b! is the bias.

Table 1: Robustness of multi-neuron firing.

Attack \ Number of neurons in an MLF unit \ Accuracy

K=3 79.11
FGSM K=2 72.57
K=1 71.67
K=3 45.86
PGD K=2 37.51
K=1 27.45

3.2 Multi-Level Firing (MLF) Model

Unlike the traditional LIF model, the MLF neuron model comprises
multiple LIF neurons with different thresholds, whose output re-
sults from the collective pulses emitted by these neurons. Since the
MLF model extends the non-zero area of the rectangular approx-
imate derivative, the gradient vanishing problem is alleviated. Be-
sides, the activation function of neurons in MLF produces spikes at
varied thresholds when activating inputs, improving the expression
capacity. The forward process of MLF can be described as

1 ~
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denote the membrane potential vector and output vector of the ¢-
th MLF unit in the [-th layer at time ¢, where K is the number of
multiple LIF neurons contained in an MLF unit. Besides, V¢, =
[Vin1, Vina, - - -, Vinxc] is the threshold vector. Correspondingly, 6!
is the final output of the ¢-th MLF unit in the [-th layer at time ¢.

4 Methodology

4.1 Robust Multi-Level Firing SNNs

As described in Section @ the MLF model not only enhances the
expressive capabilities of neurons but also boosts the robustness of
neural networks. Furthermore, it is observed that MLF also reduces
the number of spike errors. Table |I| shows the experiment results on
the MNIST dataset.

By performing the FGSM attack (e=0.2) on the pre-trained
ResNet-14-based SNN model, the robustness of the multi-neuron fir-
ing is greatly improved than that of single-neuron firing. Similarly,
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Figure 3: The architecture of the image purification neural network.

for the PGD attack (e=0.2) on the model, the accuracy of K = 3 is
18.41% higher than that of K = 1. Meanwhile, there is no signifi-
cant difference in defense performance between K = 4 and K = 3,
which is only 2% higher, but it increases computational resource con-
sumption. Thus, the multi-level firing SNN with K = 3 is employed
in the experiment. In addition, for compatibility with the human ner-
vous system, we incorporate the Squeeze-and-Excitation (SE) mod-
ule into SNNs. As a result, the model’s expressive capability is en-
hanced.

4.2 Image Purification Architecture

The imperceptible disturbance introduced by the adversarial attack
can be essentially regarded as a form of noise. Therefore, the adver-
sarial example can be considered as noise generated from the clean
image following specific rules. Neuroscience’s filter theory posits
that when information enters the nervous system via diverse sensory
channels, it undergoes a filtering mechanism and only a portion of
the information can proceed for further processing through the mech-
anism. Inspired by the filter theory, an image purification module is
devised to reduce the noise in adversarial examples, ensuring that the
data entering the functional module (classifier) closely aligns with
the original data.

The architecture of the image purification network is depicted in
Figure [3] which consists of a noise level estimation network and a
denoising network. Firstly, the noise level estimation network is con-
structed based on a Fully Convolutional Network (FCN) with five
full convolution layers. Through the residual learning, FCN outputs
the noise level of the input image. As shown in Figure[3] the 1-st to
the 5-th layers consist of 32 filters of size 3 x 3 x 3, 32 filters of size
3 x 3 x 32,32 filters of size 3 x 3 x 32, 32 filters of size 3 x 3 x 32 and
32 filters of size 3 X 3 x 3, respectively. Besides, the LIF non-linearity
is used as an activation function. Secondly, the denoising network is
built on a residual U-Net architecture. Comprehensive structural de-
tails are available in [27]. It is essential to highlight that the entire
U-Net network comprises only convolutional layers, deconvolution
layers, and pooling layers, without the batch normalization layers.

4.3  Proposed Loss Function

For the defense task, the primary goal is to optimize the image de-
noising effect with the aim of enhancing the classifier’s recogni-
tion accuracy. Typically, although ¢>-norm regularization converges
quickly, it tends to trap into local optima. In contrast, thanks to the
sparsity-inducing nature that introduces non-smoothness, ¢;-norm

regularization prefers to reach more favorable minima. Thus, ¢;-
norm regularization is potentially a better choice for finding global
minima [41]]. For the output & of non-blind denoising, the reconstruc-

tion loss is defined as:
1@ —all; + ¢,
. 1-— .
=2l —el v 10 e a2,

where « is the clean image, 5 denotes a hyper-parameter, s refers
to the sample numbers, and c represents a small constant (e.g. le-
3). In this work, £1-norm 1oss (Lcharbonnier) 18 first performed to avoid
prematurely falling into local optima, followed by the ¢2-norm loss
(Lrec) to expedite the convergence.

To leverage asymmetric sensitivity in blind denoising, we intro-
duce an asymmetric loss for noise estimation to prevent underesti-
mation errors in the noise level map [13]. Given the estimated noise
level 6(n) and the ground-truth o(n), where n refers to the noise,
the asymmetric loss on the noise level estimation network is calcu-
lated as follows:

Easym = Z "V - I[(&(ni)fd(ni))<0’ : (OA- (n’b) -0 (n’b))2 ) (8)

£Charbonnier =

» | =

O]

where n; is the noise at pixel ¢. [ = 1 for e < 0 and O otherwise. By
setting 0 < v < 0.5, more penalty is imposed when 6 (n;) < o(n;),
enabling the model generalize well to real noise.

Furthermore, a total variation (TV) regularizer is presented to con-
strain the smoothness of &(n), as defined in Equation @)

Lry = [Vag ()| + Voo (m)]l3, ©)

where V,(V,) denotes the gradient operator along the horizontal
(vertical) direction.
To sum up, the overall objective function is derived as:

L = Lrec + Aasymmﬁasymm + ATV£TV7 (10)

where Aaymm and Aty denote the tradeoff parameters for the asym-
metric loss and the TV regularizer, respectively.

4.4 Image Purification Network Training

We first describe the training algorithm for the proposed image pu-
rification network. The details of the algorithm are summarized in
Algorithm [T} We employ conventional attack techniques described



Algorithm 1 Image Purification Network Training Algorithm

Input: fg: image purification network, f.: classification network,
N batch size, E: epoch number, €: allowed perturbation size, 72cy:
estimated noise, Ma: real noise

Output: Trained network model

1: for epoch € {1,...,E} do

2: Sample a batch {(a;, y;)} 1, from training set

3 for sample index ¢ € {1,..., N} do

4: X}, Treat = attack(fe, i, i, €)

5 C237.'77165[ = fe(iB;)

6 Compute the real noise level og(72real) and the estimated

level oo (T2est)

7: Calculate Lrgc using &; and @; > Equation

8: Calculate Lyym and Lrv with 0g(Nreqr) and oo (nest) >
Equations (8) and (9)

9: end for

10: ﬁ = LRec + +>\asymm£asymm + )\TV»CTV
11: go < VoLl

12: 6 < Update(8, go)

13: end for

in Section [2.1] such as FGSM, I-FGSM, PGD, and C&W, to attack
the classification model, generating adversarial samples x; and the
ground-truth noise 1,cq; (line 4). Then given the adversarial sample,
the image purification network outputs the denosing image &; and
the corresponding estimated noise n.s: (line 5). Next, the level of
the real noise og(nrea) and the estimated noise og(nes) are com-
puted, respectively (line 6). Based on above information, we calcu-
late the loss (lines 7-10). The STBP backpropagation algorithm de-
scribed in Section [3.1] is adopted to train the network. Due to the
non-differentiable property of the spike activity, it is not possible to
derive gradients directly, and we instead adopt the rectangular func-
tion to approximate the derivative of spike activity (line 11). Finally,
the weights of the image purification network are updated (line 12).
Once the image purification network is trained with an arbitrary
SNN classifier, it can be seamlessly transferred to other similar SNN
classifiers. By preventing the adversarial samples from inputting di-
rectly into the SNN classifier, the accuracy is significantly enhanced.

4.5 Network Complexity Analysis

Time Complexity. In general, the time complexity of adversarial
training comprises both the time complexity associated with gener-
ating adversarial samples and that of training the adversarial model.
Specifically, the time complexity of generating adversarial samples
depends on the adopted attack method and the number of samples
produced during each iteration. Using the PGD attack as an illus-
tration, the number of iterations in the PGD attack is directly pro-
portional to the time complexity of generating adversarial samples.
After obtaining adversarial samples, the model is trained using both
the original and adversarial samples. As demonstrated in [14], the
training time complexity is estimated as:

D
Time ~ O() _ M{ - Ki - Ci_1 - C)), an

=1

where D is the number of convolutional layers. M; and K; denote
the spatial size (length) of the output feature map and the kernel in -
th layer. Besides, C refers to the number of kernels in the {-th layer.
Accordingly, C;_1 is also known as the number of input channels in
the [-th layer.

Similarly, the time complexity of the image purification network
also contains the above two components. However, the advantage of
our proposed network is that the training time complexity remains
constant and does not vary with specific tasks. Additionally, our net-
work requires fewer attack iterations to produce adversarial samples.

Space Complexity. The space complexity of a neural network is
usually measured by its parameters, which can be expressed by the
following formula:

D D
Space ~ O(D Ki -Ciq-Ci+ Y MP-Ch).  (12)
=1 =1

Since the parameter number of the model is independent of the size
of the input data, the space complexity of the proposed denoising
method and adversarial training depends on the number of parame-
ters in the image purification network and the classification model,
respectively. For different tasks, adversarial training usually employs
different classification networks. As the task’s complexity grows, the
neural network tends to become deeper, leading to an augmentation
of the number of parameters. Conversely, the parameter number of
the image purification network remains consistent, making it more
advantageous in complex tasks. In fact, the total number of parame-
ters of our proposed image purification network is only 4 million. In
contrast, commonly employed models in computer vision typically
exhibit parameter numbers in the tens or even hundreds of millions,
which highlights the potential resource savings in our image purifi-
cation approach.

5 Experimental Results
5.1 Experiment Setup

Platform. The implementation of our methodology is in Python
with the Pytorch [26]], and we execute it on a platform with Intel
Xeon Gold 6248R CPU and Nvidia A100-PCIE-40GB GPU.

Dataset. We conduct experiments on multiple datasets, including
CIFAR-10/100 [19] and Street View House Number (SVHN) [23]].
The CIFAR-10 and CIFAR-100 datasets consist of 10 and 100 cat-
egories, respectively. Each dataset comprises 60,000 color images
with size of 32 x 32, with 50,000 images for training and 10,000
for validation. The SVHN dataset, a real-world image dataset, is di-
vided into three parts: the training set, the testing set, and an extra
set. In the experiment, only the training and test sets are used, where
the training and test set contain 73,257 and 26,032 labeled digital
images, respectively.

SNN Model. Multi-level firing SNNs based on Squeeze-and-
Excitation Network (SENet18-SNN) [16] is adopted to verify the
effectiveness of our methodology.

Adversarial Attack Setting. To evaluate the adversarial robust-
ness of our proposed method, we perform experiments using various
attack strategies, including the FGSM [12]], I-FGSM [32]], MI-FGSM
(8], PGD [22], CW [3], APGD and AutoAttack [5]. The size of the
allowed adversarial perturbation € is set to 8/255 for FGSM, I-FGSM,
MI-FGSM, PGD, and APGD. Besides, the number of iterations for
PGD, I-FGSM, and MI-FGSM are set to 7 with a step size of 2/255.
For CW attack, the learning rate is set to 0.01 with 50 steps.

Training Strategy. First, the SNN classifier is trained utilizing
a state-of-the-art strategy. For the SVHN dataset, the classifier is
trained for 50 epochs using a batch size of 512 through SGD with
the learning rate of 0.01. We employ a piecewise decay learning rate
scheduler with a decay factor of 0.1 at the 25-th and 35-th epochs. For
CIFAR-10/100 dataset, we train the SNN classifier for 150 epochs



Table 2: Robustness comparison with the SOTA mechanisms on CIFAR-10, CIFAR-100 and SVHN datasets. Adversarial training is labeled as

“Adv”, Online label smoothing as “OLS”.

Dataset | Method | Clean Accuracy | Gaussain FGSM I-FGSM MI-FGSM  PGD  CW
Conversion-SNN [24] 96.56 — 56.66 — — 36.02 —
SVHN Ours 89.98 90.88 82.96 89.97 84.46 88.35  90.75
Ours + OLS 89.94 91.21 84.64 89.14 85.05 90.13  89.95
HIRE-SNN [20] 87.50 — 38.00 — — 9.10 -
RAT-SNN [7] 90.74 — 45.23 — — 21.16 —
CIFAR-10 CARENet[40] 7 84.10 58.70 71.10 — — 70.70  56.10
HoSNN(without Adv) [11] 91.62 — 72.62 64.46 — 54.19 -
HoSNN(with Adv) [11] 90.30 — 75.22 71.21 — 68.99 —
Ours 89.05 79.05 75.63 70.71 66.43 74.16  83.69
Ours + OLS 88.43 80.74 79.14 83.80 82.04 83.23 83.03
HIRE-SNN [20] 65.10 — 22.00 — — 7.50 —
RAT-SNN [7] 70.89 — 25.86 — — 10.38 —
CIFAR-100 | HoSNN(without Adv) [I11] 70.14 - 9.30 1.52 - 0.55 -
HoSNN(with Adv) [11] 65.37 — 27.18 22.58 — 18.47 -
Ours 66.98 41.05 43.14 42.89 37.52 46.04 56.31
Ours + OLS 66.84 43.81 46.57 46.74 41.97 48.78 56.30

with a batch size of 256 via SGD, and the learning rate is set to 0.1.
The piecewise decay learning rate scheduler is also performed with
a decay factor of 0.1 at 80 and 120 epochs. Throughout the training
process, the timestep is set to 4 and the neuron firing threshold vector
Vi1, is configured as [0.6, 1.6, 2.6]. In order to assess the impact of
the proposed image purification network in collaboration with other
defense methods, we further train an SNN classifier using the Online
Label Smoothing (OLS) [36] strategy. The hyperparameter settings
remain consistent with those of the model without OLS.

Concerning the image purification network, we conduct the train-
ing for 200 epochs with a batch size of 128 using the Adam opti-
mizer, where the learning rate is configured as 1 x e~*. In the exper-
iment, we find that the adversarial samples generated by single-step
attacks and multi-step iteration attacks, respectively, do not signifi-
cantly change the defense performance of the image purification net-
work. Thus, considering the training overhead, we apply the FGSM
(e = 16/255) to attack the SNN classifier.

5.2 Comparison with State of the Arts
5.2.1 Noise Robustness

We first verify the robustness of the proposed image purification net-
work against the noise. In the experiment, a Gaussian noise with a
noise level 20 is introduced in the dataset. Table [2] summarizes the
experimental results. As shown in the table, with the image purifica-
tion module, the classification accuracy reaches 90.88% on SVHN,
79.05% on CIFAR-10 and 41.05% on CIFAR-100.

5.2.2  White-box Robustness

We then demonstrate the effectiveness of the proposed image pu-
rification network against the white-box attacks. The experimental
results are listed in Table[2] The better results are emphasized in bold
in the table. For the CIFAR-10/100 datasets, our method achieves
greater robustness compared to SOTA works under different types of
white-box attacks. For example, for the CIFAR-10 dataset, compared
with the HoSNN joint adversarial training method [11]], the accuracy
of the proposed image purification trained combined with the OLS
defense method is increased by 8.58% under FGSM attacks, 12.02%
under [-FGSM attacks, and 14.04% under PGD attacks. Similarly,
for the CIFAR-100 dataset, our methodology improves the accuracy

Table 3: Robust accuracy(%) of black-box attacks on CIFAR-10.

Surrogate model | Attack | Ours  OLS

FGSM | 79.86  45.89
. PGD® | 80.95 35.06
WideResNet16-8-SNN PGDLO 7806  22.67
PGD20 | 78.85 19.48
FGSM | 79.99 55.78
‘ PGD® | 80.96 43.02
ResNet20-SNN PGDI0 | 7929 28.04
PGD20 | 7936  22.10
[ 1Ours[JAdv
20 | L |
16.65 17.51
I M 14.
E 53
el
[}
N 10 =
<
£
3
Z
1 1 1
oL Ll Ll
SVHN  CIFAR-10 CIFAR-100

Figure 4: Time comparison of our method with adversarial training.

by 19.39%, 24.16%, and 30.31% under FGSM, I-FGSM, and PGD
attacks, respectively. Besides, the proposed method achieves a robust
accuracy of 56.30% and 41.97% under CW and MI-FGSM attacks,
respectively. The results demonstrate that our proposed image purifi-
cation network model performs well against white-box attacks.

5.2.3 Black-box Robustness

We further validate the defense performance of our proposed
methodology against transferable black-box attacks. Adversarial
samples for black-box attacks are created by attacking a pretrained
surrogate model on the original training set. In the experiment,
we assess black-box robustness using WideResNetl16-8-SNN and
ResNet20-SNN surrogate models trained on the CIFAR-10 dataset
with 100 epochs. The adopted attacking methods include FGSM,
PGD®, PGD'?, and PGD?° with ¢ = 8/255. Table [J|lists the results
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Figure 5: The evaluation of the stronger PGD attack (step size: 2/255) with SENet18-SNN on CIFAR-100 and SVHN. No defense is labeled as
“Baseline”, Online label smoothing as “OLS”, Proposed Image purification model as “Ours”.

averaged over three independent experiments. As illustrated in the ta-
ble, although soft labeling methods like OLS demonstrate robustness
against white-box attacks, the accuracy is significantly reduced under
the black-box scenario. In contrast, our method maintains accuracy
within an acceptable range in black-box attacks, with an average im-
provement of over 40% compared to the OLS method.

5.2.4 Time Efficiency

In the end, we conduct experiment to verify the time efficiency of the
proposed methodology. In our method, after the image purification
network is trained, we directly establish a sequential connection by
linking this network ahead of the multi-level SNN classifier. In the
comparison experiment, the SNN classifier is trained with adversarial
training. As illustrated in Figure[] in contrast to adversarial training,
the proposed image purification method achieves an average reduc-
tion of 93.9% in training time across all three datasets. The reason is
that the training time complexity of the proposed model remains con-
stant and does not vary with specific tasks. Additionally, our network
requires fewer attack iterations to produce adversarial samples.

The above experimental results demonstrate the proposed SNN-
based image purification network provides superior defense effec-
tiveness and significantly reduces training time consumption. In ad-
dition, the proposed network trained with any classifier can be easily
transferred to other similar classifiers for defense. For example, the
image purification network trained with SENet18-SNN can be mi-
grated to ResNet20-SNN, and the accuracy under various attacks is
similar to the results in Table[2]

5.3 Evaluate with Stronger Attacks

We further assess the performance of our algorithm under more chal-
lenging attacks. The experiment is conducted on SVHN and CIFAR-
100, as depicted in Figure El ‘We mainly consider two scenarios, in-
volving the PGD attack with more steps and larger maximum per-
turbation sizes e. Specifically, we consider the attacking scenario of
PGD®, ..., PGD", and ¢ € [1/255,16/255]. In contrast to adver-
sarial training, where accuracy tends to decline with more steps [35]],
our image purification defense method consistently maintains high
accuracy even under PGD®?, as illustrated in Figureand Figure
For example, for CIFAR-100 under PGD attack with e = 8/255 and
steps 5 to 50, the accuracy of our method remains above 40%. Mean-
while, for SVHN, the accuracy of our method reaches above 70%
with ¢ = 16/255 and steps 5 to 50. Considering the PGD size, our
method still exhibits robust performance under larger perturbation
sizes, as illustrated in Figure @ and Figure |3_Hl On CIFAR-100, our
method achieves 59.25% and 44.64% accuracy under PGD attack

with e = 1/255 and € = 16/255, respectively, where the accuracy
drop is only 14.61%. Similarly, on SVHN, the accuracy drop of our
method is only 7.95% (90.09% — 82.14%).

In addition, as illustrated in Figure [5b] and Figure [5d} there is a
notable decrease in robustness accuracy when the maximum pertur-
bation is set to 16/255. This phenomenon can be attributed to the in-
trinsic sensitivity of non-blind denoising networks [39]], which gener-
ally respond unfavorably to underestimating noise levels but exhibit
effective performance when noise levels are overestimated. Specifi-
cally, if the noise level extracted by the image purification network
is underestimated, the denoising result will be less favorable. Thus,
we prefer to set a higher perturbation level in generating adversarial
samples to enhance our our model against stronger attacks.

We have further presented the performance of our methodology
under the latest attack benchmarks in Table EI Column “APGD..”
represents the APGD attack with the cross-entropy loss, while
columns “AutoAttack” and “BPDA+EOT” denote the ensemble at-
tack and adaptive attack, respectively. As shown in the table, com-
pared with the current SOTA defense works, our method achieves
accuracy improvements of 57.99%, 19.38%, and 29.95% under
APGD.. attack on SVHN, CIFAR-10 and CIFAR-100 datasets. Be-
sides, the defense performance trends are the same under AutoAt-
tack and BPDA+EOT attacks. The results demonstrate that the pro-
posed network model can generalize to other adversarial attacks not
in training and against more prominent ones.

Table 4: The evaluation of the advanced attacks. All attacks are esti-
mated under /.,-norm bounded with € = 8/255.

Dataset | Method | APGDe  AutoAttack BPDAZ0+EOT

Conversion-SNN [24] 31.04 27.65 —

SVHN ‘ Ours ‘ 89.03 90.58 88.75
Conversion-SNN [24 51.65 45.05 —
CARENet(without Adv) [40] - 46.10 -
CIFAR-10 | 0 A RENet(with Adv) [40] - 4720 -

Ours 71.03 71.48 69.48
Conversion-SNN [24] 13.26 11.04 —

CIFAR-100 ‘ Ours ‘ 321 43.07 40.76

6 Conclusion

In this paper, we have proposed an end-to-end image purification net-
work and a robust SNNs structure aimed at defending against adver-
sarial examples. Through the pre-processing of input images the im-
age purification module effectively mitigates noise, thereby minimiz-
ing the discrepancy between the adversarial sample and the clean im-
age. Significantly, our method outperforms defense techniques such
as adversarial training in terms of defense effectiveness and time ef-
ficiency. We believe this work will stimulate more research on the
adversarial security design of SNNs.
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