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Abstract—Quantifying cyber risks is essential for organizations
to grasp their vulnerability to threats and make informed
decisions. However, current approaches still need to work on
blending economic viewpoints to provide insightful analysis. To
bridge this gap, we introduce QBER approach to offer decision-
makers measurable risk metrics. The QBER evaluates losses from
cyberattacks, performs detailed risk analyses based on existing
cybersecurity measures, and provides thorough cost assessments.
QOur contributions involve outlining cyberattack probabilities
and risks, identifying Technical, Economic, and Legal (TEL)
impacts, creating a model to gauge impacts, suggesting risk
mitigation strategies, and examining trends and challenges in
implementing widespread Cyber Risk Quantification (CRQ). The
OBER approach serves as a guided approach for organizations
to assess risks and strategically invest in cybersecurity.

Index Terms—Cyber Risk, Risk Quantification, Cybersecurity
Economics, Risk Management

I. INTRODUCTION

The quantification of cyber risks is critical for companies
and governments that want to understand better their exposure
to cyber threats [1]]. This exposure can be technical, where
business configurations and assets can increase the likelihood
of cyberattacks, but also economical since cyberattacks can
cause direct and indirect impacts on business operations
that may cause financial losses [2], [3]. Therefore, practical
approaches for Cyber Risk Quantification (CRQ) must be
considered during different security decision-making processes
within companies since it enables businesses to strengthen
their overall cybersecurity posture. Examples of scenarios that
can benefit from practical CRQ approaches include threat
prioritization based on technical and economic risks, measure-
ment of potential losses due to cyberattacks, and strategies to
efficiently allocate business resources (i.e., money and time)
[4].

However, CRQ is challenging since quantifying any poten-
tial risk a business might face due to cyber threats involves
many steps and requires the correlation of different informa-
tion (from business to technical level) [5]. In a recent report
[6l], for example, it was predicted that half of the security
leaders would not have success in using CRQ for decision
making, against only 36%, which will effectively be able to
reduce risks and operational costs by applying CRQ models.
These statistics highlight real-world challenges for companies
to apply quantitative methods for efficient risk assessment.
Even though there are efforts to process vast amounts of data to

support decision-making, it is vital to provide CRQ approaches
that add value to a business and provide information that
decision-makers need and understand.

For an effective CRQ, different factors must be considered
(e.g., the likelihood of successful cyberattacks happening and
their associated threats), potential impacts of cyberattacks
mapped, and cost analysis due to cyberattacks and remediation
have to be performed [7]. However, such quantification is
challenging since it requires knowledge from a Technical,
Economic, and Legal (TEL) perspective regarding a company
and the entire cybersecurity landscape. Therefore, approaches
for CRQ must handle such challenges and find effective ways
to circumvent current limitations companies face, including
(i) information asymmetry among companies, (ii) miscommu-
nications between board levels, and (iii) lack of quantitative
mapping between threats and their actual TEL impacts.

There are efforts in academia and industry to bridge this
gap. In recent years, different works aimed to predict the risks
of a cyber incident happening [8], [9] and estimate its potential
losses [3], [LO]. Also, cyber insurance companies have applied
CRAQ to assess the insurability of cyber risks [L1], [12]] and for
premium calculation [13]. In the industry, CRQ approaches
and tools have been used to measure the effectiveness of
security controls and quantify the overall security posture.
Examples of well-known CRQ approaches include quantile-
based models such as the cyber value-at-risk initially proposed
by the World Economic Forum [14]] and improved by the FAIR
institute [[15], thus becoming a de facto model for information
risk management. However, there is still a need for holistic and
practical approaches that consider, from a TEL perspective, the
business characteristics, its cyber risks, and potential impacts
to provide insightful analysis and recommendations based on
real-world data and statistical simulations.

To bridge this gap, in this article, we propose the Quan-
tified Business Exposure to Risk (OBER) approach, a novel
approach for CRQ that considers both technical and economic
perspectives of cybersecurity to provide quantitative metrics
to inform decision-makers on the actual financial risks that
their organizations are exposed to. This includes scores on
potential financial loss in case of cyberattacks and an in-
depth risk analysis based on the current cybersecurity controls
implemented within a company. Such risks are described per
business units and segments that compose the organization,
including their strategic relevance, from the TEL perspective,
for the business operation. Also, QBER provides a com-



plete cost analysis for companies based on industry reports,
standards, international and national regulations, and well-
known guidelines for cybersecurity. Thus, using our proposed
CRQ approach, decision-makers can conduct relevant steps of
financial risk assessment and strategic planning toward better
cybersecurity investments and decisions.

The main contributions of this article can be summarized
as follows.

o The mapping of likelihood and risks of cyberattacks based
on data collected using open-source intelligence, industry
reports, and feedback from security experts;

o The definition of potential TEL impacts based on com-
panies’ characteristics and business profiles;

¢ A mathematical model to quantify the financial impacts
and potential losses in a business in case of cyberattacks;

e A set of recommendations to reduce the risks while
ensuring compliance and cost-benefit investments;

o An analysis and discussion on trends and challenges for
the wide deployment of CRQ as an enabler for real-world
companies in different sectors.

The rest of this article is organized as follows. Section II
provides a review of the CRQ literature. Section III details
the OBER and describes its steps. Section IV discusses the
challenges and opportunities for CRQ identified in this work,
followed by Section V, the conclusions and future work.

II. RELATED WORK

Cyber Risk Quantification (CRQ) is a specialized risk
assessment step, focusing on providing data-driven and ex-
plainable indicators for the decision-making process. It pro-
vides measurable metrics and results that help decision-makers
understand dimensions not available in traditional risk as-
sessment methods. This includes understanding exposure to
risks, threats, and financial losses. Therefore, CRQ differs
from traditional risk assessment regarding goals, inputs, and
communication, such as focusing on quantitative results, incor-
porating data and analytics in the entire process, and enabling
better communication with stakeholders to make informed
decisions.

Academia has focused on analyzing cyber risks from differ-
ent perspectives [7], [16]], including the technical, economic,
and legal impacts. Also, novel approaches have been devel-
oped to support measuring and mitigating impacts based on
such perspectives. Examples include approaches for business-
centric threat quantification using Business Impact Analysis
(BIA) [8]], prioritization based on economic aspects[17], [18I],
[19], cyber insurance analysis based on CVaR [20]], and anal-
ysis of economic metrics for cost-efficient security decisions
[21]. Besides that, there are efforts to verify the actual benefits
of technical and statistical indicators to make systems safer [3]].
Overall, state-of-the-art shows potential to map and understand
TEL impacts effectively, but it can be measured when security
indicators (e.g., threat and exposure) are also considered.

Different industry sectors rely on well-established cyber risk
models for risk assessment and management. Some widely
adopted models can be considered as de facto standards, such
as FAIR, ISO 27005, and NIST SP 800-30. However, the

different models applied have concerns, especially regarding
their usage complexity and the number of parameters required
for their usage. Table [I| compares selected models against the
OBER.

TABLE I: Comparison of QBER against Industry Models

Number of .
Model Type Ease of Use Parameters Popularity
FAIR Quantitative Complex High High
Cyberlnsight Quantitative Moderate Moderate Moderate
NIST SP 800-30 | Qualitative Easy Low High
ISO 27005 Qualitative Complex Moderate High
OCTAVE Qualitative Moderate Low Moderate
QBER Quantitative Easy Low -

The Factor Analysis of Information Risk (FAIR) [15] allows
for quantifying cyber risk in financial terms. It uses several
factors (e.g., loss events, exploitability level, and controls
implemented) to estimate potential financial losses in case of
cyberattacks. Although FAIR is a data-driven model that aims
to provide an easy-to-use approach for business leaders, it still
requires technical training and considerable effort (money and
time) to implement it properly. Also, the business must clearly
understand its underlying infrastructure and risk scenarios,
which can be challenging for most businesses.

As another relevant model, CyberInsight [22] is based on
MITRE ATT&CK and VERIS framework, which focuses
on quantifying an organization’s cyber risk posture by con-
sidering potential threat actors, vulnerabilities, impacts, and
controls implemented. CyberInsight can be helpful in resource
allocation decisions and comparison with specific industry
sector benchmarks. However, there are still challenges since
it requires specific datasets and has limited customization
options.

Differently, NIST SP 800-30 [23] stands as a well-
established framework for qualitative assessment of cybersecu-
rity risks. It allows organizations to identify vulnerabilities and
impacts on assets and implement efficient security controls.
The framework is a good point of entrance for cybersecurity
since it is straightforward. However, it needs to consider the
financial cost perspective explicitly, thus not being the best
choice for planning cybersecurity, which requires, for example,
understanding the cost-benefit analysis of investments.

Similarly to well-known approaches, ISO 27005 is an in-
ternationally recognized framework for identifying, analyzing,
and evaluating security risks. It is built on the principles of
the ISO 27000 series to provide a systematic approach to risk
management. It requires a significant investment of time and
money to fully understand and implement it effectively. This
poses challenges for organizations without technical expertise
and a limited budget. Also, there needs to be clear guidance
on handling complex and sensitive data, thus requiring orga-
nizations to use additional models and standards together with
ISO 27005. Although it allows customization for the specific
needs of organizations, such customization is challenging and
requires high expertise in risk management methodologies.

As another example, the Operationally Critical Threat, As-
set, and Vulnerability Evaluation (OCTAVE) [24] provides a
structured approach for identifying critical assets, mapping
threats, and evaluating potential impacts. It relies on qualitative



categories (e.g., low, medium, high) to assess the risk severity.
OCTAVE is systematic, adaptable, and does not require too
many resources to use, thus making it suitable for organi-
zations that prioritize high-level risks. However, it does not
consider explicitly the financial dimensions of impacts and
relies on very subjective risk categorization.

Therefore, current quantitative CRQ models, although valu-
able, have limitations. Established models like FAIR require
adequate data, complex calculations, and intensive training.
Also, the current CRQ models need to take a lot of other inputs
as parameters, including all types of risks, whether internal and
external risks of an organization, compliance, regulatory risks,
or business risks. OQBER approach automatically takes - based
on a few inputs from users - technical, business, legal, and
economic parameters in a straightforward way, which helps to
assess cyber risk in more detail and intuitively.

III. THE QBER APPROACH

The proposed OBER addresses the cyber risk quantifica-
tion problem by providing a novel approach that explores
Open-Source Intelligence (OSINT), cybersecurity economics
models, and automated risk analysis techniques to provide
insightful information for decision-makers to understand their
businesses’ risks and associated costs. The approach receives
companies’ information as input, applies data mapping and
economic models, infers data based on statistical analysis
and reports, and provides a set of measurable metrics and
recommendations for strategic decisions based on quantifying
technical and economic risks. Different standards and frame-
works are integrated within the proposed approach, such as
MITRE ATT&CK for threats identification [25] and the Secure
Controls Framework for (SCF) [26] for initial mapping of
efficient controls against specific threats and risks.

The overview of the QBER is shown in Figure [T} including
its different modules, components, and their relationships. The
Business Analysis module receives inputs from the users in
order to build a business profile in terms of different business
characteristics (e.g., country, regulations, sector, and technical
demands) and also understand how the businesses’ systems
and information are structured, such as which segments of
information and assets are relevant for the business operation
from a technical and economic perspective. Next, the Risk
Analysis module identifies the risks and controls implemented,
including monitoring attack surface based on assets, segments,
business units, and associated technical and economic risks.

Finally, the Cost Analysis provides strategic analysis based
on economic models. In this module, the potential finan-
cial loss is quantified by applying novel and state-of-the-art
approaches, the costs to implement controls are measured,
and recommendations for cost-efficient cybersecurity strategies
are provided. All the modules interact with the Data Layer
to obtain data and information for the different analyses.
This layer includes (i) statistical data extracted from indus-
try reports, standardization documents, and regulations, (ii)
insightful information regarding potential risks for specific
scenarios, and (iii) database with controls and guidelines for
cost-efficient strategic decisions to reduce risks.

The output of the OBER is a set of quantitative metrics that
helps decision-makers to understand technical and economic
risks as well as plan and prioritize their cybersecurity strategy.
This includes the level of risks for each business unit, segment,
and asset. Potential economic losses are also mapped, and
risk prioritization can be performed to reduce financial im-
pacts while ensuring compliance with different guidelines and
regulations. Each of the modules and their relevant steps are
described in detail in the rest of this section. The approach and
its metrics have been applied as part of commercial products
for the Banking, Financial Services, and Insurance (BFSI)
sectord]]

A. Business Analysis

The business analysis is conducted automatically and manu-
ally by collecting information regarding the business. Initially,
the business details, which most companies know, are required
as input, such as the size of the business revenue, number of
employees, country of operation, sector, and different business
units that compose the company. Next, the specific segments
worthy of each business unit are defined. For example, a
database of customers and a payment system can be more
critical for a specific business unit than others, while web
servers are the most important for other business units that
offer specific services.

Note that we consider the following definitions. Business
unit is a division within a company responsible for specific
services with its management, resources, and security. Seg-
ments are specific information or services within business
units that have different values for the business unit opera-
tion. Together, business units and segments have risks that
impact with different magnitude the entire company of which
they are part. Therefore, it is necessary to consider such a
fine-grained analysis when collecting and understanding the
business profile.

TABLE II: Overview of Information Collected to Build the
Business Profile

Metric Description Example
. Business revenue, Medium-sized business with
Business
Size employees, $ 10 M as yearly revenue
and business units and 4 business units
Industry sector where Banking, financial
Sector . . A
the business units operate and insurance
Country sector where .
Countr; the business units operate India,
y . United States
or offer services
Segments of information Customer Data,
Segments .
. and services that have Payment System,
and Services . .
economic value for the business Sales platform
Economic Profits and revenue per 60% of revenue from
Details business units and segments the sales platform
Implemented Controls already Implemented Access Control, WAF,
Controls and its current maturity Endpoint Protection

Table [II] highlights the general information collected during
the business analysis. This also enables the companies to
select specific compliance standards applicable to business
units and define which controls are already in place to protect
each business unit and specific segments. Understanding the
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Fig. 1: The QBER Approach

importance and how worthy (percentage of revenue) a business
unit and segment for the company is challenging but a key
for accurately quantifying TEL impacts. A guided approach is
provided to the companies to collect all data needed to infer
the importance and relevance of such critical economic details.
Figure [2] shows the user’s flow of information and examples
of paths and information provided in whether publicly listed
companies are being considered. All these steps are performed
using intuitive and guided interfaces suitable for decision-
makers.

As risk factors and TEL impacts may differ according to
the businesses’ characteristics, providing an in-depth analysis
and accurate information is essential. If information is missing,
the OBER can use information obtained from OSINT, industry
reports, or even penetration tests and security analysis results.
Also, market averages, stock exchange analysis, and surveys
with similar companies can be used as input to understand the
actual market trends. Thus, we provide a database containing
the mapping of business profiles with threats, risks, and TEL
impacts. This is used as input for the risk analysis module.

B. Risk Analysis

After collecting and processing the relevant information
provided by the company, the QBER starts the risk analysis
process. This starts by automatically analyzing all business
units and assets to understand the attack surface (e.g., moni-
toring assets, segments, and business units as seen by potential
attackers). This is conducted using proprietary solutions that
provide a technical analysis highlighting the most vulnerable
points, such as assets with a higher likelihood of an attack due
to many Common Vulnerabilities and Exposures (CVEs).

Although such a step is relevant for a precise CRQ, it is
not easily interpreted by the company’s board. Therefore, after

having all the technical details, it is necessary to understand
and quantify the potential risks from a TEL perspective. A
rich database maps threats, controls, and associated costs.
Such a database is defined following de facto standards (e.g.,
NIST [27], SCF [26], and ISO 27000 series [28]), security
experts’ opinions, and data collected using OSINT techniques
from real-world and also industry reports [3]]. By using such
information combined with the company details, the OBER
can conduct a detailed analysis to quantify not only risks
and potential impacts but also the potential financial losses in
different scenarios (e.g., based on information mapping, Monte
Carlo simulations, and Cyber-Value-at-Risk models).

Table summarizes the terminology used for the calcu-
lations. All symbols are appropriately represented, including
their definitions and descriptions for each. The different met-
rics computed as part of the risk analysis module of the QBER
are introduced below.

The QBER initially considers two main impacts: Opera-
tional and Financial. The operational reflects the capacity
of a cyberattack to cause service disruption or infrastructure
damages, while the financial impact maps the magnitude of
potential financial loss due to a cyberattack. Therefore, the
impacts of a potential threat (I'mpact,) are given as an
operational and financial impact factor. For example, for a
given business unit that handles payments, in the case of data
leakage due to a cyberattack, the operational impact can be
Low or Medium if the data is not encrypted but only leaked.
In contrast, the financial impact will be High due to regulatory
and compliance costs.

The operational impact might also be High if Ransomware
disrupts the entire payment service. The final impact will be
generated based on potential operational and financial impacts.
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Fig. 2: User Flow of QBER’s Information Collection for Business Analysis Implemented in a Commercial Solution!

Equation [T| shows the impact calculation per threat. The values
for each threat must be mapped according to the known
potential impacts based on the analysis of the business profile,
characteristics, and market trends.

ImpaCtSw = ImpaCtOperational * ImpaCtFinancial (1)

Next, the Economic Risk Score (RS) is determined based
on cybersecurity economic models available in the literature
and technical metrics collected from the business. For that,

the RCVaR model [3] is used since it provides a view of
the different characteristics of a business and factors that can
increase or decrease the risk of economic impacts in case of
cyberattacks. To provide such analysis, RCVaR uses statistical
analysis of different industry reports and provides. RCVaR
is then integrated into the QBER to quantify the economic
impacts and also determine the magnitude of potential impacts
(low, medium, or high).

Equation 2] defines the economic risk score. This is achieved
by computing the average of RCVaR factors times the current



TABLE III: Terminology of Symbols and Metrics Used on
Equations
Symbol Metric Description
Value from 0 to 10
that describes
w Weight Low, Medium, or
High weight for
a given metric
Segment of information or
Seg Segment service that has
value for a business
Operational Impacts measured from a
Impacts or Financial technical and economic
impacts perspective
Threat under analysis,
T Threat such as Phishing,
Malware, and DDoS
Represent the different ways
D Domain and dimensions that a
cybersecurity strategy can consider
Technical The exposition to an cyberattack
Risk or Economic considering likelihood and
risk potential success rate
CIA Corllrfiizrrlﬁzhty, Analysis of security posture
o based on the CIA triad
Availability
Value used to
loY Coefficient normalize the results
of equations

cybersecurity posture implemented regarding Confidentiality,
Integrity, and Availability (CIA). Note that the CIA is ob-
tained by analyzing the current controls implemented by the
company and how they help to ensure the different elements
of the cybersecurity triad. The RSgconomic metric provides
then an analysis of the magnitude of exposition to economic
impacts due to cyberattacks. The potential economic impact
is computed later using additional metrics (cf. Section

RSEconomic = avg(RCVGRFaCtOTS) * avg(CIA) (2)

Based on the risks identified and the business profile,
decision-makers can prioritize where to invest their time and
money to reduce them. For that, the QBER highlights, using
the concept of domain prioritization, which kind of protection
can be prioritized against specific cyberattacks.

Domain prioritization (Dpriority) involves determining
which strategy might be applied first to reduce the potential
impacts of specific threats. For example, the domains People
and Awareness and Endpoint Protection must have prioritiza-
tion in case of planning against Phishing attacks. At the same
time, Endpoint and Database protection can be considered for
Ransomware cases.

Therefore, it is possible to determine in which way and
dimension that company must focus resources when defining a
cybersecurity strategy. Equation defines how the prioritization
is calculated, where T, represents how relevant a threat is
for a domain and Impact,, determines the magnitude of
TEL impacts in case of 7" happen. OBER considers fifteen
cybersecurity domains extracted from technical standards.

Dpriority =Ty * (Ot + ImpaCtWeight) 3

C. Cost Analysis

By knowing the risks the company might face and the mag-
nitude of potential impacts, the QBER provides a quantification
of the financial losses that the company can expect per asset
and segment of information. This is calculated considering
the monetary value of a given segment for the business and
impacts previously collected from industry reports and mapped
in our database (e.g., the potential operational and economic
impacts of a DDoS in an e-commerce). These impacts are
determined as high, medium, and low and later converted
to a range of numbers for the segment impact quantification
(Seglmpact)'

Equation [ shows how the financial impact is calculated
per segment. It is considered the revenue of the business
that is dependent on a specific segment or asset, and then
this monetary value is adjusted based on the impact of a
specific threat. Thus, the Segrmpqect should be computed per
segment and threat. This can be used as an independent value
to understand the economic risks of specific threats (e.g.,
Phishing or Ransomware) to a given segment. However, it
also can be used as a weighted quantification to determine the
overall economic impact (considering all threats).

Seglmpact = SegRevenue * Imp(lth (4)

After the definition of the potential impact (worst scenario),
it is computed the actual segment risk (Segpr;sk) by consid-
ering the impact’s magnitude and also the risk of an attack
being successful. Therefore, Segr;si is the actual risk based
on the current controls implemented and the likelihood of an
attack happening and being successful. Equation [5] computes
its risk and provides, as output, the monetary value quantified
as possible loss in case of a cyberattack in such a segment. If
new controls are implemented, the Segr;sr can be computed
again to verify the updated economic risk score.

SegRisk = Seghnpact * (ImpCLth * R'LSkw) (5)

The effectiveness of controls against specific threats has also
to be considered. This effectiveness is defined based on its
capacity to reduce the potential risk of successful attacks and
TEL impacts. The control costs can also be compared against
others since controls require high costs due to associated
Capital Expenditures (CAPEX) and Operational Expenditures
(OPEX). On the other hand, solutions with reduced CAPEX
and OPEX might slightly reduce the risks (even in a lower
magnitude) but with a better cost-benefit.

Note that the maturity of the controls implemented is also
crucial since the the effectiveness of a control is driven by
how it is implemented [29], which includes security policies
and controls’ maturity. Therefore, A company with initial or
repeatable maturity might have an adjustment on the actual
control efficacy, while an optimized maturity ensures the best
case of control efficacy. This is computed as part of our model
to find a company’s actual protection (and risks) based on the
implemented controls. The QBER assigns a quantitative score
to each control (M aturityr..yer) according to its maturity and
uses it to reduce or increase the original efficacy of a control
based on its maturity level:



« Not Implemented: 1.25
e Initial: 0.65
Repeatable: 0.55

o Defined: 0.45
Managed: 0.31

o Optimized: 0.25

These values are used together with a control importance
score to determine the actual efficacy of the control. For
example, suppose the maturity of control is initial, and the
control importance score is high. In that case, it means that the
efficacy of the control would be reduced from high to medium.
Therefore, this means that controls with high importance and
efficacy might have the efficacy reduced in case the maturity
of the controls is not adequate. The mapping of maturity and
its importance score is done as follows. The actual control
efficacy (ControlE f ficacyr) for a given threat is calculated
using the promised efficacy and the current maturity level
implemented, as shown in Equation [6] As input for the
Ef ficacyr. OBER provides a map of control’s importance
based on different risk scenarios.

ControlE f ficacyr = Ef ficacyr * (1.25 — M aturityreyel)
(6)
A set of recommendations can be provided based on com-
pliance needs. However, companies tend to have a limited
cybersecurity budget and must decide on the most cost-
effective protections while encompassing compliance. For that,
a modified version of the well-known Return on Security
Investment (ROSI) model [19] is provided. The modified
ROSI named as Z-ROSI is shown in Equation As can
be seen, it differs from the original ROSI by integrating the
cost rate and technical exposure into the calculation. This
creates a specialized model that can be adapted according
to the company’s demands, even for companies that do not
have a clear view of their risks, actual technical and financial
exposure, and control costs.

((ALE*Controlgfficacy)—(Controlcost*Costrate)

Z-ROSI = (Controlcest*Costrate)
(N
In Equation[§] the exposure is computed as a function of the
CIA obtained by previous analysis. This shows the percentage
of exposure of the company to CIA faults. Next, in Equation
E], the Annual Loss Expectancy (ALE) is defined based on the
calculated exposure and the current potential financial loss of
a given segment or business unit.

Exposure =1 — avg(CITA) (3)

ALFE = Ezxposure * Segrmpact &)

Thus, applying the Z-ROSI makes it possible to understand
if a specific control to be implemented is cost-effective. For
that, it considers the cost of the control, the current potential
loss of the asset that the control will protect, and the risk
exposure. This ensures a more realistic and suitable approach
for ROSI calculation since it uses information collected from

the company using the OBER and infers complex information
that usually is not entirely known by companies, such as risks
and potential costs.

In summary, the QBER provides a well-defined approach
and model for quantifying risks from an economic and tech-
nical perspective. The model comprises a set of metrics that
helps decision-makers understand their business’ cybersecurity
posture and better plan their cybersecurity strategies. The
metrics are provided for a complete analysis and quantification
of how much the business is exposed to financial impacts due
to cyberattacks. They also highlight potential weaknesses in
the business’ cybersecurity strategy that must be prioritized.

Thus, using the QBER, it is possible to identify loss
probability trends and risk scenarios to specific threats, pri-
oritize investment based on identified risks, and understand
the efficacy of current controls implemented within different
business units. Also, the cost of investing in cybersecurity is
covered by applying economic metrics that help to find cost-
effective controls to reduce potential TEL impacts and overall
risk exposure.

IV. DEMANDS, TRENDS, AND CHALLENGES FOR CRQ

CRQ is gaining attention mainly due to the demands of
companies from different sectors that urge them to make cyber-
security decisions effectively. Influential in this context means
protecting their main assets and encompassing regulations
without overspending their budget. For that, it is critical to
have more data and metrics and insightful information that can
be used by multidisciplinary stakeholders (e.g., from business,
cybersecurity, statistics, and economics fields) with different
levels of expertise. Therefore, this is a demand from industry
and society to take control of their posture to survive in the
digital world.

In a recent survey conducted by Gartner [4] with board man-
agers and the C-suite, it was observed that CRQ has been used
chiefly for cyber insurance and compliance reporting, followed
by prioritization of security investments. CRQ models increase
the confidence of the board and make it easier to convince
risk owners to remediate risks. Also, the business exposure
can be better understood during risk analysis tasks. We can
see an increasing investment in CRQ as a trend. However,
stakeholders still need help understanding the CRQ analysis
due to the lack of guidance and the subjective nature of current
CRQ methodologies.

Cyber insurance companies are also relying on CRQ models
[20], [30] to provide better premium calculations, coverage,
and risk appetite analysis [31]]. According to a recent report
from Munich RE [32], one of the biggest world cyber insur-
ance companies, the finance sector is responsible for more than
half of all cyber insurance claims, with ransomware, business
communication compromise, and data breaches being the
major loss drivers. It is also possible to see a trend for Al-based
protections being used, with future Al regulations having the
potential to impact the compliance needs of companies in
terms of cybersecurity.

From the cyber risk perspective, Al-based solutions [9],
[33] have arisen as a potential ally to address the asymmetry



of information issues and also to identify patterns in attack
behaviors and their impacts. For the prioritization of threats,
the Exploit Prediction Scoring System (EPSS) [34] has gained
attention from the industry due to its capacity to estimate
the probability of a vulnerability being exploited in the next
30 days. The EPSS relies on real-world exploit and threat
information from many OSINT and proprietary sources.

The economic impacts of cyberattacks still lack a de facto
model. The companies tend to rely on general models like
the Business Impact Analysis (BIA) [8] and FAIR model [15]]
to understand potential impacts. However, these models still
depend on subjective elements that may vary according to
their applications and configurations. Companies also adopt
economic models. Examples are the well-known ROSI [19]]
for calculation of cost-benefit of cybersecurity investments and
other classical models like CVaR for estimation of financial
losses [20] and variations of Gordon-Loeb [17], [35] for
optimal cybersecurity investment. From the academia, there
are also prominent applications using the CVaR and Gordon-
Loeb as a basis, such as the RCVaR model [3] that pro-
vides insights on financial loss based on industry reports and
SECAdvisor [18]] that applies the Gordon-Loeb model as part
of the cybersecurity planning.

Although certain models have gained traction in the cyber-
security community, there are still drawbacks that have to be
highlighted and further addressed. Most models are resource-
intensive since they need substantial industry data, time, and
technical expertise for comprehensive risk analysis. Also, the
current models rely on probability estimation, which may
foster a false sense of certainty, thus potentially undermining
risk assessments. These limitations can be seen in widely used
models, such as the FAIR model and Gordon-Loeb.

The need for vulnerability prioritization and strategic rea-
soning is also a limitation. This has been a concern for both
academia and industry, which are focusing on providing ways
to understand what has to be solved now and what can wait.
Therefore, one of the trends mapped is methodologies and
models for prioritizing vulnerabilities, resources, and monetary
investment. Examples include the EPSS or even the usage
of EPSS and CVSS together, as recommended by FIRST
[36]. However, there are still challenges, especially due to the
dynamic nature of data that may change security strategies
substantially every day. Also, such methodologies tend to be
very technical-oriented, thus making it hard to be used to draw
the attention of the board and C-level within companies.

The efficacy of controls is related not only to whether
the control is implemented but also to how the control is
implemented. Therefore, it needs to understand the business
processes and the maturity of the implemented processes
and controls. An in-depth analysis is challenging because
many business and technical elements must be checked when
understanding the maturity. However, there are established
solutions - as applied by the QBER approach - that can
help to understand the maturity to be used as part of more
complex models. Examples of such solutions include the IT
General Controls Capability Maturity Model (CMM) [37]]
and the SCF [26]]. Automated and Al-based approaches can
support data collection to analyze business characteristics and

attack surfaces better. However, Al may still face challenges
regarding adversarial attacks and regulations.

Furthermore, the industry is moving towards a more ex-
plainable cybersecurity cost analysis, while academia has also
focused on providing more accurate and intuitive models.
More intuitive and efficient CRQ becomes an urgent need
for companies since cybersecurity is becoming too complex
to operate and understand, with vast amounts of data and
technical metrics being provided daily for a - still challenging -
decision-making process. Approaches like the proposed OBER
are utmost to empower companies with well-defined steps
- anchored by real-world data and business demands - for
quantification of risks and associated costs.

V. CONCLUSIONS AND FINAL REMARKS

CRQ is critical for companies to survive in a digital world.
Cyberattacks continue to increase risks and TEL impacts while
efficient cybersecurity strategies are in demand. Determining
an efficient strategy requires understanding information in a
qualitative and quantitative way, thus empowering decision-
makers with more data and measurable metrics to guide
the decision process. For that, CRQ approaches can benefit
technical and non-technical people in determining what to
prioritize, where to focus, and how to protect.

The QBER approach is proposed to address such scenarios
where measurable metrics must be provided clearly in a way to
make informed decisions. For that, QBER proposes a model to
quantify actual financial risks the organizations are exposed to
while also providing insights about possible legal (e.g., com-
pliance to specific regulations) and technical risks (e.g., level
of controls implemented and potential threats). The likelihood
and risks of cyberattacks are provided based on the mapping
of real-world data and security experts’ analysis, followed
by the definition of potential impacts based on companies’
characteristics and business profiles. A model is proposed to
compute the actual risks and potential financial impacts in
case of cyberattacks, followed by recommendations to reduce
the risks cost-effectively. OBER relies on extensions of well-
established models and provides novel equations to quantify
such risks and impacts.

The analysis of the threat landscape and current efforts for
CRQ shows that it is gaining prominence, particularly for
cyber insurance, compliance reporting, and security investment
prioritization. It enhances board confidence and facilitates risk
mitigation efforts. Despite increasing investment, stakeholders
need help understanding CRQ analysis due to its subjective
nature and lack of guidance. It shows the need for explainable
and easy to use approaches like OBER to guide the CRQ
process and provide a complete approach containing a flexible
model (e.g., addressing different scenarios, regulations, and
controls) and extensible datasets for accuracy calibration.

Future work includes validating the proposed approach in
selected real-world companies and security experts. Also, a
quantitative analysis is mapped to compare our mathematical
models’ behavior against others in literature (e.g., Gordon-
Loeb, Monte Carlo simulations, FAIR, and ROSI). Further,
an in-depth analysis of the accuracy of the estimations and



recommendations provided by the QBER approach will be
provided. Along with this, more data points from different
Security Solution would be supported which would help in
enhancing the analysis of risks. Such evaluations can validate
our approach as a key for cybersecurity posture management
and strategic planning.
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