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Deep learning has shown incredible potential across a vast array of tasks and accompanying this growth has been an insatiable appetite
for data. However, a large amount of data needed for enabling deep learning is stored on personal devices and recent concerns on
privacy have further highlighted challenges for accessing such data. As a result, federated learning (FL) has emerged as an important
privacy-preserving technology enabling collaborative training of machine learning models without the need to send the raw, potentially
sensitive, data to a central server. However, the fundamental premise that sending model updates to a server is privacy-preserving
only holds if the updates cannot be "reverse engineered" to infer information about the private training data. It has been shown under
a wide variety of settings that this premise for privacy does not hold.

In this survey paper, we provide a comprehensive literature review of the different privacy attacks and defense methods in FL. We
identify the current limitations of these attacks and highlight the settings in which FL client privacy can be broken. We dissect some
of the successful industry applications of FL and draw lessons for future successful adoption. We survey the emerging landscape of
privacy regulation for FL. We conclude with future directions for taking FL toward the cherished goal of generating accurate models

while preserving the privacy of the data from its participants.
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1 Introduction

Federated Learning (FL) is a widely popular learning architecture that allows one to learn a Machine Learning (ML)
model collaboratively. The classical structure of FL is that there are multiple clients each with their own local data,
which they would possibly like to keep private, and there is a server that is responsible for learning a global ML model.

One of the two primary reasons for the popularity of FL is that clients can keep their data private and still benefit
from the combined learning across all of their data. (The second reason is the “power of crowds”, i.e., many weak devices
can come together to learn complex models, which would be beyond the compute power of any one client to learn on
its own.) However, by 2018, this hope of FL had been effectively dashed. It was shown in a set of seminal papers that
if the central aggregator has access to gradients sent by the clients (which it does in most versions of FL), then the
aggregator can learn various things from these clients, each of which would be taken to effectively break the privacy of
client data. [91, 145, 150] The simplest to understand form of this attack is that the aggregator can reconstruct the data
of the clients from the gradient updates, to different degrees of fidelity. The attacker, the central aggregator here, has
the unique advantage that it can observe the individual updates from the clients over time and can control the view of
the participants of the global parameters. Also worryingly, the attacker could be one of the clients who can observe the
global parameter updates, and can control his parameter uploads.

In this article, we survey the constant back and forth that has been going on for the last 5 years or so in protecting the
privacy of data through FL. We will have as one of the primary focus questions: what are the research challenges that
need to be solved to achieve “good enough” protection for different application use cases. Our article takes a distinctive
viewpoint of grounding the technical discussion of the attacks and the defenses in application use cases. For example,
the kind of privacy expectation, and regulation, in the healthcare sector is very different from that in the finance or
insurance sector, which again is distinct from that in Internet of Things (IoT).

We provide a categorization of the attacks against privacy in FL (Section 6) and also a categorization of the defenses

(Section 7). A coupled dimension is the kind of FL that is happening — cross-device vs. cross-silo, horizontal FL vs.
vertical FL, or derivatives of classical FL, such as, peer-to-peer learning or hierarchical FL. The discussion of attacks and
defenses is meaningful only when we provide the context of what the threat model is, i.e., what are the capabilities
available to the adversaries and to the defenders, what aspect of the learning process is attacked (model, data, or
something else), and what is the proportion of benign vs. adversarial entities. We provide this kind of foundation-setting
discussion in Section 2.
Policy considerations. Our article goes beyond the technology landscape and also surveys the policy landscape (Section 5),
which is nascent and developing. A central consideration of ML regulation, namely, regulation of the data, is central to
FL since here we deal with data that is local, and possibly sensitive, to individual clients. Regulation of FL is therefore
apt and a start needs to be made soon. We hope that this discussion of regulation, in the context of the technical
achievements to date and the expected deliverables, will lead us to enlightened regulation in the space of privacy in FL.
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Privacy pushes-and-pulls. Given that being a privacy-preserving technology was a core reason for its introduction, it
is vital that FL is indeed able to preserve the privacy of users. Despite this, the process of sending gradient or model
updates to a server has been shown to be less than secure. Recent works in membership inference, property inference,
and even data reconstruction have demonstrated that vanilla FL is vulnerable to a multitude of privacy attacks. On the
other hand, defenses such as secure aggregation, differential privacy, or homomorphic encryption have also continued
to be developed to prevent these attacks. Ultimately, the privacy expectation of FL is that an attacker, whether being
the server, an outsider, or a participating client, is not able to infer any private information about the local training data
of any of the clients. In this work, we discuss the current privacy attacks and pinpoint the vulnerabilities that make
them possible. We then highlight the defenses that can prevent the attacks or make them more difficult along with the

limitations and drawbacks of each.

2 Problem Context
2.1 Federated learning process

FL has emerged as a decentralized training framework that addresses the dual challenges of leveraging computational
resources at the network’s edge and preserving data privacy. Central to FL is its unique approach to collaborative model
training, which aggregates model updates from participating clients rather than transmitting the raw data of the clients.
This method not only leverages the vast computational power distributed across edge devices but also aligns with
the increasing demands for data privacy amidst the exponential growth and insatiable appetite for data of modern Al
systems. At the heart of FL’s philosophy is the distributed training of machine learning models, where the crux is the
exchange of model updates with a central server, sidestepping the need to share sensitive training data.

The vanilla FL training process typically involves the coordinated interplay of two principal actors: the central server
and the participating clients. The central server orchestrates the workflow by selecting the clients, dispatching the
global model to the participating clients for local refinement, and then aggregating the updates before finally updating
the global model. Conversely, clients engage in a straightforward yet crucial role. They receive the global model from
the server, apply training updates using their local datasets, and then transmit these training updates back to the server.

For a single FL training cycle, the operations unfold as follows:

(1) Client Selection and Model Dispatch: The central server selects a subset of k out of N available clients,
dispatching the current global model parameters, G, to them. The selection count varies based on the FL scenario:
o In cross-device FL, typically involving lightweight devices like smartphones or IoT devices, the selection ranges
from 100 to 1000. This broad participation mitigates network unreliability and device dropouts, ensuring
diverse data representation.
e In cross-silo FL, involving entities like data centers or hospitals, a tighter group of 5-10 clients is chosen,
reflecting the higher trust, collaboration levels, and substantial computational resources of these participants.
(2) Local Training and Update Generation: Participating clients refine the global model G; using their local data
across one or more iterations. This process yields updates, either as computed gradients, VG; ;, or direct model
parameter modifications, which are then sent back to the central server.
(3) Aggregation and Global Model Update: The server aggregates these client updates using methods like mean
or weighted mean to form the new global model parameters, Gy4+1 = G; + 2;{:1 (w; - VGy,;). This prepares the

model for the next distribution, refinement, and aggregation cycle.
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This iterative process repeats until satisfactory model performance is reached, i.e., convergence is reached to a reasonable

degree.

2.2 Enhancing Federated Learning: Key Considerations for Operational Integrity and Security.

Several additional considerations come into play, ensuring the smooth and secure operation of this collaborative model
training process. Here are some of the important considerations.
Client eligibility and selection: One of the initial steps in the FL cycle involves the selection of participating clients.
In scenarios categorized under cross-device FL, where the participants are typically mobile or IoT devices, certain
prerequisites must be met before a device is deemed eligible. These prerequisites often include having sufficient
battery life to complete the training tasks without interruption and a stable network connection to facilitate seamless
communication with the central server. These criteria are essential to prevent dropout or delays in the training process.
Security enhancement through encryption: Once selected and during the model refinement phase, enhancing
security becomes paramount. To this end, clients may employ encryption techniques to the updates they generate. This
encryption ensures that the gradients or model parameter modifications are securely transmitted to the central server,
safeguarding the data against eavesdropping or tampering attempts. This layer of security is crucial in preserving the
integrity of the data and the privacy of the clients’ information.
Robust aggregation by the central server: On the receiving end of this process, the central server plays a critical
role in aggregating the updates from all participating clients. Given the potential for compromised devices or malicious
actors within the network, the server might implement robust aggregation techniques. These techniques are designed to
identify and neutralize the influence of any anomalous updates that could skew the model’s learning in an undesirable
direction. By employing such strategies, the server ensures that the aggregated update accurately reflects the collective
learning from all legitimate participants, thereby reinforcing the reliability and effectiveness of the FL process.

These considerations highlight the need for a multi-layered approach to address the practical challenges in deploying
secure and private FL systems. There is often a tension between operational efficiency and the security/privacy achieved

by the protocol.

2.3 Variants of Federated Learning

2.3.1 Cross-device and Cross-silo Federated Learning: FL can be broadly categorized into cross-device and cross-silo
contexts, each presenting unique scalability and deployment challenges. In cross-device FL, we envisage a vast network
of personal devices, such as smartphones, wearables, or IoT devices, each participating in the learning process. This
variant is marked by its massive scale, involving potentially millions of devices, each contributing data for model training.
The finance sector, for example, could leverage cross-device FL to enhance fraud detection systems by learning from
transactions across countless mobile banking apps without centralizing sensitive financial data. However, this approach
is fraught with challenges, primarily due to the limited computational power and intermittent connectivity of devices,
not to mention the heightened concerns over data privacy and security. Conversely, cross-silo FL operates on a smaller
scale with fewer, resource-ample entities like hospitals, featuring stable communications and higher computational
resources. n healthcare, for instance, cross-silo FL enables hospitals to collaboratively improve diagnostic models by
learning from diverse patient datasets while ensuring that sensitive medical records remain within hospital premises.
Similarly, in finance, banks can utilize cross-silo FL to jointly develop more accurate credit scoring models without
exposing their clients’ financial details to competitors. This form of FL, while offering more control and resources, still
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necessitates careful navigation of regulatory, privacy, and interoperability challenges. FL showcases its adaptability
and value across sectors through its two main variants: cross-device and cross-silo. In finance, cross-device FL can
harness personal devices like smartphones to enhance fraud detection without centralizing sensitive data, balancing
privacy with regulatory adherence despite challenges like limited device power and connectivity. Meanwhile, healthcare
can benefit from cross-silo FL, where institutions like hospitals collaborate to improve diagnostics without sharing
patient data, aligning with strict privacy laws and ethical standards. These approaches demonstrate FL’s capacity to
meet sector-specific needs—offering scalable, privacy-preserving solutions in finance through cross-device models,
and secure, collaborative advancements in healthcare via cross-silo frameworks. This duality not only underscores
FL’s versatility in tackling regulatory and privacy challenges but also emphasizes its potential to drive innovation and

security in sensitive domains.

2.3.2 Federated transfer learning: Federated Transfer Learning (FTL) extends FL by facilitating knowledge sharing
across different domains or tasks, aiming to enhance model performance where direct data sharing is infeasible. Unlike
FL, which focuses on aggregating updates to refine a global model, FTL emphasizes transferring knowledge from
a well-resourced source domain — rich in labeled data — to a target domain with limited labeled resources. This
cross-domain learning is achieved by sharing model parameters or learned features instead of raw data, thus inherently
supporting privacy by keeping the data localized while only model information traverses domains.

The crux of FTL’s effectiveness lies in its domain adaptation strategies, where the challenge is to make a model trained
in one domain perform well in another with distinct data distributions, feature spaces, and tasks. This process, inherently
more complex than the simple update aggregation in FL, demands sophisticated communication for exchanging not
just model updates but also domain-specific adaptations, leading to higher communication overhead. Moreover, FTL
must navigate the delicate balance between privacy and utility. It leverages the privacy-preserving nature of FL by
ensuring that sensitive data remains within its original domain, with additional measures like differential privacy
further enhancing security. However, this focus on privacy necessitates careful handling to ensure that the transferred
model knowledge does not inadvertently leak sensitive information.

FTL’s requirement for domain adaptation introduces significant communication overhead and computational complex-
ity. The iterative process of model adaptation and fine-tuning across domains entails multiple rounds of communication,
each adding to the logistical and computational demands of deploying FTL at scale. Despite these challenges, the
potential of FTL to leverage cross-domain knowledge without compromising data privacy stands as a compelling
advancement in distributed machine learning.

FTL is particularly useful in scenarios where data cannot be pooled together due to privacy concerns but where
tasks across domains are related. For example, in healthcare, models trained on data from one hospital can be adapted
to improve predictions in another hospital, despite differences in patient demographics or data collection practices.
Similarly, in finance, knowledge from credit scoring models in one region can be transferred to enhance models in

another region.

2.3.3 Hierarchical Federated Learning Hierarchical Federated Learning (HFL) [19, 25, 48, 83, 84] introduces a multi-
tiered aggregation framework, significantly enhancing the scalability and efficiency of collaborative learning models.
This system incorporates several levels of servers, from edge parameter servers to a final cloud parameter server,
facilitating a more structured and efficient communication and aggregation pathway. By leveraging edge servers for
initial aggregation [83], HFL mitigates the communication bottlenecks often encountered in traditional FL, enabling

faster, more energy-efficient training processes. In response to the limitations observed in both FL and P2PL — where
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6 Zhao, et al.

FL’s centralized model can pose privacy risks, and P2PL’s decentralized nature complicates integrity and consensus —
HFL emerges as a powerful hybrid solution. It employs a hierarchical structure where clients, or “spokes,” communicate
updates to edge servers, or “hubs,” which then aggregate these updates before further communication among themselves
or with a higher-level server. This architecture not only reduces the privacy concerns associated with a single central

server but also addresses the communication and consensus challenges inherent in a fully decentralized setup.

Horizontal and Vertical Federated Learning In FL, data can be partitioned in two primary ways: horizontally or vertically.
This distinction significantly impacts the learning process and the approach to privacy and efficiency in collaborative
learning environments. Horizontal Federated Learning involves clients that have data sharing the same feature space
but differ in the samples or IDs. This is common in scenarios where different entities collect similar types of data across
various subjects.

Example: Consider multiple hospitals collecting health data. Each hospital has its own set of patient data, with the
feature space (types of health data) being consistent, but the actual data (patient records) varying. Mathematically, this

can be represented as:
Let D; and D; be datasets from hospitals i and j respectively, where (1)

Di,ngXxM, and X,'ZXJ', but J/li% 2)

Vertical Federated Learning involves clients that have data with the same IDs but inhabit different feature spaces. This
setup is typical in collaborations between entities that collect different types of data about the same subjects.
Example: A bank and a hospital share data about the same individuals, with the bank holding financial information

and the hospital holding medical records. They share IDs but have vastly different feature spaces.
Let D, from a bank and Dy, from a hospital, where 3)

Dg,Dp CXxY, and Y,=Y, but X;#KX, 4)

2.3.4 11D and non-11D Data Distributions IID Data Distributions: In scenarios where data is considered IID, each
client’s dataset is assumed to be drawn from the same probability distribution. This uniformity suggests that datasets
across varied domains, such as those of a bank and a hospital, exhibit similar statistical properties and structures, despite
their distinct contexts.

Non-IID Data Distributions: Contrastingly, non-IID data distributions reflect situations where data across clients
originate from heterogeneous distributions. This diversity is rooted in demographic variances, regional characteristics,
or the intrinsic nature of the collected data.

Implications on Privacy and Learning: Privacy Concerns: The heterogeneity of non-IID data amplifies privacy
concerns, necessitating robust privacy-preserving mechanisms that can handle the diversity of data sources. The
specificity of models to certain data characteristics could inadvertently lead to data leakage or facilitate inference

attacks, underscoring the need for privacy techniques that are adaptable to varying data distributions.

2.3.5 FedSGD and FedAvg: Core FL algorithms The two standard FL algorithms are FedSGD and FedAvg [89], mainly
differing in the number of local iterations. FedSGD, the federated adaptation of stochastic gradient descent, operates on
the principle of minimalism. It mandates that clients engage in a singular iteration of training on a localized data batch

before transmitting the resultant gradient to a central server. This server, in turn, aggregates the gradients from all
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participating clients, adjusting the weights in proportion to each client’s contribution to the total dataset. This process
is especially pertinent in scenarios demanding rapid model updates.

Advancing beyond FedSGD, FedAvg introduces multiple local iterations or epochs at each client before communicating
updates to the server. These updates can comprise either the computed gradients over all local iterations or the updated
model parameters themselves. The algorithm’s structure inherently minimizes the frequency of communication with
the server, addressing privacy concerns by limiting the exposure of initial and final model states only. This characteristic
is crucial in contexts where data sensitivity is paramount, as it effectively conceals the intermediate computational
states from potential external eavesdropping. Moreover, FedAvg facilitates a deeper, more nuanced learning from the
complex datasets typical of financial and medical sectors. By allowing for extended local training periods, the algorithm
empowers the model to better capture and adapt to the intricate patterns present within such diverse data sources. This
capability not only enhances the model’s precision but also its applicability and relevance to the distinct challenges and

requirements of these domains.

2.4 Threat model

For privacy attacks within the domain of FL, the the threat landscape is complex and varies significantly based on the
nature of the attack. The architecture of FL inherently poses unique challenges in safeguarding privacy due to the
decentralized nature of data processing. Here, the central server and the clients play pivotal roles, each representing
potential vectors for privacy breaches and attacks. Understanding the nuances of these threats is crucial for developing
robust defense mechanisms. At the heart of FL, the central server embodies a critical point of vulnerability. It plays a
dual role: distributing the learning model to clients and aggregating their updates. This centralized control positions
the server as a potent target for attacks, making it the focal point for the strongest privacy threats in FL. The server’s
pivotal role in managing the flow of information — both disseminating and receiving — means that attacks can take on
various forms, each tailored to exploit specific weaknesses in the server-client interaction. This is split into two broad
types of threats as follows:

Central Server Threats: Honest-but-Curious Server: This scenario presupposes a server that adheres strictly to the
prescribed FL protocol without any malicious alterations. However, it harbors intentions to infer private information
from the updates received from clients. Despite its non-intrusive facade, this model represents a significant privacy threat
as the server possesses the capability to analyze aggregated data and potentially extract sensitive client information
without overtly compromising the integrity of the training process.

Malicious Server: A more daunting threat emerges with the malicious server, which actively seeks to undermine the
privacy and integrity of the FL process. This adversary is not bound by the ethical constraints of the honest-but-curious
model and may engage in manipulative tactics such as altering client model parameters, tweaking the model architecture,
or distorting the training process. The objective is clear: to siphon off private data from clients or to inject biases into
the model, thereby compromising both privacy and model fidelity.

Client-Side Threats: A parallel threat model arises due to the clients. Corresponding to the server case, here also the
clients can be: Honest-but-Curious Clients: Parallel to the server-side threat, clients under this model operate within the
bounds of the FL protocol but with ulterior motives. They aim to intercept and analyze communications between other
clients and the server, with the ultimate goal of reconstructing the local data of their peers. This form of eavesdropping
introduces a subtle yet potent risk to data confidentiality within the FL ecosystem.

Malicious Clients: Beyond mere curiosity, malicious clients actively engage in sabotaging the FL process. By submitting

falsified updates, these adversaries attempt to derail the collective learning effort, leading to a degraded model utility.
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While this behavior does not directly infringe on privacy, it undermines the integrity and reliability of the FL system,
posing a significant challenge to maintaining model quality.

Complexities of Misbehaving Clients: The threat landscape is further complicated by the variability in the behavior
of misbehaving clients. Two critical factors need consideration: the proportion of clients engaged in malicious activities
and the extent of their collaboration. Misbehaving clients may operate independently, presenting a scattered threat.
However, the danger amplifies when they collude, orchestrating their attacks to maximize disruption or data extraction.
This coordinated effort can significantly exacerbate the challenges in defending against privacy breaches and ensuring

the integrity of the FL process.

2.5 Metrics measuring privacy

Membership inference attacks - accuracy. The goal of membership inference attacks is to infer whether a particular
instance is used in the training of a target model. A balanced evaluation set, which consists of the same number of
members and non-members, is used in the membership inference attack evaluations in most existing literature. For
membership inference attacks, the attack accuracy measures the attack effectiveness over the whole data population [114].
Attack AUC can also be used to measure the privacy leakage in terms of membership inference over the whole population.
The higher the attack accuracy is, the more privacy leakage the target model has on its training set for the whole set.

Membership inference attacks - TPR at alow FPR. Accuracy and AUC measures the average privacy vulnerability
across all instances. In the context of privacy, one usually wants to ensure that every individual’s privacy is protected.
It is thus necessary to measure membership leakage threat for the most vulnerable instances. In [26], it was proposed
to use true positive rate (TPR) at a low false positive rate (FPR) to measure effects of MI attacks. Consider, for example,
TPR at FPR= 0.001. If TPR is also around 0.001, then that means the adversary cannot do better than random guessing
even when they are very confident about MI inference. On the other hand, if If TPR is also around 0.01, then that means
the adversary would be able to correctly identify (a small percentage of) members with a 10 : 1 odds ratio.

Data reconstruction attacks - reconstruction quality. One important metric for gauging the success of data
reconstruction attacks is in the similarity of the reconstructions to the ground truth images. This measure can be visual
and is typically quantified through image similarity metrics such as PSNR (peak signal-to-noise ratio), SSIM (structural
similarity index measure), or L-PIPS (learned perceptual image patch similarity). Image identifiability precision (IIP) was
also introduced as a potential metric for reconstruction quality [136]. Instead of per-image calculatioins, compared to all
images in the ground truth batch, ITP finds the nearest neighbor of each reconstructed image. The metric is quantified as
the fraction of reconstructions that have the ground truth image as their nearest neighbor. Additionally, [146] discusses
the use of leaked data for training models in downstream prediction tasks related to the image similarity metrics. Even
reconstructed images with some of the lowest metric scores (e.g., PSNR< 12, SSIM< 0.2) were still shown to improve
the accuracy of the trained models [146].

Data reconstruction attacks - leakage rate. Another metric used to quantify success of data reconstruction attacks
is leakage rate. While leakage rate can be simply defined as the number of leaked images, quantification can still vary.
Some methods such as linear layer leakage can result in leaking a single image with multiple ground truth images
overlapping. Here, leakage rate is typically defined as the number of reconstructions that only have a single image
leaked. While methods such as gradient inversion typically rely on image similarity to measure the quality, leakage rate

can also be used based on the number of images above a given threshold for any metric (e.g., PSNR> 16) [58].

Manuscript submitted to ACM CSUR



Federated Learning Privacy: Attacks, Defenses, Applications, and Policy Landscape — A Survey 9

Table 1: Comparison table of federated learning privacy surveys

Privacy Industry

References Defenses Attacks Applications Policy

Li et al [82]
Ouadrhiri et al [44]
Chen et al [27]
Lyu et al [87]
Rigaki et al [107]
Our work

X X X X X X
> X X X

3 Relation to Prior Surveys

Federated learning was originally introduced as a method to collaboratively train machine learning models while
allowing users to keep their data local and private. Despite this, many prior works have shown that the updates sent to a
server still inherently include sensitive information that can be used to leak either properties of the data or reconstruct
them directly. Following this, much work has also been done in the area of FL privacy defense. To motivate our work,
we first compare the prior surveys in FL privacy and discuss the missing pieces. Table 1 shows a summary of prior
surveys compared to this work.

Many surveys have looked at the privacy aspect of FL. [44, 71, 82] discuss privacy defense in FL with little discussion
on privacy attacks. Other surveys [24, 30, 85, 93, 115, 138, 143] look at privacy attacks, but are missing discussion on
more recent catastrophic attack methods such as linear layer leakage for data reconstruction or membership inference
attacks that don’t require training data. [27] discuss the trade-off between privacy and fairness in FL. While the
methods of optimization and closed-form linear layer leakage attacks are discussed, the work still misses other key data
reconstruction methods such as multi-round disaggregation or attacks targeted against secure aggregation. Similarly,
[107] discusses privacy attacks in machine learning but also lacks many current privacy attacks specific to FL. [87] is the
closest survey to ours, focusing on security and privacy attacks and defenses in FL. However, important discussion on
the key limitations of attacks and defenses is missing. Similarly, discussion into recently introduced data reconstruction
attacks such as [50, 70, 76, 133] are also missing.

With the rapid development of FL privacy attacks and defenses, prior surveys are missing discussion of many
current key privacy attacks and defenses. Our work bridges this gap and provides a comprehensive discussion on
the current privacy attack threats (data reconstruction, membership-inference, and property inference attacks) along
with defenses (differential privacy, secure aggregation, homomorphic encryption, and trusted execution environments)
while highlighting the limitations of these methods along with areas where improvement is needed. Additionally, to
the best of our knowledge, we are the only work to discuss current industry applications utilizing FL in a variety of
industry sectors including healthcare, finance, and IoT edge applications. Similarly, we are the only work to include
crucial discussion on government data privacy policies and their relation to FL. We close our work by looking ahead
and hypothesizing the key developments that would be necessary for FL to become a privacy-preserving technology

that addresses user privacy concerns and policy mandates in real-world deployments.

4 Application Use Cases and Policy Drivers

As part of the research in FL, investigating when the participating parties are adequately incentivized to participate is
crucial, especially for real-life scenarios. The incentive mechanism expects that not all clients have the same interests in
Manuscript submitted to ACM CSUR
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the global model as the server. The existing FL incentive mechanism is typically designed by sampling a fixed subset of
clients based on their data quantity or resources [86]. On the far-end of this spectrum, on the non-federated setting,
clients can train their own local model M; using only the available local data D; and send the local model parameters to
the server. Analysis based on [88] shows that local training often outperforms federated models, depending on the
local data D;. Federated learning has multiple applications across various industries, including healthcare, finance,
automotive, and personalized medicine. In healthcare, we can use federated learning to train models on patients’ data
without compromising their privacy, especially when using Differential Privacy. Similarly, in the financial industry,
we can employ federated learning to train fraud detection models without exposing any sensitive financial data to
potentially malicious entities. In the automotive industry, we can employ federated learning to train autonomous

driving models on real-life data avoiding transferring huge volumes of data back to the servers.

Table 2: Characterization of federated learning application domains into cross-device and cross silo deployments

Application Domain Cross-Device Cross Silo

Healthcare v v
Finance v
IoT / Edge v v
Autonomous Driving v

4.1 Application of FL in Healthcare

In the past few years, we have experienced a flood of changes in automation in the healthcare industry, increasing the
need and expectation for better ML models. Healthcare professionals have turned to technology to help them treat
patients better, improve their understanding of the emerging global demand, etc. However, training healthcare-related
models requires vast and diverse datasets. On the other hand, sharing information is becoming even more challenging
due to the ever-stricter privacy regulations. Using FL, participating institutions can train a global model on their
in-house data without exposing sensitive local data. This new paradigm leads to better models and more accurate
training algorithms, allowing them to access and also work around various regulations. Thus, the potential benefits of
FL in the healthcare industry are significant.

There have been several real-world efforts around FL in the healthcare sector, including proof-of-concept projects
and establishing long-running consortia [105, 106]. For example, in the United Kingdom, FLIP enables Al researchers
to develop clinical applications using NHS patient data without transferring the information outside the hospital
network, addressing the challenge of confidentiality in healthcare [6]. In France, the HealthChain consortium [13]
aims to address the bottleneck in accessing medical data for AI models that could lead to medical breakthroughs. In
Germany, the Trustworthy Federated Data Analytics (TFDA) project [17] aims to address the challenges posed by
centralized data structures in the context of growing data needs for machine learning. Recognizing the drawbacks and
threats associated with data centralization, TFDA focuses on implementing decentralized, cooperative data analytics
architectures, specifically within and beyond the Helmholtz research community. The MELLODDY project [60, 98],
co-funded by the European Union and EFPIA companies, has successfully demonstrated the feasibility of large-scale
collaborative artificial intelligence (AI) for drug discovery. By leveraging a large collection of small molecules, the project
utilized federated and privacy-preserving machine learning to achieve more accurate predictive modeling, leading
to potential efficiencies in drug discovery. The German Cancer Consortium’s Joint Imaging Platform (JIP) [111] is a
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strategic initiative within the German Cancer Consortium (DKTK) with the goal of establishing a technical infrastructure
to facilitate modern and distributed imaging research. Emphasizing the use of contemporary machine learning methods
in medical image processing, the project aims to enhance collaboration among clinical sites and support multicenter
trials. Internationally, the Federated Tumor Segmentation (FeTS) initiative [8, 102] is developing one of the largest
federations of healthcare institutions. This initiative aims to gain knowledge for tumor boundary detection from diverse
patient populations without sharing patient data.In a collaborative effort involving seven clinical institutions worldwide,
an early study explored using FL to construct robust medical imaging classification models for breast density based
on BI-RADS [108]. Despite significant differences in datasets across sites, including mammography systems, class
distribution, and data set size, the results demonstrated successful Al model training in a federated manner. The EXAM
project [37] aimed to build a common predictive model to estimate the oxygen treatment requirements of patients
arriving at the emergency department (ED) with symptoms of COVID-19 for the next 24h and 72h periods. A consortium
of 20 hospital sites across the globe participated in this real-world application of FL. Furthermore, institutions such as
The American College of Radiology (ACR) enable privacy-preserving Al utilizing federated learning technology [15].

These efforts show the trend within the healthcare industries to decentralize data for Al workflows while keeping
regulatory challenges in mind for the benefit of patient privacy. FL technology might be the key to enabling trustworthy
Al development, such as diversity [35].

4.2 Application of FL in Finance

The data privacy and protection laws are becoming ever more restrictive, especially in industries like the Financial
sector. This allows consumers and businesses to trust each other to keep the data safe and secure. With traditional ML,
businesses dependent on FinTech face several issues, such as getting clearance and lawful consent, the governance of
the customers’ data and the time and finally, the cost in collecting and of managing such data. FL provides an efficient
way for managing this data by keeping it local, on the financial institutions servers. FL is an encrypted and distributed
machine learning approach that allows joint training on decentralized data where participants do not share any of it.

One of the most promising application of federated learning in financial services is anti-money laundering (AML). In
a typical money laundering scheme, criminals try to conceal the origin, identity, and destination of financial transactions
to look normal as they are from a legitimate source. AML solutions allow financial institutions to prevent, detect,
investigate and report any activity that is suspicious of money laundering and stop criminals from illegally obtained
funds as legitimate income. The estimated amount of money laundered globally in one year is 2 - 5% of global GDP ($800
billion - $2 trillion)[18]. Failure to prevent money laundering can endanger the integrity and stability of global financial
system. Financial institutions are required to put strict policies and measures to prevent, detect, and report laundered
money and combat these crimes. However, each financial institution has typically access to its own transnational data
and can not prevent and detect complex money laundry cases where the money routes through multiple financial
institutions that could look legitimate to some of involved institutions in the chain. Cross-silo Federated AML can
greatly help financial institutions to create better predictive models with broader context for identifying bad actors.
Such models learn more global and deeper correlation identifiers for bad actors and money laundry specific actions
based on contributed data provided by consortium of financial institutions.

Another application of federated learning is in insurance underwriting. The main use cases for federated learning
in insurance include origination- predicting if a person contracts an insurance offer, insurer’s risk assessment, fraud
detection, and claim processing. Due to soiled data in different companies on different demographics or customers

movement across insurance companies, Insurers can significantly improve their predictive models for these use cases by
Manuscript submitted to ACM CSUR



12 Zhao, et al.

utilizing federated learning. Claim history processing is of the most challenging use cases that federated learning can
lead to more accurate and efficient operations. Insurance companies often need to have access to previous claims history
of an insurer in details to give a better pricing or benefits to new clients. However, having access to such historical
data in a privacy preserving manner is challenging due to regulations governing the insurance industry. Insurance
companies can leverage cross-silo federated learning to privately train their models without compromising customers
privacy and satisfying the governing regulations. Such models lead to more accurate offers while helping customers get

the benefits of having a long-term history of free claims across different categories.

4.3 Application of FL in loT or at the Edge

The Internet of Things (IoT) is the current concept of ubiquitous internet connectivity of all devices (refrigerators,
toasters, doorbells, street cameras, ..., the list is unending). As these devices suggest the availability of data from these
devices from anywhere, the privacy and security of these devices and the data is paramount. However, there is strong
interest from companies and individuals to exploit the available data for constructive applications to benefit more than
just the immediate use-case and users. One prominent example is the Google keyboard (Gboard) prediction [57], where
Google improves the performance of their mobile keyboard prediction by gaining information from user interaction.
However, this example highlights information privacy in that improvements to this technology will benefit all users but
users are willing to share only if their privacy is assured. Therefore, FL techniques that exploit data and maintain user
and data privacy are attractive for IoT applications [144].

In such scenarios and related application domains, it is well understood that communication and computing resources
are two of the bottlenecks for federated learning in real-life applications. The devices are often used for tasks other than
FL, so the FL task usually competes with these other ones for computing resources, making scheduling and coordinating
even more complicated. Asynchronous strategies like PAPAYA[63] appear to address such issues. Other scenarios include
heterogeneity in the computing resources [38] or drift in local device clocks [74], leading to asynchrony caused by
varying compute and resulting in delays in the aggregation step. Methods to account for or dynamically adapt to changing
available resources will greatly enhance the utility of FL techniques in these scenarios. The increased need for bandwidth
for FL iterations has led to significant research efforts in reducing it. Methods combining optimizers such as Fed Avg with
sparsification and/or quantization of model updates to a small number of bits have demonstrated significant reductions
in communication overhead. However, it still remains an open research question how communication overheads can be
further reduced, and whether any of these methods or their combinations can come close to providing optimal trade-offs
between communication and accuracy in federated learning. For example, the Fed-ET approach is promising where
smaller models are communicated [34]. Another class of approach to maximizing bandwidth usage in FL approaches
include device selection [103]. While efforts in these situations are motivated by increasing communications efficiency,
device selection methods can potentially provide device privacy in terms of revealing which nodes are contributing
to FL process. Moreover, there has also been recent work that allows for the control information exchange to limit
communications, but can similarly be used to provide some privacy to node utility to FL algorithms [128].

Additionally, IoT has been promoted as a use-case for edge networks where networks are bandwidth-limited and
storage and compute is also limited. These systems operate in a variety of environments often characterized by having
stringent operational requirements despite having to cope with sophisticated adversarial influences and constraints in
both computational and network resources. These environments include resource-constraints inhibiting information
exchange to other nodes, specifically a central node with which centralized computation and decisions can be conducted.

Federated approaches have been proposed for use in sensor networks, swarms of unmanned aerial vehicle and on
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coalition networks for shared situational awareness. They have also been proposed for FL at the edge by reducing the
network overhead incurred by such learning processes [129]. The promise of IoT and edge computing will continue to

be revealed, with FL techniques potentially as a main driver of the technologies.

5 Privacy-Related Policies

Most of the existing regulations on safeguarding consumers privacy, both nationally and internationally were conceived
in a pre-AI/ML era and have not been able to keep up with the rapid evolution of AI/MI and their privacy implications.
The European Union’s General Data Protection Regulation ("GDPR") [10] governs data protection and privacy for all
citizens within the EU and imposes strict obligations on data controllers and processors. GDPR contains the principle of
data minimization in article 5.1 (c) which requires that the data that are not necessary to achieve the intended purpose
cannot be lawfully collected, stored or otherwise processed. Since federated learning restricts the transfer of raw data to
a central location, it provides more compliance with the principle of data minimization than other approaches that do
require the transfer of all raw date to a central location to train a model. Federated learning also protects the collected
data from unwanted processing that are not compliant with the collection purpose satisfying the principle of purpose
limitation, as described in article 5.1.(b).

In the United States, the state of Privacy and Al laws is tracked by the EPIC project which shows recent large
number of states effective privacy laws [5]. Each of these privacy laws has specific requirements when accessing and
processing personal data. Even FTC is enforcing the same privacy rights for companies using Al [9]. At the federal
level, sector-specific privacy polices in the US such as Graham-Leach-Bliley Act (GLBA) [11] for financial data or
Health Insurance Portability and Accountability Act (HIPAA) [12] for medical date provide consumers with limited
protection scope when it comes to using Al and ML. Recently, US introduced H.R. 8152-The American Data Privacy
and Protection Act [14]-to catch up with various amendments proposed in EU on AI/ML workloads by extending the
covered algorithm to AI/ML space. Some states also patched their existing policies such as California Privacy Rights
Act (CPRA) [4] amendments to the CCPA [3] or Texas Data Privacy and Security Act (TDPSA) [16].

GenAT’s remarkable capacity to analyze data and make complex analyses further amplifies privacy concerns. There
is clear a privacy gaps in existing privacy policies as it relates to Al systems. Most of these policies and regulations
were proposed pre-Al and even newer ones per Gen Al where there has been less information on privacy implications
of these systems. Such gap may pose significant challenges to privacy laws and they will need further amendments to
address emerging privacy concerns from Gen Al

The recent Al Foundation Model Transparency Act [1] mandates FTC and NIST to establish standards for data
sharing by foundation model deployers. This legislation goal is to empower consumers to make well informed decisions
when they interact with AL The Algorithmic Accountability Act of 2023 [2] also requires companies to assess the
impacts of the Al systems on consumer privacy and give users choices when they interact with Al systems.

These regulations mostly require keeping the data in its location and restrict its processing based on the intended

collection purposes. Federated learning is a potential solution to facilitate compliance with these privacy laws.

6 Privacy Attacks

In this section, we first discuss the leading categories of privacy attacks against FL. We summarize this, with the most

significant attributes of each attack type, in Table 3.
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6.1 Data Reconstruction Attacks
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Fig. 1: Images reconstructed using LOKI [148], a linear layer leakage attack, on a batch of 64 CIFAR-10 images. FedAvg
with 8 local iterations of mini-batch size 8 used. Out of 64 images, 55 are reconstructed successfully with high visual
recognizability.

(a) Ground truth (b) Reconstruction

Fig. 2: Images reconstructed using Inverting Gradients [54], an optimization attack, on a batch of 8 CIFAR-10 images in
FedSGD. Images have high visual recognizability.

6.1.1 Optimization-based. Optimization (a.k.a. gradient inversion) approaches have shown great success in leaking
data from individual updates, especially with smaller batch sizes. These attacks typically operate under the threat model
of an honest-but-curious server or an external attacker that has access to the model and individual gradients from each
client. With only this information, the attacker initializes some dummy data and computes the gradient of that data on
the model.

x* = argmin||VL(x,y,0) - VW]J; 5)
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(a) Ground truth (b) Reconstruction

Fig. 3: Images reconstructed using Inverting Gradients [54], an optimization attack, on a batch of 16 CIFAR-10 images in
FedSGD. Images are much less visually recognizability, with a few containing some recognizable parts.

An optimizer minimizes the difference between the generated gradient VL(x, y, 6) and the ground truth gradient VW
(benign client update). Here x is the dummy data, x* is the reconstructed data, L is the loss function, y is the label, and
0 is the model parameters.

More recent optimization approaches [54, 136] work under the assumption that user labels are known prior to
optimization. Typically, these labels are directly retrieved through a zero-shot solution without using optimization
approaches [136, 145]. Furthermore, regularizers and strong image priors specific to image data are often used to guide
optimization results [54, 58, 126, 136]. These can also result in image artifacts typical of an image class, but not in
the actual training image. These approaches have shown surprising success with image data on smaller batch sizes.
However, as batch sizes increase, the fraction of images recovered decreases along with the reconstruction quality and
the number of iterations required for the optimization also increases. One reason stated by [150] was that regardless of
the order of images in the batch, the gradient will remain the same. Having multiple possible permutations then makes
the optimization more difficult. Another fundamental reason is that a larger batch size means more images and more
variables for optimization.

Both secure aggregation and FedAvg also pose a particularly difficult challenge for optimization attacks. For secure
aggregation, the aggregated updated can be thought of as large-batch consisting of the batch images from all clients.
This directly exacerbates the difficulty of reconstructing larger batch sizes. FedAvg, on the other hand, adds another
layer of unknowns for the optimization since the intermediate model updates are unknown to the attacker. While [54]
discuss attacking FedAvg, the attack is only shown with a very small local dataset size of up to 8 images on CIFAR-10.
Furthermore, it needs to be investigated how different model architectures, such as transformers [59], impact the success
of gradient inversion attacks.
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Table 3: Summary of privacy attacks in federated learning

Zhao, et al.

Attack class

Summary

Sub-category

Citation

Requirements

Data reconstruction

Attacker aims to
directly reconstruct
the client private
data or a
representation of
the private data.

Gradient inversion

[54, 136, 145, 150]

Access to model and
individual updates.

Linear layer
leakage

[22, 50, 148]

Modification to the
network parameters
and/or architecture.

GAN-based

(62, 131]

Clients target a
specific class by
sending malicious
updates.

Other

[76, 101, 133]

Varies based on
attack. Attacker may
need to modify the
model parameters,
know additional
training information,
or send clients
different updates.

Membership inference

Attacker infers if a
sample was used in
the training of the
model.

[79, 91, 97, 121, 140]

Most require access
to training data from
the overall
distribution. Some
attacks require white-
box access to model
or the ability to send
malicious updates.

Property inference

Attacker learns
about sensitive
properties within
the training set
(e.g., race, gender,
age, etc.)

[39, 51, 53, 90]

Attacker has black-
box access to the
model and can access
the output. They have
access to other
attributes besides the
targeted one.

Model extraction

Attacker wants to
steal functionality

of a model. This can
be the parameters,
hyperparameters, etc

[100, 125, 127]

Attacker needs black-
box access to the
model in order to
query the model and
observe the outputs.

6.1.2 Linear layer leakage. Linear layer leakage attacks are a sub-class of analytic attacks that modify FC layers to leak

inputs. Using the weight and bias gradients of an FC layer to leak inputs was discussed in [46, 104]. When only a single

image activates a neuron in a fully connected layer, the input to that layer can be directly computed using the resulting

gradients as
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Fig. 4: Using the weight gradient f—‘ﬁ, and bias gradient % of a fully connected layer to reconstruct the inputs. Neuron i
is only activated by a single image, while j is activated by two. As a result, the reconstruction of neuron i is correct while
j is a combination of images.

%, % are the weight gradient and bias

gradient of the neuron respectively. This idea forms the basis for several reconstruction attacks [22, 50]. Figure 4 shows

where i is the activated neuron, x’ is the input that activates neuron i, and

the basic process of leaking images through an FC layer.

When the fully-connected layer is placed at the start of a network, the data reconstructed from the the layer would be
the input data. This reconstruction is exact, as opposed to the optimization approaches which function as estimations.
However, inputs are only reconstructed exactly when a single data sample activates that neuron. If more than one input
activates the neuron, the weight and bias gradients of these inputs will contribute to the batch gradient. When the
gradient division of Equation 6 is done to retrieve the input, the resulting reconstruction would be a combination of all
contributing images, a case of failed attack.

To alleviate this problem, [22, 50] use malicious modification of the parameters in the FC layer. For [22], trap weights
were introduced, initializing the weights randomly to be half positive, half negative. In order to ensure that neuron
activation is less common, the negative weights come from a larger negative magnitude range than the positive weights.
They also discuss the use of convolutional layers to push the input image forward, allowing the attack to function on
models starting with convolutional layers followed by fully-connected layers. However, one of the main problems of the
method lies with scalability. Even if the size of the FC layer increases proportionately with an increasing total number
of images, the leakage rate decreases. On the other hand, Robbing the Fed (RtF) [50] introduced another approach with
higher leakage rate called “binning", where the weights of the FC layer would measure some known continuous CDF
of the input data such as image brightness. The bias for each neuron then serves as a different cutoff, allowing only
inputs with a high enough value to activate it. The goal of this method would be that only one input activates each
“bin", where the bin is defined as the activated neuron with the largest cutoff (for ReLU, the largest negative bias)'. For

any case where only one input activates a bin, it can then be reconstructed as

i 8L 8L 8L 6L
¥ = Gy ~ swen) (GG ~ s

where i is the activated bin and i + 1 is the bin with the next higher cutoff bias. For Equation 7 to hold true, the attack

) ™)

requires the use of two consecutive FC layers. The first layer is used to leak the inputs using Equation 7 and the second
FC layer maintains the requirement that % and % are the same for any neuron that the same input activates. This
is achieved by having the same weight parameters connecting each neuron of the first FC layer to the second FC

layer. For example, if the first FC layer has 1024 units and the second has 256, the weights connecting them would

The bin biases are set as negative. The weights are positive and so the negative bins are used to prevent ReLU activation.
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have a dimension of 1024 X 256. The above property indicates that every row of the weight matrix is equivalent, e.g.
[0,:] =[1,:] =---=[1023,:].

FedAvg. While the previous method works for FedSGD, for FedAvg, the model changes during local iterations and this
prevents the reconstruction attack. As a result, [50] proposed the sparse variant of the attack which uses an activation
function with a double-sided threshold (e.g., Hardtanh) such as:

0 x<0
fx)=4x 0<x<1 (8)
1 1<x

With this activation function, only when the input is between 0 and 1 will there be a non-zero gradient.
Using this activation function, neuron activation will be sparse (i.e., images will only activate a single neuron).
However, this range between 0 and 1 for the non-zero gradient is fixed for all neurons. Since RtF’s approach sets up
neuron biases following a distribution of the images, the weights and biases of the FC layer will need to be adjusted to
follow the new non-zero gradient range. This requires scaling the magnitude of these parameters based on the distance
between the subsequent neuron biases. Consider that the weights originally measure average pixel brightness. In this
case, all the weights would originally be set to ﬁ where N is the total number of pixels. Then, the weights and biases
are rescaled as:
Wi*zb. Wi b.’b;'kzb. L b
i+1 — Ui i+1 — Vi

where WI* and b;f‘ are the scaled weights and biases of neuron i respectively and b1 — b; is the distance between

©

adjacent biases in the original distribution. This process uses the same distribution as the FedSGD case to setup the
initial biases, while incorporating the fixed range of the new activation function by scaling the parameters. In FedAvg,

after the clients send the updated model parameters, the server computes a “gradient"” as:

where © is the model parameters for the securely aggregated model and VWreg4,4 the computed gradient.

This FedAvg attack [50] works well in the context of single client attacks. However, attacking secure aggregated
gradients becomes a problem as the total images in the gradient increases multiplicative to the number of clients.
Particularly, [148] finds that numerical precision poses a problem for the FedAvg linear layer leakage attack when a large
number of clients is attacked. Through the use of convolutional layers and a convolutional scaling factor (CSF), [148] is
able to scale to an arbitrary number of clients while maintaining a high leakage rate. Furthermore, the CSF improves on
the multiple-image reconstruction problem, only allowing images within the same local mini-batch to activate the same
units. Notably, this allows the leakage rate on FedAvg attacks to be higher than in FedSGD (where FedAvg is typically
harder to attack than FedSGD).

Linear layer leakage reconstruction quality is typically higher quality than optimization-based attacks and does
not rely on the number of clients. However, it also requires malicious modification of the model parameters and/or
architecture, resulting in more detectable attacks. Furthermore, the attack also adds a resource overhead to the model
size. This problem is exacerbated by the number of clients as the attack layer sizes need to scale to keep the attack

effective. This problem and the use of sparse tensors to alleviate the problem are discussed by [147].
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6.1.3 GAN-based. Generative networks were introduced to attack collaborative learning in [62, 131]. However, contrary
to optimization-based attacks and linear layer leakage, the attack does not aim to directly reconstruct exact training
images, but instead reconstructs representations of a targeted class which the attacker does not hold any images of.
In the attack, an adversary (a client in collaborative or federated learning training) trains a generative network in

conjunction with the benign collaborative model. For a single training round, the attack process goes as follows:

(1) The adversary downloads the model (or a portion of parameters in certain forms of collaborative training).

(2) Images for the targeted class are generated by the generator and the generator is updated based on the discrimi-
nator (the global model).

(3) Images for the targeted class are generated by the updated generator and mislabeled.

(4) The adversary trains on the set of mislabeled images and any actual training images.

(5) The adversary uploads the update to the parameter server.

Both training the generator and training on mislabeled images are critically important to the attack process. Firstly,
training the generator is crucial since the ultimate goal is to be able to generate representations of a targeted class.
Secondly, the process of including mislabeled generated images in order to influence the training process is also very
important. Without this additional influence on training, the authors note that the generated image quality does not
converge to a visible reconstruction.

One main strength of the mention is also in the ability to work through differential privacy. Specifically, the attack
relies on the fact that the client model is able to learn and improve the accuracy. As long as the model is learning, the
generator is also able to learn to reconstruct better images. This makes the GAN attack remarkably resilient to (at least
record-level) differential privacy. As long as the privacy budget e allows the model to continue learning, the attack
works. When too restrictive of an € is used, the attack fails but the model is also unable to learn.

Another strength of the GAN attack is that it can be employed through any malicious client as opposed to a parameter
server. Optimization-based attacks require the observation of individual gradient updates along with the initial model.
While clients receive the initial model state, the observation of individual gradient updates from other clients would not
happen in the vanilla protocol. Linear layer leakage on the other hand can only be enacted by the server. Modification of
the model parameters is required, and this can only be done by the parameter server. Compared to both these methods,
only the GAN attack can be easily employed by a client. This larger attack surface also points to potentially greater
privacy risks in collaborative training compared to even centralized training. It should also be noted that the attack only
generates representations instead of actual reconstructions. However, this can still pose a great privacy risk depending

the content of the private client training data.

6.1.4  Other attacks. While we have previously discussed the major categories of optimization, linear layer leakage,
and GAN-based attacks for data reconstruction, other attacks have also been proposed that leak data differently or
assist existing methods in attacking more challenging scenarios such as secure aggregation.

In order to tackle secure aggregation, a gradient suppression attack [101] was proposed whereby a malicious server
sends customized model parameters to different clients such that only a single client would return a non-zero gradient
update. This attack used a dead ReLU trick where the ReLU activation functions of a layer using were set to 0.

x<0

0
ReLU(x) = (11)
x x>0
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For a ReLU activation, any input below 0 returns a value of 0. Given the constant function when x < 0, this ultimately
results in the gradients ;—VI“/ =0and % = 0. Therefore, ensuring the input to the ReLU function is negative (which can
be as simple as having weights w as 0 and the bias b as negative for a fully-connected layer) is a sufficient condition for
achieving zeroed gradients. Using this method, a malicious server will then send a malicious model with dead-ReLUs to
all clients except for a single targeted client. After secure aggregation, the aggregated update would only comprise
of a single non-zero update from the targeted client allow for a single-update attack. Another work [76] aims to
disaggregate the updates with the same goal of breaking aggregation. This method utilizes the additional training
summary information, in particular the client participation rate, to allow the server to reconstruct the user participation
matrix through observation of the aggregated updates over multiple training rounds. The attack works particularly well
with a malicious server when the a fixed model is sent during each round and the clients send the same updates. When
the server does not modify the training process (honest-but-curious), user participation reconstruction becomes more
difficult. With a smaller batch size and a larger number of local epochs or local dataset size, reconstruction begins to fail.

In [133], attackers attack a target image in an arbitrarily large batch by manipulating the model parameters to
magnify the update of only the single image. Magnification is done in two steps: the magnification of the target class
followed by a specific feature for a target image. In order to estimate a boundary for the features, the server uses several
rounds of additional FL training for setup. This requires for the batch data to be the same across training rounds. In [70],
the attacker formulates the problem of data reconstruction as a blind source separation problem. Given the observation
that inputs to a linear layer can be directly reconstructed through the gradients, solving for the inputs is similar to
solving for a unknown variables given a set of linear equations.

These attacks are all able to break some levels of aggregation. [76, 101] break aggregation itself to allow for other
data reconstruction attacks to work with an aggregate setting. [70, 133] both function on both individual and aggregate
updates. Each of these methods have their own strengths and weaknesses. [101] requires sending different models
to different clients but allows an attacker to single out a single update. [76] requires multiple training rounds and
additional knowledge on top of the client update. However, it can essentially completely disaggregate aggregate updates
over time. [70] can attack batch sizes up to 1024, but also requires malicious modification of the network parameters.
[133] targets a single image in an arbitary update size, but requires malicious modification of network parameters along

with a few rounds of setup.

6.2 Membership Inference Attacks

The goal of membership inference attacks is to infer whether any particular data instance has been used in the training
of a specific model. If a particular data instance has been used in the training, this instance is called a member,
otherwise it is a non-member. Knowing the membership of one particular data point could result in revealing private
information, for example if someone’s data is known to be in a cancer dataset (used to train a cancer prediction model),

then it is highly likely that this particular person has cancer.

6.2.1  With access to some training data. Nasr et al. [97] presented the very first analysis on membership inference
attack against neural networks under FL with access to some training members and white-box access to the trained
neural networks. The adversary can be either the central server or one of the participants in the FL framework. Besides,
they presented the definition of passive attacker and active attacker, where the passive attacker does the training

normally and the active attacker breaks the FL protocols to improve the effectiveness of MI attacks.
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For passive attackers, they showed that the attackers can take advantage of the gradients, activation maps, prediction
vectors, loss and true label of one instance using local model of each user at different epochs during the training process
and perform MI attacks. An attack model is trained using some known members.

On the other hand, two active attacker strategies were proposed. The first one is called gradient ascent attacker,
which means that the attacker will do gradient ascent on targeted samples. By taking the action of gradient ascent,
the loss of the targeted samples will be increased. For member instances, their loss will be abruptly decreased by one
client, thus can be distinguished from non-members. Both central server adversary and client adversary can utilize
this strategy. The second active attack method is called isolating attacker. The attacker can isolate one special target
participant by creating a separated copy of the aggregated model. This is equivalent to training a model on a single
machine using the data from the targeted client. To use this isolation attack, the adversary needs to be the central server.

Zari et al. [140] proposed a computationally more efficient passive membership inference attack under FL which also
requires some known members. Their attack uses as the feature vector the probabilities of the correct label under local

models at different epochs, namely <F9(” (x)ys Fg(z) (xX)y,- - ,F9<T) (x)y>, where T is the number of communication
C; C; C;

rounds. An attack model is trained to predilct membership using known members and known non-members (which come
from validation). Since the feature vector contains only one number from one epoch, this attack requires significantly
less computational resources than the Nasr’s attack which uses information such as gradient and activation maps. The
authors showed that using this probability feature vector can achieve higher membership inference attack accuracy than
Nasr’s attack on CIFAR-100 dataset with AlexNet and DenseNet, but lower accuracy than Nasr’s attack on Purchase
dataset.

Melis et al. [91] identified membership leakage when using FL for training a word embedding function, which
is a deterministic function that maps each word to a high-dimensional vector. Given a training batch (composed of
sentences), the gradients are all 0’s for the words that do not appear in this batch, and thus the set of words used in
the training sentences can be inferred. The attack assumes that the participants update the central server after each

mini-batch, as opposed to updating after each training epoch.

6.2.2  Without access to any training data. Li et al. [79] proposed a novel membership inference attack specifically
against FL without requiring access to private training data. The key insight is that large overparameterized neural
network models usually generalize well and the gradients of large overparameterized neural network models statistically
behave like high-dimensional independent isotropic random vectors (shown in Figure 6). Thus, they reformulated the
task of membership inference attacks under FL as the following question: given a set of (largely unknown) orthogonal
vectors, which is the parameter update coming from a particular client, does this set contain the gradients of a specific
target instance?

One straightforward solution to this question is to test the cosine similarity between the gradients of the target
instance and the parameter update from one particular client. If the cosine similarity is significantly higher than 0, then
the attacker can claim with high confidence that this target instance is used in the training of this particular client,
hence successful membership inference.

From another perspective, if S = a + b + ¢ is a sum of orthogonal vectors, then ||S||§ - IS - a||§ = ||a]|?, otherwise
for another vector f orthogonal to a, b, c we have ||S||§ — IS - f||§ = —||f||§ These equations are easy to understand
if we rotate the (orthogonal) vectors to form a canonical orthogonal basis (d’,0,0,...), (0,5,0,...),(0,0,¢’,...), with
a’,b’,c’ € R\{0}. Each gradient vector in the sum S is now associated with a unique canonical orthogonal basis. Since
the Ly norm is invariant under basis rotations (for the same reason the length of a vector is invariant under rotation), it
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Fig. 5: Membership inference attack workflow from [140]. The attacker first collects information (e.g. parameter updates)
from clients. Then, the attacker uses auxiliary dataset to train shadow models which can mimic the whole federated
learning procedure, so that one attack model can be trained using the information collected from shadow models. Lastly,
the attacker feeds the information collected from real clients into the attack model to perform membership inference

attacks.
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Fig. 6: Representative example of orthogonality of gradients of distinct instances (at epoch 250, AlexNet, CIFAR-100
dataset) from [79]: (a) Distribution of cosine similarity (cosim) between gradients of two distinct member instances. (b)
Distribution of cosine similarity between gradients of one member instance and one non-member instance. (c)
Distribution of cosine similarity between gradients of two distinct non-member instances.

now becomes clear why subtracting a vector v of the orthogonal basis from S reduces the Ly norm of S (if v is in the
sum) or increases the sum’s Ly (if v is not in the sum). If the Ly norm is reduced, the attacker could claim that the target

instance is a member, otherwise it is a non-member.

6.2.3 Membership inference attacks from centralized setting. It is worth noting that all the membership inference attacks

that do not require shadow models can be applied to FL setting as well. Shadow model is a commonly used technique
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in membership inferences and by this technique, the attacker is able to train models similar to the target model using
data drawn from the same distribution of the training data of the target model. Thus, shadow models enable attackers
to collect any information necessary for membership inference, for example, what the loss would be for one instance if
this instance is not included in training.

Yeom et al. [135] presented a theoretical analysis on privacy leakage based on prediction loss. They showed that the
generalization gap between training accuracy and testing accuracy could serve as a lower bound for MI attack accuracy,
as the attacker predicts member if and only if the model’s prediction is correct. Besides, they proposed a threshold
attack based on prediction loss, and the attacker predicts member if and only if the prediction loss is lower than the
threshold, since the loss of members is generally lower than the loss of non-members.

Inspired by Yeom et al. [135], Song et al. [121] proposed to adjust the prediction loss by a class-dependent value by
noticing that some classes are harder to correctly classify than other classes. In addition, Song et al. [121] proposed
to use a modified prediction entropy to predict membership. The modified prediction entropy is calculated using this
formula: Mentr(Fg(x),y) = =(1 = Fg(x)y) log(Fp(x)y) = 2izy Fo(x)i log(1 = Fg(x)i).

Jayaraman et al. [66] suggested one MI attack based on Gaussian noise. The intuition is that for a member instance,
the prediction loss should increase after adding random noise. This MI attack adds multiple different random noise to
the given instance and count how many times the prediction loss of the noisy instance is higher than the prediction
loss of the original instance. The given instance is predicted to be a member if the count is beyond a threshold set by
the attacker.

Hui et al. [64] exploits the model’s prediction in a special “set” fashion. The adversary is aware of a set M of members,
and N of non-members, and compute d; = D(M U {x}, N) and d, = D(M, N U {x}), where D denotes the Maximum
Mean Discrepancy (MMD) [49] of two distributions of features extracted from the prediction vectors. The intuition is
that if x is a member, then we tend to have d; > dy, and if x is non-member, we tend to have d; < dy. This attack only

provides predicted membership, which means it is infeasible to evaluate its effectiveness at a low false positive rate.

6.3 Property Inference Attacks

Fredrikson et al. [51] proposed the very first black-box property inference attack where the goal is to infer sensitive
attributes of a given target record which is used in the training of a target model. This black box property inference
attack assumes that the adversary can obtain the model’s predicted label, has knowledge of all the attributes of a
targeted record (including the true label) except the sensitive attribute, has access to the marginal priors of all the
attributes, and also to the confusion matrix of the target model (which is usually not known by the attacker). The
adversary queries the target model by varying the sensitive attribute and obtains the predicted labels. Assuming that
there is k different values for the single sensitive attribute that the attacker wants to know, after querying the model
multiple times with k different possible values while keeping the other known attributes unchanged, the adversary
computes C(y,y’) * p; for each possible sensitive attribute value, where C(y,y’) = Pr[F(x) = y’|y] (which comes from
the confusion matrix) and p;, which is the marginal prior of i-th possible sensitive attribute value. Finally, the attack
predicts the sensitive attribute value for which the C(y, y’) * p; value is the maximum.

Mehnaz et al. [90] proposed two new attacks: a confidence score based model inversion attribute inference attack
and a label-only model inversion attack. The key intuition of the confidence score based attack is that the target model’s
returned prediction is more likely to be correct and the confidence score is more likely to be higher when it is queried
with a record containing the original sensitive attribute value. Thus, the value that can get correct prediction and yield

lowest loss is predicted to be the correct value of the sensitive attribute. For the label-only model inversion attack, the
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attacker can collect a subset of target samples which satisfy the following conditions: there is only a single value of
the sensitive attribute to make the prediction correct. Once this subset is successfully collected, the attacker can train
an attack model to predict the value of the sensitive attribute, assuming the collected set is always correct. They also
extend our attacks to the scenario where some of the other (non-sensitive) attributes of a target record are unknown
to the adversary. Moreover, they empirically demonstrate the disparate vulnerability of model inversion attacks, i.e.,
specific groups in the training dataset (grouped by gender, race, etc.) could be more vulnerable to model inversion
attacks. In [39], Dibbo et al. refined the method above by proposing a new strategy to collect training data for the attack
model. Instead of using real world data, they proposed to use generated random instances and change the value of
the sensitive attribute to query the target model. Moreover, for each random instance, it is only accepted when each
different sensitive attribute results in a different predicted label. Once this random instance set is gathered, an attack

model is trained to predict the sensitive attribute for instances that the attacker is interested in.

6.4 Model Extraction Attacks

In model extraction attacks [55, 99], an attacker can establish a substitute model with almost the same functionalities as
the target victim model via simply querying the victim model. While these attacks are not a direct threat to client data
privacy in FL, they pose a threat against the server, stealing either the parameters, hyper parameters, architecture, or
functionality of the model [100, 125, 127]. As such, model extraction attacks serve as a privacy threat for the intellectual
property (i.e., the trained model) of a company. This is a practical impediment to the widespread deployment of FL as
the trained model at the server is considered a precious asset. Hence, threats that allow an adversary to steal that asset
have to be defended with a high degree of certainty.

Further, model extraction attacks can serve as a springboard to attacks that violate client data privacy. For example,
the adversary can use the proxy model created using model extraction to launch attacks that translate well to the
original model. Due to the transferability property of such attacks (the attacks against the proxy model are accurate
against the original model) [130], the adversary can do a membership inference attack to determine which client data
items were used in creating the model. This is worrisome as it has been shown recently that the best previous defense
of perturbing the results of the query by the adversary as it is trying to construct the proxy model is still vulnerable to
model extraction [29]. The basic idea is that this attack module, which can be integrated with any model extraction
attack, can determine the difference in distribution between the unperturbed and perturbed query results and "reset"

that difference.

7 Privacy Defenses
7.1 Differential Privacy

Differential Privacy (DP) [42, 43] is a widely used privacy-preserving technique. DP based defense techniques, such as
DP-SGD [20], add noise to the training process. Each iteration of DP-SGD satisfies a particular (e, §)-DP guarantee
through the sub-sampled Gaussian Mechanism - a composition of data sub-sampling and Gaussian noise addition.
Since DP is immune to post-processing, we can compose this guarantee over multiple updates to reach a final (¢, §)-DP
guarantee. However, a naive composition—by summing the €’s from each iteration would give a huge € for accurate
neural networks. This usually yields a trivial but not meaningful privacy guarantee. As a result, many works have
proposed more sophisticated methods for analyzing the composition of DP-SGD iterations, which can prove much
tighter values of € < 10 for the same algorithm [41, 75, 92]. In addition, another line of work for differential privacy
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Table 4: Summary of defenses against privacy attacks in federated learning
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based privacy auditing is also crucial to validate that the privacy guarantee is correctly deployed. The most naive
method to check if privacy guarantee is enforced requires significant computational resource because even for a single
instance the training needs to be reproduced multiple times in order to get enough observation to verify the privacy
guarantee. Nasr et al. [95] proposed an auditing method which requires only two runs of model training and the most
recent work from Steinke et al. [122] proposed one method which only requires a single run. Existing libraries such
as Tensorflow privacy and Tensorflow federated [7] already provide implementations of many differential privacy
based algorithms. However, practitioners should still be cautious about existing implementations and perform privacy
auditing when necessary.

DP based methods can provide a theoretical upper-bound on the effectiveness of any MI attack against any instance.
Unfortunately, achieving a meaningful theoretical guarantee (e.g., with a resulting € < 5) requires the usage of very large
noises and thus resulting a huge utility loss. However, model trainer could use much smaller noises in DP-SGD. While
doing this fails to provide a meaningful theoretical guarantee (the € value would be too large), this can nonetheless
provide empirical defense against MI attacks to protect privacy.
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7.2 Secure Aggregation

Secure aggregation (SA) [23] enables the server to aggregate local model updates from a number of users, without
observing any of their model updates in the clear. Specifically, SA protocols ensure that (1) the server and any set
of users do not learn any information about the local dataset of any user from the encrypted model updates in the
information theoretic sense; (2) the server only learns the aggregated model; (3) correct decoding of the aggregated

model in the presence of users dropout.
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Fig. 7: An illustration of SecAgg in the example of 3 users.

The state-of-the-art for secure aggregation protocols in FL is to use additive masking to protect the privacy of
individual models [21, 23, 69, 117, 118, 120, 149]. SecAgg [23] is the first practical protocol proposed by Google for
FL that is resilient for both user failures or dropouts and collusion between users as well as the server. Particularly,
SecAgg as depicted in Figure 7 leverages pairwise random seed a; j, for i, j € [N], to be generated between each pair of
users for masking the model updates. Each pair of users generate the pairwise random seed by using key agreement
protocol (e.g., Diffie-Hellman [40]), such that the random seed a;; is a function of the public key pk; of user i and
the private key sk; of user j. In addition, user i creates a private random seed b; to prevent the privacy breaches that
may occur if user i is only delayed rather than dropped, in which case the pairwise masks alone are not sufficient for
privacy protection. For handling users failures or dropouts, the private key and the private random seed of each user
are secret shared among all other users, and can be reconstructed by the server if any user drops during the protocol,
which allows for a more resilient recovery protocol against user dropouts. User i € [N] then masks its model x; as
%; = x; + PRG(b;) + ¥ j.i<j PRG(a;j) — X j.i>j PRG(aj,;), where PRG is a pseudo random generator, and sends it to
the server. Finally, to remove the masks that involves the dropped users, the server asks the set of survived users for
the shares of the private keys of the dropped users and the shares of the private seeds of the survived users. Figure 7
gives an example for applying SA in the FL setting of three users. The cost of constructing and sharing the masks in
SecAgg, however, scales with respect to O(N?) with N corresponding to the number of users, which takes the majority
of execution time.

One active research direction for secure aggregation in FL has been to reduce the complexity of SecAgg. In particular,
SecAgg+ [21] and TruboAggregate [119] managed to reduce the quadratic complexity of SecAgg to O(N log N).
TruboAggregate leverages both sequential training over groups of rings and lagrange coded computing [139], while
SecAgg+ leverages a sparse random graph where each user jointly encodes its model update with only a subset of user.

However, the cost of mask reconstructions in SecAgg+ still increases as more users drop, while TruboAggregate results
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in increasing the round/communication complexity. There have been other secure aggregation protocols proposed to

reduce the computation/communication complexity of SecAgg [65, 69, 149].
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Fig. 8: An illustration of LightSecAgg in the example of 3 users.

Recently, [120] reduced the overhead of model aggregation in SecAgg by proposing LightSecAgg that relies on
using private Maximum Distance Separable (MDS) codes [110, 123, 139]. The reduction in complexity achieved by
LightSecAgg is based on using one-shot aggregate-mask reconstruction of the surviving users instead of pairwise
random-seed reconstruction of the dropped users that reduces the reconstruction complexity to O(log N) compared
to O(N log N) and O(N?) for SecAgg+ and SecAgg, respectively. LightSecAgg is composed of three main phases as
shown in Figure 8. First, each user i € [N] partitions its local random mask z; to pieces and creates encoded masks via
private MDS code to provide robustness against dropped users and privacy against colluding users. Each user sends
one of the encoded masks to one of the other users for the purpose of one-shot recovery. Second, each user uploads its
masked local model to the server. Third, the server reconstructs the aggregated masks of the surviving users to recover
their aggregate of models. Each surviving user sends the aggregated encoded masks to the server. After receiving
enough aggregated encoded masks from the surviving users, the server recovers the aggregate-mask and the desired
aggregate-model.

Another interesting research direction of SA in FL has been to further analyze its formal privacy guarantees either
over multi-rounds [116] or from the aggregated model [45]. In particular, while secure aggregation protocols have
provable privacy guarantees at any single round, in the sense that no information is leaked beyond the aggregate model
at each round, the privacy guarantees do not extend to attacks that span multiple training rounds. The authors in
[116] have shown that the individual model may be reconstructed by leveraging the participation information and the
aggregate models across multiple rounds. Assuming a scenario where the local updates do not change significantly over
time (e.g., models start to converge), i.e., x; = xlgt) for all i € [3] and ¢ € [2]. Then the server can single out a model,
say xé”, even if a secure aggregation protocol is employed at each round. Instead of random users participation, the
authors managed to resolve this limitation of secure aggregation by developing a structured user selection strategy
that guarantees long-term privacy while taking into account the fairness in user selection and average number of

participating users, and showed that provides a trade-off between long-term privacy and the convergence rate.
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Fig. 9: Privacy leakage from the aggregated model in SA.

SA design ensures that the server only learns the aggregated model on each round, Figure 9. However, even with these
SA guarantees on individual updates, it is not yet fully understood how much privacy is guaranteed in FL using SA, since
the aggregated model update from all users may still leak information about an individual user’s local dataset [101, 148].
The work in [45] measures the amount information the aggregated model leak about the local dataset of an individual
user. They provide theoretical bounds on the mutual information (MI) privacy leakage in theory and demonstrate
through an empirical study that these bounds hold in practice. Their key observations indicate that when employing FL
in conjunction with SA, several significant trends emerge. First, they found that the MI privacy leakage decreases at a
rate of O(%), where N is the number of users participating in FL with SA. Second, they noted that increasing model size
does not lead to a linear increase of MI privacy leakage, and the MI privacy leakage only linearly increases with the rank
of the covariance matrix of the individual model update. Lastly, using larger batch size during local training can help to
reduce the MI privacy leakage. As highlighted, the privacy metric used in that work (mutual information) measures the
on-average privacy leakage, without providing any privacy guarantees for worse-case scenarios. Measuring how much

differential privacy SA can achieve might be an interesting direction to be explored.

7.3 Homomorphic Encryption

Homomorphic encryption (HE) can be considered an extension to SecAgg within FL. While SecAgg can still expose the
aggregate model to the server, HE completely shields the model information from non-data owners. HE is a cryptographic
technique that enables computations to be executed on encrypted data without requiring prior decryption. In essence,
HE facilitates computation while preserving data in its encrypted state. This feature is essential for upholding privacy
and security in contexts necessitating processing or analyzing sensitive information. Popular schemes such as CKKS
allow encrypted arithmetic on approximate numbers [33] and are therefore interesting as a solution for encrypted
machine learning. With HE, computations can be conducted on encrypted data, and subsequently, the results remain
interpretable upon decryption without compromising the confidentiality of the underlying data.

Clients can employ HE to encrypt their model updates within the FL paradigm before transmission. Consequently,
the server exclusively receives encrypted updates and is precluded from accessing any raw model updates. Utilizing an
HE protocol, the server aggregates only encrypted weights, thereby preserving privacy. Following aggregation, the
updated global model is sent back to the clients while still being encrypted. Subsequently, clients decrypt the model
using their keys for further local training. HE serves to conceal each client’s contributions, thereby removing the
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server’s access to sensitive information. Despite the computational overhead associated with HE, its implementation
can markedly enhance patient data security within collaborative learning environments.

While HE mitigates risks such as model inversion or data leakage attributable to compromised servers, it is important
to consider that the final models themselves may still retain privacy-sensitive information (see model inversion [137]
and membership inference [114]). Consequently, integrating additional privacy safeguards, such as differential privacy
or partial model sharing, warrants consideration to prevent the potential for memorization of individual training data.

Several FL frameworks implement HE-based solutions for secure federated aggregation [36, 68, 109], thereby
significantly addressing privacy concerns in FL. These frameworks focus on typical applications of horizontal FL and
deep learning models. Other approaches include HE in vertical FL applications, such as SecureBoost [32] aimed for
financial applications of XGBoost [28] and encrypted Kaplan-Meier for survival analysis in oncology and genome-wide
association studies in FL settings [52].

Although HE holds great promise for enhancing the security of FL applications, its scalability is constrained due to
larger ciphertext messages, which could be impractical in scenarios with limited bandwidth and computing resources.
Consequently, HE has been predominantly investigated in the context of cross-silo or enterprise FL applications with
fewer clients, which is particularly prevalent in industries such as healthcare and finance. Furthermore, HE offers

additional potential for securing client training operations through its capability for training on encrypted data [77].

7.4 Additional defenses against membership inference attacks

Adversarial Regularization (Adv-reg). Nasr et al. [96] proposed a defense that uses similar ideas as GAN. The
classifier is trained in conjunction with an MI attacker model. The optimization objective of the target classifier is to
reduce the prediction loss while minimizing the MI attack accuracy.

Mixup+MMD. Li et al. [78] proposed a defense that combines mixup data augmentation and MMD (Maximum Mean
Discrepancy [49, 56]) based regularization. Instead of training with original instances, mixup data augmentation uses
linear combinations of two original instances to train the model. It was shown in [142] that this can improve target
model’s generalization. Li et al. [78] found that they also help to defend against MI attacks. They also proposed to add
a regularizer that is the MMD between the loss distribution of members and the loss distribution of a validation set
not used in training. This helps make the loss distribution of members to be more similar to the loss distribution on
non-members.

Distillation for membership privacy (DMP). Distillation uses labels generated by a teacher model to train a
student model. It was proposed in [61] for the purpose of model compression. Shejwalkar et al. [113] proposed to use
distillation to defend against MI attacks. One first trains a teacher model using the private training set, and then trains a
student model using another unlabeled dataset from the same distribution as the private set. The intuition is that since
the student model is not directly optimized over the private set, their membership may be protected. the authors also
suggested to train a GAN using the private training set and draw samples from the trained GAN to train the student
model, when no auxiliary unlabeled data is available.

SELENA. Tang et al. [124] proposed a framework named SELENA. One first generates multiple (overlapping) subsets
from the training data, then trains one model from each subset. One then generates a new label for each training
instance, using the average of predictions generated by models trained without using that instance. Finally, one trains a
model using the training dataset using these new labels.

HAMP. Chen et al. [31] proposed a defense combining several ideas. First, labels for training instances are made

smoother, by changing 1 to A and each 0 to H, where A is a hyperparameter and k is the number of classes. Second,
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an entropy based regularizer is added in the optimization objective. This step is somewhat redundant give that the
first step already increases the entropy of the labels. Third, the model does not directly return its output on a queried
instance x. Instead, one randomly generates another instance, reshuffle the prediction vector of the randomly generated
instance based on the order of the probabilities of x and returns the reshuffled prediction vector. In essence, this last
defense means returning only the order the classes in the prediction vector but not the actual values.

Mem-guard. Jia et al. [67] proposed the Mem-guard defense. In this defense, one trains an MI attack model in
addition to the target classifier. When the target classifier is queried with an instance, the resulting prediction vector is
not directly returned. Instead, one tries to find a perturbed version of the vector such that the perturbation is minimal
and does not change the predicted label, and the MI attack model output (0.5,0.5) as its prediction vector.

MIST. Li et al. [80] proposed the Membership-Invariant Subspace Training (MIST) defense. In this work, the
authors showed that subspace learning methods can help defend against membership inference attacks and make the
trained model more generalizable. In a typical subspace learning scenario, the whole training set is divided into disjoint
subsets and the original model is copied multiple times to generate a submodel set. For each submodel, it is trained
using an unique disjoint subset for several optimization steps and then all the submodels are aggregated together to
get a new central model. This diversify-aggregate step is repeated until convergence. Based on the subspace learning
methods, a new loss called cross-difference loss is proposed. The cross difference loss is defined to be the difference
between prediction from the submodel trained with one particular instance and the average predictions from all other
submodels trained without this particular instance, since each instance can only be in one subset and thus be used in the
training for one submodel. The experiments showed that MIST defense can achieve the state-of-the-art privacy-utility
tradeoff. In [31, 78, 80, 124], extensive experiments have shown that several other defenses can provide better empirical

privacy-utility tradeoff than DP-SGD.

8 Looking Ahead: Important Open Questions and Solution Directions

The topic of Federated Learning privacy is seeing a lot of interest in research, development, and deployment. We
expect that for the foreseeable future, there will be robust activity on this topic with the balance between research,
development, and deployment shifting over time. Here are five high-level directions that will need to be pursued and

answered for FL to become truly useful in practice.

(1) Tradeoff between utility and privacy. Most privacy-preserving techniques in FL fall in the tradeoff space between
utility of the model (how accurate is the model under benign circumstances) and the privacy afforded to the
data. A prototypical example is perturbation of the gradients being reported by the clients. This can be done for
example through Differential Privacy (DP). Existing solutions show that the loss in utility is sharp for reasonable
levels of privacy protection [72, 94, 132]. There is work to be done in making this tradeoff more gradual. Broadly,
compelling solutions in this space should be able to provide an adjustable tradeoff between these two dimensions.

(2) From centralization to decentralization. The question is will privacy be helped by a move toward greater decen-
tralization, away from the coordination of a central federated server. The direction of decentralized learning
has seen some initial results that indicate the answer to the above question is a yes [73, 81, 112]. However, such
decentralization also brings in the vulnerability of the learning process to malicious clients. The question of
how to ensure security to malicious clients in such learning remains open. The challenge is how to make such a

solution, which has some inherent privacy benefits, also secure to misbehaving participants.
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(3) Cerification of privacy. We need to be able to certify that the privacy achieved by a given solution meets any given
regulation, which holds within a jurisdiction. Such certification is difficult enough in traditional deterministic
programs and more so for the stochastic programs that are at the basis of the FL systems. In line with the policy
and regulation discussion in Section 5, for FL to become widely adopted in some critical application domains, it
would be essential to provide privacy proofs so that the systems can be certified.

(4

~

Verification of privacy. In one major line of work [22, 50, 101, 148], we have seen that privacy can be violated
by the server by sending maliciously crafted models to the clients. This triggers the question what types of
malicious models can be examined and detected by the faulty clients. The comparison can be quite a daunting
task because of the relative weak computing power of clients, especially mobile and embedded clients, relative to
the sizes of the models. The broad question is what does stealthiness of local data exfiltration mean with respect

to the capability to verify by the clients.
5

~

Regulatory compliance As FL systems become more prevalent, it is imperative to address ethical concerns and
ensure transparency in the process towards regulatory compliance of Al systems. This involves understanding the
implications of FL on various stakeholders, including data providers, model owners, and end-users. Transparency
measures should be implemented to provide visibility into how FL operates, including data usage, model
training, and decision-making processes. Additionally, ethical guidelines should be established to govern the
responsible development and deployment of FL systems, considering factors such as fairness, bias mitigation,
and accountability. Incorporating ethical considerations and transparency measures will enhance trust in FL
systems and promote their responsible use in various applications. They are a step towards compliance with

emerging Al regulations, such as the EU Al act [134].

Each of these directions presents unique challenges that must be addressed to realize the full potential of FL while

safeguarding data privacy.
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