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We address the challenge of incorporating encoded quantum memories into an exact secret key
rate analysis for small and intermediate-scale quantum repeaters. To this end, we introduce the
check matrix model and quantify the resilience of stabilizer codes of up to eleven qubits against
Pauli noise, obtaining analytical expressions for effective logical error probabilities. Generally, we
find that the five-qubit and Steane codes either outperform more complex, larger codes in the
experimentally relevant parameter regimes or have a lower resource overhead. Subsequently, we
apply our results to calculate lower bounds on the asymptotic secret key rate in memory-corrected
quantum repeaters when using the five-qubit or Steane codes on the memory qubits. The five-qubit
code drastically increases the effective memory coherence time, reducing a phase flip probability
of 1% to 0.001% when employing an error syndrome identification adapted to the quantum noise
channel. Furthermore, it mitigates the impact of faulty Bell state measurements and imperfect state
preparation, lowering the minimally required depolarization parameter for non-zero secret key rates
in an eight-segment repeater from 98.4% to 96.4%. As a result, the memory-corrected quantum
repeater can often generate secret keys in experimental parameter regimes where the unencoded
repeater fails to produce a secret key. In an eight-segment repeater, one can even achieve non-
vanishing secret key rates up to distances of 2000 km for memory coherence times of t. = 10 s or
less using multiplexing. Assuming a zero-distance link-coupling efficiency po = 0.7, a depolarization
parameter p = 0.99, t. = 10 s, and an 800 km total repeater length, we obtain a secret key rate of
4.85 Hz, beating both the unencoded repeater that provides 1.25 Hz and ideal twin-field quantum
key distribution with 0.71 Hz at GHz clock rates.

I. INTRODUCTION

Quantum repeaters are essential in enabling long-
distance transmission of quantum information, which is
otherwise hindered by photonic losses due to fiber at-
tenuation. The transmission probability in optical fibers
decreases exponentially with their length. For instance,
over a distance of 100 km, on average, only one of one
hundred photons survives the journey [1]. To counteract
photonic losses, a quantum repeater [1, 2] subdivides the
communication distance into several segments with inter-
mediate memory stations. One well-known application
is quantum key distribution, which allows two parties
to share a secret binary string and guarantees uncondi-
tional long-term security founded in the laws of physics,
namely the no-cloning theorem and quantum state col-
lapse upon measurement [2]. On the contrary, classical
post-quantum cryptographic systems rely on the com-
plexity of certain mathematical tasks and are merely con-
jectured to be secure against quantum attacks [1]. In
particular, long-term security cannot be guaranteed in
this case.

Preserving entanglement is crucial to generate a secret
key or to determine the presence of an eavesdropper [3].
However, under realistic circumstances, ambient noise or
decoherence can severely corrupt the transmitted quan-
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tum state. Therefore, quantum error detection and cor-
rection are indispensable tools to mitigate these effects,
whereby stabilizer codes [4, 5] will be our focus. Observ-
ing entanglement between single spins and photons has
been achieved on various physical platforms [6], includ-
ing trapped ions [7, 8], neutral atoms [9-11], nitrogen-
vacancy centers [12], or quantum dots [13, 14]. More-
over, asynchronous photonic Bell state measurements, a
crucial component of quantum repeaters, using a single-
spin solid-state quantum memory have been successfully
demonstrated [15]. Therefore, single spins show great
promise as a potential quantum memory. The results pre-
sented here directly apply to such stationary spin qubits
but are not limited to them.

We extend the exact secret key rate analysis of Ref.
[16] to memory-encoded quantum repeaters. Their de-
veloped theoretical model is purely analytical including
state preparation errors, depolarizing errors for the Bell
state measurements required for entanglement swapping,
and dephasing errors accounting for the storage in quan-
tum memories. For growing segment numbers, it was
found that the secret key rate is particularly sensitive
to faulty state preparation and Bell measurements, and
the question was raised whether this hurdle could be
overcome by employing encoded quantum memories, so
by using a memory-corrected, also known as a second-
generation, quantum repeater [17].

The idea to encode the memories of a quantum re-
peater was introduced in Ref. [18], where three and five-
qubit repetition codes were investigated, generalizing to
small Calderbank-Shor-Steane (CSS) codes. Placing a
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quantum memory station every 10 km, their repeater
protocol with small CSS codes can increase communi-
cation distances to 103 — 10° km and maintain a key
generation rate above 100 bits per second using 30 to
150 qubits per station. Compared to the codes that we
will utilize, this is rather resource-demanding. Later re-
search has also investigated numerically repetition codes
[19-21], for instance, applied to nitrogen-vacancy center
memories [19, 20] including memory decoherence with an
approximation technique [20]. A surface code-based ap-
proach to quantum communication networks is presented
in Ref. [22], describing how to extend the total transmis-
sion distance beyond 1000 km. However, for this, the
author assumes a much higher single-link transmission
probability compared to what we will consider, a lower
qubit error probability and requires more than two hun-
dred intermediate nodes. Other schemes rely on directly
encoding the photon, the carrier of quantum informa-
tion, in what is referred to as third-generation quantum
repeaters [23-31].

Dealing with noise on stabilizer states is a major chal-
lenge since there are no established procedures within
the stabilizer formalism [4, 5]. We shall treat ambient
noise by extending and adapting the methods presented
in Ref. [32] that translate Pauli noise channels, a super-
set of the depolarizing and the dephasing channels, into
effective logical Pauli noise channels. Although their for-
malism applies to general stabilizer codes, the authors
only consider repetition codes and the five-qubit code,
potentially due to the computational complexity asso-
ciated with density matrices of exponentially increasing
size. Instead of working in the state picture as in Ref.
[32], we shall utilize the stabilizer formalism, in particu-
lar, the binary check matrix of a stabilizer code [5]. As
a consequence, we will be able to consider the effects of
single-qubit noise on codes of up to eleven qubits and
even generalize our model to two-qubit noise.

Importantly, we make use of an adaptive syndrome
identification, where the mapping of the measured error
syndromes onto the errors depends on the relevant quan-
tum noise channel that is present in the corresponding
part of the repeater protocol. For the five-qubit code,
we exploit that it is possible to associate all fifteen error
syndromes with phase flip errors on one and two qubits.
This leads to an outstanding resilience against dephasing
noise, reducing a phase flip probability of 1% by three or-
ders of magnitude to 0.001%. Our results, in particular,
the effective logical error parameters, may be insightful
not only in the context of quantum communication but
also for general quantum computing tasks, suggesting
which stabilizer codes may provide the best protection
of quantum information against common types of noise.

Provided the physical quantum noise channel remains
unaltered on the logical level, albeit has modified error
probabilities, one can directly insert the obtained error
parameters into the secret key rate analysis of Ref. [16].
Our findings indicate that the five-qubit code and the
Steane code are promising quantum memory encoding

candidates since they increase the resilience against de-
polarizing and dephasing noise in the experimentally rel-
evant parameter regime of low error probabilities and
either outperform more complex codes or require fewer
physical resources. Moreover, we demonstrate that en-
crypting quantum memories with these two stabilizer
codes significantly extends the achievable distances for
quantum key distribution and increases the rate of trans-
mitted secret keys. Similar to Ref. [16], we will primarily
focus on smaller quantum repeaters of up to eight seg-
ments, but we shall also briefly consider larger repeaters
with hundreds or thousands of segments for a total dis-
tance of 800 km. This is interesting because, in this
many-segment scenario, it is mainly the accumulation of
errors from faulty initial states and gates that prevents
the repeater from reaching secret key rates near the local
clock rates as determined by the speed of the light-matter
interfaces (typically of the order of MHz). Incorporating
quantum error correction codes for the memory qubits
may allow for suppressing the negative impact of these
faulty elements.

For sufficiently good experimental parameters, our
scheme outperforms not only the unencoded repeater but
also ideal twin-field quantum key distribution [33] where
an untrusted middle station is placed between the two
end-node users and high source clock rates of GHz order
can be used since there is no need for two-way classical
communication. Nonetheless, an advantage of memory-
assisted schemes is that we can scale a quantum repeater
to more than two segments [34]. Additionally, the distri-
bution of quantum states allows not only for secret key
extraction as direct-transmission or twin-field quantum
key distribution but also for distributed quantum com-
puting applications.

The paper is structured as follows. In Sec. II, we
briefly review the stabilizer formalism, focusing on stabi-
lizer codes. Next, in Sec. III, we discuss the exact rate
analysis from Ref. [16] and introduce our check matrix
model that translates physical Pauli noise channels to the
logical level after quantum error correction has been per-
formed. The effective logical noise channels for various
stabilizer codes of up to eleven qubits are then analyzed
in Sec. IV, and the results applied to calculate secret
key rates in memory-corrected quantum repeaters. Our
findings are summarized and discussed in the final Sec.

V.

II. THEORETICAL BACKGROUND
A. The stabilizer group

To define stabilizer codes [4, 5], we consider the stabi-
lizer group S, a subgroup of the n-qubit Pauli group
G, = {+I,+il, £ X, +iX,+Y, +iY, + 7, +iZ}®",

where I is the identity matrix, and X,Y, and Z are the
Pauli matrices. The code space Vg is defined as the vector



space spanned by the quantum states, which are eigen-
vectors of all elements of S with eigenvalue +1. In order
to not stabilize the trivial vector space, we require all
elements of S to commute and that —I ¢ S.

A compact description of the stabilizer group S can be
obtained via its generators, a set of elements g1, ...,g; €
G, such that any element of S can be written as a prod-
uct of the generators, which is denoted by S = (g1, ..., gi)-
Furthermore, we want our generators to be independent
meaning that we cannot remove any generator g; without
making the stabilizer group smaller, so for all i € {1, ...,1}

(G150 Gim1, Git15 -, G1) 7 (91, --r G1)-

Such [ = n — k independent commuting generators of a
stabilizer group S C G, not containing —1I, stabilize a
vector space of dimension 2%, so a code space of k logical
qubits.

A particularly useful way to represent a stabilizer
group S = {(g1,...,q:) is given by the [ x 2n check ma-
trix. It is constructed by identifying each generator g;
with a matrix row ¢ via a group homomorphism r from
G, with multiplication to binary vectors of length 2n
with addition modulo two:
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where ¢ € {0, 5, T, %77} and r(g192) = r(g1) + r(g2). To
represent a Pauli element ¢ € G, in terms of such a
binary row vector, we use the notation r(g) € Z3" and
define the check matrix as

r(g1)
=1
7(g1)

Introducing the 2n x 2n matrix
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one can show that two elements of the Pauli group, g
and ¢’, commute if and only if r(g)Qr(¢")T = 0 and,
correspondingly, they anti-commute if r(g)Qr(g')T = 1.

B. Stabilizer codes

An [n, k] stabilizer code, denoted by C(S), consists
of the codewords in Vg, a vector space stabilized by
a group S = (g1,...,gn—k) C G, with —T ¢ S and
J1,---, gn—k being independent and commuting genera-
tors. To each stabilizer code, we associate logical Pauli
operators XI, ..., X} € G, and ZF, ..., Z} € G,.

Error correction is achieved by first measuring all sta-
bilizer generators g1, ..., gn—x. The results define the er-
ror syndrome, which is the outcome of a measurement
determining what error, if any, has occurred. The syn-
drome reveals only whether an error has occurred but

does not allow inferring anything about the state being
protected. If a Pauli error E anti-commutes with a given
stabilizer s € S, so {s, E} = 0, we can detect the error
by measuring s since for |1) € Vg it holds that

sE[Y) = —Es|p) = —E ).

So E|¢) is an eigenvector of s, however, the eigenvalue
has changed from +1 to —1. If instead the error E com-
mutes with s, [s, E] = 0, the eigenvalue +1 is unaltered.
Hence, the error syndrome can be restated as the n — k
binary vector f(E) = (f4,(E), ..., fg._.(E)), whereby

for s € S:
_Jo if [s,E]=0
fs(E){l if {s,E}=0"

Using the check matrix of a stabilizer code, the error
syndrome becomes f(E)T = CQr(E)T. A set of errors
{E;} C Gy, acting on a stabilizer code C(S) is correctable
if

where Z(S) D S denotes the centralizer of S, so the set
of elements that commutes with all members of S. This
condition implies that an error that commutes with all
stabilizer group generators but is not in the stabilizer
group introduces a logical error and that two distinct
correctable errors either have different error syndromes or
their product leaves the code space invariant. Recovery
is then accomplished by applying any Pauli error that
has the measured syndrome.

The weight of an error E € G, is the number of non-
identity terms in the tensor product. For example, the
weight of Y71 X357, is three. The distance d of a stabi-
lizer code C(S) is the smallest weight of an element in
Z(S)\S. A code with distance d of at least 2t+1 can cor-
rect arbitrary errors on up to ¢ qubits [5] and is usually
denoted by [n, k,d].

III. METHODS

We employ the secret key rate analysis from Ref. [16]
which we introduce in Sec. IIT A. The model relies on two
central quantities: first, the total waiting time needed to
distribute an entangled state between the two communi-
cating parties, and second, the dephasing time that char-
acterizes the quality of the distributed state and is deter-
mined by the decoherence of the quantum memories oc-
curring while they wait for a neighboring segment to be-
come ready for entanglement swapping. These two ran-
dom variables are computed with the help of probability-
generating functions.

Extending the secret key rate analysis [16] to memory-
corrected quantum repeaters involves determining effec-
tive error parameters for the logical qubit when its physi-
cal constituents are subject to noise. To accomplish this,
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FIG. 1. For encoded entanglement distribution over one seg-
ment of length Lo, we first create a logical Bell state between
the memory qubits (light blue circles) and a photonic qubit.
The photons (dark blue circles) at the end nodes of a segment
are sent to the middle, where a photonic Bell state measure-
ment is performed (dashed box). To connect neighboring seg-
ments, a logical Bell state measurement on the two quantum
memories at the repeater node between them is performed
(a joint measurement on the memory qubits in the two grey
boxes that are present at each intermediate repeater node).

we introduce a novel method, inspired by the framework
presented in Ref. [32], whereby we, however, eliminate
the explicit usage of density matrices. We refer to this
approach as the check matrix model and explain it in
Sec. III B. Subsequently, we will apply this model to ex-
plore the behavior of stabilizer codes under the influence
of noise. Lastly, we examine the performance of quantum
repeaters with encoded quantum memories.

A. Secret key rate and physical noise model

The secret key rate is the product of the secret key frac-
tion, which characterizes the quality of the distributed
state used to extract a secret key, and the raw rate,
which is the speed at which the entangled state is dis-
tributed between the two end-node users. In the follow-
ing, we always consider the protocol, where entanglement
is distributed in parallel and swapped as soon as possible,
which we will refer to as the optimal scheme [16].

The raw rate depends on the success probability of one
entanglement distribution attempt,

_ Lo __Lo
p(Lo) = poe” Farr = poe” 7k,

where Lg is the elementary segment length of the quan-
tum repeater. A typical attenuation distance due to
transmission losses is Ly = 22 km, and various efficien-
cies of the experimental hardware are included in a zero-
distance link-coupling efficiency py = p(0), such as fiber
coupling, wavelength conversion, or detector efficiencies.

For encoded entanglement distribution, we will re-
quire entanglement between the photonic state, our flying
qubit, and the logical state of a quantum memory, our
stationary qubit, so

=10} 02) + 1) 11)) (1

A photonic Bell state measurement in the middle of each
segment then allows to entangle two distant quantum
memories, as shown in Fig. 1, and logical Bell state mea-
surements on the two logical memory qubits in an inter-
mediate station extend the entanglement. Note that for
the first quantum error correction steps to work reliably,
we have to assume that the locally generated, initial code
states are free of any errors that may propagate through
the encoding circuits, thus affecting too many physical
qubits. In other words, we assume that the initial, lo-
cally encoded states in Eq. (1) can be prepared in a
fault-tolerant fashion [18, 35, 36].

To determine the secret key fraction, we require the
noisy state shared at the end nodes of the quantum re-
peater. Here we shall introduce the noise model for the
physical qubits. The errors introduced on a quantum
state p due to memory storage, while waiting for a neigh-
boring segment to become ready for entanglement swap-
ping, are modelled via a dephasing channel,

Mo, (p) = (1= Az)p+AzZpZ.
Assuming that 0 < Az < 1/2, one can rewrite
Az =(1-e"%)/2, (2)
for some « > 0 such that the dephasing channel becomes

1+e @ 1—e@
Ma(p) = B P+ 9

ZpZ. (3)

We assume deterministic entanglement swapping,
which is reasonable from an experimental point of view,
given deterministic quantum gate implementations on
stationary qubits and greatly simplifying rate optimiza-
tions. Probabilistic entanglement swapping based on her-
alded but non-deterministic Bell state measurements re-
quires a more complicated treatment [37, 38]. The Bell
state measurement errors are described via two-qubit de-
polarization,

I
By=pp+(1-p)7.

The initial states are then modelled as imperfect Bell
states with some initial depolarization pug,

po = By ([T)(TT),

where [I1) = %(\01) +]10)) is a particular Bell state.

The calculation of the final shared noisy state pyn for an
N-segment repeater and from that, the secret key rate, is
detailed in App. A. Notably, the quantum bit error rates
that determine the secret key fraction depend on a factor
pd 11N =1 meaning that scaling up the quantum repeater
to higher segment numbers N strongly impacts the secret
key fraction for non-unit p and pg. This leads to high
experimental requirements on the minimal depolarization
parameters p and g for a non-zero secret key rate. For
simplicity, we shall later assume py = p.



The parameter o turns out to be not a mere mathe-
matical convenience but has a physical meaning as the
effective inverse coherence time,

a(Lo) = = (4)

le

where t. is the coherence time of the quantum memory
and 7 is the elementary time unit of the quantum re-
peater. Since one entangled pair in two distant quantum
memories dephases during each time step, we will dou-
ble « for a given coherence time ¢, in the secret key rate
analysis. For segment lengths of down to 10 km, the local
processing time is negligible compared to the transmis-
sion time Lg/cy with ¢y being the speed of light in the
optical fiber assuming an index of refraction of n, = 1.44,
whereas for smaller distances the repetition rate 7.ock
becomes increasingly relevant. Therefore, one needs to
include the clock rate in the elementary time unit of the
quantum repeater,

T = Telock + @ (5)
cr

We assume typical experimental repetition rates of
T olck, = 1 MHz. Note that a point-to-point optical link
can usually operate at GHz clock rates since neither
light-matter coupling of MHz order nor additional classi-
cal communication for confirming the successful transfer
of entangled photons are required, as it is the case for

memory-assisted quantum communication.

B. The check matrix model

To extend the secret key rate analysis to memory-
corrected quantum repeaters, we shall now introduce the
check matrix model. Previous work [39] has described
how to efficiently incorporate Pauli noise processes into
the stabilizer formalism whenever the final state size is
small, for instance, if a potentially large initial state is
manipulated with local measurements. However, for our
purposes, the number of qubits will remain unaltered.

The check matrix model is inspired by the idea of trans-
lating physical single-qubit Pauli noise channels into an
effective mean Pauli noise channel, acting on a logical
qubit [32]. In contrast to Ref. [32], we avoid calcula-
tions in the state picture, allowing us to go beyond the
five-qubit code up to a stabilizer code of eleven qubits.
Moreover, we easily generalize the model to two-qubit
Pauli noise channels.

Our approach is based on associating every possible
multi-qubit Pauli error after correction with either the
logical identity I, or a logical Pauli error X, Yr, or Z.
This is possible since it is already established in Ref. [32]
that physical Pauli noise channels acting on stabilizer
codes result in a mean logical Pauli noise channel (see
App. B). All calculations are done using the check ma-
trix of a given stabilizer code of n qubits and the corre-
sponding binary representation r(g) of a Pauli element
g€ G,

First, we apply single-qubit Pauli noise channels
E(p) = Mop+ MXpX + XY pY + X3ZpZ  (6)

to every physical qubit composing a logical qubit of a sta-
bilizer code. Subsequently, error correction is performed,
which yields a Pauli noise channel on the logical level

Erlpr) = Aipr+Ax Xppr X +AvYpL Yy +>\ZZLPLZ(L),

7
whereby A; is the probability of successful recovery, and
Ax, Ay, Az are the mean error probabilities for a logical
Pauli error X,Yr, or Zy, respectively, to occur. The
original error parameters Ai, A2, and A3 will be parame-
terized in terms of an error probability p that character-
izes the respective quantum noise channel. For instance,
a depolarizing channel with depolarization probability p
that transforms a single-qubit density matrix p according
to

I
p— (1=plp+p3

is a Pauli noise channel, setting Ay = Ao = A3 = § and
A =1-— %p in Eq. (6), which is essentially the operator-
sum representation of a depolarizing channel [5]. A de-
phasing channel has Ay = Ay = 0 and A3 = p with p
being now the phase flip probability.

The check matrix model is easily generalized to two-

qubit Pauli noise channels

which includes two-qubit depolarization, described by the
quantum channel

p—(1 —p)pﬂé,
whereby all fifteen two-qubit Pauli errors are equiprob-
able, namely \;; = & for all (i,j) € {0,1,2,3}?\(0,0).
This channel is also translated into a logical two-qubit
Pauli noise channel that has fifteen effective error pa-
rameters A\ap with (4, B) € {I,X,Y,Z}*\(I,I). Since
renaming the logical qubits does not affect what physi-
cally happens, we always have Aap = Apa.

The first step of the check matrix model is to partition
the physical state space, similar to Ref. [32], into two-
dimensional subspaces, namely the code space V and
27~! _ 1 error spaces V; as shown in Fig. 2. The error
spaces are constructed by iterating over either general
Pauli errors or dephasing errors, depending on how we
choose the error syndrome identification, in the binary
row vector representation. This choice is the essence of
our adaptive error syndrome identification strategy. Fur-
thermore, note that in general, it is only necessary to
identify the possible syndromes with errors, so to parti-
tion only the state space that our logical subspace can be
transported to by the Pauli noise channel instead of the
entire physical state space. We start with single-qubit



FIG. 2. State space partitioning. The physical state space
of n qubits is divided into the two-dimensional code space Vj
and two-dimensional orthogonal error spaces V;, associated
with errors F; € G, acting on Vj.

errors, continuing with two-qubit errors, and so on until
all possible syndromes have been mapped to errors.

For every error E € GG, under consideration, its syn-
drome is computed by multiplication with the check
matrix, f(E)T = CQr(E)T, and then it is determined
whether this syndrome is already associated with an er-
ror. If not, the error and syndrome are saved. These
proceedings associate the minimal-weight error with a
given syndrome. Additionally, since the error spaces cor-
respond to different syndromes, states in different error
spaces are orthogonal. To demonstrate this, suppose
|v) € V; and |w) € V; with i # j, so there exists a gener-
ator g which has different commutation relations with
the errors E; and F;, associated with the error spaces V;
and V. Let us say that g; anti-commutes with E; and
commutes with F;. We then have

(vlw) = (0] g [w) = (0] g} lw) = — {v]w) =0,

so the error spaces V; and V; are indeed orthogonal.

For every possible error E € {I,X,Y, Z}®" there is
a certain occurrence probability P(FE) that depends on
the Pauli noise channel. The calculation of P(F) is de-
tailed in App. C. We determine the syndrome f(FE),
that each error causes, and the Pauli error E; that we
have associated with that syndrome, so which satisfies
f(E) = f(E;). Correction is then achieved by applying
FE; since Pauli errors are self-inverse. Thus, in the bi-
nary row vector representation, r(E;)+7(E) modulo two
is computed. Afterwards, the total operation is equal
to a logical Pauli operation o(F) (including the logi-
cal identity) up to stabilizers. To identify which logical
operation was effectively performed on the encoded sys-
tem we determine for which o, € {I, X,Yr,Z} it is
r(E) + r(E;) + r(or) € r(S), setting o(E) = or. Sum-
ming up all probabilities contributing to I, X, Yz, and
Zr,, we find a mean single-qubit Pauli noise channel as
in Eq. (7):

Er(pr) = Y P(E)o(E)pro(E).
E

The stabilizer group S is computed by taking the gen-
erators of the stabilizer group g1, ...,g;, where [ =n — 1

for one logical qubit, and calculating the stabilizer group
element g7 -...-g;"" for every binary vector z = (21, ..., 1),
so computing modulo two

x1r(g1) + ... + xr(qr)-

For two-qubit Pauli noise channels, the stabilizer group
and the error spaces are constructed in the same manner
as for single-qubit Pauli noise channels. However, now,
one deals with two encoded logical systems that expe-
rience two-qubit noise transversally on their respective
physical qubits. Syndrome detection and error correc-
tion are performed independently on both logical qubits.
We again associate each error E on an encoded system to
a logical operator o(F) € {I, X,Yr, Z1}. In this way,
we obtain a logical two-qubit Pauli noise channel &r,(pr)
that has sixteen effective error parameters in the most
general case,

> P(Ey, Ex)(0(E1) @ 0(Es))pr(0(Er) ® o(EBy)),
E,E2

where P(Fy, Es) is the occurrence probability for the
combined errors F7 and E5. The calculation of P(F1, Es)
for two-qubit depolarization is given in App. C.

The most inefficient part of the check matrix model is
that the number of possible errors increases exponentially
with 227 = 4" for general Pauli noise channels. Also, the
stabilizer group size is given by 27~ !. Nonetheless, the
method proved to be much more efficient compared to
the effective Pauli noise channel calculation presented in
Ref. [32], which requires working with 2™ X 2" matri-
ces to apply noise in the state picture, to perform error
detection with 2"~! error space projectors, and to then
error-correct. Extra remarks concerning the algorithmic
implementation of the check matrix model for runtime
speed-up can be found in App. C. The explicit analyti-
cal expressions for the logical error parameters are given
in App. D.

The model from Ref. [32] and the check matrix model
were found to yield the same mean error probabilities in
the case of single-qubit depolarization for all considered
codes apart from the eleven-qubit code, which was too
runtime-inefficient to calculate with the former model.
However, using solely the methods from Ref. [32], re-
sults could only be obtained when sampling the proba-
bility values starting from the seven-qubit Steane code
already — the runtime cost of symbolic computations
for large density matrices quickly became too high —
whereas, with the check matrix model, we obtained exact
analytical expressions up to the eleven-qubit code.

IV. RESULTS

Our main interest is to understand which quantum
stabilizer codes increase resilience against depolarizing
and dephasing noise and in what experimental parameter
regime the application of encoded quantum memories is
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FIG. 3. Logical error parameters for the three-qubit repetition bit and phase flip codes subject to (a) single-qubit dephasing,
(b) single-qubit depolarization, and (c) two-qubit depolarization.

of advantage. Therefore, in Sec. IV A, we investigate for
several stabilizer codes how error probabilities transform
when we move from physical noise channels to logical
noise channels.

After establishing the five-qubit and the Steane code
as particularly promising quantum memory encodings,
we study memory-corrected quantum repeaters in Sec.
IV B by applying the effective error parameters from Sec.
IV A to the secret key rate analysis [16].

A. Effective logical noise channels
1. The three-qubit bit flip and phase flip codes

A simple idea to protect quantum information against
bit flip errors is a repetition code [5], where one defines
the logical zero state as |0) = |000) and the logical one
via [11) = |111). The states |000) and |111) are stabilized
by Z1Z5 and Z5Z3, which are the generators of the four-
element stabilizer group S = {I, 2175, 2275,721 73} =
(Z1Zy, Z5Z3). The three-qubit repetition code can cor-
rect bit flips on up to one qubit and its logical opera-
tors are given by Zp = Z1ZsZ3 and X; = X1 X2X3.
Here and throughout, our particular choice of logical op-
erators is to be understood, as usual, up to multiplica-
tion with stabilizer group elements. In a similar man-
ner, we can protect a logical qubit against phase flips
using |[0g) = [+++4) and |11) = |- — =), so work-
ing in the single-qubit basis |+) = %(|O> +]1)) and
—) = %(|O>—|1>) In the {|+),|—)} basis, the phase flip
operator Z takes |+) to |—) and vice versa so it acts just
like the bit flip operator X. Thus, the stabilizer gener-
ators become X7 X5, Xo X3 and the logical operators are
75, = X1 Xo X5, X = Z17575.

Consider a dephasing channel acting on the three-qubit
bit-flip and phase-flip codes. The resulting logical chan-
nels are shown in Fig. 3 (a) and the new phase flip prob-

ability for the case of the bit-flip code is given by
Az =p’ +3p(1—p)?,

which is simply the probability that either one or three
qubits experience a phase flip. This can be attributed
to phase flips on two qubits leaving a bit-flip code of
three qubits invariant. Even though the three-qubit bit
flip code has no means of detecting phase flips, this re-
sult shows that the logical error probabilities not only
manifest themselves when error detection or correction is
performed but are also determined by the encoding itself.
The three-qubit phase flip code can correct one phase flip,
however, two phase flips or more manifest themselves as
a bit flip on the logical level with

Ax =p® +3p*(1 —p),

as can be seen in Fig. 3 (a).

The logical error probabilities, associated with cor-
rected single-qubit depolarization, can be seen in Fig. 3
(b) and are equal for the three-qubit bit flip and phase flip
repetition codes. For comparison, the original error prob-
ability A\; = A2 = A3 = p/4 in the operator-sum represen-
tation of a depolarizing channel is depicted. The mean
error probability Az is enhanced since the bit flip code
is unable to protect a logical qubit against phase flips,
whereas X and Y errors are equally reduced, Ax = Ay.
For the phase flip code, it seems counterintuitive that
logical phase flips are enhanced, however, this can be at-
tributed to the logical Z;, operator consisting of physical
bit flips X, so the roles of X and Zj, are swapped com-
pared to the bit flip code.

When the three-qubit repetition codes are subject to
two-qubit depolarization, see Fig. 3 (c), the resulting
logical channel is again equal for the bit flip and phase
flip codes. The errors that increase the effective error
probabilities compared to the unencoded situation are
those involving phase flips and no bit flips. What can
be treated the best are Xy or Yy errors on both logi-
cal qubits which reflects the observed behaviour against
single-qubit depolarization. Although most of the error
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FIG. 4. Logical error parameters for the five-qubit code subject to (a) single-qubit dephasing, (b) single-qubit depolarization,

and (c) two-qubit depolarization.

probabilities have improved, we cannot represent the ef-
fective two-qubit logical channel in terms of an improved
depolarizing channel due to the increased phase flip er-
ror rates. Thus, in our later worst-case treatment to
approximate directed logical two-qubit Pauli noise with
an undirected two-qubit depolarizing channel the perfor-
mance against depolarizing errors is insufficient for both
the three-qubit bit flip and phase flip codes. The lat-
ter would reduce the effective memory dephasing, how-
ever, resulting in an effective logical bit flip channel that
can currently not be incorporated into the exact secret
rate analysis of Ref. [16] that does not include time-
dependent, statistical errors other than random phase
flips from physical memory dephasing. An extension of
the analytical framework of Ref. [16] that allows for more
general time-dependent storage-induced errors could also
be considered but is not the focus of the present work.
Therefore, here, we conclude that repetition codes are
not applicable for a full secret key rate analysis.

2.  The five-qubit code

The five-qubit code is the smallest code that can cor-
rect arbitrary single-qubit errors. Its stabilizer group
generators are given by

g1 = X1Z273X4
g2 = X2 Z374 X5

93 = X1 X32475
94 = Z1 Xo Xy Zs,

and the logical operators are Z; = 2125737475, X1, =
X1XoX3X4X5. Note that this code was recently imple-
mented on nuclear spin qubits in diamond [40].

Since all fifteen single-qubit Pauli errors on a five-qubit
code logical qubit are distinguishable, all fifteen error
spaces could be constructed by considering all possible
single-qubit Pauli errors. For single-qubit dephasing, we
have adjusted the error space construction and error syn-
drome identification. Otherwise, without this adapta-
tion, the resulting logical channel would have non-zero
Ax and Ay components, as displayed in Fig. 17 (a) in

App. E, thus becoming inapplicable to the secret key
rate analysis of Ref. [16] that requires a pure dephas-
ing channel. Because we aim at detecting phase flips, we
now use minimal-weight multi-qubit phase flip errors to
search for different error syndromes. It turned out to be
sufficient to consider only single and two-qubit phase flips
to find fifteen distinct syndromes and, thus, error spaces.
This means that all five single-qubit phase flip error syn-
dromes and all (g) = 10 two-qubit phase flip error syn-
dromes are distinguishable. Therefore, with our adaptive
error syndrome identification, the five-qubit code is able
to successfully correct phase flips on up to two qubits,
while, with the standard error syndrome identification, it
is additionally able to correct arbitrary single-qubit er-
rors. The logical phase flip probability is then calculated
to be

Az =p° +5p*(1—p) +10p° (1 — p)?,

which is just the probability that more than two phase
flips occur on the physical level. It is plotted in Fig. 4 (a).
For a phase flip probability of 1%, it is apparent in the
inset figure that the error probability improves by about
three orders of magnitude to 0.001% with encoding.

Interestingly, the result of applying single-qubit depo-
larization results also in a logical depolarizing channel
which was already observed in Ref. [32] and can be seen
in Fig. 4 (b), where Ax = Ay = Az. In the inset figure
with logarithmic effective error probabilities, it is evi-
dent that a depolarization probability of around 1% can
be improved by about one order of magnitude.

For a two-qubit depolarizing channel, we obtain two
distinct error probability curves, as depicted in Fig. 4
(c). The upper curve corresponds to logical single-qubit
errors, namely )\IX = )\X[, )\[y = )\y[, >\IZ == /\Z]7 and
the lower curve to logical errors on both qubits, so Ax x,
Avy, Azz, Axy = Avx, Axz = Azx, Avz = Azy. In
the regime where errors are unlikely to occur, both curves
stay below p/16 and so the encoding provides a benefit.

Overall, there is an advantage compared to the un-
encoded quantum states when using the five-qubit code



to protect a logical qubit against depolarizing noise and
particularly to protect it against dephasing noise. Due
to our adapted error syndrome identification, a phase
flip probability of 1% improves by a factor of around one
thousand. Note that the ability to correct up to two ran-
dom phase flips on five physical qubits, as exploited in
our adaptive syndrome identification scheme for memory
dephasing, would also be provided by a simple five-qubit
phase flip repetition code with the same amount of phys-
ical resources. However, as already mentioned at the end
of the preceding subsection, the effective logical channel
for the five-qubit repetition code would be incompatible
with the current memory dephasing model of Ref. [16].
Moreover, we would sacrifice the code’s ability to addi-
tionally correct arbitrary Pauli errors as required in a
complete encoded quantum repeater protocol.

8. The Steane code

The seven-qubit Steane code belongs to the class of
Calderbank-Shor-Steane (CSS) codes [5], which are sta-
bilizer codes based on the idea of using two classical lin-
ear codes, one to protect against bit flips and the other
one against phase flips. The six generators of the Steane
code,

g1 = XuX5XeX7
g2 = X2 X3XeX7
g3 = X1 X3X5X7

I AVAVAV A
g5 = ZaZ3 L2y
96 = Z1Z3 2527

are illustrated in Fig. 5. Its logical operators are Z; =
Z1Z2Z3Z4Z5ZGZ7 and XL = X1X2X3X4X5X6X7.

For our purposes, the error spaces of a Steane code
logical qubit are constructed with multi-qubit Pauli er-
rors and it is sufficient to consider errors of up to weight
two. Phase flip errors on at least two qubits now result
in the same error syndromes as single-qubit phase flip
errors. Thus, there are no multi-qubit phase flips that

FIG. 5. Stabilizer generators of the Steane code as an instance
of color codes [41, 42], a subset of CSS codes. The physical
qubits correspond to vertices and X- and Z-type stabilizer
generators are associated with the violet, green, and blue col-
ored faces.

could be unambiguously identified in addition to single-
qubit phase flips.

When the Steane code is subject to single-qubit de-
phasing, the result is a logical phase flip channel, see
Fig. 6 (a). Below p = 0.05, the phase flip probability is
decreased compared to the original one, and a phase flip
probability of 1% is reduced by around a factor of ten
on the logical level. This improvement is less spectacular
than for the five-qubit code, as there our error syndrome
identification was particularly well adjusted to the mod-
elled noise since we had picked multi-qubit phase flips to
construct the error spaces and could distinguish phase
flips on up to two qubits.

In Fig. 6 (b), one can see that applying single-qubit de-
polarization leads to a logical depolarizing channel. We
observe that the logical error parameter Ax = Ay = Az
is higher for the Steane code than for the five-qubit code
for all depolarization probabilities p. From a physical
point of view, it is reasonable that one ends up with
a depolarizing channel on the logical level when using
the Steane code. This can be well understood by recall-
ing that the six generators of the Steane code stabilizer
group are three Pauli elements involving only Z gates and
three Pauli elements that can be obtained from these pre-
vious ones by simply replacing the Z gates with X gates.
Since also operators obtained by multiplying generators
are contained in the stabilizer group, we have three anal-
ogous Pauli elements involving only Y gates stabilizing
the code space. In total, there is no bias with regard to
the error-correction ability, so we should have equal log-
ical error probabilities. Consequently, we expect to find
a depolarizing channel on the logical level for all codes
that have analogous X and Z stabilizer group generators.
One example is color codes, proposed in Ref. [41], which
are CSS codes, with the seven-qubit Steane code being
the smallest representative of this class of codes [42].

The effective error parameters after correcting two-
qubit depolarization are displayed in Fig. 6 (c). As has
been already observed for the five-qubit code, we obtain
two error curves corresponding to logical Pauli errors on
a single qubit and on two qubits. For low depolarization
probability p, starting from around p =~ 0.05, one has
a regime, where the encoding provides an advantage as
can be seen in the inset figure. The Steane code per-
forms worse than the five-qubit code in every parameter
regime both for single-qubit dephasing and depolariza-
tion as well as for two-qubit depolarization. A possible
explanation is that one introduces more physical qubits
that can be affected by noise without having a significant
counterweight in terms of error-correction capabilities.

4. The nine-qubit surface code

Toric and surface codes were introduced by Kitaev [43].
They are a particular class of stabilizer codes defined on
a torus or lattice, respectively. The generators of the
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FIG. 6. Logical error parameters for the Steane code subject to (a) single-qubit dephasing, (b) single-qubit depolarization, and

(c) two-qubit depolarization.

nine-qubit surface code can be extracted from Fig. 7 as

g1 = X1 X Xy X5 g5 = Z1Z4
92 = ZaZ3 2526 g6 = X2X3
[ AVAVAYA g7 = X7Xs
g4 = X5 X Xs X9 gs = ZsZy.

The logical operators are given by Z; = Z1Z5Z3 and
X, = X1 X4 X5, All errors that do not connect two op-
posite boundaries of the lattice can be corrected, so the
distance of the nine-qubit surface code is three and it
can correct arbitrary errors on one physical qubit. One
motivation for considering this surface code lies in the
resilience of topological codes against depolarizing noise
[44]. Recently, there were also several advances in the
experimental implementation of this code, in a supercon-
ducting circuit [45] and on a superconducting quantum
processor [46].

For the surface code of nine qubits, it is necessary to
consider multi-qubit Pauli errors of up to weight four

©"0 ©
-
® 040

FIG. 7. Stabilizer generators of the nine-qubit surface code.
The physical qubits correspond to vertices, X-type stabilizer
group generators are associated with the blue faces, and Z-
type generators with the violet faces.

to span the entire physical space. When considering
multi-qubit phase flip errors, starting from errors on three
qubits, no new error syndromes emerge. There are eight
distinct two-qubit phase flip error syndromes which are,
however, associated with the same phase flip errors irre-
spective of whether we perform minimal-weight Pauli er-
ror syndrome identification or minimal-weight phase flip
error syndrome identification. Thus, like for the Steane
code, the adaptive error syndrome identification leads to
the same logical quantum noise channel after single-qubit
dephasing as does the standard syndrome identification.

Single-qubit phase flips yield a logical dephasing chan-
nel, as displayed in Fig. 8 (a). The logical phase flip
probability qualitatively coincides with that of the Steane
code after correcting single-qubit dephasing; for low er-
ror probabilities, the nine-qubit surface code performs
slightly better in terms of reducing the effective noise.

When applying single-qubit depolarization and after
performing error correction, an effective mean logical
channel is produced with almost equal Ax and Az er-
ror parameters, and a differing \y error parameter, see
Fig. 8 (b). Visually, Ax and Az overlap, however, inter-
estingly, the analytical expressions are not exactly equal.
Still, this result is concordant with intuition since the
stabilizer group generators of the nine-qubit surface code
are defined analogously for the four generators involving
X gates and the four generators involving Z gates.

Corrected two-qubit depolarization, see Fig. 8 (c), pro-
duces an effective mean logical channel with analytically
nine different error parameters from which only six error
curves can be visually distinguished since A\;x =~ A;z,
A1y = Axz, and Axy = Azy. The lowest curve is asso-
ciated with Y errors on both logical qubits and all three
lower error curves involve Y errors (with Axz being an
exception), whereas the three upper curves correspond
to either X or Z errors. This is consistent with the log-
ical channel obtained when the surface code is subject
to single-qubit depolarization, displayed in Fig. 8 (b),
where the Ay parameter is also lower than Ax Az.
Due to the A\;x = Ajz error parameter, the nine-qubit

~
~
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FIG. 8. Logical error parameters for the nine-qubit surface code subject to (a) single-qubit dephasing, (b) single-qubit depo-
larization, and (c) two-qubit depolarization.

surface code provides a benefit against all possible Pauli ~ The corresponding eight stabilizer group generators are
errors starting only from depolarization probabilities be-

low approximately 2.5% as can be seen in the inset figure. g1 = 212> 95 = Zn1Zs
Ultimately, we are interested in improving single-qubit go = ZoZ3 g6 = ZsZy
dephasing and two-qubit depolarization. To model a log- g3 = ZuZs g7 = X1 X2 X3 X4 X5 X6

ical two-qubit depolarizing channel, we pick the highest,
so worst, error curve of the logical channel in Fig. 8 (c)
to get an upper bound on the error probabilities. The
highest two-qubit error parameters, namely A\;x ~ Arz,
are well above the error probabilities of the Steane code,
subject to two-qubit depolarization. Together with the
logical phase flip probabilities being of a very similar
magnitude to those for the Steane code, the nine-qubit
surface code is expected to perform significantly worse
than the Steane code. Therefore, it will not be further
investigated for the secret key rate analysis.

g4 = ZsZs g8 = Xy X5 X6 X7XgXo.

At first glance counter-intuitively, the logical operators
of the Shor code are ZL = X1X2X3X4X5X6X7X8Xg
and Xy = 2179737475777 Z3%y. However, consider-
ing the explicit logical basis states, it is easy to see that
Zp|0p) = [02), Zp|1r) = —[1r), Xp|0L) = |1z), and
X |11) =10p).

For the Shor code, it is sufficient to consider up to
three-qubit Pauli errors to span the whole physical space.
We have only three non-trivial error syndromes due to
phase flips since there are only two generators with
which phase flips on multiple qubits could anti-commute.
Therefore, the adaptive error syndrome identification
cannot change the quantum noise channel after single-
qubit dephasing.

When applying physical dephasing channels to a Shor
code logical qubit, the result is a logical bit flip channel,
see Fig. 9 (a). Additionally, in Fig. 9 (a), the Steane code
logical phase flip probability Az is depicted because of the
striking resemblance of the curve shape. While an effec-
tive logical bit flip channel acting on the Shor code may
seem surprising, it is, in fact, rather simple to explain.
5. The Shor code Considering the computational basis states of the Shor
code, applying Z gates either does nothing or changes a
block like |000) 4 [111) to |000) — |111) and vice versa.
When majority voting for correcting phase flips on indi-
vidual qubits is performed, either the state is recovered or
the logical qubit flipped. Essentially this is the same ex-
planation as to why X; = Z1 25737, 757577 ZsZy. Since

(1000) 4 |111))(]000) + [111))(]000) + |111)) we have turned a dephasing channel into a bit flip channel

0) = 02 ) on the logical level, the Shor code is not directly appli-
cable to the secret key rate analysis of Ref. [16].

(1000) — [111))(]000) — |111))([000) — |111>)_ Single-qubit depolarizing channels do not yield an ef-

2v2 fective depolarizing channel on the logical level, as can

Another way to approximate a logical two-qubit depo-
larizing channel might be to average over all fifteen error
parameters. In this case, the resulting mean error curve
of the nine-qubit surface code is only slightly above the
error probability for single-qubit logical errors of the five-
qubit code in Fig. 4 (c¢) for depolarization probabilities
below 5%. So in terms of an averaged logical channel, the
nine-qubit surface code performs almost as well as the
five-qubit code. However, single-qubit dephasing is still
corrected significantly better with the five-qubit code.

The Shor code [5] is based on the idea of concatenating
the three-qubit bit flip and phase flip repetition codes to
achieve protection against both. This yields a nine-qubit
code with logical basis states as follows:

L) =



—
Q
-

1.0 P
...... p ’/,
_;*O 8 Shor code Ax R
S | ---- Steane code Az R
8 K //,
206 L7
o -
S e
' .
0.4 -
E // 1071
9o v EUTTITTETE s
8"0.2 // 10-2p+" /,ff
= P 4
e 10-3
0.0{ =~ 0.01 0.02 0.03 0.04 0.05

0.0 0.2 0.4 0.6 0.8 1.0
phase flip probability p

o
N
o

(=]
=
w

e
a
[S)

logical error probability

o
o
o

—

T/ 1074
.

10

-6 -
0.01 0.02 0.03 0.04 0.05

0.0 0.2 0.4 0.6 0.8 1.0
depolarization probability p

o
o
S

\

FIG. 9. Logical error parameters for the nine-qubit Shor code
subject to (a) single-qubit dephasing, and (b) single-qubit
depolarization.

be seen in Fig. 9 (b). This can be attributed to the
asymmetry in the stabilizer group generators of the Shor
code, which involve only two generators with solely X
gates apart from identities, whereas six generators con-
sist of only Z gates. For single-qubit depolarization, the
smallest improvement is associated with bit flips; at a de-
polarization probability of p = 0.01, the gain is less than
a factor of ten which is worse than for the five-qubit code
and similar to the Steane code.

6. The eleven-qubit code

The smallest code that can correct arbitrary errors on
two qubits consists of eleven qubits. Its generators can
be found to be [4]:

g1 = Z14273724 757
92 = Z1Y2 X3Z7Ys X9
93 = X122Y3X7Z3Yy
914 = Z4Y5X6X7YsZ9
g5 = X4Z5YsZ7XsYy

ge = X1 X2 X3Xy X5X¢

g7 = Z4X5YsY7YsY9 X10211
98 = X4Y5Z6Z72829Y10X11
99 = Z1X2Y327 7829 X10Y11
g10 = Y122 X3Y7Ys Yo Z10X11.

Its logical operators may be expressed as Z; =
ZyZgZoZoZ11 and X = X7 Xg X9 X10X11.
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FIG. 10. Logical error parameters for the eleven-qubit code
subject to (a) single-qubit dephasing, and (b) single-qubit
depolarization.

With multi-qubit Pauli errors, it is then sufficient to go
up to weight-three errors. Our adaptive error syndrome
identification allows to distinguish all eleven single-qubit
phase flips (as does the minimal-weight Pauli error iden-
tification), 55 two-qubit phase flips (compared to 48 dis-
tinct error syndromes for non-adaptive error syndrome
identification), 108 three-qubit phase flips (compared to
12), 66 four-qubit phase flips, and 18 five-qubit phase
flips.

The logical quantum noise channel after single-qubit
dephasing is then a phase flip channel, as shown in Fig.
10 (a), and the eleven-qubit code performs almost as well
as the five-qubit code. However, applying single-qubit de-
phasing without adaptive error syndrome identification
yields a logical channel with non-zero Ax and Ay com-
ponents, see Fig. 17 (b) in App. E. This can also be
observed for the five-qubit code when constructing the
error spaces with multi-qubit Pauli errors.

Single-qubit depolarization acting on the eleven-qubit
code does not yield a logical depolarizing channel, as
shown in Fig. 10 (b). The highest error probability is
now associated with bit flips, whereas Ay and Az seem
to overlap even though the analytical expressions are not
exactly equal, yet very similar.

The initial motivation was that the eleven-qubit code,
being able to correct arbitrary errors on two qubits,



might provide better resilience against dephasing or de-
polarizing noise than the five-qubit code despite the
larger number of its physical constituents. Our result
now is that with adaptive error syndrome identification,
the code greatly reduces the effective dephasing, albeit
performs slightly worse than the five-qubit code. The er-
ror parameter A x after single-qubit depolarization is sim-
ilar to the logical error parameter of the five-qubit code,
whereas Ay and Az are lower by about one order of mag-
nitude, indicating that the performance of the eleven-
qubit code against two-qubit depolarizing noise might
be slightly better. Overall, we expect the eleven-qubit
code to roughly match the five-qubit code in protecting
a logical qubit against a combination of dephasing and
depolarizing noise. However, the eleven-qubit code has
the clear disadvantage of a higher resource overhead com-
pared with the five-qubit code.

B. Secret key rates with encoding

For the secret key rate analysis, we consider the two
most promising quantum memory encodings, namely the
five-qubit code and the Steane code. We assume that
entanglement is distributed in parallel and swapped via
a logical Bell state measurement as soon as possible, i.e.,
as soon as two adjacent segments each contain a success-
fully distributed entangled state. We refer to this as the
optimal scheme since it reduces the memory dephasing
as much as possible for a minimal total waiting time of
the quantum repeater; as such, it maximizes the secret
key rate in a three-segment repeater in the most relevant
parameter regimes [16]. For a two-segment repeater, we
additionally consider a memory cut-off where the storage
of an entangled state is interrupted and entanglement dis-
tribution re-initiated when the total number of attempts
in a neighboring segment has exceeded a pre-specified
value.

It is straightforward to see why encoding can reduce
effective errors introduced through quantum memory de-
phasing, modelled via phase flip channels, and Bell state
measurements, modelled via two-qubit depolarization.
We shall use the upper effective error probability curve
of two-qubit depolarization to calculate a lower bound
on the secret key rate. Thus, essentially, we approximate
the resulting logical channel via a two-qubit depolariz-
ing channel with those error parameters that have been
found in the effective channel analysis, or with worse pa-
rameter values to make sure the effective channel remains
depolarizing. Then, we can directly apply the effective
error probability results to the secret key rate analysis
of Ref. [16] and extend the model to memory-corrected
quantum repeaters.

Herein, we mainly use the same experimental parame-
ter values as in Ref. [16]. For instance, we assume there
is no initial dephasing (though typically there always is
due to the fixed waiting time during each individual, pos-
sibly even successful distribution attempt, but any such
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initial state imperfections are to be covered by a nonzero
depolarization pg < 1) and set o = g, meaning that we
do not only aim at correcting Bell measurement induced
depolarization but also initial depolarization accounting
for the imperfect preparation and distribution of the ini-
tially shared Bell states in each repeater segment. Bell
measurement and Bell state preparation errors are thus
assumed to be of equal size. This is a useful simplification
[16], however, the encoded secret key rate analysis could
also be performed in a more general setting, possibly bet-
ter matching actual experiments with distinct error pa-
rameter values. In practice, we can correct initial depo-
larization directly after successfully distributing a state.
To highlight the impact of the encoding we, however,
take p = 0.99 instead of ;= 1 as an improved Bell state
measurement parameter. Taking the highest obtained
error parameter Aap, (A, B) € {I,X,Y,Z}?\(I,I), we
have an upper bound on the factor p/16 of a logical two-
qubit depolarizing channel, which we then translate into
an effective success probability =1 — p.

By directly inserting effective error probabilities into
the secret key rate formula, we implicitly assume that a
logical Bell state measurement on the two logical quan-
tum memories placed in one station is readily available
and can be done transversally, so acting bitwise between
corresponding qubits of each encoding block. This is
rather straightforward for the Steane code, where both
the Hadamard and the CNOT gates can be implemented
transversally [47]. However, a Bell state measurement
can, in fact, be implemented transversally for any stabi-
lizer code [48]. To understand this, first, note that entan-
glement swapping via a logical Bell state measurement
is equivalent to measuring the observables X¥ X1 and
ZF ZE since Bell states are their unique eigenstates. Now
XEXE and ZF ZE consist of the operators X1 X, Z1Zs,
or Y1Ys acting on transversal pairs of qubits. There-
fore, measuring the commuting, so compatible observ-
ables X1 Xs and Z,Z5 for each pair allows to infer suf-
ficient information to reconstruct the result of a mea-
surement of both X¥ X% and ZFZ%. Moreover, it might
facilitate obtaining the error syndrome [49].

To apply our results to encoded quantum memories, we
need to translate a given coherence time t. or an effective
inverse coherence time « into a phase flip probability via
p=(1l—e"%)/2, Eq. (2), convert this into a logical phase
flip probability p;, < 1/2, and switch back to

ap = —log(1 —2pr).

As an example, an initial, physical phase flip probabil-
ity of 1% is achieved with a coherence time of t. = 0.1 s
and an elementary segment length of Ly =~ 420 m or with
t. = 10 s and Lo =~ 42 km, whereas a phase flip proba-
bility of 5% corresponds to t. = 0.1 s and Ly ~ 2193 m
or t. = 10 s and Lg ~ 219 km. Since py, is supposed to
be the logical phase flip probability per time step 7, in
an experiment, one needs to error-correct the dephasing
quantum memory after every single entanglement distri-
bution attempt in the neighboring segment: when the
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FIG. 11. Raw and secret key rates of a two-segment quantum repeater of length L without memory cut-off for different

quantum memory coherence times t., zero-distance link-coupling efficiencies po, Bell state depolarization parameters u, and
initial depolarizations po = p. The subplots correspond to the experimental parameters: (a) tc = 0.1 s, po = 0.05, u = 0.97;
(b) te =0.1s, po = 0.05, u = 0.99; (¢) tc =0.1s, po = 0.7, u = 0.97; (d) t. = 10 s, po = 0.05, u = 0.97; (e) t. = 10 s, po = 0.05,

u=0.99; (f) tc =10s, po = 0.7, u = 0.99.

attempt fails, the stored memories are recovered by an
error correction step and continue their storage, whereas,
when the attempt succeeds, the two logical memories are
ready for a logical Bell measurement. In principle, syn-
drome detection and Bell measurement could be even-
tually done in one step after the complete storage [49].
This has the benefit of a huge experimental simplifica-
tion, but the drawback of an accumulation of dephas-
ing that the error correction code may no longer handle.
Moreover, for the statistical rate analysis, with the latter
method, the logical phase flip probability would have to
be treated jointly with the random variable of the total
dephasing, rendering the secret key rate calculation more
complicated. Our efficient adaptive syndrome identifica-
tion switching between dephasing and depolarizing errors
would also no longer be applicable. The initial state and
the Bell measurement gate depolarizing errors are not
time-dependent and so on their own are well suited to be
detected during the entanglement swapping step. There-
fore here, throughout, we employ the frequent stepwise
error correction method for the memory dephasing sup-
plemented by a single and separate detection step for the
depolarizing errors.

1. Two-segment repeater

We consider the two-segment quantum repeater to gain
some general insights. In Fig. 11, the secret key rates
of both an encoded and an unencoded quantum repeater
without memory cut-off are displayed. The five-qubit
code outperforms the Steane code, which is unsurpris-
ing given that the five-qubit code exhibits lower logical
error probabilities both for single-qubit dephasing and
two-qubit depolarization. For a coherence time as high
as ten seconds, the five-qubit code secret key rate can
stay as high as the raw rate up to a distance of 700 — 800
km. Such a coherence time may not only be achieved by
searching for an appropriate physical system but also by
multiplexing techniques [16].

The raw and secret key rates never exceed 1 MHz since
this is the repetition rate 7 Olck that we assume. The
choice of pg determines the key rate at zero distance.
Additionally, the secret key rate offset depends on the
parameter p, which will become apparent when analyz-
ing the four and eight-segment repeaters. The memory
coherence time and the depolarization parameter deter-
mine how long the secret key rate can keep up with the
raw rate instead of dropping to zero. This is reason-
able since fewer errors due to quantum memory storage,
measurements, or state preparation ensure an enhanced
secret key fraction.
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FIG. 12. Raw and secret key rates of a two-segment quantum repeater of length L with memory cut-off after m entanglement
distribution attempts for different coherence times t., zero-distance link-coupling efficiencies po, Bell state depolarization
parameters u, and initial depolarizations pg = p. The subplots correspond to the experimental parameters: (a) tc = 0.1 s,
po = 0.05, p = 0.97, m = 100; (b) t. = 0.1 s, po = 0.05, u = 0.99, m = 100; (c) t. = 0.1 s, po = 0.7, u = 0.97, m = 50; (d)
te =10 s, po = 0.05, . = 0.97, m = 3000; (e) t. = 10 s, po = 0.05, u = 0.99, m = 3000; (f) tc = 10 s, po = 0.7, u = 0.99,

m = 5000.

As soon as we start using a memory cut-off, interrupt-
ing a round of entanglement distribution attempts after
a pre-specified number of trials, the benefit of encoding
seems to vanish, see Fig. 12, in the sense that the dif-
ference between the unencoded and encoded secret key
rates decreases. For all considered experimental parame-
ters and distances, the five-qubit and Steane code secret
key rates now (almost) coincide with the raw rate, which
is, however, reduced compared to an encoded quantum
repeater without memory cut-off. Including the mem-
ory cut-off improves the secret key fraction at the cost
of reducing the raw rate. For memories, encoded with
the five-qubit code, the cut-off undermines the benefit of
having quantum error correction at hand and reduces the
achievable raw rates and, thus, secret key rates. When
using the Steane code, the memory cut-off improves the
secret key rates for small coherence times of ¢, = 0.1 s,
whereas, for long coherence times of ten seconds, it rather
impairs them. In total, the memory cut-off hinders the
secret key distribution for distances and experimental pa-
rameters, where the encoded secret key rate can already
be kept close to the raw rate thanks to quantum error
correction. This behaviour is also expected from quan-
tum repeaters with more segments for which we do not
have explicit expressions for the probability-generating
function of the dephasing variable with a cut-off in the

optimal scheme.

In the exact rate analysis of Ref. [16], the minimal
u = 1—p values to achieve a non-zero secret key fraction
were determined. Setting pg = p, that value is 0.920 for
a two-segment quantum repeater and BB84 quantum key
distribution [50] like here. Since the five-qubit code pro-
vides a benefit starting from around an error probability
of p~ 0.1, so u = 0.9, we expect to improve the minimal
u value. Indeed, it is sufficient to have a physical p of
0.914 to achieve an effective p of 0.920 with the five-qubit
code. Since the Steane code provides a benefit only from
around p = 0.95, we cannot improve the tolerated y with
it.

2. Four-segment repeater

A quantum repeater with four segments allows to
achieve non-zero secret key rates for greater distances,
as demonstrated in Fig. 13. Now non-unit g and pug
values have a stronger impact on the quantum bit er-
ror rates, Eq. (A6) in App. A, that scale exponentially
with the number of segments. This becomes visible in
a gap between the raw and secret key rates opening up
even at small quantum repeater lengths when consider-
ing p = 0.97 instead of g = 0.99. The depolarization
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FIG. 13. Raw and secret key rates of a four-segment quantum repeater of length L without memory cut-off for different
quantum memory coherence times t., zero-distance link-coupling efficiencies po, Bell state depolarization parameters u, and
initial depolarizations po = pu. The subplots correspond to the experimental parameters: (a) t. = 0.1 s, po = 0.05, p = 0.97;
(b) te =0.1s, po = 0.05, u = 0.99; (¢) tc =0.1's, po = 0.7, u = 0.97; (d) tc =10 s, po = 0.05, u = 0.97; (e) t. = 10 s, po = 0.05,

uw=0.99; (f) tc =10s, po = 0.7, u = 0.99.

parameters p and o determine whether the secret key
rates follow closely the raw rate before dropping to zero,
as it is the case for p = 0.99 or in parallel with some sig-
nificant distance as for p = 0.97. Fortunately, this rather
large gap between the unencoded secret key and the raw
rate can be overcome with an encoded quantum repeater
for 4 = 0.99 or at least heavily reduced for u = 0.97.
This shows that the encoded quantum repeater can not
only extend the achievable distance for quantum key dis-
tribution but also provide higher secret key rates.

For the four-segment repeater with pg = p, the mini-
mally required g = 0.965 for a non-zero secret key rate
in an unencoded repeater [16] (for BB84 quantum key
distribution like here) is now lowered by around 2% to
w == 0.945 if using the five-qubit code. With the Steane
code, we can improve the tolerated p of the four-segment
repeater marginally from 0.965 to 0.959.

3. FEight-segment repeater

A quantum repeater with eight segments allows the
distribution of secret keys over even further distances, see
Fig. 14. Again, we consider the minimal y = 1 — p value
that is required for a non-zero secret key fraction, setting
to = p. This is 0.984 for the unencoded eight-segment
repeater with BB84 [16]. Employing the five-qubit code,

it suffices to have p = 0.964, and for the Steane code
p o~ 0.973. Since with p = 0.97 and py = p only the
five-qubit code would produce non-zero secret key rates,
we increased the lower depolarization parameter in Fig.
14 to p = 0.975.

With p = po = 0.975, the encoded quantum repeater
is able to provide non-zero secret key rates in contrast to
the unencoded quantum repeater. Nonetheless, the gap
between the raw rates and the encoded secret key rates is
now more prominent than for the four-segment quantum
repeater. As previously, this gap is smaller for the five-
qubit code than for the Steane code and can be closed
by improving the Bell state measurement and initial de-
polarization parameter to u = pg = 0.99. For a zero-
distance link-coupling efficiency of py = 0.7, we obtain at
800 km secret key rates of 2.19 Hz in Fig. 14 (c) and 4.85
Hz in Fig. 14 (f) compared to zero and 1.25 Hz of the
unencoded repeater, respectively, so that we even beat
ideal twin-field quantum key distribution. For the latter,
we assume repetition rates of 77! = Tc_lolck =1 GHgz, and
we calculated the secret key rate at a distance of 800 km
as 0.71 Hz using the secret key fraction formula provided
in Ref. [51].

The fact that the secret key rate with encoding man-
ages to keep up with the raw rates better than the un-
encoded repeater and for greater distances means that
increasing the raw rate might be a promising approach
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FIG. 14. Raw and secret key rates of an eight-segment quantum repeater without memory cut-off for different quantum memory
coherence times t., zero-distance link-coupling efficiencies po, Bell state depolarization parameters u, and initial depolarizations
1o = p. The subplots correspond to the experimental parameters: (a) t. = 0.1 s, po = 0.05, = 0.975; (b) t. = 0.1 s, po = 0.05,
u=0.99; (c) te =0.1s, po = 0.7, u = 0.975; (d) t. = 10 s, po = 0.05, u = 0.975; (e) t. = 10's, po = 0.05, u = 0.99; (f) ¢t. = 10 s,

po = 0.7, = 0.99.

to achieving high secret key rates. Since we already dis-
tribute entanglement in parallel in the optimal scheme,
the raw rates might be further increased by splitting up
the total distance into more than eight segments to de-
crease classical communication times.

C. Larger quantum repeaters

To determine whether the secret key rate can reach
the limits set by the inverse classical communication time
units ¢y/Lo and light-matter coupling of MHz order, we
consider quantum repeaters with more than eight seg-
ments for a total length of 800 km. For large elemen-
tary segment lengths Ly, so small segment numbers N,
the raw rate is predominantly determined by classical
communication times, whereas for small segment lengths,
i.e., large segment numbers, the light-matter interface be-
comes increasingly important so that for N = 8000, the
raw rate almost approaches the 1 MHz limit set by 7¢jock
in Eq. (5).

The raw rates can be computed exactly for the opti-
mal scheme or, in general, schemes with entanglement
distribution in parallel. However, the dephasing statis-
tics becomes increasingly complex with higher segment
numbers for entanglement swapping as soon as possible,
unless we make the simplifying and restrictive assump-

tion that Alice and Bob measure their qubits immediately
[16, 52]. Nonetheless, here, as a very simple lower bound
on the secret key fraction of the optimal scheme, we shall
consider the fully sequential scheme as proposed in Ref.
[16]. This approach is based on the observation that for
all N < 8, the dephasing rate was higher in the fully
sequential scheme than in the optimal scheme. Extrapo-
lating this behaviour to larger repeaters with N > 8, the
secret key fraction in the fully sequential scheme serves
as a lower bound for that in the optimal scheme.

The resulting secret key rates are displayed in Tab. 1.
Due to the high segment numbers, the encoded secret
key rates show no difference whether we set t. = 10 s or
t. = 0.1 s for equal depolarization parameter u. Hence,
we can lower experimentally required memory coherence
times and consider t. = 0.1 s and t. = 0.001 s = 1 ms.

For N = 80, the unencoded repeater has non-zero se-
cret key rates only for p = 0.999 and ¢, = 0.1 s, how-
ever, it is one order of magnitude below the raw rate
limit of 3.8 MHz, which is approachable both with the
five-qubit and the Steane code for the same experimen-
tal parameters. The five-qubit code can even achieve
~ 0.5 MHz for our worst considered experimental pa-
rameters of y = 0.99,¢, = 1 ms. In the case of N = 800,
both the five-qubit and the Steane code approach the
raw rate limit, whereas the unencoded repeater cannot
produce secret keys for N = 800 or N = 8000.
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N 80 | 800 | 8000
raw rate 3.8 kHz | 72.7kHz | 967.2 kHz

unencoded S(p = 0.99,¢. = 0.001 s) 0 0 0
unencoded S(p = 0.99,t. = 0.1 s) 0 0 0
unencoded S(u = 0.999,t. = 0.001 s) 0 0 0
unencoded S(p = 0.999,¢t. =0.1s) | > 331 Hz 0 0
five-qubit S(p = 0.99,t. = 0.001 s) | > 135 Hz 0 0
five-qubit S(pu = 0.99,t. = 0.1 s) > 424 Hz 0 0

five-qubit S(p = 0.999,¢. = 0.001 s)

five-qubit S(pu = 0.999,t. = 0.1 s)
Steane S(u = 0.99,t. = 0.001 s)
Steane S(u = 0.99,t. = 0.1 s)
Steane S(u = 0.999,t. = 0.001 s)
Steane S(pu =0.999,t. = 0.1 s)

> 3.0 kHz|> 60.6 kHz|> 94.1 kHz
> 3.7 kHz|> 60.6 kHz|> 94.1 kHz

0 0 0
0 0 0
0 > 13.9 kHz 0
> 3.6 kHz|> 53.1 kHz 0

TABLE I. Secret key rates S(u,t.) for large quantum repeaters consisting of N = 80, 800, or 8000 segments at a fixed total
length of 800 km for different memory coherence times t. and depolarization parameters pu = po. The raw rate is computed
for the parallel-distribution scheme, whereas the secret key fraction is calculated with the fully-sequential scheme where the
dephasing variable statistics is easy to compute. We assume throughout perfect zero-distance link-coupling efficiencies, so
po = 1, and two dephasing quantum memories per entanglement distribution attempt.

The higher the segment numbers are, the lower we can
allow the memory coherence time to be, which is visi-
ble in the five-qubit code secret key rates depending on
the two different memory coherence times for N = 80
but not anymore for N = 800 and N = 8000. Also, the
Steane code produces secret keys for N = 800, i = 0.999,
and t. = 1 ms but not for N = 80 and otherwise equal
parameters. However, the experimental requirements on
1 become increasingly demanding for large repeaters so
that, for N = 8000, the Steane code fails to produce a
secret key even for u = 0.999 and the five-qubit code
secret key rates stay one order of magnitude below the
raw rate limit of ~ 1 MHz. As a result, the secret key
rates of the five-qubit code are similar for N = 800 and
N = 8000, making the experimental cost of having 8000
repeater stations too high for gaining almost no benefit.
To approach the raw rate limit for N = 8000, we need
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FIG. 15. Single logical error probabilities for the five-qubit
and Steane codes, subject to two-qubit depolarization, in
comparison to the physical error probability of p/16 for each
possible two-qubit Pauli error.

to require physical p = 0.9999 as well as encoded quan-
tum memories. Then, the five-qubit code produces secret
keys of > 944 kHz irrespective of t. and the Steane code
achieves > 806 kHz for t. = 1 ms and > 928 kHz for
t. =0.1 s.

In general, the better our physical error parameters
are, the better we can effectively improve them on the
logical level after quantum error correction. In Fig. 15,
this is shown for the five-qubit and Steane codes, subject
to two-qubit depolarization with very low depolarization
probabilities p. For both codes, we display the higher
effective error probability curve — the error parameters
corresponding to single logical errors — which is also used
to approximate logical two-qubit depolarization in our
worst-case treatment. It is visible that a physical two-
qubit depolarization probability of p = 1072 = 0.01, so
© = 0.99, is improved by about one order of magnitude.
A physical p of 0.999 is already improved by about two
orders of magnitude and p = 0.9999 by about three.

Overall, adding more intermediate quantum repeater
stations for a fixed communication distance pays off with
a higher achievable raw rate and lower required physical
memory coherence times. However, in addition to having
a high resource overhead in the case of many segments,
the minimal p value for non-zero secret key fraction and
thus, secret key rates, becomes increasingly challenging.
Therefore, with the experimental prerequisites that we
have considered, it does not seem advisable to have more
than IV = 800 quantum repeater stations.

V. CONCLUSION

The main goal of this work was to determine whether
logically encoding the quantum memories of a quantum
repeater by means of quantum error correction codes can
facilitate intrinsically secure quantum key distribution
and accomplish higher secret key rates, as compared with



memory-assisted quantum communication without the
help of quantum error correction. In investigating this,
a preceding task that naturally emerged was to translate
experimental error probabilities, accounting for imper-
fect initial states, faulty measurement operations, and
finite memory coherence times into new effective logical
error probabilities that describe the effective error chan-
nels that act on the encoded quantum states. In the
secret key rate analysis presented in Ref. [16], the phys-
ical and hence experimentally occurring errors are mod-
elled via Pauli noise channels, specifically, single-qubit
dephasing to account for quantum memory storage and
two-qubit depolarization elsewhere. We have successfully
developed a method that imprints the merit of a stabilizer
quantum error correction code onto the error parameters
of a considered Pauli noise channel, resulting in a logi-
cal Pauli noise channel with modified error probabilities.
The limiting factors for the computational efficiency of
this check matrix model are that all possible Pauli er-
rors and the entire stabilizer group must be computed in
the binary representation. Using this formalism, we have
demonstrated that memory-corrected quantum repeaters
can significantly extend the distances for which quantum
key distribution is viable. Additionally, with encoding,
secret key rates are enhanced up to the raw rate level
for sufficiently high Bell state measurement fidelities and
sufficiently well-prepared initial states.

To treat noise on stabilizer states, we have introduced
the check matrix model. In contrast to the approach from
Ref. [32], serving as an inspiration, we avoided perform-
ing calculations in the state picture. Instead, we made
use of stabilizer formalism, so that we only required the
stabilizer group generators and logical operators in the
binary representation, known from check matrices [5].
This approach proved to be more computationally effi-
cient than the model from Ref. [32], which relies upon
error space projectors of exponentially increasing size and
number. In the check matrix model, the error space pro-
jectors are replaced by binary syndrome vectors. As a
result, we were able to consider more complex codes, in-
cluding those up to eleven qubits. We also generalized
our methods to quantum noise channels on two qubits,
which are useful to model the Bell state measurements
and imperfect initial states in the secret key rate analy-
sis of Ref. [16]. The obtained effective error probabilities
obtained in this work are very general and applicable in
any given scenario where one is interested in protecting
qubits against noise.

Particularly the five-qubit code turned out to be a
very promising candidate for quantum memory encod-
ing. This performance largely originated from a specific
and for the present application newly introduced notion
of adaptive syndrome identification where the measured
error syndromes are interpreted in distinct ways depend-
ing on the considered quantum noise channel. The Steane
code also provided a significant improvement. Overall,
the five-qubit and Steane codes led to the best perfor-
mances in a memory-corrected quantum repeater, while

19

the larger codes that were also considered did not give
higher rates despite their higher experimental costs. A
subtle but important remark is that we do not deem
codes such as the nine-qubit surface code, the Shor code,
and the eleven-qubit code as not useful per se. We rather
cannot treat them in a meaningful manner within the se-
cret key rate analysis [16], which requires noise channels
of a certain type. Therefore, we encounter a complica-
tion in cases where the logical noise channel is no longer
of the same type as the physical one. Since we consider
averaging or discarding error probabilities as too crude,
we sometimes remedy this by assigning all logical error
probability values to the worst one so that, in fact, we
compute lower bounds on the secret key rate. For the
five-qubit and Steane codes, this approximation is not
unreasonable since the error probabilities were close to
each other from the start. However, for the nine-qubit
surface code, the error probabilities greatly vary and sim-
ply picking the highest curve would significantly overesti-
mate the low error parameters and, therefore, discard the
benefits of the encoding. If we were to average the logi-
cal quantum noise channels, the nine-qubit surface code
would provide secret key rates somewhere in between the
five-qubit and the Steane codes.

A possible approach to more accurately treating also
the larger codes would be to generalize the relevant noise
in the secret key rate analysis of Ref. [16] to more general
Pauli channels. This would allow to consider cases such
as for the phase flip or Shor codes, where the logical chan-
nel type after, for instance, single-qubit dephasing can
become different from the physical one and it may even
become a general Pauli noise channel with directed Pauli
noise on the logical level. Once an extended model for
the quantum key distribution rate analysis is available,
the general effective Pauli error parameters for each code
could be immediately taken from our effective channel
calculations. The corresponding logical error parameters
for these general channels for the different codes are pre-
sented in App. D. Additionally, such an extension would
remove the need to approximate a general Pauli noise
channel with a two-qubit depolarizing channel. Finally,
we note that in the treatment of entanglement distilla-
tion and with these first-generation quantum repeaters,
it is sometimes useful to consider noisy entangled states
with undirected Pauli noise as the input to the distilla-
tion procedures. The usual assumption then is that such
symmetric states are obtainable from more general noisy
states through random local operations. This leads to a
very useful simplification at the expense of a suboptimal
treatment - very similar to our use of the worst-case logi-
cal error parameters in order to obtain sufficiently simple
logical Pauli noise channels.

As a result of our analysis, the minimal physical re-
quirements on the experimental parameters for the ini-
tial state preparation and Bell state measurement fidelity
can be reduced by a few percent when utilizing the five-
qubit code with adaptive syndrome identification. Fur-
thermore, non-vanishing secret-key rates up to distances



of 2000 km become achievable for high coherence times
of ten seconds, which may be accomplished with the help
of multiplexing techniques [16]. Using an eight-segment
repeater, we even beat ideal twin-field quantum key dis-
tribution at a distance of 800 km. For larger quantum
repeaters with more intermediate memory stations, we
found that the raw rate can only be approached with
the help of quantum error correction and especially well
when utilizing the five-qubit code. In the case of N = 80
or N = 800 segments for a fixed communication distance
of 800 km and setting p = 0.999, the five-qubit code was
able to practically maintain secret key rates at the raw-
rate level even for memory coherence times t. of only 1
ms (the Steane achieves this for t. = 0.1 s). However,
due to the increasing requirements imposed on the depo-
larization parameter p for a non-zero secret key fraction
for growing N, the secret key rate did not gain an order
of magnitude when moving from N = 800 segments to
N = 8000. To achieve the raw rate limit of ~ 1 MHz for
N = 8000, one would need encoded quantum memories
and a physical p of 0.9999.

The logical error parameters should encompass all
experimental circumstances, including the potential re-
quirement of additional faulty operations for quantum
error correction, such as state preparation or syndrome
detection. Quantifying these additional effects in future
research would be intriguing. It would also be worthwhile
investigating the possibility of reconstructing the error
syndrome from the outcomes of the transversal Bell state
measurements, thereby avoiding additional error sources.
Another remaining task is to establish a concrete protocol
for encoded entanglement distribution to provide prac-
tical guidelines for experimental realization and study
its impact on the distribution probability. Our findings
demonstrate that encoding can lower the minimum re-
quired fidelity of Bell state measurements for achieving
non-zero secret key rates, provided that the effects of
additional faulty operations and potentially lower initial
distribution probability are negligible. Indeed our use
of relatively small instances of quantum error correction
codes appears to be a good choice with regards to such
trade-offs, combining a relatively modest resource over-
head with reasonable initial state preparation probabili-
ties and a suppression of propagating errors that other-
wise are more likely to occur in larger encoding circuits.

Our research focused on stabilizer codes, also known
as additive codes, which are just one of many options
for encoding quantum memories. Exploring quantum
codes beyond the scope of stabilizer codes, such as low-
density parity-check codes [53] or non-additive codes [54],
for memory-corrected quantum repeaters, is certainly
of further interest. The logical error rates of quantum
low-density parity check codes in dependence on phys-
ical error rates have been recently investigated using
Monte Carlo simulations and an experimental realization
of these codes on reconfigurable atom arrays has been
proposed [55].

The developed check matrix model can deal with Pauli
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L =2Ly

O, ®

FIG. 16. Two-segment quantum repeater that distributes the
state pi14 to the end users, separated by a distance of L =
2L, via entanglement swapping S on the states pi12 and psa.
An attempt to distribute the states pi12 and ps4 over their
respective segments of length Lo succeeds with probability
p. The total numbers of attempts until success N7 and Na
are geometrically distributed so the probability of exactly ¢
attempts is given by p(1 —p)iil. The figure is recreated with
slight adaptations from Ref. [16].

p1a = S(p12 ® p34)

noise channels, which was sufficient in the context of the
exact rate analysis of Ref. [16] that modelled errors via
depolarization and dephasing. Nonetheless, generalizing
our formalism to general quantum noise channels would
be interesting to have means of treating, for instance, the
amplitude damping channel [5]. However, provided Pauli
noise affects a physical system, our results are applica-
ble not only for quantum communication but also in the
context of quantum computation.
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Appendix A: Secret key rate analysis

We briefly review the secret key rate analysis along the
lines of the treatment and model given in Ref. [16].

1. The error model and final shared noisy state

For the simple case of a two-segment quantum re-
peater, the states pi12 and psq are distributed in the
two respective segments of length Lo, see Fig. 16. If
p is the probability that a distribution attempt succeeds,
the number of required attempts is a geometrically dis-
tributed random variable N for the first segment and N>
for the second segment. To achieve entanglement swap-
ping S, a Bell state measurement on the qubits 2 and 3
is performed resulting upon success in an entangled state



of qubits 1 and 4,

23<‘I’+| Bu,23(01234) |\I’+>23
Tr (3(UH|By,23(p1234) [UF) 05 )
(A1)
To take into account imperfect state preparation and
distribution, the fidelity parameter Fy can describe some
initial dephasing and po an initial depolarization so that
the initial state is given by

P14 = 3(01234) =

p0 = By (Fol W) (] + (1= Fy)| ™) (w]).  (A2)

For the secret key rate analysis, we will set Fy = 1 and
only consider initial depolarization to model imperfect
states. The action of M,,, Eq. (3), is equal on the first
and the second qubit of py so either will be denoted by
M. It can now be shown that

Ma(po) = By (FF) (T + (1 - F)[ @7 )(T7)

1+ (2F, — 1)Ne~aDy
pN = B,U'N ( 2

whereby puny = pd’pN~! and the random variable

Dy (N1, ..., Nn) describes the total number of time units
contributing to the total dephasing, e.g., Da(N7,N2) =
N1 —AN3|. The dephasing variable Dy determines the fi-
nal state quality and is essential for the extractable secret
key fraction.

The total waiting time random variable Wy, in turn,
determines the achievable raw communication rate. Note
that these variables strongly depend on the distribution
and swapping schemes. For instance, with parallel distri-
bution of entangled photons in each segment the waiting
time Wy = max(N7, ..., Ny) would be minimized com-
pared to a waiting time of Wy = N7 + ... + Ny for
sequential distribution. However, using parallel distri-
bution schemes potentially accumulates dephasing time
due to the increased parallel storage in quantum mem-
ories compared to Dy = N + ... + Ny for sequential
distribution. Both variables Dy and Wy together deter-
mine the secret key rate of the quantum repeater. Their
statistics such as expectation values are computed using
probability-generating functions.

2. The secret key rate

From the noisy state shared between the two end-node
users, one can calculate the achievable asymptotic secret
key fraction in the BB84 protocol [50] for one-way post-
processing [56]

r=1—h(e;)— h(e.) (A4)

1
()| +
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with the modified fidelity given by

1 1
F=-Q2F—1e “+=
2( 0o—1)e ™+ 5
For two states p12 and ps4 of the form of Eq. (A2) with
their respective initial fidelities F; and F5 as well as ini-
tial depolarization parameters p; and po, evaluating Eq.
(A1) results in a swapped state

pra = By, (Fa| W) (WF| + (1 — Fy) [0~ )(07),
where pg = pp e and

1 1
Fy= 5(2F1 —1D(2F, - 1)+ 5
Thus, the form of the state is preserved, which is also the
case for larger repeaters. Generalizing to an IN-segment
quantum repeater, the final distributed state becomes

— (2Fp — 1)Ne oDx
2

|\1/><\P|) , (A3)

(

with €, and €, being the averages of the quantum bit
error rates,

> = (00| py, |00 11| pn |11)
e = (00[ py, [00) + (11 py, |11) (A5)
ez = (+—=|pn[+=) + (=+|pu|[-1),

where py is the final distributed state in an N-segment
quantum repeater, and the binary entropy is given by

h(p) = —plogy(p) — (1 — p)logy(1 — p).

The quantum bit error rates, Eq. (A5), of the final
distributed state py in Eq. (A3) are as follows:

1 -
€z:§(1—/,LN 1M(J)V)a

1 (A6)
€ =73 (1—pN'ud @R — 1)Ne Py,

This means that to evaluate the average quantum bit
error rates, one needs to compute the expectation value
of e=*P~  Afterwards, €, and €, can be inserted into the
formula for the secret key fraction, Eq. (A4).

The ingredient currently missing to convert this into
a secret key rate is the raw rate R, determined by the
inverse of the average quantum repeater waiting time
T. If W is the number of time steps required to dis-
tribute one entangled photonic qubit pair over the entire
communication distance, T' is simply given as the expec-
tation value of W, multiplied by a unit that character-
izes the time necessary for each attempt. Since we need
classical communication to confirm successful distribu-
tion before we can initiate entanglement swapping, this



is just the elementary time unit of a quantum repeater,
SO T = Telock + Lo/cy which was introduced in Eq. (5).
The secret key rate is then given by

To maximize it, one needs a scheme with an optimal bal-
ance between small dephasing Dy, so large e=*P~ | and
a small waiting time Wy. Ref. [16] focuses on fast par-
allel distribution schemes to minimize the total waiting
time. To reduce the dephasing time among such parallel
distribution schemes the authors perform entanglement
swapping as soon as two neighboring segments become
ready (and show for N = 2, ..., 8 and conjecture for N > 8
that this indeed leads to a globally optimized dephasing
time). We will refer to this scheme as the optimal scheme
since its optimality with respect to the secret key rate
was shown for the three-segment repeater in all relevant
regimes, especially in the limit of improving hardware
parameters, and is conjectured for N > 3 [16].

3. Probability-generating functions

Probability-generating functions [16] provide the
means to capture the statistics of a non-negative integer-
valued random variable X by working with polynomial
functions. The probability-generating function of a ran-
dom variable X is defined as

Gx(t) =) P(X =k)t* =E[t¥],

where P(X = k) is the probability that the random vari-
able X assumes the integer value k and E[tX] denotes the
expectation value of tX. We will denote the probability-
generating function of the dephasing time random vari-
able via Gp and that of the waiting time random variable
via Gw .

If the probability-generating function of a random vari-
able is explicitly known, we can obtain all statistical in-
formation, for instance, the average value E[X] = X =
G's(1). For a > 0, we have E[e™ %] = Gx(e™®).

The probability-generating function of the wait-
ing time for parallel distribution schemes, Wy =
max (N7, ..., Ny), was obtained in Ref. [16], and from
that the average waiting time

N
w4 Nyt (V) L
WN_dtGW(t) t:l_z( b (i)l—qi’

=1

(A7)

where ¢ = 1 — p is the failure probability of one entan-
glement distribution attempt.

For a two-segment repeater, also memory cut-off to
prevent large dephasing has been considered, where the
procedure is interrupted after the total storage time has
exceeded a pre-specified value. As mentioned before, for
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the three-segment repeater all possible schemes were an-
alyzed, and it was found that in terms of the secret key
rate indeed the parallel-distribution optimal-dephasing
scheme outperforms the other schemes in all relevant pa-
rameter regimes and especially for improved hardware
parameters. The authors conjecture that this remains
true also for N > 3. The four-segment repeater was stud-
ied for the doubling scheme, the iterative scheme, and the
optimal swapping scheme [16]. For the eight-segment re-
peater, the doubling and the optimal scheme as well as
three somewhat less important ones were analyzed. The
optimal scheme minimizes the dephasing errors compared
to the other four schemes which provides further evidence
for its optimality, without, however, being a strict proof.
Note that the optimal scheme was designed to minimize
E[D], which does not imply that E [e~*P] is maximized.

To understand the constant « and give the variable D
an experimental meaning, note that the number of con-
tributing dephasing time steps D needs to be multiplied
with the elementary time unit of the quantum repeater 7
to give the actual passage of time during which dephas-
ing occurs. Now depending on the coherence time t. of
the system, the memory dephasing time 7D will have a
different effect in terms of the errors that have occurred,
for instance, if 7D < t. likely no errors happen. Thus,
we see that « is an effective inverse coherence time, as it
is described by Eq. (4).

For quantum repeaters with N > 8 and parallel distri-
bution, the waiting times can be computed analytically
with Eq. (A7), whereas there were no exact expressions
obtained for the probability-generating function of the
dephasing random variable of the optimal scheme due to
the increasing complexity in its calculation.

Ref. [16] also discusses spatial, temporal, or spectral
multiplexing, so using replicas of all memories and chan-
nels (potentially interacting with each other), operating
a single fiber at high clock rates, or operating it at differ-
ent wavelengths. Effectively, this enhances the memory
coherence time. However, here we are more interested in
improving the quantum bit error rates, Eq. (A6), that
exhibit an exponential scaling of p and g with the num-
ber of segments N prohibiting scaling up the quantum
repeater to more segments and larger distances as long
as no quantum error correction or detection is included.
This is where the check matrix model comes into play and
establishes effective error parameters for encoded quan-
tum memories when error correction is performed. This
will of course not only improve the depolarization param-
eters p and pp, which we are mainly aiming at due to the
strong limitations these impose on the achievable secret
key rates, but also the effective inverse memory coherence
time «. Conceptually, we move from a first-generation
quantum repeater to a second-generation quantum re-
peater.



Appendix B: Effective quantum noise channels

The model in Ref. [32] provides a framework for ob-
taining effective quantum noise channels that can be ap-
plied to different stabilizer encodings. We shall introduce
it with a few more detailed explanations. In the process,
it becomes apparent that multiple physical Pauli noise
channels, acting on stabilizer code qubits, translate to a
logical Pauli noise channel.

The physical qubits are defined on the Hilbert space
H; = C? with the orthonormal basis {|0),[1)}. The
Hilbert space of n physical qubits is given by #,, = C?®"
so to define the logical qubit we need to specify a two-
dimensional subspace of H,,, denoted by Vj. Its orthonor-
mal basis is written as {|0.),|1z)}. Hence, one chooses
a map

|0> e Hi — ‘0L> € Hnp,

1) € Hy — [11) € Ho. (B1)
The remaining Hilbert space is then partitioned
into orthogonal, two-dimensional subspaces V;, i &
{1,...,2"1 — 1}. Ideally, this is done in a way that typ-
ical errors, e.g., Pauli errors on one or multiple qubits,
map the space Vj to distinct V.

As an example, the Hilbert space of five qubits is 32-
dimensional which implies a partitioning into 16 two-
dimensional subspaces. One of these is the logical code
subspace and the remaining fifteen subspaces are ob-
tained from the three possible Pauli errors per qubit.
Note that since the five-qubit code can correct all single-
qubit errors, different single-qubit errors map V{ to dis-
tinct error spaces as it is illustrated in Fig. 2.

To calculate the state |01)(01|, we use that a projector
on the logical zero is the same as the projector on the +1
eigenspace of all n — 1 generators of the stabilizer group
and the logical Z-operator Zp,, thus

n—1
I + ZL I —|— g
0L)(0L| = 5 H 5 (B2)
i=1

This can also be used to compute [02){1z| = [0L)(0L| XL
or [17){(1.] = Xr|0£){0r|X . Note that we can equiv-
alently represent |17)(1.| by replacing the plus sign
in front of Z; in Eq. (B2) with a minus sign, since
—Zp 1) = [1L).

The error space construction is done with trial and
error, starting with all possible single-qubit Pauli errors
and then moving to two-qubit Pauli errors and so on
until 2771 — 1 error spaces are found. This ensures that
if an error space is degenerate, the error with the smallest
weight is associated with it.

Concretely, calling E a Pauli error under considera-
tion to construct the error space V;, spanned by the or-
thonormal basis {E'|0L), E'|1)}, we compute the noisy
projector
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and then check that P,P; = 0 Vj < i. If now |a) € V;
with projector P; and |b) € V; with projector P;, we have
for their inner product

(alb) = (al P/ P; b) = (a| P,P; |b) = 0.

Therefore, elements belonging to different error spaces
are indeed orthogonal with this construction. The proce-
dure yields a list of error spaces V; and associated errors
E;. To correct errors on the logical qubit, we will assume
that it is measured and, thereby, projected onto one of
the eigenspaces V;. Since Pauli errors are self-inverse, the
recovery is then simply achieved by applying the associ-
ated error F; to the noisy logical qubit.

Usually, one deals with more errors than available sub-
spaces and we cannot correct every error but only a sub-
set of all possible errors. Errors outside of that subset
induce logical errors. Still, a good code should reduce
the effective error on the logical level compared to the
possible errors on one physical qubit. If a single-qubit
channel € : D(H1) — D(H1), where D(H) is the set of
all density operators on H, acts on all n physical qubits
that compose one logical qubit, we aim at replacing the
noise map £®" by an effective map &1, : D(Vy) — D(Vo).
In this way, the merit of the encoding is imprinted in the
modified map &7, and one can use already known results
for [1) € H; for the encoded equivalent |¢r) € HY™.

There will be two restrictions. First, we consider only
Pauli noise channels which for a single-qubit p € D(H;)
are written as

3
E(p) =D Ajojpos, (B4)
=0

where 09 = I, 0y = X, 09 = Y, 03 = Z, and
Z?:o Aj = 1. Note that this includes the depolarizing
channel and the dephasing channel. Second, we only con-
sider stabilizer codes, so the logical zero and one, |0;,) and
|11), are always stabilizer states.

After applying the overall noise channel £¥™ to an ar-
bitrary state p € D(Vp), projecting onto a V;, renormal-
izing, and then rotating back to V{, one has a quantum
state in D(Vp) which can be written as

3
E1(p) = D N yotpot, (B5)
§,k=0

whereby oer : Vo — Wy are logical Pauli operators. By
construction, this single-qubit Pauli channel £} is trace-
preserving and completely positive. The A% i are effective
noise parameters and depend on the encoaing from Eq.
(B1), on the original error parameters A; of the quantum
noise channel in Eq. (B4), and on the error space V; that
one projects onto.

Now we use the Choi-Jamiolkowski isomorphism [57]
between quantum channels, described by completely pos-
itive maps, and higher-dimensional quantum states, de-



scribed by density matrices. For this, we define the max-
imally entangled state

L
V2

first apply £ ® I3, onto |®T)(®T|, then P;® I3, on the
resulting state to project it onto an error space V;, and
subsequently rotate back to Vg with F;. This procedure
yields a state that is isomorphic to the channel £} from
Eq. (B5).

For |07) and |11) being stabilizer states, we get the
following pattern from this procedure [32]:

|@F) = —(|02) ®10) + 1) ® |1)) € Vo ® Hy,

10£){0L] @ 10)(0] = (ag|0L) (O] + bh[1L)(1L]) ® |0)(0]
1) (1ol @ [1)(1] = (af[12) (1L 4+ b510L)(0L]) @ [1)(1]
102) (12| @ [0)(1] = (ch|0L) (1] + db|1L){0L]) © 0)(1]
[12)(0z] @ [1){0] = (¢1[12)(0r| + di]0L)(12]) @ [1)(0]

(B6)

To explain this in a little more detail than in Ref. [32],
consider |07,){(0| from Eq. (B2). Due to error correction,
we either have terms in the total operation that are (up
to prefactors representing their occurrence probabilities)
in the stabilizer group — in these cases, recovery was
successful — or that commute with the stabilizer group
but are not in it, so where we have introduced a logical
error. Since both cases commute with the generators
g1,y gn—1, it essentially comes down to what happens
at Zr. Now P; from Eq. (B3) by inspection trivially
commutes with Z, (and with X, which becomes relevant
when considering |07,)(1.]). Apart from that we only deal
with Pauli matrices in the total operation which can only
commute or anti-commute with Zy. Thus, the sign in
front of Z, either remains as it is, maintaining the state
|0£){0L]|, or becomes —Zp,, changing the overall state to
1)(1z].

For symmetry reasons — the commutation relations
of Z;, or X and the terms that constitute the total
operation remain equal irrespective of whether we con-
sider [0)(0r| or [12){(1z] and [0L)(1L| or [11){(0L] — we
furthermore have that aj = a} = a', by = b} = b,
ch=c =c and dj = di =d'.

In practice, to determine the transformations of the
kind of Eq. (B6), we first compute the necessary density
matrix in terms of projectors like in Eq. (B2). Next, we
use that a 2 X 2" density matrix can be written as

-
p= piiIBG— 1)(BG — 1),
i,j=1

where p;; is the matrix entry at position (¢, 7), so row ¢
and column j, and B(k) is the binary representation of
an integer k, filling up with zeros if necessary to reach
a bit string length of n. For appropriate zx, yx € {0,1},
we have

B(@))BG)| = |z1-2n) (y1-ynl = |21) (Y1 © .. @ |20 ) (yn]
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onto which the noise £97, the measurement P;, and the
correction E; are applied.

In the basis spanned by the set {|ir) ® |5)}; j—o, one
obtains from the pattern of Eq. (B6) the density matrix

at 0 0 ¢

1o b d o
PM=35 10 d b 0
¢ 0 0 a

Changing to the Bell state basis and renormalizing, we
see that pys is diagonal (note that (Xp®1I) |®T) = [IT),
(Zr @ 1)|®T) = |®7), and (YL @ I)|®T) = i|T7)), so
that we can read off the effective noise parameters

, lat+ ¢ , , 10 —d

AZ E )\Z = -0 )\Z E A’L = -0

0 0,0 2ai + bi 2 2,2 2at + bi

) 16"+ d ) ) la* = ¢

)\7/ E )\Z = -0 )\Z E AZL Q = ——F———
1 LT 5 3 337 541 bl(aB |
7

where )\;k =0 for all j # k and p; = a’ + b is the proba-
bility of landing in the error space V; after the syndrome
measurement.

To take into account all possible outcomes of the error
space measurement, we average over all possible error
syndrome results. We then have for any p € D(V})

3
Enlp) = Ajrofpoy,
3,k=0

where the mean noise parameters Aj are given as the
sum of the effective noise parameters A;,w weighted by
the probability of landing in the error space V; after ap-
plying the noise £™(p), so

on—1_1

AjJC: Z pi)\é"k-
=0

For stabilizer codes and Pauli noise channels on the phys-
ical level, we have A;, = 0 for all j # k and obtain a
Pauli noise channel also on the logical level with modified
error parameters A; = A; ;.

To analyze repetition codes this model is rather conve-
nient since working in the state picture is easily feasible.
In the case of n repetitions, we have [0.) = [0)®" and
112) = [1)®" spanning the code space which can protect
against up to |n/2] (so n/2 rounded down) bit flip errors.
By means of light abuse of our previous notation, we re-
fer to the error spaces V; as the ones where i errors have
occurred which means that we actually have (:‘) different
V;. Applying the Pauli noise channel from Eq. (B4) on
the physical qubit |0) results in

E(10)(0[) = Ao|0) (O + A1 [1) (1] + A2|1) (1] + A3]0)(O]
= (Ao + A3)[0)(0] + (A1 + A2)[1) (1,

(B8)

so that we get
E2m(0L)(0L]) = [(Ao + As)[0)(0] + (A1 + A2)[1)(1[1°".



This shows that every factor of (Ao + As) counts the num-
ber of times no error on the physical level has occurred
and each factor of (A; + A2) counts one bit flip error.
Therefore, it follows for a’ and analogously for b?, ¢!, and
d":

a’ = Mo+ A3)" T (M 4 M)’
b = (Mo 4+ A3) (A1 + X)) 7"
= (o = A3)" (A — Ag)?
di = (Mo — A3)' (A — Ag)" 70

Taking into account that there are (TZ) ways to dis-
tribute i errors among n qubits, we have p' = (7)(a’ +b")
and the logical error rates, so the mean noise parameters,
become using Eq. (B7) and Eq. (B8):

z (M) +er =
z<)>
z<>

While this calculation was rather straightforward in
case of repetition codes, it is not as simple for more com-
plex codes that involve density matrices and error space
projectors of exponentially increasing size. Therefore, in
Ref. [32], only the five-qubit code was additionally con-
sidered apart from repetition codes. Based on and in-
spired by this approach, we develop the model presented
in Sec. IIIB that avoids working in the state picture and
is, thus, able to handle stabilizer codes more efficiently.

Appendix C: Check matrix model implementation

For each error, we need to find its occurrence probabil-
ity which is determined by the Pauli noise channel under
consideration. For a single-qubit depolarizing channel,
every possible multi-qubit Pauli error can occur, whereby
each identity term in the tensor product contributes with
1- fp and every non-identity term with p/4, where p
is the depolarization probability. For an error F with
row vector representation 7(E) = (Z1,...,%pn, 21, ey Zn)s
we can count how many physical errors have occurred in
total. Calling that number i1 (E) € {0, ...,n}, the occur-
rence probability of F is given by

Py (E) = (1 - iza)n_w) (5" e

For two-qubit depolarization, we consider two indi-
vidual errors By = (Z1,...,Zpn,21,..,2n) and Fy =

25

Zony Znt1s - Z2n). Then the total error E =
29,,) has an occurrence probability of

(xn+17 cey
(.131, ceey L0y By oeey

15 i2(E)
pm-(1-10)  (5) @

whereby i2(E) € {0,...,n}. The integer i3(E) counts the
number of times when at least one error has occurred
on two physical qubits, so n — i(E) is the number of
double identities I ® I. As a simple example, consider
two logical qubits, each composed of two physical qubits.
Then i3(E) € {0,1,2} and one needs to check whether
x1,21, 3,23 are all zero or not (if not increase iz (E) by
one) and whether z9, 29, 24, 24 are all zero or not.

For single-qubit dephasing, only the identity and the
Z-operator are involved, so clearly, not all Pauli errors are
possible anymore but only multi-qubit phase flip errors
which correspond to x; = 0 for all ¢ € {0,...,n} and
z = (21,...,2n) € {0,1}™. The associated probability for
such an error E = (0,...,0, 21, ..., 2, ), where the number
of physical errors is i = Y ,_, 2, is then given by

P3(E) = (1—p)"~'p".

The run time here is a problem quickly encountered
due to the exponentially increasing number of possible
multi-qubit Pauli errors when analyzing larger codes.
What generally helps to reduce the run time significantly,
is to work closer to the binary language that a computer
uses anyway. First of all, one can translate the check rep-
resentations of generators or operators into integers and,
thereby, instead of comparing all entries of binary vec-
tors, simply compare two numbers. Another example is
to use the quick XOR operation on two integers instead
of addition modulo two of two binary vectors or an OR
operation, denoted by |, to quickly read out whether two
values are zero. As an immediate application of the lat-
ter, we can express the number of physical single-qubit
errors encountered previously in Eq. (C1) via

E) = Z$k|2k
k=1

and the number of physical two-qubit errors (so opera-
tions different from I ® I) from Eq. (C2) via

n
i2(B) = ap|ek|kinl 2k
k=1
Furthermore, since symbolic computation is usually slow,
it helps to delay any steps involving it as much as possi-
ble.

Appendix D: Explicit expressions for the effective
logical error parameters

1. The three-qubit bit and phase flip codes

The three-qubit bit and phase flip codes have equal
logical channels after depolarizing noise. For depolarizing



single-qubit noise with depolarization probability p, the
effective error parameters are given by

5 3 3
Ax = Ay = =p° + 2p? (1 - 4P>
and
1, 3, 3 3 3\’
Az—ﬁp +gP (1417) +2p<14p) :
For two-qubit depolarization, it was found that the

logical two-qubit channel has three non-overlapping error
curves, namely

AX = A1y =Ax1 = Axz = Avr = Avyz = Azx = Azy =

_ %5 s 9 (15
= 10247 T 6a? 167)°

Aiz=Az1=Xzz =

_5 g 2 15N 3 (0 15\
~18? Tea? 167) T 4P 167)

Axx = Axy = Avx = Avy =

61 5 3., 15
=32 (1-2p) .
P>+ =-3p ( 16p)

and

~ 1024

2. The five-qubit code

For single-qubit depolarization, the effective error pa-
rameters can be found to be

33 5 45 ,( 3
~512” T 128” (1 4p)

2 3
35 4 3 15 3
= 1- = - 1-=
(L) B (%Y
whereby p is the original depolarization probability.
Thus, on the logical level, again depolarization occurs.
For two-qubit depolarization acting on the physical

qubits constituting the logically encoded state, the new
effective error parameters are given by

Ax = Ay = Az

)\ZI - A3’] - A)(I - AIZ - )\IY - )\IX -
_ 23703 o 7995 () 15
~ 524288” T 327687 167

965 15 \* 105 ,
22 31— 2 —p2 (1
* 20487 ( 16p) * 1sP

15 3
16p ,
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23763 . 7815 , (. 15
122
* 397687 ( 167 >

= Ax = Axy = oesP
2 3
1145 15 45 15
50487 (1 16p) + Tas? (1 16p) '

and
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3. The Steane code

When the Steane code is subject to single-qubit de-
phasing, one gets a phase flip channel also on the logical
level with

Az = p +7p°(1—p)+28p* (1—p)>+7p* (1—p)*+21p* (1—p)°.

When instead depolarizing noise affects single qubits, the
effective error parameters read as
575 -

B L1225 () 3
~ 16384” T 1006” g
637 3\* 371, 3\*
il 1- 2 2= 1-2
5’ ( 4p) ST g

4 5
231 3 49 ,( 3

With two-qubit depolarization, we obtain the logical
error parameters

Ax = Ay = Az

Az =Avr=Axr = Az = Ay = A\ix =

_ 10675163 ;4992097 (15
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494551 5 (15 2+55685 if,_ 15 ?
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4. The Shor code

Single-qubit dephasing acting on the nine-qubit Shor
code results in a logical bit flip channel with an error
probability given by

Ax =p” + (1 —p)+ 9" (1 —p)> +57p°(1 — p)?
+27p° (1 — p)* 4+ 99p* (1 — p)° +27p*(1 — p)°
+27p%(1 - p)".

For single-qubit depolarization, the resulting logical



channel has directed Pauli noise, namely
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5. The nine-qubit surface code

§3
1P
3

4

)

and

z =

When single-qubit dephasing acts on a logical surface
code qubit, the resulting effective dephasing channel has
a modified phase flip probability of

Az =p° +9p*(1 —p) + 18p" (1 — p)* + 28p°(1 — p)?
+69p° (1 —p)* +57p*(1 — p)® + 56p° (1 — p)°
+ 18p*(1 —p)7.

For single-qubit depolarization, the logical error pa-
rameters after error correction has been performed are
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6. The eleven-qubit code

Using adaptive error syndrome identification, when the
eleven-qubit code is subject to single-qubit dephasing,
we obtain a phase flip channel with the modified error
probability

Az = pt 4 11p"0(1 — p) + 55p° (1 — p)? + 146p° (1 — p)®
+202p" (1 — p)* +263p5(1 — p)°® +199p° (1 — p)°
+128p*(1 — p)” + 19p*(1 — p)®.

In the case of single-qubit depolarization affecting the
physical qubits of the eleven-qubit code, the logical error
probabilities are given by
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Appendix E: Non-adaptive error syndrome
identification

For the five-qubit and eleven-qubit codes, the adaptive
error syndrome identification allows to obtain logical de-
phasing channels with improved phase flip probabilities
for low noise. If one instead uses the standard error syn-
drome identification, mapping error syndromes to mini-
mal weight-Pauli errors, the resulting logical channel af-
ter single-qubit dephasing has non-zero Ax and Ay, see
Fig. 17.

The error parameters of the five-qubit code in Fig. 17
(a) are then given by

Ax = Ay =5p*(1 —p)? + 5p*(1 — p)?,

Az =p° +5p*(1 —p).

For single-qubit dephasing acting on the eleven-qubit
code, Fig. 17 (b), the resulting logical channel has the
error parameters

Ax = 32p°(1 p) +53p" (1 —p)* +96p°(1 - p)°
+92p°(1 — p)® 4+ 74p* (1 — p)7 +47p° (1 — p)®
+2p (1 _p)Q’
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Ay = 2p°(1—p)* +47p%(1 —p)* + 74p" (1 — p)*
+92p5(1 — p)® 4+ 96p°(1 — p)® + 53p* (1 — p)7
+32p°(1 - p)®,

Az =p't +11p*°(1 — p) +53p°(1 — p)* + 40p*(1 — p)*
+107p7 (1 — p)* + 113p°(1 — p)® + 161p° (1 — p)°
+96p*(1 — p)7 + 46p*(1 — p)®.
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FIG. 17. Logical error parameters with standard, non-

adaptive error syndrome identification against single-qubit
dephasing (a) for the five-qubit code and (b) the eleven-qubit
code.
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