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A bstract

A sin pl technique for decoding an unknown m odulated chaotic tin e-series is pre—
sented. W e point out that, by tting a polynom ialm odel to the m odulated chaotic
signal, the error in the tgivessu cient inform ation to decode the m odulating signal.
For analog In plem entation, a lowpass lter can be used for tting. This m ethod is
sin ple and easy to In plem ent in hardw are.

Indexing tem s: chaotic tin e-series, secure com m unication (PACS:0545).

Secure com m unication using chaos has received m uch attention recently. Various m eth—
ods for m odulating and dem odulating a chaotic oscillator have been proposed (see []] and
references cited in f]]). There are two ways to hide the m odulating signal inside the chaotic
carrier signal. O neway isto add a sm allm odulating signalto the chaotic carrier signalwhose
am plitude ismuch larger. This is called chaotic m asking. In this case, power is wasted in
the carrier. A nother way to encode the m odulating signal is to m odulate the param eters of
the carrier chaotic oscillator. T hism ethod has been dem onstrated experin entally by m any
groupsf].

However, it has also been pointed out that secure comm unication using chaos can be
broken (B1,B)).The rstmethod in[B]isspeci c to the Lorenz oscillator case. T he second

m ethod by Short[] is m ore general. In this approach by Short, the m odulating signal is
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assum ed to be an all and the phase-space of the carrier chaotic oscillator is reconstructed
from the transm itted tim e-series using the standard delay em bedding techniques (B1, [1)).
T he chaotic tin e-serdes is predicted by noting the ow ofnearby tra ectories in the em bedded
phase—space. Then the Purer transform of the di erence between the predicted serdes and
the actual tranam itted serdes is taken and a comb  ler is applied. This urer spectrum
now reveals the m odulating signal. A s noted in [§], this technique works well when the
m odulating signal am plitude is an all. Ifthe am plitude of the m odulating signal is large, the
phase—space structure of the carrier gets greatly altered and it m ay not be possble to get a
good delay em bedding of the carrier oscillator dynam icsf{].

Another way to unm ask the m odulating signal is to plot correlation integralf]] of the
chaotic tim e-series as a function of tine. This also contains som e inform ation about the
m odulating signal. H owever, this m ethod requires lot of com putation and works only when
the m odulating waveform is very slow 7 varying.

In this brief, we point out a much sinpler way to extract the m odulating signal w ith—
out using the phase-space inform ation or sophosticated frequency ltering. This m ethod
is sinple and easy to mplkm ent in hardware for realtin e decoding and works well when
the m odulating param eter variation is su ciently large. This m ethod has been tested for
m any continoustin e chaotic oscillator systam s, including the G lassM ackey equation that
generates m ore com plex chaotic wavefom s.

W e take a short segm ent of the data and t a polynom ial. The num ber of data points
for the t is kept m ore than the order of the polynom ial. The error in the t now gives
som e Infom ation about the m odulating waveform . A s the m odulationg param eter is varied,
the Lyapunov exponents ( ’s) of the chaotic oscillator vary and the waveform also varies
from , say, a m ore’ chaotic nature to Yess’ chaotic nature. W hen the wavefomm is less chaotic
(en allerpositive ), we expect the error in the ttobesnaller. The error n the tbecom es
larger w hen the m odulating param eter m oves the oscillator to a m ore chaotic region (larger
positive ).

Since the infom ation about the inidal t is lost within a tin e interval of about 1= ,



Figure 1: Results for the Lorenz oscillator case. @) show s the m odulating waveform , (o)
the tranan itted variabl x (£), (€) the t ermror signaland (d) dem odulated output nt (t).

next tto anearby segm ent gives another ndependent estin ate ofthe terror. It iseasy to
get su cient num ber of such error points for averaging. The t error data is then averaged
(for about 100200 points) and applied to a lowpass ler. W e used a smpl 4th order
Butterworth Iowpass Ier. In case ofa single-tonem odulating signal, accurate dem odulation
is easy and a sharp bandpass lterwilldo. In a m ore realistic com m unication system , the
bassband m odulating signalw ill consist ofa band of frequencies. T he resuls presented here
are shown for a two-tone m odulating signalofthe typem () = A;sin !;t+ A, sin !, t.

W e have explored other m inor variations of the above technique for calculating the t

error. Som e In provem ent in the dem odulated waveform can be found by averging the de-



m odulated signals of di erent orders of polynom ial curve t. Anotherway to nd the t
error is to progct the tted polynom ialto a nearby tin e Jocation and calculate the termor
in that Jocation. The In provem ents are only m arginal.

First, we show the results for the Lorenz oscillator case w ith param eters = 10,b= 8=3
and r = 35 (otations as In E]) . For m odulation, the param eter r is vared around is
nom inalvalue by the two-tone signalw ith am plitudesA,; = A, = 5and !; = 2!, = 0233.
Thatis: r= ry+ A;sn !t+ A,sin!,t. The ntegration is done using a 4th order R unge-
Kutta method with a tine step of T = 0:01. The varabl x (t) of the Lorenz oscillator
is assum ed to be tranam ited. A 4th order polynom ialisused to t every 10 points In the
tin eserdes. A 4th order owpass lTerwith a anall cuto frequency (0.001/ T) is used

Ter the error signal. The results are summ arised In Fig. 1. The dam odulated output M (t)
is shown in Fig. 1d. The furer frequency soectrum of the error signal (before the nal

lowpass lter) is shown In Fig. 2. It is clear that the t error data contains informm ation
about the m odulating wavefom .

2000 . . .

1500 -

fft
1000 .

500 ¢ -

o e el . .

I 100 200 300 400
freq.

Figure 2: The fourer spectrum of t error signalef(t).



T his dem odulation technique requires a digital signal processor O SP) for realtin e de—
coding. To aviod this, we present another sin pler m ethod that can be easily i plem ented
w ith analog circuitry (' ig. 3). Here, instead of using a D SP or a com puter, we use a sin ple
lowpass ITer LPF1 (oforder 1 or 2) wih low tim econstant to predict a short ssgm ent of
the input dhaotic tin e-serdes. Then the error e(t) between the input signal x (t) and the
LPF1 output is calculated. T he error can be com puted w ith a squaring or an absolute value
circuitry. The delay in the input path can be in plam ented w ith a simpl I or IT oxder all-
pass ler. This is to com pensate for the delay in LPF1. LPF2 is a sharper lowpass Ier
(say, of order 4 or 5) w ith a large tin e-constant that averages the error signal and produces
the output dem odulated signalm (t). This analog In plem entation also gives performm ance
com parable to the polynom ial t algorithm given earlier.
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Figure 3: The analog in plm entation.

The results for the Rossker oscillator case are shown Fig. 4. The Rossker oscillator is
simulated with parametersa = 02, b= 02 and c= 5:{/. The b param eter is m odulated,
as before, w ith a two-tone m odulating signalA; = A, = 0015 and !; = 2!, = 002. The
tin estep forRungeKuttamethod is T = 0:15. LPF1 isa 2nd order Butterwoth lowpass

terwih a large cuto  frequency (0d15= T). The averagihhg Iowpass lter LPF2 isa 4th
order Butterwoth lterwith a anallcuto frequency (0:002= T).

Agaln, the fourier spectrum clkarly shows the m odulating waveform s. The variation
of the output or the ’'smay not be linear when m odulating param eter varies by a large
am ount. To com pensate for this, a non-linear com panding/expanding circuitry m ay be used

after dem odulation. T hus, it is easy to intercept and decode a continous-tin e secure chaotic
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Figure 4: Results for the Rossker oscillator.
com m unication.

In conclusion, we have presented a sin ple algorithm for decoding an unknow n m odulated
chaotic tin e-serdes. This technique can be used for reattin e decoding using a D SP or an

analog circuitry.
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