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A bstract

A sim pletechniquefordecoding an unknown m odulated chaotic tim e-seriesispre-

sented. W e point out that,by � tting a polynom ialm odelto the m odulated chaotic

signal,theerrorin the� tgivessu� cientinform ation to decodethem odulating signal.

For analog im plem entation,a lowpass � lter can be used for � tting. This m ethod is

sim pleand easy to im plem entin hardware.

Indexing term s:chaotictim e-series,securecom m unication (PACS:05.45).

Secure com m unication using chaoshasreceived m uch attention recently.Variousm eth-

odsform odulating and dem odulating a chaotic oscillatorhave been proposed (see [1]and

referencescited in [2]).Therearetwo waysto hidethem odulating signalinsidethechaotic

carriersignal.Onewayistoadd asm allm odulatingsignaltothechaoticcarriersignalwhose

am plitude ism uch larger. Thisiscalled chaotic m asking. In thiscase,poweriswasted in

thecarrier.Anotherway to encodethem odulating signalisto m odulatetheparam etersof

thecarrierchaoticoscillator.Thism ethod hasbeen dem onstrated experim entally by m any

groups[2].

However,it has also been pointed out that secure com m unication using chaos can be

broken ([3],[4]).The� rstm ethod in [3]isspeci� c to theLorenzoscillatorcase.Thesecond

m ethod by Short[4]is m ore general. In this approach by Short,the m odulating signalis
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assum ed to be sm alland the phase-space ofthe carrier chaotic oscillator is reconstructed

from the transm itted tim e-series using the standard delay em bedding techniques ([6],[7]).

Thechaotictim e-seriesispredicted bynotingthe ow ofnearbytrajectoriesin theem bedded

phase-space. Then the fouriertransform ofthe di� erence between the predicted seriesand

the actualtransm itted series is taken and a com b � lter is applied. This fourier spectrum

now reveals the m odulating signal. As noted in [5],this technique works wellwhen the

m odulating signalam plitudeissm all.Iftheam plitudeofthem odulating signalislarge,the

phase-space structureofthecarriergetsgreatly altered and itm ay notbepossible to geta

good delay em bedding ofthecarrieroscillatordynam ics[5].

Another way to unm ask the m odulating signalis to plot correlation integral[7]ofthe

chaotic tim e-series as a function oftim e. This also contains som e inform ation about the

m odulating signal.However,thism ethod requireslotofcom putation and worksonly when

them odulating waveform isvery slowly varying.

In thisbrief,we pointouta m uch sim pler way to extract the m odulating signalwith-

out using the phase-space inform ation or sophosticated frequency � ltering. This m ethod

is sim ple and easy to im plem ent in hardware forreal-tim e decoding and works wellwhen

the m odulating param eter variation issu� ciently large. This m ethod has been tested for

m any continous-tim e chaotic oscillatorsystem s,including the Glass-M ackey equation that

generatesm orecom plex chaoticwaveform s.

W e take a shortsegm entofthe data and � ta polynom ial. The num berofdata points

for the � t is kept m ore than the order ofthe polynom ial. The error in the � t now gives

som einform ation aboutthem odulating waveform .Asthem odulationg param eterisvaried,

the Lyapunov exponents (�’s) ofthe chaotic oscillator vary and the waveform also varies

from ,say,a‘m ore’chaoticnatureto‘less’chaoticnature.W hen thewaveform islesschaotic

(sm allerpositive�),weexpecttheerrorin the� ttobesm aller.Theerrorin the� tbecom es

largerwhen them odulating param eterm ovestheoscillatorto a m orechaoticregion (larger

positive�).

Since the inform ation about the initial� t is lost within a tim e intervalofabout 1=�,
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Figure 1: Resultsforthe Lorenz oscillatorcase. (a)showsthe m odulating waveform ,(b)

thetransm itted variablex(t),(c)the� terrorsignaland (d)dem odulated output m̂ (t).

next� ttoanearby segm entgivesanotherindependentestim ateofthe� terror.Itiseasy to

getsu� cientnum berofsuch errorpointsforaveraging.The� terrordata isthen averaged

(for about 100-200 points) and applied to a lowpass � lter. W e used a sim ple 4th order

Butterworth lowpass� lter.In caseofasingle-tonem odulatingsignal,accuratedem odulation

iseasy and a sharp bandpass� lterwilldo. In a m ore realistic com m unication system ,the

baseband m odulating signalwillconsistofa band offrequencies.Theresultspresented here

areshown fora two-tonem odulating signalofthetypem (t)= A 1sin!1t+ A 2sin!2t.

W e have explored other m inorvariationsofthe above technique forcalculating the � t

error. Som e im provem ent in the dem odulated waveform can be found by averging the de-
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m odulated signals ofdi� erent orders ofpolynom ialcurve � t. Another way to � nd the � t

erroristo projectthe� tted polynom ialto a nearby tim elocation and calculatethe� terror

in thatlocation.Theim provem entsareonly m arginal.

First,weshow theresultsfortheLorenzoscillatorcasewith param eters� = 10,b= 8=3

and r = 35 (notations as in [2]). For m odulation,the param eter r is varied around its

nom inalvalue by the two-tone signalwith am plitudesA 1 = A 2 = 5 and !1 = 2!2 = 0:233.

Thatis:r = r0 + A 1sin!1t+ A 2sin!2t. The integration isdone using a 4th orderRunge-

Kutta m ethod with a tim e step of� T = 0:01. The variable x(t) ofthe Lorenz oscillator

isassum ed to be transm itted. A 4th orderpolynom ialisused to � tevery 10 pointsin the

tim e-series. A 4th order lowpass � lter with a sm allcut-o� frequency (0.001/� T) is used

� ltertheerrorsignal.Theresultsaresum m arised in Fig.1.Thedem odulated output m̂ (t)

is shown in Fig. 1d. The fourier frequency spectrum ofthe error signal(before the � nal

lowpass � lter) is shown in Fig. 2. It is clear that the � t error data contains inform ation

aboutthem odulating waveform .

Figure2: Thefourierspectrum of� terrorsignale(t).
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Thisdem odulation technique requiresa digitalsignalprocessor(DSP)forreal-tim e de-

coding. To aviod this,we presentanothersim plerm ethod thatcan be easily im plem ented

with analog circuitry (Fig.3).Here,instead ofusing a DSP ora com puter,weusea sim ple

lowpass� lterLPF1 (oforder1 or2)with low tim e-constantto predicta shortsegm entof

the input chaotic tim e-series. Then the error e(t) between the input signalx(t) and the

LPF1 outputiscalculated.Theerrorcan becom puted with a squaring oran absolutevalue

circuitry. The delay in the inputpath can be im plem ented with a sim ple IorIIorderall-

pass� lter. Thisisto com pensate forthe delay in LPF1. LPF2 isa sharperlowpass� lter

(say,oforder4 or5)with a largetim e-constantthataveragestheerrorsignaland produces

the output dem odulated signalm̂ (t). This analog im plem entation also gives perform ance

com parableto thepolynom ial� talgorithm given earlier.

Figure3: Theanalog im plem entation.

The results for the Rossler oscillator case are shown Fig. 4. The Rossler oscillator is

sim ulated with param eters a = 0:2,b = 0:2 and c = 5:7. The b param eter ism odulated,

asbefore,with a two-tone m odulating signalA 1 = A 2 = 0:015 and !1 = 2!2 = 0:02. The

tim e-step forRunge-Kutta m ethod is� T = 0:15.LPF1 isa 2nd orderButterwoth lowpass

� lterwith a large cut-o� frequency (0:15=� T).The averaging lowpass� lterLPF2 isa 4th

orderButterwoth � lterwith a sm allcut-o� frequency (0:002=� T).

Again,the fourier spectrum clearly shows the m odulating waveform s. The variation

ofthe output or the �’s m ay not be linear when m odulating param eter varies by a large

am ount.To com pensateforthis,a non-linearcom panding/expanding circuitry m ay beused

afterdem odulation.Thus,itiseasy to interceptand decodea continous-tim esecurechaotic
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Figure4: ResultsfortheRossleroscillator.

com m unication.

In conclusion,wehavepresented asim plealgorithm fordecodingan unknown m odulated

chaotic tim e-series. Thistechnique can be used forreal-tim e decoding using a DSP oran

analog circuitry.
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