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Fundam ental lim its on the controllability of physical system s are discussed in the light of infor-
m ation theory. It is shown that the second law of thermm odynam ics, when generalized to include
Inform ation, sets absolute lim its to the m Inin um am ount of dissipation required by open-loop con—
trol. In addition, an inform ation-theoretic analysis of closed-loop control show s feedback controlto
be essentially a zero sum gam e: each bit of nfom ation gathered directly from a dynam ical system s
by a controldevice can serve to decrease the entropy of that system by at m ost one bit additional
to the reduction of entropy attainable w ithout such inform ation (open-loop control). C onsequences
for the control of discrete binary system s and chaotic system s are discussed.
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Inform ation and uncertainty represent com plem entary
aspects of control. O pen-loop controlm ethods attem pt
to reduce our uncertainty about system variables such as
position or velocity, thereby increasing our inform ation
about the actual values of those variables. C losed—loop
m ethods obtain inform ation about system variables, and
use that inform ation to decrease our uncertainty about
the values of those variables. A lthough the literature in
controltheory In plicitly recognizesthe in portance of in—
form ation in the control process, inform ation is rarely
regarded as the central quantity of interest [Jl. Tn this
Letter we address explicitely the role of inform ation and
uncertainty in controlprocessesby presenting a novel for-
malism for analyzing these quantities using techniques
of statistical m echanics and inform ation theory. Specif-
ically, based on a recent proposalby Lloyd and Slotine
E], we form ulate a generalm odel of control and inves—
tigate it using entropy-lke quantities. T his allow s us to
m ake m athem atically precise each part of the ntuitive
statem ent that in a control process, inform ation must
constantly be acquired, processed and used to constrain
orm aintain the tra pctory of a system . A long this line,
we prove several lim iting resuls relating the ability of
a ocontrol device to reduce the entropy of an arbitrary
system in the caseswhere (i) such a controller acts inde—
pendently of the state ofthe systam (open—loop control),
and (i) the control action is In uenced by som e infor-
m ation gathered from the system (closed—Jloop control).
The results are applied both to the stochastic exam ple
of coupled M arkovian processes and to the detem inistic
exam ple of chaotic m aps. These resuls not only com —
bine concepts of dynam icalentropy and inform ation n a
uni ed picture, but also prove to be findam ental n that
they represent the ultin ate physical lim itations faced by
any control system s.

T he basic fram ework of our present study is the ol
low Ing. W e assign to the physical plant X we want to
control a random variable X representing is state vec—

tor (of arbitrary din ension) and whose value x is drawn
according to a probability distribbution p (k). Physically,
this probabilistic or ensam ble picture m ay account for in—
teractions w ith an unknown environm ent, noisy inputs,
or unm odelled dynam ics; it can also be related to a de—
term inistic sensitivity to som e param eters which m ake
the system e ectively stochastic. T he recourse to a sta—
tistical approach then allow s the treatm ent of both the
unexpectedness of the controlconditions and the dynam —
ical stochastic features as two faces of a single notion:
uncertainty.

A s i iswellknown, a suitable m easure quantifying un—
certainty is entropy EE] For a classical system wih a
discrete set of states w ith probability m ass fiinction p (x),
1t is expressed as
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(@1l logarithm sare assum ed to the base 2 and the entropy
ismeasured In bis). O ther sin ilar expressions also ex—
ist for continuous state system s ( negrained entropy),
quantum system s (von Neum ann entropy), and coarse-
grained system s obtained by discretization of continuous
densities in the phase space by means of a nite par-
tition. In all cases, entropy o ers a precise m easure of
disorderliness or m issing inform ation by characterizing
them Ininum am ount of resources (bits) required to en—
code unam biguously the ensem ble describing the system
E]. A s for the tin e evolution ofthese entropies, we know
that the negrained (orvon Neum ann) entropy rem ains
constant under volum epreserving (unitary) evolution, a
property closely related to a corollary of Landauer’s prin—
cplke @] w hich asserts that only one-to-one m appings of
states, ie., reversibk transform ation preserving inform a—
tion are exem pt of dissipation. C oarse-grained entropies,
on the otherhand, usually ncrease in tim e even in the ab-
sence ofnoise. Thisisdue to the nite nature ofthe par-
tition used in the coarsegraining which, in e ect, blurs
the divergence of su ciently close tra fctories, thereby
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inducing a \random ization" of the m otion. For m any
system s, the typical average rate of this increase is given
by a dynam ical nvariant know n asthe K oln ogorov-Sinai
entropy [{{§.

In this context, we now address the problem of how
a control device can be used to reduce the entropy of a
system orto inmunize it from sources ofentropy, in par-
ticular those associated w ith noise, m otion instabilities,
ncom plete speci cation of states, and initial conditions.
A Ythough the problem of controlling a system requires
m ore than lim iting its entropy, the ability to lm it en—
tropy is a prerequisite to control. Tndeed, the fact that a
controlprocess isable to localize a system in de nite sta—
ble states or tra fctories sin ply m eans that the system
can be constrained to evolve into states of low entropy
starting from states of high entropy.

To illustrate, in s m ost sin ple way, how the entropy
of a system can be a ected by extemal system s, ket us
consider a basic m odel consisting of our system X cou-—
pld to an environm ent E. For sin plicity, and w ithout
loss of generality, we assum e that the statesofX fom a
discrete set. T he initial state is again distribbuted accord—
ing to p&x), and the e ect of the environm ent is taken
Into account by Introducing a perturbed conditional dis—
trbution p &%), where x° is a value of the state later
In tin e and e, a particular realization of the stochastic
perturbation appearing w ith probability p(e). For each
value e, we assum e that X undergoes a unigque evolution,
referred here to as a subdynam ics, taken to be entropy
conserving in analog to the Ham iltonian tin e evolution
for a continuous physical system :
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A fter the tin e transition X ! X °, the distrdoution p (x%)
is obtained by tracing out the variables of the environ-—
m ent, and is used to calculate the change of the entropy
H®%=H )+ H.From the concavity property of
entropy, it can be easily shown that H 0, w ith equal-
ity if and only if (i ) the state E is perfectly speci ed,
ie., if a value e appears w ith probability one. Tn prac—
tice, however, the environm ent degrees of freedom are
uncontrollable and the uncertainty associated w ith the
environm ent coupling can be suppressed by \updating"
som ehow our know ledge of X after the evolution. O ne
direct way to reveal that state is to iIn agine a m easure—
ment apparatus A coupled to X in such a way that the
dynam icsofthe com posed system X + E isleft una ected.
For this m easurem ent schem e, the outcom e of som e dis—
crete random variable A ofthe apparatus is described by
a conditionalprobability m atrix p @k and them arginal
p@) from which we can derive H X “A) H K % wih
equality 1 A is independent ofXP [['fl]. In this last in—
equality we have used H X “A) _H X “p)p@), and
H K %) given sin ibrly as n Eq.{3).

Now, upon the application of the m easurem ent, one

can de ne the reduction of entropy of the system condi-
tionally on the outcome of A by Ha H & °p)
H X ), which, obviously, satis es Hp H, and
H@) H Ha . In other words, the decrease in
the entropy of X conditioned on the state of A is con—
pensated for by the increase in entropy ofA . This latter
quantity represents inform ation that A posses about X .
A ccordingly, the entropy ofX given A plusthe entropy of
A isnondecreasing, which is an expression of the second
law ofthem odynam ics as applied to interacting system s
,E]. In a sin ilar line of reasoning, Schack and C aves
], showed that som e classical and quantum system s
can be tem ed \chaotic" because oftheir exponential sen—
sitivity to perturbation, by which they mean that the
minmalinformation H @) neededtokeep Hp below a
tolerable kevel grow s exponentially in tin e In com parison
to the entropy reduction H Ha.

Tt m ust be stressed that the reduction of entropy ofX
discussed so far is conditionalon the outcom e ofA . By
assum ption, X isnota ected by A ; as a result, accord—
ing to an observer who does not know this outcom e, the
entropy of X is unchanged. In order to reduce entropy
for all observers unconditioned on the state of any ex—
temal system s, a direct dynam icalaction on X must be
established extemally by a controller C whose In  uence
on the system is represented by a set of control actions
x I© x° triggered by the controller’s state c. M athem at—
ically, these actions can be m odelled by a probabiliy
transition m atrix p x%k;c) giving the probability that
the system in state x goes to state x° given that the
controller is in state ¢. The speci ¢ form of this actua-
tion m atrix will In general depend on the subdynam ics
envisaged In the control process: som e of the actions,
for exam ple, m ay corresoond to control strategies forc—
iIng several initial conditions to a comm on stable state,
In which case the corresponding subdynam ics is entropy
decreasing. O thers can m odel uncontrolled transitions
perturbed by extermalor Intemalnoise leading to \fuzzy"
actuation ruleswhich increase the entropy ofthe system .
Hence, the system s X and C need not in generalm odel
a closed systeam ; X , as we already noted, can also be af-
fected by extermal system s (eg., environm ent) on which
one has usually no control. H owever, form ally speaking,
one can always embed any open-system evolution in a
higher dim ensional closed system whose dynam icsm in —
ics a Ham iltonian system . This can be done by supple-
m enting an open system w ith a set of ancillary variables
acting as an environm ent E in order to construct a global
volum e-preserving transition m atrix such that, when the
ancillary variables are traced out, the reduced transition
m atrix reproduces the dynam ics of the system X + C.

Note that these ancillary variables thus introduced
need not have any physical signi cance: they are only
there for the purpose of sim plifying the analysis of the
evolution of the system . In particular, no control can
be achieved through the choice of E. W ithin ourm odel,



the control of the system X can only be assured by the
choice of the controlC whereby we can force an ensem —
bl of transitions lading the system to a net entropy
change H . Since the overall dynam ics of the system,
controller and environm ent is H am iltonian, Landauer’s
principle in m ediately In plies that if the controller is ini-
tially uncorrelated w ith the system (open—loop control), a
decrease In entropy H forthe system m ust be com pen—
sated Porby an increase n entropy ofat least H forthe
controller and the environm ent EI]. Furthem ore, using
again the concavity property ofH , it can be shown that
the m axinm um decrease of entropy achieved by a partic—
ular subdynam ics of control variable ¢ is always optim al
In the sense that no probabilistic m ixture of the control
param eter can in prove upon that decrease. E xplicitly,
w e have the follow ng theorem We om it the proofwhich
follow s sin ply from the concavity property.)

Theorem 1 | For open-loop control, the m axin um
valie of H can always be attained for a pure choice
of the control variable, ie., wih p(¢) = 1 and p(c) = 0
forallcé ¢, where ¢ is the value of the controller leading
tomax H .Anym xture of the controlvariables either
achieves the m axinum or yields a sn aller value.

From the standpoint ofthe controller, onem a prdraw —
back of acting independently of the state of the sys—
tem is that offen no inform ation other than that avail
able from the state of X itself can provide a reason—
able way to determ ine which subdynam ics are optin al
or even accessible given the initial state. For this rea—
son, open-loop control strategies In plem ented indepen-—
dently of the state of the system or solkly on its statis—
tics usually fail to operate e ciently in the presence of
noise because of their nability to react or be adjisted
In tine. In order to account for all the possble be-
haviors of a stochastic dynam ical system , we have to
use the infom ation contained in is evolution by con-—
sidering a closed-loop control schem e in which the state
of the controller is allowed to be correlated to the mni-
tial state of X . This correlation can be thought as a
m easuram ent process described earlier that enables C
to gather an am ount of inform ation given fom ally in
Shannon’s inform ation theory E,E] by the mutual in-
formation IKyC) = H X )+ H C) H K;C)where
H X;C)= «cP&;C) Iogp (k;jc) is the pint entropy
ofX and C. Having de ned these quantities, we are now
In position to state our m ain result which is that the
maxinum inprovem ent that closed-loop can give over
open—loop control is lin ited by the nform ation obtained
by the controller. M ore form allky, we have

T heorem 2 | The am ount ofentropy H c1pseq that can
be extracted from any dynam icalsystem by a closed—loop

controller satis es
H cosed Heopen ¥ IX ;C); 3)

where H gpen isthem axinum entropy decrease that can
be cbtained by open-loop controland I X ;C) isthemu-—

tual infom ation gathered by the controller upon obser—
vation of the system state.

P IOOf.l W e construct a closed system by supplem ent—
Ing an ancilla E to our previous system X + C.M ore—
over, ket C and E be collectively denoted by B w ith state
variable B . Since the com plte system X + B is closed,
its entropy has to be conserved, and thus H X ;B) =
H X %B%.De ning the entropy changes ofX and B by

H=HEX) HX%and Hs =H BY H B) respec—
tively, and by using the de nition ofthem utualinform a—
tion, this condition of entropy conservation can also be
rewritten nthefom H = Hy IX%BY+ IX;B)
EI]. Now, de ne Hepen as the maxinum am ount of
entropy decrease of X obtained in the open-loop case
where IX ;C) = IX;B) = 0 (oy construction of E,
IX ;E)= 0. From the conservation condition, wehence
obtain max H = Heopen + IX ;B), which is the de-
sired upper bound for a feedback controller.

To illustrate the above results, suppose that we con—
trol a system In a m ixture of the states £0;1g using a
controller restricted to use the follow Ing tw o actions

0:x! x°
1:x! x°

@)

C = X
c =

not x

(in otherw ords, the controller and the system behave lke
a so—called tontrolled-not’ gate). Since these actuation
nules sin ply pemute the state of X, H X% H X))
with equality if we use a pure control strategy or if
H X )= Hpax = 1bi, n agreem ent with our rst theo—
rem . Thus, H pen = 0. However, by know ing the actual
value of x H X ) bit of nfom ation) we can choose C
toobtain H = H (X ), therefore achieving Eq.[J) with
equality. E vidently, as In plied by this equation, inform a—
tion is required here as a result of the non-dissipative na—
ture ofthe actuations and would not be needed ifwewere
allowed to use disspative (volum e contracting) subdy-
nam ics. A lfematively, no open-loop controlled situation
is possble if we con ne the controller to use entropy—
Increasing actuations as, for instance, in the control of
nonlinear system s using chaotic dynam ics.

T o dem onstrate this last statem ent, let us consider the
feedback control schem e proposed by O tt, G rebogi and
Yorke OGY) E] as applied to the logistic m ap

Xn+1= X 1 Xn); x2 D;1); )

(the extension tom ore generalsystem snaturally follow s) .
The OGY method, speci cally, consists of applying to
Eq.ﬁ) an all perturbations r ! r+ x according to
L = (Xp x ), whenever x, falls into a region D
In the vicinity of the target point x . Thegaln > 0
is chosen so0 as to ensure stability @]. For the purmpose
of chaotic control, all the accessible control actions de—
term ined by the values of 1, and thereby by the co—
ordinates x, 2 D, can be constrained to be entropy-—
Increasing for a proper choice of D , m eaning that the



Lyapunov exponent (r) associated w ith any actuation
Indexed by r is such that (r) > 0 E]. P hysically, this
In plies that aln ost any initial uniform distrbution for
X oovering an interval of size " \expands" by a factor
2 ®) on average after one iteration of the m ap w ith pa—
ram eter r E]. Now , for an open-loop controller, i can
be readily be shown in that case that no control of the
state x is possble; without know Ing the position x,, a
controller m erely acts as a perturbation to the system,
and the optim al control strategy then consists of us-
Ing the sn allest Lyapunov exponent available so as to
achieve H gpen = nin < 0.Follow ing theorem 2, it is
thus necessary, in order to achieve a controlled situation

H > 0,tohave IX ;C) min Usihg a m easurem ent
channel characterized by an informm ation capacity E] of
at least , i, bit peruse.

In the controlled regine (n ! 1 ), thism eans speci -
cally that if we want to localize the tra ctory generated
by Eq.E) uniform Iy within an interval of size " using a
set of chaotic actuations, we need to m easure x w ithin
an intervalno larger than "2 i . To understand this,
note that an optinalmeasurement of IX ;C) = loga
bits consists, for a uniform distrdbution p (x) of size ", in
partitioning the interval " into a subintervals of size "=a.
T he controller under the partition then applies the sam e
actuation r* forallthe coordinates of the initialdensity
Iying in each of the subintervals i, therefore stretching
them by a factor 2 ©). In the optin al case, all the
subintervals are directed toward x using i and the
corresponding entropy change is thus

Hcpsea = Iog"  Iog2 "*"=a=  ,n+ bga; (6)
which is consistent w ith Eq.{]) and yields the aforem en-
tioned value ofa for H = 0. Clearly, this value con—
stitutes a lowerbound forthe 0 GY schem e since not all
the subintervals are controlled w ith the sam e param eter
r, a fact that we ocbserved in num erical sin ulations E].

In sum m ary, we have Introduced a form alisn for study—
Ing controlproblem s In which controlunis are analyzed
as nform ationalm echanisn s. In this respect, a feedback
controller fiinctions analogously to a M axwell’s dem on
@], getting nform ation about a system and using that
Infom ation to decrease the system ’s entropy. O urm ain
result show ed that the am ount of entropy that can be ex—
tracted from a dynam icalsystem by a controller is upper
bounded by the sum of the decrease of entropy achiev—
able in open-loop controland them utual inform ation be-
tween the dynam ical system and the controller instaured
during an initial interaction. T his upper bound sets a
fundam ental lim it on the perform ance of any controllers
w hose designs are based on the possibilities to acoede low
entropy states and was proven w ithout any reference to
a speci c control system . Hence, its practical im plica—
tions can be investigated for the control of linear, non—
linear and com plex system s (discrete or continuous), as

well as for the controlof quantum system s for which our
results also apply. For this latter topic, our probabilis—
tic approach seem s particularly suitable for the study of
quantum controllers.
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