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U tilization of chaotic signals for covert com m unications rem ains a very prom ising practical appli-
cation. M ultiple studies indicated that the m apr shortcom ing of recently proposed chaosbased
com m unication schem es is their susceptibility to noise and distortions in com m unication channels.
In thispaperwe discuss a new approach to com m unication w ith chaotic signals, which dem onstrates
good perform ance in the presence of channeldistortions. T his com m unication schem e isbased upon
chaotic signals in the form of pulse trains where intervals between the pulses are detem ined by
chaotic dynam ics of a pulse generator. The pulse train w ith chaotic interpulse Intervals is used
as a carrier. Binary infom ation is m odulated onto this carrier by the pulse position m odulation
m ethod, such that each pulse is either left unchanged or delayed by a certain tin e, depending on
whether \0" or \1" is transm itted. By synchronizing the receiver to the chaotic pulse train we can
anticipate the tin ing of pulses corresponding to \0" and \1" and thus can decode the tranam itted
Inform ation. Based on the resuls of theoretical and experim ental studies we shall discuss the basic
design principles for the chaotic pulse generator, is synchronization, and the perform ance of the

chaotic pulse com m unication schem e In the presence of channelnoise and Iering.

I. NTRODUCTION

N oise-like signals generated by determ inistic system s
w ith chaotic dynam ics have a high potential for m any
applications incliding com m unication. Very rich, com -
plkex and exble structure of such chaotic signals is the
result of local instability of post-transient m otions in a
generator of chaos. This is achieved as a result of spe—
ci c features of nonlinear vector eld in the phase space
of the generator and not by increasing the design com -
plkxity. Even a sin ple nonlinear circuit w ith very few
o -theshelfelectronic com ponents is capable of generat—
Ing a very com plex set of chaotic signals. The sin plic—
ity of chaos generators and the rich structure of chaotic
signals are the m ost attractive features of determm inistic
chaos that have caused a signi cant Interest In possble
utilization of chaos in com m unication.

Chaotic signalsexhb it a broad continues spectrum and
have been studied in connection with spread-spectrum
applications ]. D ue to their irregular nature, they can
beused to e cliently encode the inform ation In a num ber
ofways. T hanks to the determ inistic origin ofthe chaotic
signals two coupled chaotic system s can be synchronized
to produce identical chaotic oscillations E]. This pro—
vides the key to recovery of Infom ation that is m odu-—
lated onto a chaotic carrder E]. A num ber of chaosbased
covert com m unication schem es have been suggested E],
butm any ofthese are very sensitive to distortions, Ier-
ing, and noise EE] Thenegativee ectof ltering ispri-
m arily due to the extram e sensitivity ofnonlinear system s
to phase distortions. This lim its the use of lering for

noise reduction in chaosbased com m unications. O neway
to avoid this di culy is to use chaotically tin ed pulse
sequences rather than continuous chaotic wavefom s ﬂ].
E ach pulse has identical shape, but the tin e delay be—
tween them varies chaotically. Since the inform ation
about the state ofthe chaotic system is contained entirely
In the tin Ing between pulses, the distortions that a ect
the pulse shape w illnot signi cantly In  uence the ability
of the chaotic pulse generators to synchronize and thus
be utilized n com m unications. This proposed system is
sim ilar to other ultra-w ide bandw idth in pulse radios ]
that o ersa very prom ising com m unication platform , es—
pecially n severem ultipath environm ents or w here they
are required to co-exist w th a large num ber of other ra—
dio system s. Chaotically varying the spacing between
narrow pulses enhances the spectral characteristicsofthe
system by rem oving any periodicity from the tranam itted
signal. Because of the absence of characteristic frequen-—
cies, chaotically positioned pulses are di cul to observe
and detect for the unauthorized user. T hus one expects
that tranam ission based on chaotic pulse sequences can
be designed to have a very low probability of intercept.

In this paper we discuss the design of a self-
synchronizing chaosbased in pulse com m unication sys—
tem , and present the results of the perform ance analysis
In the dem onstration setup operating through a m odel
channel w ith noise, Xering, and attenuation. W e con—
sider the case w here the encoding ofthe inform ation sig—
nalisbased upon the alteration oftim e position ofpulses
In the chaotic train. This encoding m ethod is called
Chaotic Pulse Position M odulation [
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II.CHAOTIC PULSE POSITION M ODULATION

In this section w e descrbe them ethod ofC haoticPulse
Position M odulation (CPPM ) and basic elem ents of its
hardw are in plem entation. C onsider a chaotic pulse gen—
erator which produces chaotic pulse signal

®
U= wEt ) 1)
j=0

wherew (£ t) J:epres%nts the waveform ofa pulse gener—
atedattinet; = tp+ _,Tn,and T, isthe tine inter—
valbetween the n-th and n  1)-th pulses. W e assum e
that the sequence ofthe tin e intervals, T;, represents iter—
ationsofa chaoticprocess. For sin plicity we w illconsider
the case where chaos is produced by a one-din ensional
map Ty, = F (I, 1), where F () is a nonlnear function.
Som e studies on such chaotic pulse generators can be
fund n [JLq1.

U sing the Chaotic Pulse P osition M odulation m ethod
the inform ation isencoded w thin the chaoticpulse signal
by using additional delays In the generated interpulse
Intervals, T, . As a resul, the generated pulse sequence
is given by a new m ap of the form

Tpn=F (Ty 1)+ d+ mSy; 2)

where S, is the Inform ation-bearing signal. Here we will
consider only the case of binary inform ation, and there—
fore, S, equals to zero or one. T he param eterm charac—
terizes the am plitude ofm odulation. T he param eterd is
a constant tin e delay w hich isneeded forpracticalin ple—
m entation of ourm odulation and dem odulation m ethod.
T he role of this param eter w illbe speci ed later. In the
design of chaotic pulse generator the nonlinear fiinction
F (), and param etersd and m are selected to guarantee
chaotic behavior ofthem ap. p

Them odulated chaoticpulse signall ) = | W (t
t F ), Ta), where T, is generated by Eq.f) is the
tranamn itted signal. The duration of each pulse w (t) in
the pulse train is assum ed to be m uch shorter than the
m Inin al value of the interpulse intervals, T, . To detect
Inform ation at the receiver end, the decoder is triggered
by the received pulses, U (t). The consecutive tim e in—
tervals T, 1 and T, are m easured and the infom ation
signal is recovered from the chaotic iterations T, wih
the formula

Sn = (Tn F (T, 1) d)=m; (3)

If the nonlinear function, F (), and param etersd and m

In the authorized receiver are the sam e as in the transmn i—
ter, then the encoded inform ation, S, , can be easily re—
covered. W hen the nonlinear finctions are not m atched
wih su cient precision, a lJarge decoding error results.
In otherwords, an unauthorized receiver hasno infom a—
tion on the spacing betw een the pulses in the transn itted

signal, it cannot determ ine w hether a particular received
pulse was delayed, and thus whether S, was \0" or \1".

Since the chaoticm ap ofthe decoder In the authorized
receiver is m atched to the map of the encoder in the
corresponding tranam itter, the tim e of the next arriving
pulse can be predicted. In this case the nput of the syn—
chronized receiver can be blocked up to the m om ent of
tin e when the next pulse isexpected. T he tin e Intervals
when the nput to a particular receiver is blocked can
be utilized by other users, thus providing a m ultiplexing
strategy. Such selectivity helps to In prove the perfor-
m ance of the system by reducing the probability of false
triggering of the decoder by channelnoise.
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FIG .1l. Block diagram of the chaotic pulse m odulator.

A . Transm itter

The in plem entation of the chaotic pulse m odulator
used in our experin ents is illustrated in Figf]. The In-
tegrator produces a linearly increasing voltage, V (t) =

Tt t),at its output. At the C om parator this vol-
age is com pared w ith the threshold voltage produced at
the output of the nonlinear converter F (x). T he thresh—
old kvelF (V,) is form ed by a nonlinear conversion of
voltage V, = V (t,) which was acquired and saved from
the previous iteration using sam pl and hold (S& H) cir-
cuits. W hen volage V (t) reaches this threshold level,
the com parator triggers the Pulse G enerator I. It hap—
pens at themoment oftmet2,;, = t, + F (V). The
generated pulse (Chaotic Clock Signal) causes the D ata
G enerator to update the tranam itted nform ation bit.
D epending on what the inform ation bi S,+; is being
tranan itted, the D elay M odulator delays the pulse pro—
duced by the Pulse G enerator by the tine d+ m S+ 1.
T herefore the delayed pulse is generated at the m om ent
oftmety;1 =t + F (Vy)+ d+ m Sy41. Through the
sam ple and hold circuit (S& H) thispulse rst resetsthe
threshold to the new ieration value of the chaotic m ap
V th+1) ! F (V (&+1)), and then resets the integrator
output to zero, V (t) = 0. T he dynam ics of the threshold
is determ ined by the shape nonlinear function F (). The



spacing between the n-th and ( + 1)-th pulses is pro-—
portional to the threshold value V,, which is generated
according to the m ap

Tps1= F ( 'To)+ d+ mSns1; @)

where T, = t, 1 t, and S, is the binary Ihfom a-
tion signal. In the experim ental setup the shape of the
nonlinear finction was built to have the ©llow Ing form

ifx < 5v,

f&)= x) ifx 5V.

F %) ©)

X
@aov
The selection of the nonlinearity in the form of piece-
w ise linear finction helps to ensure the robust regin es of
chaos generation for rather broad ranges of param eters
of the chaotic pulse position m odulator.

T he position-m odulated pulses, w (¢ t;) are shaped

In the Pulse erator IT. T hese pulses form the output
signalU () = . ,w (€ t;),which istransm itted to the
receiver.

B . R eceiver

W hen the dem odulator is synchronized to the pulse
position m odulator, then In order to decode a single bit
of tranam itted Inform ation wem ust determ ine w hether a
pulse from thetranam itterwasorwasnotdelayed relative
to its anticipated position. If an ideal synchronization is
established, but the signal is corrupted by noise, the op—
tin aldetection schem e operates as ollow s. Integrate the
signal over the pulse duration inside the w indow s w here
pulses corresponding to \1" and \0" are expected to oc—
cur. The decision on whether \1" or \0" is received is
m ade based upon w hether the integral over \1"-w indow
is larger or sm aller than that over \0"-window . Such
detection schem e in the ideal case of perfect synchro—
nization is the ideal Pulse Position M odulation ®PPM )
schem e. T he perform ance of this schem e is known to be
3dB worse than the BP SK system . A lthough in the case
ofperfect synchronization this detection schem e is ideal,
according to our num erical sim ulations, its perform ance
quickly degrades when synchronization errors due to the
channel noise are taken Into account. For this reason
and for the sake of design sim plicty we use a di erent
approach to detection. T he dem odulator schem e is illis-
trated in Fig .

In the receiver the Integrator, S& H circuits and the
nonlinear function block generating the threshold val-
ues are reset or triggered by the pulse received from the
tranan itter rather than by the pulse from the intemal
feedback loop. To be more precise, they are triggered
when the Input signal, U (t), from the channel exceeds
certain Input threshold. The tine di erence between
the anticipated location of the pulse without m odula—
tion, 2, , = t, + F (V4), and the actual arrival tin e

th+ 1 translates into the di erence between the threshold
value, F (V,) generated by the nonlinear function and
the voltage, V (4,+1) at the Integrator at the m om ent
when the input signal, U (t) exceeds the input threshold.
For each received pulse the di erence V ((11) F Vi)
is com puted and is used for deciding w hether or not the
pulse was delayed. Ifthis di erence is less than the ref-
erence value (d+ m =2), the detected data bi S, is
\Q", otherw ise it is \1".
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FIG .2. Block diagram of the chaotic pulse dem odulator.

A nother im portant detail of the receiver is the W in—
dow Selection block. O nce the receiver correctly observes
two consecutive pulses, i can predict the earliest m o—
ment of tine when i can expect to receive the next
pulse. This means that we can block the input to the
dem odulator circuit until shortly before such a m om ent.
This is done by the W indow Select block. In the exper—
In ent this circuit opens the receiver input at the tine
2., =t + F (Vy) by W indow Controlpulses. The in—
put stays open until the decoder is triggered by the st
pulse received. U sing such w indow ing greatly reducesthe
chance of the receiver being triggered by noise, interfer—
ence or pulses belonging to other users.

C .Param etersm ism atch lim itations

Tt is known that because the synchronization-based
chaotic com m unication schem es rely on the identiy of
synchronous chaotic oscillations, they are susosptible to
negative e ectsofparam etersm ign atches. Herewe eval-
uate how precisely the param eters of our m odulator and
dem odulatorhave to be tuned in order to ensure erroriess
com m unication over a distortion-free channel.

Since the inform ation detection In our case is based
on the m easurem ents of tim e delays, i is in portant that
the m odulator and the dem odulator can m aintain syn—
chronous tin e reference ponnts. The reference point In
the m odulator is the front edge of the Chaotic C lock
Pulse. The reference point in the dem odulator is the
front edge of the W Indow ControlPulse. Ideally, if the



param eters of the m odulator and the dem odulator were
exactly the sam e and the system s were synchronized,
then both reference points would be always at the tin es
2, =t + F (V,),and the received pulse would be de-
layed by thetined forS,4+1 = Oandd+m orS,,; = 1.
In this case, setting the bit separatorat the delay d+ m =2
would guarantee errorless detection In a noise-free envi-
ronm ent.
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FIG . 3. Histogram s of the uctuations of the received
pulse positions with respect to the receiver reference
point: noisefree channel- (top) and channel wih W GN
Ep=N, 18dB - (bottom ).

In an analog In plem entation of a chaotic pulse posi-
tion m odulator/dem odulator system , the param eters of
the circuis are never exactly the sam e. T herefore, the
tin e positions tg(M ) and tg(D ) of the reference points in
them odulator and the dem odulator chaotically uctuate
w ith respect to each other. Due to these uctuationsthe
position of the received pulse, t, = tﬁ(M "y d+ Sh, is
shifted from the arrival tin e predicted in the dem odu-
lator, tg(D '+ d+ S, . The errors are caused by the Pl
low ing two factors. First, when the am plitude of uc-
tuations of the position shift is larger than m =2, som e
delays for \0"s and \1"s overlap and cannot be sepa-
rated. Second, when the uctuations are such that a
pulse arrives before the dem odulator opens the receiver
hput &, < tg(D )), the dem odulator skips the pulse, loses
synchronization and cannot recover the inform ation until
it resynchronizes. In our experin ental setup the param —
eters y ;p were tuned to be as close aspossibl, and the

nonlinear converters were built using 1% ocom ponents.

The uctuations of the positions of the received pulses
w ith respect to the W indow Controlpulse were studied
experim entally by m easuring tin e delay histogram s. F ig—
ure E presents typical histogram s m easured for the case
ofnoise—free channeland for the channelw ith noise when
E,N, 18dB.

A ssum ing that system s were synchronized up to the
n 1)-stpulse in the train, the uctuations of the sep—
aration between the reference tin e positions equals

L R
5Fp (5 Tn 1) wFu (' 'Tn 1) ©)

where indicesD and M stand for dem odulator and m od—
ulator respectively. A s i was discussed above, In order
to achieve errorless detection, two conditions should be
satis ed for all tin e intervals in the chaotic pulse train
produced by the m odulator. These conditions are the
synchronization condiion, £ ,gnax < d, and the de-
tection condition fj , Pnax < M=2. Asan examplke we
consider the sin plest case where all param eters of the
system s are the sam e except for the m ism atch ofthe pa—
ram eter in the nonlinear finction converter, see E q.(ﬂ) .
UshgE q.ﬁ) and E q.@) the expression for the separation
tin e can be rew ritten in the form

a=(p m) £( Ty 1): )
Tt is easy to show that the largest possble value of the
nonlinearity output £ (), which can appear in the chaotic
Tterations of the m ap, equals to 5V . Note that in the
chaotic regin e only positive values of £ () are realized.
T herefore, if conditions

(p M )< d=5V and 2 jp M J< m=5V: (8)
are satis ed and there is no noise in the channel, then
Inform ation can be recovered from the chaoticpulse train
w fthout errors.
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FIG .4. D iagram of the experin ent.

III.EXPERIM ENTAL SETUP AND RESULTS

In our experin ent (Fng) we used a com puter w ith a
data acquisition board as the data source, triggered by
the chaotic clock from the transm itter. W e also used
the com puter to record the pulse displacem ent from the



dem odulator subtractor for every received pulse. This

valie was used to decode the inform ation for the bit er—
ror rate analysis. The m odel channel circuit consisted

of W GN generator and a bandpass Ier wih the pass
band 1kH z-500kH z. T he pulse duration was 500ns. The

distance between the pulses varied chaotically between

12 s and 25 s. This chaotic pulse train curried the in—
form ation ow with the averagebit rate 60kb/sec. The
am plitude ofpulse position m odulation, m ,was2 s. The

spectra ofthe tranan itter output, noise and the signalat
the receiver are shown in Fjgﬁ.
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FIG .5. Spectra and wavefom s of signals in the channel:
(@) { tranam itter output; ) { Iered tranam itter output; (c)
{ Iered noise; (d) { the received signal.

W e characterize the perform ance of our system by
studying the dependence of the bit error rate on the
ratio of energy per one tranam ited bi to the spectral
density of noise, Ep=N . This dependence is shown in
Fjgﬁ, where it is com pared to the perform ance ofm ore
traditional com m unication schemes, BPSK, PPM , and

non-coherent F SK .

0

10

e——e BPSK
10 re——o PPM
*——* Non-coherent FSK
L | CPPM, estimated
10" =—=a CPPM, experiment
x——=x CPPM, simulations

Error Probability
=
S

0 4 8 12 16
E/N,, dB

FIG . 6. Error probabilities of ideal BP SK , non-coherent
FSK, and idealPPM system s com pared to the perform ance
ofthe CPPM system .

W e were also able to analytically estim ate the perfor-
m ance of our system assum ing perfect synchronization.
The corresponding curve is also shown In  gure ij}
At high noise levels the seem ingly better perform ance of
the experin entaldevice com pared w ith the analyticales—
tin ate is In part due to the crudeness of the analytical
m odel, and In part due to the fact that at high noise
Jevel the noise distrbution deviates from G aussian. In
the region of low noise the deviation of the experim ental
perform ance from the analyticalestin ate isprobably due
to the slight param eter m iam atch between the tranam i-
ter and the receiver.

D iscussing chaosfbased comm unication system s, one
m ay notice a potential disadvantage comm on to all such
schem es. M ost traditional schem es are based on periodic
signals and system s w here the carrier is generated by a
stable system . A 1llsuch system s are characterized by zero
K olm ogorov-Sinai entropy hxk s @]: In these system s
w ithout any Input the average rate of non-redundant in—
form ation generation is zero. Chaotic system s have pos—
itive hg s and continuously generate nform ation. Even
In the ideal environm ent, In order to synchronize two
chaotic system s, one m ust tranan i an am ount of infor-
m ation per unit tim e that is equalto or larger than the
hx s @]. A lthough our detection m ethod allow s som e
tolerance In the synchronization precision, the need to
tranamn i extra infom ation to m aintain the synchroniza—
tion results In an additional shift of the actual CPPM
perform ance curve relative to the case when ideal syn—
chronization is assum ed. Since the num erical and ex—
perim entalcurves in ¥ ng pass quite near the analytical
estin ate that assum es synchronization, the degradation
caused by non-—zero K oln ogorov-Sinai entropy does not
seam to be signi cant.



A though CPPM perform s worse than BP SK, non-
coherent FSK and idealPPM , we should em phasize that
(1) this wide band system provides low probability of in—
tercept and low probability ofdetection; (ii) in provesthe
privacy adding little circuit com plexiy (iii) to ourknow
edge, this system perform s exceptionally well com pared
to other chaosbased covert com m unication schem es E];
(iv) there exist a m ultiplexing strategy that can be used
wih CPPM E] (v) com pared to other in pulse system s,
CPPM does not rely on a periodic clock, and thus can
elin nate any trace of periodicity from the spectrum of
the tranan itted signal. A llthism akesCPPM attractive
for developm ent of chaosbased cloaked com m unications.
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