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Utilization ofchaotic signals for covertcom m unications rem ainsa very prom ising practicalappli-

cation. M ultiple studies indicated that the m ajor shortcom ing ofrecently proposed chaos-based

com m unication schem esistheirsusceptibility to noise and distortionsin com m unication channels.

In thispaperwediscussa new approach to com m unication with chaoticsignals,which dem onstrates

good perform ancein thepresenceofchanneldistortions.Thiscom m unication schem eisbased upon

chaotic signals in the form ofpulse trains where intervals between the pulses are determ ined by

chaotic dynam ics ofa pulse generator. The pulse train with chaotic interpulse intervals is used

as a carrier. Binary inform ation is m odulated onto this carrier by the pulse position m odulation

m ethod,such that each pulse is either left unchanged or delayed by a certain tim e,depending on

whether\0" or\1" istransm itted.By synchronizing the receiverto the chaotic pulse train we can

anticipate the tim ing ofpulsescorresponding to \0" and \1" and thuscan decode the transm itted

inform ation.Based on the resultsoftheoreticaland experim entalstudieswe shalldiscussthebasic

design principles for the chaotic pulse generator,its synchronization,and the perform ance ofthe

chaotic pulse com m unication schem e in the presence ofchannelnoise and �ltering.

I.IN T R O D U C T IO N

Noise-like signals generated by determ inistic system s

with chaotic dynam ics have a high potentialfor m any

applications including com m unication. Very rich,com -

plex and 
 exible structure ofsuch chaotic signalsisthe

result oflocalinstability ofpost-transient m otions in a

generatorofchaos. This is achieved as a result ofspe-

ci� c featuresofnonlinearvector� eld in the phase space

ofthe generatorand not by increasing the design com -

plexity. Even a sim ple nonlinear circuit with very few

o� -the-shelfelectroniccom ponentsiscapableofgenerat-

ing a very com plex set ofchaotic signals. The sim plic-

ity ofchaosgeneratorsand the rich structure ofchaotic

signalsare the m ostattractive features ofdeterm inistic

chaosthathave caused a signi� cantinterestin possible

utilization ofchaosin com m unication.

Chaoticsignalsexhibitabroadcontinuesspectrum and

have been studied in connection with spread-spectrum

applications[1]. Due to theirirregularnature,they can

beused to e� ciently encodetheinform ation in a num ber

ofways.Thankstothedeterm inisticorigin ofthechaotic

signalstwo coupled chaoticsystem scan besynchronized

to produce identicalchaotic oscillations [2]. This pro-

vides the key to recovery ofinform ation that is m odu-

lated onto a chaoticcarrier[3].A num berofchaos-based

covertcom m unication schem eshave been suggested [4],

butm any ofthesearevery sensitiveto distortions,� lter-

ing,and noise[5,6].Thenegativee� ectof� ltering ispri-

m arilyduetotheextrem esensitivityofnonlinearsystem s

to phase distortions. This lim its the use of� ltering for

noisereductionin chaos-basedcom m unications.O neway

to avoid this di� culty is to use chaotically tim ed pulse

sequencesratherthan continuouschaotic waveform s[7].

Each pulse has identicalshape,but the tim e delay be-

tween them varies chaotically. Since the inform ation

aboutthestateofthechaoticsystem iscontained entirely

in the tim ing between pulses,the distortionsthata� ect

thepulseshapewillnotsigni� cantly in
 uencetheability

ofthe chaotic pulse generatorsto synchronize and thus

be utilized in com m unications. Thisproposed system is

sim ilarto otherultra-widebandwidth im pulse radios[8]

thato� ersa very prom isingcom m unication platform ,es-

pecially in severem ulti-path environm entsorwherethey

arerequired to co-existwith a largenum berofotherra-

dio system s. Chaotically varying the spacing between

narrow pulsesenhancesthespectralcharacteristicsofthe

system by rem ovingany periodicity from thetransm itted

signal.Because ofthe absence ofcharacteristicfrequen-

cies,chaotically positioned pulsesaredi� cultto observe

and detectforthe unauthorized user. Thusone expects

that transm ission based on chaotic pulse sequences can

be designed to havea very low probability ofintercept.

In this paper we discuss the design of a self-

synchronizing chaos-based im pulse com m unication sys-

tem ,and presenttheresultsofthe perform anceanalysis

in the dem onstration setup operating through a m odel

channelwith noise,� ltering,and attenuation. W e con-

siderthecasewheretheencoding oftheinform ation sig-

nalisbased upon thealteration oftim eposition ofpulses

in the chaotic train. This encoding m ethod is called

ChaoticPulsePosition M odulation [9]
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II.C H A O T IC P U LSE P O SIT IO N M O D U LA T IO N

In thissection wedescribethem ethod ofChaoticPulse

Position M odulation (CPPM ) and basic elem ents ofits

hardwareim plem entation.Considera chaoticpulsegen-

eratorwhich produceschaoticpulse signal

U (t)=

1
X

j= 0

w(t� tj); (1)

wherew(t� tj)representsthewaveform ofapulsegener-

ated attim etj = t0+
P j

n= 0
Tn,and Tn isthetim einter-

valbetween the n-th and (n � 1)-th pulses. W e assum e

thatthesequenceofthetim eintervals,Ti,representsiter-

ationsofachaoticprocess.Forsim plicitywewillconsider

the case where chaos is produced by a one-dim ensional

m ap Tn = F (Tn� 1),where F ()isa nonlinearfunction.

Som e studies on such chaotic pulse generators can be

found in [7,10].

Using the Chaotic Pulse Position M odulation m ethod

theinform ation isencoded within thechaoticpulsesignal

by using additionaldelays in the generated interpulse

intervals,Tn. Asa result,the generated pulse sequence

isgiven by a new m ap ofthe form

Tn = F (Tn� 1)+ d+ m Sn; (2)

whereSn istheinform ation-bearing signal.Herewewill

consideronly the case ofbinary inform ation,and there-

fore,Sn equalsto zero orone.Theparam eterm charac-

terizestheam plitudeofm odulation.Theparam eterd is

aconstanttim edelaywhich isneeded forpracticalim ple-

m entation ofourm odulation and dem odulation m ethod.

The roleofthisparam eterwillbe speci� ed later.In the

design ofchaotic pulse generatorthe nonlinearfunction

F (),and param etersd and m are selected to guarantee

chaoticbehaviorofthe m ap.

Them odulated chaoticpulsesignalU (t)=
P

1

j= 0
w(t�

t0 �
P j

n= 0
Tn),where Tn is generated by Eq.(2) is the

transm itted signal. The duration ofeach pulse w(t) in

the pulse train isassum ed to be m uch shorterthan the

m inim alvalue ofthe interpulse intervals,Tn. To detect

inform ation atthe receiverend,the decoderistriggered

by the received pulses,U (t). The consecutive tim e in-

tervals Tn� 1 and Tn are m easured and the inform ation

signalis recovered from the chaotic iterations Tn with

the form ula

Sn = (Tn � F (Tn� 1)� d)=m ; (3)

Ifthe nonlinearfunction,F (),and param etersd and m

in theauthorized receiverarethesam easin thetransm it-

ter,then the encoded inform ation,Sn,can be easily re-

covered.W hen the nonlinearfunctionsare notm atched

with su� cient precision,a large decoding error results.

In otherwords,an unauthorized receiverhasno inform a-

tion on thespacingbetween thepulsesin thetransm itted

signal,itcannotdeterm inewhethera particularreceived

pulsewasdelayed,and thuswhetherSn was\0" or\1".

Sincethechaoticm ap ofthedecoderin theauthorized

receiver is m atched to the m ap of the encoder in the

corresponding transm itter,the tim e ofthe nextarriving

pulsecan bepredicted.In thiscasetheinputofthesyn-

chronized receivercan be blocked up to the m om ent of

tim ewhen thenextpulseisexpected.Thetim eintervals

when the input to a particular receiver is blocked can

beutilized by otherusers,thusproviding a m ultiplexing

strategy. Such selectivity helps to im prove the perfor-

m anceofthe system by reducing the probability offalse

triggering ofthe decoderby channelnoise.
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FIG .1. Block diagram ofthe chaotic pulse m odulator.

A .Transm itter

The im plem entation of the chaotic pulse m odulator

used in ourexperim ents is illustrated in Fig.1. The In-

tegrator produces a linearly increasing voltage,V (t) =

�� 1(t� tn),atitsoutput.Atthe Com paratorthisvolt-

age iscom pared with the threshold voltageproduced at

the outputofthe nonlinearconverterF (x).The thresh-

old levelF (Vn) is form ed by a nonlinear conversion of

voltage Vn = V (tn)which wasacquired and saved from

the previousiteration using sam ple and hold (S& H)cir-

cuits. W hen voltage V (t) reaches this threshold level,

the com parator triggers the Pulse G enerator I.It hap-

pens at the m om ent oftim e t0n+ 1 = tn + �F (Vn). The

generated pulse (Chaotic Clock Signal)causesthe Data

G enerator to update the transm itted inform ation bit.

Depending on what the inform ation bit Sn+ 1 is being

transm itted,the Delay M odulatordelaysthe pulse pro-

duced by the Pulse G enerator by the tim e d + m Sn+ 1.

Therefore the delayed pulse isgenerated atthe m om ent

oftim e tn+ 1 = tn + �F (Vn)+ d+ m Sn+ 1. Through the

sam pleand hold circuit(S& H)thispulse � rstresetsthe

threshold to the new iteration value ofthe chaotic m ap

V (tn+ 1) ! F (V (tn+ 1)),and then resets the integrator

outputto zero,V (t)= 0.Thedynam icsofthethreshold

isdeterm ined by theshapenonlinearfunction F ().The
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spacing between the n-th and (n + 1)-th pulses is pro-

portionalto the threshold value Vn,which is generated

according to the m ap

Tn+ 1 = �F (�� 1Tn)+ d+ m Sn+ 1; (4)

where Tn = tn� 1 � tn,and Sn is the binary inform a-

tion signal. In the experim entalsetup the shape ofthe

nonlinearfunction wasbuiltto havethe following form

F (x)� �f(x)=

�

�x ifx < 5V ,

�(10V � x) ifx � 5V .
(5)

The selection ofthe nonlinearity in the form ofpiece-

wiselinearfunction helpsto ensuretherobustregim esof

chaos generation for rather broad ranges ofparam eters

ofthe chaoticpulse position m odulator.

The position-m odulated pulses,w(t� tj) are shaped

in the PulseG eneratorII.These pulsesform the output

signalU (t)=
P

1

j= 0
w(t� tj),which istransm itted tothe

receiver.

B .R eceiver

W hen the dem odulator is synchronized to the pulse

position m odulator,then in orderto decode a single bit

oftransm itted inform ation wem ustdeterm inewhethera

pulsefrom thetransm itterwasorwasnotdelayedrelative

to itsanticipated position.Ifan idealsynchronization is

established,butthesignaliscorrupted by noise,the op-

tim aldetection schem eoperatesasfollows.Integratethe

signaloverthe pulse duration inside the windowswhere

pulsescorresponding to \1" and \0" areexpected to oc-

cur. The decision on whether \1" or \0" is received is

m ade based upon whetherthe integralover\1"-window

is larger or sm aller than that over \0"-window. Such

detection schem e in the idealcase of perfect synchro-

nization is the idealPulse Position M odulation (PPM )

schem e.The perform anceofthisschem e isknown to be

3dB worsethan theBPSK system .Although in thecase

ofperfectsynchronization thisdetection schem eisideal,

according to ournum ericalsim ulations,itsperform ance

quickly degradeswhen synchronization errorsdueto the

channelnoise are taken into account. For this reason

and for the sake ofdesign sim plicity we use a di� erent

approach to detection.Thedem odulatorschem eisillus-

trated in Fig.2.

In the receiver the Integrator,S& H circuits and the

nonlinear function block generating the threshold val-

uesare resetortriggered by the pulse received from the

transm itter rather than by the pulse from the internal

feedback loop. To be m ore precise,they are triggered

when the input signal,U (t),from the channelexceeds

certain input threshold. The tim e di� erence between

the anticipated location of the pulse without m odula-

tion,t0n+ 1 = tn + �F (Vn),and the actualarrivaltim e

tn+ 1 translatesinto thedi� erencebetween thethreshold

value, F (Vn) generated by the nonlinear function and

the voltage,V (tn+ 1) at the Integrator at the m om ent

when theinputsignal,U (t)exceedstheinputthreshold.

For each received pulse the di� erence V (tn+ 1)� F (Vn)

iscom puted and isused fordeciding whetherornotthe

pulse wasdelayed. Ifthisdi� erence islessthan the ref-

erence value �(d + m =2),the detected data bit Sn+ 1 is

\0",otherwiseitis\1".

INTEGRATOR S&H F(x) S&H

SUBTRACTOR

COMPARATOR

Threshold

generator
pulse

Window
select

INPUT/Modulated impulse signal

OUTPUT

FIG .2. Block diagram ofthe chaotic pulse dem odulator.

Another im portant detailofthe receiver is the W in-

dow Selection block.O ncethereceivercorrectlyobserves

two consecutive pulses, it can predict the earliest m o-

m ent of tim e when it can expect to receive the next

pulse. This m eans that we can block the input to the

dem odulatorcircuituntilshortly beforesuch a m om ent.

Thisisdone by the W indow Selectblock. In the exper-

im ent this circuit opens the receiver input at the tim e

t0n+ 1 = tn + �F (Vn)by W indow Controlpulses.The in-

putstaysopen untilthedecoderistriggered by the� rst

pulsereceived.Usingsuch windowinggreatlyreducesthe

chance ofthe receiverbeing triggered by noise,interfer-

enceorpulsesbelonging to otherusers.

C .Param eters m ism atch lim itations

It is known that because the synchronization-based

chaotic com m unication schem es rely on the identity of

synchronouschaotic oscillations,they are susceptible to

negativee� ectsofparam etersm ism atches.Hereweeval-

uatehow precisely theparam etersofourm odulatorand

dem odulatorhavetobetuned in ordertoensureerrorless

com m unication overa distortion-freechannel.

Since the inform ation detection in our case is based

on them easurem entsoftim edelays,itisim portantthat

the m odulator and the dem odulator can m aintain syn-

chronous tim e reference points. The reference point in

the m odulator is the front edge of the Chaotic Clock

Pulse. The reference point in the dem odulator is the

frontedge ofthe W indow ControlPulse. Ideally,ifthe
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param etersofthe m odulatorand the dem odulatorwere

exactly the sam e and the system s were synchronized,

then both referencepointswould be alwaysatthe tim es

t0n+ 1 = tn + �F (Vn),and thereceived pulsewould bede-

layed by thetim ed forSn+ 1 = 0 and d+ m forSn+ 1 = 1.

In thiscase,settingthebitseparatoratthedelayd+ m =2

would guarantee errorlessdetection in a noise-free envi-

ronm ent.

FIG .3. Histogram s of the 
uctuations of the received

pulse positions with respect to the receiver reference

point: noise-free channel- (top) and channel with W G N

E b=N o � 18dB -(bottom ).

In an analog im plem entation ofa chaotic pulse posi-

tion m odulator/dem odulatorsystem ,the param etersof

the circuits are never exactly the sam e. Therefore,the

tim e positions t
0(M )
n and t

0(D )
n ofthe reference points in

them odulatorand thedem odulatorchaotically 
 uctuate

with respectto each other.Dueto these
 uctuationsthe

position ofthe received pulse,tn = t
0(M )
n + d + Sn,is

shifted from the arrivaltim e predicted in the dem odu-

lator,t
0(D )
n + d + Sn. The errorsare caused by the fol-

lowing two factors. First,when the am plitude of
 uc-

tuations ofthe position shift is larger than m =2,som e

delays for \0"s and \1"s overlap and cannot be sepa-

rated. Second, when the 
 uctuations are such that a

pulse arrivesbefore the dem odulatoropensthe receiver

input(tn < t
0(D )
n ),thedem odulatorskipsthepulse,loses

synchronization and cannotrecovertheinform ation until

itre-synchronizes.In ourexperim entalsetup theparam -

eters�M ;D weretuned to beascloseaspossible,and the

nonlinear converters were built using 1% com ponents.

The 
 uctuations ofthe positions ofthe received pulses

with respectto the W indow Controlpulse were studied

experim entallybym easuringtim edelayhistogram s.Fig-

ure 3 presentstypicalhistogram sm easured forthe case

ofnoise-freechanneland forthechannelwith noisewhen

E b=N o � 18dB.

Assum ing that system s were synchronized up to the

(n � 1)-stpulse in the train,the 
 uctuationsofthe sep-

aration between the referencetim e positionsequals

� n � t
0(D )
n � t

0(M )
n =

�D FD (�
� 1

D
Tn� 1)� �M FM (�

� 1

M
Tn� 1); (6)

whereindicesD and M stand fordem odulatorand m od-

ulatorrespectively. As it wasdiscussed above,in order

to achieve errorlessdetection,two conditions should be

satis� ed for alltim e intervals in the chaotic pulse train

produced by the m odulator. These conditions are the

synchronization condition, f� ngm ax < d, and the de-

tection condition fj� njgm ax < m =2. Asan exam ple we

consider the sim plest case where allparam eters ofthe

system sarethesam eexceptforthem ism atch ofthepa-

ram eter� in thenonlinearfunction converter,seeEq.(5).

UsingEq.(5)and Eq.(6)theexpression fortheseparation

tim e can be rewritten in the form

� n = (�D � �M )�f(�� 1Tn� 1): (7)

Itis easy to show that the largestpossible value ofthe

nonlinearity outputf(),which can appearin thechaotic

iterations of the m ap, equals to 5V.Note that in the

chaotic regim e only positive values off( ) are realized.

Therefore,ifconditions

�(�D � �M )< d=5V and 2�j�D � �M j< m =5V: (8)

are satis� ed and there is no noise in the channel,then

inform ation can berecovered from thechaoticpulsetrain

withouterrors.

(DAQ Board)

COMPUTER

CHANNEL

MODEL

RECEIVER

CHAOTIC
PULSE

CHAOTIC

PULSE
TRANSMITTER

Recovered Signal
Chaotic Clock

Information Signal

FIG .4. D iagram ofthe experim ent.

III.EX P ER IM EN TA L SET U P A N D R ESU LT S

In ourexperim ent(Fig.4)we used a com puterwith a

data acquisition board as the data source,triggered by

the chaotic clock from the transm itter. W e also used

the com puterto record the pulse displacem entfrom the
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dem odulator subtractor for every received pulse. This

value wasused to decode the inform ation forthe biter-

ror rate analysis. The m odelchannelcircuit consisted

ofW G N generator and a bandpass � lter with the pass

band 1kHz-500kHz.The pulse duration was500ns.The

distance between the pulses varied chaotically between

12�sand 25�s. This chaotic pulse train curried the in-

form ation 
 ow with theaveragebitrate� 60kb/sec.The

am plitudeofpulseposition m odulation,m ,was2�s.The

spectraofthetransm itteroutput,noiseand thesignalat

the receiverareshown in Fig.5.
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FIG .5. Spectra and waveform s ofsignals in the channel:

(a){ transm itteroutput;(b){ �ltered transm itteroutput;(c)

{ �ltered noise;(d){ the received signal.

W e characterize the perform ance of our system by

studying the dependence of the bit error rate on the

ratio ofenergy per one transm itted bit to the spectral

density ofnoise,E b=N 0. This dependence is shown in

Fig.6,where itiscom pared to the perform ance ofm ore

traditionalcom m unication schem es, BPSK ,PPM ,and

non-coherentFSK .

0 4 8 12 16
Eb/N0, dB

10
−6

10
−5

10
−4

10
−3

10
−2

10
−1

10
0

E
rr

or
 P

ro
ba

bi
lit

y

BPSK
PPM
Non−coherent FSK
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CPPM, experiment
CPPM, simulations

FIG .6. Error probabilities of ideal BPSK , non-coherent

FSK ,and idealPPM system s com pared to the perform ance

ofthe CPPM system .

W e were also able to analytically estim ate the perfor-

m ance ofour system assum ing perfect synchronization.

The corresponding curve is also shown in � gure Fig.6.

Athigh noiselevelsthe seem ingly betterperform anceof

theexperim entaldevicecom pared with theanalyticales-

tim ate is in partdue to the crudeness ofthe analytical

m odel,and in part due to the fact that at high noise

levelthe noise distribution deviates from G aussian. In

theregion oflow noisethedeviation oftheexperim ental

perform ancefrom theanalyticalestim ateisprobablydue

to the slightparam eterm ism atch between the transm it-

terand the receiver.

Discussing chaos-based com m unication system s, one

m ay noticea potentialdisadvantagecom m on to allsuch

schem es.M osttraditionalschem esarebased on periodic

signalsand system s where the carrieris generated by a

stablesystem .Allsuch system sarecharacterized by zero

K olm ogorov-Sinaientropy hK S [12]: in these system s

withoutany inputtheaveragerateofnon-redundantin-

form ation generation iszero.Chaotic system shavepos-

itive hK S and continuously generate inform ation. Even

in the idealenvironm ent, in order to synchronize two

chaotic system s,one m usttransm itan am ountofinfor-

m ation perunittim e thatisequalto orlargerthan the

hK S [12]. Although our detection m ethod allows som e

tolerance in the synchronization precision,the need to

transm itextra inform ation to m aintain thesynchroniza-

tion results in an additionalshift ofthe actualCPPM

perform ance curve relative to the case when idealsyn-

chronization is assum ed. Since the num ericaland ex-

perim entalcurvesin Fig.6 passquiteneartheanalytical

estim ate thatassum essynchronization,the degradation

caused by non-zero K olm ogorov-Sinaientropy does not

seem to be signi� cant.
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Although CPPM perform s worse than BPSK , non-

coherentFSK and idealPPM ,weshould em phasizethat

(i)thiswideband system provideslow probability ofin-

terceptand low probabilityofdetection;(ii)im provesthe

privacyaddinglittlecircuitcom plexity(iii)toourknowl-

edge,this system perform sexceptionally wellcom pared

to otherchaos-based covertcom m unication schem es[5];

(iv)thereexista m ultiplexing strategy thatcan beused

with CPPM [13](v)com pared to otherim pulsesystem s,

CPPM does not rely on a periodic clock,and thus can

elim inate any trace ofperiodicity from the spectrum of

the transm itted signal.Allthism akesCPPM attractive

fordevelopm entofchaos-based cloaked com m unications.
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