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A comm on property ofm any large networks, lncluding the Intemet, is that the connectivity of

the various nodes follow s a scale—free powerdaw distrbution, P (k) = ck

. W e study the stability

of such networks w ith respect to crashes, such as random rem ovalof sites. O ur approach, based on
percolation theory, leads to a general condition for the critical fraction of nodes, p., that need to be

rem oved before the netw ork disintegrates. W e show analytically and num erically that for

3 the

transition never takesplace, unless the network is nite. In the special case of the physical structure

of the Intemet (
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Recently there has been increasing interest in the for-
m ation of random networks and in the connectivity of
these netw orks, especially in the context of the Intemet
@{:ﬁ,:_l-g‘]. W hen such networks are subEct to random

breakdowns | a fraction p of the nodes and their con—
nections are rem oved random ly | their integrity m ight
be com prom ised: when p exceeds a certain threshold,
P > pc, the network disintegrates into sm aller, discon—
nected parts. Below that critical threshold, there still
exists a connected cluster that spans the entire system

(its size is proportional to that of the entire system).
Random breakdown in networks can be seen as a case
of n nite-dim ensional percolation. Two cases that have
been solved exactly areC ayly trees [_ié] and E rddsR enyi
ER) random graphs [_l-Z_'i], w here the networks collapse
at known thresholds p.. Percolation on an alkworld net—
works (ie., netw orksw here every node is connected to its
neighbors, plus som e random long-range connections E])

has also been studied by M oore and Newm an {_l-]_}] Al-
bert et al, have raised the question of random failires
and Intentional attack on networks E:]. Here we consider
random breakdow n in the Intemet (@nd sin ilarnetw orks)
and introduce an analytical approach to nding the crit—
ical point. The site connectivity of the physical struc—
ture of the Intemet, where each com m unication node is
considered as a site, is pow er-law , to a good approxin a—
tion @-Z_i] W e Introduce a new general criterion for the
percolation criticalthreshold of random Iy connected net—
works. U sing this criterion, we show analytically that the
Intemet undergoes no transition under random break-
down of its nodes. In otherw ords, a connected cluster of
sites that spans the Intemet survives even for arbitrarily
large fractions of crashed sites.

W e consider netw orks w hose nodes are connected ran-—
dom Iy to each other, so that the probability for any two
nodes to be connected depends sokly on their respec—
tive connectivity (the num ber of connections em anating
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2:5), we nd that it is In pressively robust, w ith p. > 0:99.

from a node). W e argue that, for random ly connected
networks w ith connectivity distribution P (k), the criti-
calbreakdown threshold m ay be found by the follow ing
criterion: if Joops of connected nodes m ay be neglected,
the percolation transition takes place when a node (i),
connected to a node (j) in the spanning cluster, is also
connected to at least one other node | otherw ise the
spanning cluster is fragm ented. Thism ay be w ritten as
X
his ji= kiP kiiS J)= 2; 1)
ki
w here the angular brackets denote an ensem bl average,
k; is the connectivity of node i, and P k;i $ Jj) is
the conditional probability that node i has connectiv—
ity ki, given that it is connected to node j. But, by
Bayes rule for conditional probabilities P k; 3 $  Jj) =
P ki;ji$ 3)=P@AS 3JP=P@AS JkIP k=P EAS I,
where P (ki;i $ J) is the Ppint probability that node
i has connectivity k; and that it is connected to node
j. For random ly connected networks (neglecting loops)
PE$ J)= hki=WN 1)and P 1$ Jk) = ki=W 1),
where N is the totalnum ber of nodes in the network. It
follow s that the criterion él;l:) is equivalent to

hk?i
hki

=2; @)

at criticality.
Loops can be ignored below the percolation transition,
< 2, because the probability of a bond to form a loop
In an s-nodes cluster is proportionalto (s=N )2 (ie., pro—
portional to the probability of choosing two sites In that
cluster) . T he fraction of Joops in the system P, is
X 2 X )
P /5 < | ;i - Ni; )

i i

w here the sum istaken over all clusters, and s; is the size
of the ith cluster. Thus, the overall fraction of loops In
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the system is gn aller than S=N , where S is the size of
the largest existing cluster. Below criticality S is sm aller
than orderN (rER graphs S is oforder nN '_ﬂ;"]), o)
the fraction of loops becom es negligble n the lm it of
N ! 1 .Sinilarargum ents apply at criticality.
Consider now a random breakdown of a fraction p
of the nodes. This would generically alter the connec—
tivity distrbution of a node. Consider indeed a node
with Iniial connectivity ko, chosen from an initial dis—
tribution P (ko). A fter the random breakdown the dis—
tribution of the new connectivity of the node becom es

* (1 pfp* ¥, and the new distrbution is
0 ® ko ko k
Pok) = Pho) (@ pfp* * : @)
ko=k

Q uantities after the breakdow n are denoted by a prim e.)
U sing thisnew distrdbution one obtains hki®= Hkoi(l P)
and tk?1°= tkZ2i(l pf+hkeip(l p), so the criterion i2)
for criticality m ay be reexpressed as

hkgi(l R)+ Pc= 2; ®)
hkoi
or
1 r= ! i ©®)
o 1
where (= hkgi=hkoijsoom puted from the originaldis—

tribbution , before the random breakdown.

O ur discussion up to this point is generaland applica—
ble to allrandom ly connected netw orks, regardless ofthe
speci ¢ form of the connectivity distrdbution (@nd pro—
vided that loops m ay be neglected). For example, or
random ([ER) networks, which possess a P oisson connec—
tivity distrdoution, the criterion (d) reduces to a known
resuk {13] that the transition takes place at tki= 1. In
this case, random breakdown does not alter the P oisson
character of the distribution, but m erely shifts itsm ean.
T hus, the new system is again an ER network, but with
new e ectiveparameters: ke = k(1 p),No =N 1 p).
In the case of Cayky trees, the criteria @ and {6:) also
yield the known exact results {13].

T he case of the Intemet is thought to be di erent. Tt
is widely believed that , to a good approxim ation, the
connectivity distribution of the Intemet nodes follow s a
powerdaw [14]:

Pk)y=ck ; k=m;m+ 1;:5K; 7)
w here 5=2, c is an appropriate nom alization con—
stant, and m is the sn allest possible connectivity. In a
nite network, the largest connectivity, K , can be esti-
m ated from
Z
P k)dk =

1
N_; 8)
K

yielding K mN=C P | Forthe Intemet,m = 1 and
K  N?73) Forthe sake ofgenerality, below we consider
a range of variables, 1land 1 m K . The key
param eter, according to ('6), is the ratio of second- to
rst-m om ent, or, which we com pute by approxin ating
the distrbution (-"/) to a continuum (this approxin ation
becom es exact for 1 m K , and i preserves the
essential features of the transition even for smallm ):

W hen K m , thism ay be approxin ated as:
8
5 2m; if > 3;
0! 3 ¢ 2R3 ; if2< < 3;  (10)
K; ifl< < 2.

W e see that or > 3 the ratio
is a percolation transition at 1 R = —5m 1
for p > p. the spanning cluster is fragm ented and the
netw ork isdestroyed. However, for < 3theratio ( di-
vergeswih K andsop. ! lwhenK ! 1 (orN ! 1 ).
T he percolation transition does not take place: a span-—
ning cluster exists for arbitrarily large fractions ofbreak—
down, p < 1. In nite system s a transition is always
observed, though for < 3 the transition threshold is
exceedingly high. For the case of the Intemet ( 5=2),
wehave o K'2 N!'73. Considering the enom ous
size of the Intemet, N > 10°, one needs to destroy over
99% ofthe nodes before the spanning cluster collapses.

o is nite and there
5 1

T he transition is illistrated by the com puter sim ula—
tion results shown in Fig. :}', where we plot the frac—
tion of nodes which remain in the spanning clister,
P; ()=P; (), as a function of the fraction of random
breakdown, p, for netw orksw ith the distrioution 1) . For

= 335, the transition is clearly visble: beyond p. 05
the spanning cluster collapsesand P (©)=P; (0) isnearly
zero. O n the otherhand, theplotsfor = 25 (thecassof
the Intemet) show that although the spanning cluster is
dilited asp increases P1 @©)=P1 (0) becom essn aller), it
rem ains connected even at near 100% breakdown. D ata
for severalsystem sizes illustrate the nite-sizee ect: the
transition occurs at higher values ofp the larger the sin —
ulated network. The Intemet size is com parable to our
largest sin ulation, m aking it rem arkably resilient to ran—
dom breakdown.
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FIG. 1. Percolation transition for networks with
powerJdaw connectivity distrbution. P lotted is the fraction
ofnodes that rem ain in the spanning cluster after breakdow n
of a fraction p ofallnodes, P1 ©)=P:1 (0), as a function ofp,
for = 35(crosses) and = 235 (other symbols), as ocbtained
from com puter sin ulations of up to N = 10°. In the om er
case, i can be seen that forp > p. 05 the spanning cluster
disintegrates and the netw ork becom es fragm ented . H owever,
for = 25 (the case of the Intemet), the spanning cluster
persists up to nearly 100% breakdown. The di erent curves
for K = 25 (circles), 100 (squares), and 400 (triangles) illis—
trate the nite sizee ect: the transition exists only for nite
netw orks, while the critical threshold p. approaches 100% as
the networks grow in size.

W e have Introduced a general criterion for the collapse
of random ly connected netw orks under random rem oval
of their nodes. This criterion, when applied to the In—
temet, shows that the Intemet is resilient to random
breakdown of its nodes: a cluster of interconnected sites
which spansthe whole Intemet becom esm ore dilute w ith
Increasing breakdowns, but i rem ains essentially con—
nected even for nearly 1005 breakdown. The same is
true for other networks whose connectivity distribution
is approxin ately described by a power-law ,as n Eq. (rj),
asongas < 3.
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