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A general schem e for detecting and analyzing topological pattems in large com plex networks is
presented. In this schem e the network in question is com pared w ith its properly random ized version
that preserves som e of its low —level topological properties. Statistically signi cant deviation of any
m easurable property of a network from this null m odel likely re ect its design principles and/or
evolutionary history. W e illustrate this basic schem e on the exam ple of the correlation pro le of
the Intemet quantifying correlations between connectivities of its neighboring nodes. This pro le
distinguishes the Intemet from previously studied m olecular networks w ith a sim ilar scale—free con-
nectivity distrbbution. W e nally dem onstrate that clustering in a netw ork is very sensitive to both
the connectivity distribbution and its correlation pro le and com pare the clustering in the Intemet

to the appropriate nullm odel
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N etw orks have em erged as a unifying theme in com —
plex system s research. Ik is In fact no coincidence that
netw orks and com plexity are so heavily intertw ined. Any
future de nition of a com plex system should re ect the
fact that such system s consist ofm any m utually Interact—
ing com ponents. T hese com ponents are not identical as
say electrons in condensed m atter physics. Instead each
of them has a unique identity separating it from others.
T he very basic question one m ay ask about a com plex
system is which other com ponents a given com ponent
Interacts wih? System wide this Inform ation can be vi-
sualized as a graph whose nodes corresoond to Individual
com ponents and edges to theirm utual interactions. Such
a network can be thought of as a backbone of the com —
plx system along which propagate various signals and
perturbations.

Living organism s provide us wih a quintessential
paradigm fora com plex system . T herefore, i should not
be surprising that in biology networks appear on m any
di erent levels: from genetic regulation and signaltrans—
duction In Individual cells, to neural system of anim als,
and nally to od webs in ecosystem s. However, com —
plex networks are not lim ited to living system s: In fact
they lie at the foundation of an increasing num ber of ar-
ti cialsystem s. The m ost prom inent exam ple of this is
the Intemet and the W orld W ide W eb being correspond—
ngly the \hardware" and the \software" of the netw ork
of com m unications between com puters.

An interesting comm on feature ofm any com plex net—
works is an extrem ely broad, often scalefree, distribbu-—
tion of connectivities (de ned as the num ber of Inm edi-
ate neighbors) of their nodes E:]. W hile the m a prity of
nodes in such netw orks are each connected to just a hand-
ful of neighbors, there exist a few hub nodes that have a
disproportionately large num ber of interaction partners.

T he histogram of connectivities is an exam ple of a low —
Jevel topologicalproperty ofa network. W hile it answers
the question about how m any neighbors a given node
has, it gives no inform ation about the identity of those
neighbors. It is clear that m ost of non-trivial properties
ofnetw orks lie in the exact way theirnodes are connected
to each other. However, such connectivity pattems are
ratherdi cul to quantify and m easure. By just looking
atm any large com plex netw orks one gets the in pression
that they are w ired in a rather haphazard way. O nem ay
wonder which topological properties of a given network
are Indeed random , and which arose due to evolution
and/or fundam ental design principles and lin itations?
Such non-random features can then be used to identify
the netw ork and better understand the underlying com —
plex system .

In thiswork we propose a universalrecipe forhow such
Inform ation can be extracted. To thisend we st con-
struct a proper null random ized m odel of a given net-
work. As was pointed out In .E]’ broad distributions
of connectivities in m ost real com plex netw orks indicate
that the connectivity is an im portant individual char-
acteristic of a node and as such it should be preserved
In any m eaningfiil random ization process. In addition to
connectivitiesonem ay choose to preserve som e other low —
Jevel topological properties of the network. Any higher
level topological property, such as eg. the pattem of
correlationsbetw een connectivities of neighboring nodes,
the num ber of loops of a certain type, the number and
sizes of com ponents, the diam eter of the netw ork, spec—
tralproperties of its ad poency m atrix, can then bem ea—
sured In the real com plex network and separately in an
ensam ble of its random ized counterparts. D ealing w ith
the whole ensam ble allow s one to put error bars on any
quantity m easured in the random ized netw ork. O ne then
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concentrates only on those topological properties of the

com plex network that signi cantly deviate from the null
m odel, and, therefore, are lkely to re ect itsbasic design
principles and/or evolutionary history.

The bl rewiring algorithm that random izes a net-
work yet strictly conserves connectivities of its nodes
BA] consists of repeated application of the elem entary
rew iring step shown and explained in detail in FJgLI.
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FIG.1l. One elementary step of the local rew iring algo—
rithm . A pairofedgesA | B and C | D is random J selected.
They are then rewired In such a way that A becom es con-—
nected to D, and C —to B, provided that none of these edges
already exist in the netw ork, in which case the rew iring step is
aborted, and a new pair of edges is selected. T he last restric—
tion prevents the appearance ofm ultiple edges connecting the
sam e pair of nodes.

Tt is easy to see that the num ber of neighbors of every
node in the netw ork rem ains unchanged after an elem en—
tary step of this random ization procedure. T he directed
netw ork version of this algorithm separately conserves
the num ber of upstream and dow nstream neighbors (in—
and out-degrees) of every node.

A nother sin ple num erical algorithm generating such a
random netw ork \from scratch" wasproposed In Q,:_S] It
starts w ith assigning to each node a num ber k; of \edge
stubs" equalto its desired connectivity. A random net—
work is then constructed by random Iy picking two such
edge stubs and pining them togetherto form a realedge
connecting these two nodes. O ne of the lim itations of
this \stub reconnection” algorithm is that for broad dis—
tribution of oonnecltljyjtjes, which is usually the case In
com plex networks {h], the algorithm generates multple
edges pining the sam e pair of hub nodes. This prob—
Jem cannot be avoided by sin ply not allow ng m ultiple
edges to form during the reconnection process as in this
case the whole algorithm would get stuck In a con gu-—
ration In which the rem aining edge stubs have no eligi-
bl partners. Fortunately the local rew iring algorithm
f;,:_d] Instead of com pletely deconstructing a netw ork and
then random ly putting it back together, only gradually
changes its w iring pattem. Hence, any topological con—
straint such as eg. that ofno multiple edges, or no dis—-
connected com ponents, can be m aintained at each step
of the way.

Once an ensemble of random ized versions of a given
com plex network is generated, the abundance of any

topologicalpattem is com pared betw een the realnetw ork
and characteristic m em bers of this ensem ble. This com -
parison can be quanti ed using two naturalparam eters:
1) theratioR () = N (J)=N. (j), whereN (j) is the num —
ber oftin es the pattem 7 is observed in the realnetwork,
and N  (j) is the average num ber of its occurrences in the
ensam ble of is random counterparts; 2) the Z-score of
thedeviation de nedasZ ()= N () NGF NG,
where N, (j) is the standard deviation ofN , (j) in the
random ized ensem ble. T hisgeneralidea was recently ap—
plied to protein networks In yeast i_&’] and E . coli i_d].

W enow illustrate ourgeneralm ethods using the exam —
plk of the Intemet, de ned on the level of A utonom ous
System s A S).Autonom ous System s are large groups of
workstations, servers, and routers usually belongihg to
one organization such aseg. a university, or a business
enterprise. T he data on direct connections between A u-—
tonom ous System s is reqularly updated and is availble
on the website of the N ational Laboratory for Applied
N etwork Research tl2 Such coarse-grained structure
of the Intemet was a subfct of several recent studies
f{10]. Th the ©llow ing analysis we use the m illennium
snapshot of the Intemet (data from January 2, 2000),
when N = 6474 Autonom ous System s were linked by

= 12572 bidirectional edges.

Tt was recently reported E'_7:] that the Intemet is char-
acterized by a scale-free distribution of AS connectivi-
tlesp® ) / 1=K = 1=K 2% 92, One can show that
for such a scalefree network the above m entioned con—
straint of no m ultiple connections between nodes is ex—
trem ely mportant. Indeed, the connectivity of two
largest connected hubs In a scalefree networks scales
as Kn ax N=C 1 In an uncorrelated random net—
work wih no constraints on edge multiplicity the ex—
pected num ber of edges connecting these tw o hubs scales
ask?_ =@CE) N#( D !andincreasesinde nitely for

< 3 (herewe assum ed that E N ). For the Intemet
that corresponds to two largest hubs w ith connectivities
ofrespectively K ¢ = 1458 and K ; = 750 being connected
by a swoopingK (K 1=QE ) = 1458 750=(2
edges! Hence, in this case a random network ensam ble
generated by our local rew iring algorithm is very di er-
ent from the one generated by the stub reconnection al-
gorithm and analytically studied in g1

F jg:_Z show s the average connectivity HK ;ix , of neigh—
bors of nodes w ith the connectivity K o in the real Inter—
net (squares) aswellas in a typicalrandom netw ork w ith
no m ultiple connections between nodes generated by our
local rew iring algorithm (circles). From this gure it is
clear that m ost of the IK 1ix , / KO dependenoere—
ported in Ref. [é] is reproduced in our random ensemble
and hence can be attrbuted to the e ective repulsion
between hubs due to the constraint of having no m ore
than one edge directly connecting them to each other.
In the absence of correlations between node connectivi-
ties by de nition HK;ix , = const= WK 2i=HK i {2] This
expression, shown as a horizontal line in FJgd applies
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only to a random ized network in which multiple edges
are allowed. In an ensamble of random scale-free net-
works with no multiple edges the conditional probabik
ity distrdbution P K ; K o) crosses over between K ;=K ;

for K, K, = 2E=K, to 1=K, power law tail for
K, K,. Thismakes IK ;ix , to asym ptotically scale
asK, ~.Wehavecon m ednum ericallythatP K;Kg)

n our random ized ensem ble has a very sin ilar shape to
that cbserved in the real Intemet flO

From the above discussion one may get the in pres—
sion that the topology of the Intemet is In perfect agree—
ment wih its random ized version. This is however
not true. Let N K ;K 1) to denote the total num ber
of edges connecting nodes w ith connectivities K g, and
Ki. This is an exampl of a higher lvel topologi-
cal property of a com plex network, which can be com -
pared to is typical value N, K ¢;K 1) In the appropri-
ate nullm odel network. By comparing N K ¢;K 1) and
Ny, K o;K 1) one measures the correlation pro ke of the
com plex network, form ed by correlations in connectiv—
ities of neighboring nodes. In Fjg:_ﬂ we visualize the
correlation pro l of the Intemet by plotting the ra—
tio R Kg;K1) = N K;K1)=N,Ko;K1). Regions on
the K o K; plane, where R K ;K 1) is above (pelow)
1 correspond to enhanced (suppressed) connections be—
tween nodes wih these connectivities in the Intemet
com pared to its random ized counterpart. T he statistical
signi cance of these deviations, m easured by the Z-score
Z KojK1)= N Ko;K1) N:Kop;K1))= NK;K1),
is shown in Figd O ur analysis isbased on an ensem ble of
1000 random ized networks w ith connectivities logarith-—
m ically binned into two bins per decade. In Fjgs:_?.,:ff one
can see severalprom nent features:

Strong suppression of edges between nodes of low
connectivity 3 Ko;K 1 1.

Suppression of edges between nodes that both are
of interm ediate connectivity 100 > K ;K 1 10,

Strong enhancem ent of the num ber of edges con-—
necting nodes of low connectivity 3 Ko 1 to
those w ith intermm ediate connectivity 100 > K 3
10.

On the other hand any pair am ong 5 hub nodes w ih
Ko;K1 > 300 was found to be connected by an edge,
both in the realnetwork, and in a typicalrandom sam ple.
Hence R K ;K 1) isclose to 1 in the upper right comer
ofF Jgd

T he strong suppression of connections between pairs
of nodes of low connectivity can in part be attributed
to the constraint that allA S on the Intemet have to be
connected to each other by at least one path. W e have
explicitly checked that there are Indeed no isolated clus—
ters in our data for the Intemet. H owever, when we used
an ensamble of random networks In which the form a-
tion of isolated clusters was prevented at every rew iring

step, we found very little change In the observed cor-
relation pro l. The division of all nodes on the In—
temet into three distinct groups of low —, Interm ediate,
and high ly-connected onesvisble in its correlation pro I
m ay be due to is hierarchical structure of, correspond-
ngly, users, low -level (possbly regional) Intemet Service
P roviders (ISP ), and high—level (global) ISP. Sin ilar hi-
erarchical picture was recently suggested in Ref. ll]:] on
the basis of the traceroute data.

Tt is worthw hile to note that the correlation pro I of
the Intemet m easured in thiswork m akes it qualitatively
di erent from yeast protein netw orks analyzed by us ear—
lier i_‘:.’]. T hose m olecular netw orks are characterized by
suppressed connections between nodes of very high con-
nectiviy, and increased num ber of links between nodes
of Interm ediate connectivity. T hus correlation pro I al-
low s one to di erentiate between otherw ise very sim ilar
scale-free netw orks In various com plex system s.

T he correlation pro J isby nom eansthe only topolog—
ical pattem one can investigate n a given com plex net—
work, with other exam ples being is spectral dim ension
{_I,Z;], the betw eenness of is edges and nodes f_l-é_i,g], feed—
back, feed-forw ard loops, and other sn allnetw ork m otifs
[6] In the rest of this paper we analyze the level of clis—
tering {15 of the Intemet, quanti ed by its number of
loops of Iength 3 (trdangles). T he real Intemet contains
6584 such loops, whilk is random ocounterparts, gener—
ated by our local rew iring algorithm , have 8636 224
triangles (this and all future results werem easured In an
ensam ble of 100 random ized networks.) Thus the clus—
tering of the real Intemet is som e 9 standard deviations
belw its valuie in a random ized network! This resul is
surprising because there are good reasons for the Inter—
net to have above average lkevel of clustering. Indeed, one
expects its nodes to preferentially link according to their
geographical location i_d,:_d], general type of business or
academ ic enterprises they represent, etc. A Il these fac-
torsusually tend to increase clustering i_lﬁ] On the other
hand, the correlation pro I of the Intemet visualized in
Figd naturally Jeads to the reduction in clustering. In—
deed, the suppression of connections between nodes of
Interm ediate connectivity in favor of nodes of low con-
nectivity should reduce the number of triangls in the
network.

In order to explore the interplay between the level of
clustering In the network and its correlation pro I we
studied two \extrem al" random netw orks w ith the sam e
connectivities ofnodes asthe real Intermet. The rstnet—
work contained no triangles, while the second one had a
swooping 59144 triangles. B oth netw orks w ere generated
using a sin ple m odi cation of our basic local rew iring
algorithm in which a rew iring step was accepted only if
i did not increase (in the 1rst case) or decrease (in the
second case) the num ber of triangles In the network. In
the st case affer som e transient tin e all triangles have
disappeared from the network, at which point we m ea—
sured its correlation pro ke CFJ'g:_.S). In the second case
our algorithm was designed to generate a network with



the largest possible num ber of triangles . C om puter tim e
lim itations have forced us to stop the program when we
reached 59144 triangles, which as will be shown later is
rather close to the absolute m axim um of 63844 triangles
for a given set of node connectivities. The correlation
pro e of this very clustered network is shown In Fjg'_.lﬁ.
From Fjg"EJ; one conclides that the correlation pro l In
w hich connections between hubs are suppressed in favor
of connections betw een hubs and nodes of Iow connectiv—
ity favorsa reduced num ber oftriangles. If instead nodes
w ith sim flar connectivities (including hubs) prefer to con—
nect to each other (the light-colored area on or around
the diagonalin F jg:_é) the num ber oftriangles is typically
Increased. This in fact can be also dem onstrated ana-
Iytically. Consider an edge connecting a pair of nodes
w ith connectivities K g and K ;. The m axin al num ber
of triangles containing thisedge ism In K ¢ 1;K1 1).
Indeed, In the best case scenario all K 1 rem aining
neighbors ofthe sm aller connectivity node are also neigh—
bors of the larger connectivity node. T herefore, given a
correlation pro l speci ed by N ;K 1) —the number
of edges connecting nodes w ith connectivities K g;K 1 —
the absolute m axin um nug ber of triangles In the net—
work is given by N ™ = Kok, N Ko;K1)mih Ko
1;K1 1)=6.Herethe factor 1/6 corrects for the fact that
In our counting schem e each triangle would be counted
2 tim es along each of is three sides. Using identities
pinKo 1iKi 1)= Ko 1+K: 1)=2 K Kijand
Kok, N KoiK1)Ko 1)= g x N KoiK1)K:

1)=NHK K 1)ione nally gets:

N K K i
6

N Ko;K1)Ko

KoK 1
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The 1rstpart of this expression corresponds to a hypo—
thetical situation ofthem axim alcliquishness in which all
neighbors ofevery node are connected to each other. It is
easy to see that exoept for som e very specialcases of the
distribution of connectivities such m axim al cliquishness
can never be realized. Indeed, whenever a pair of nodes
of unequal connectivities K ¢;K ; are connected to each
other the second term in the Eq. :14' decreases the m axi-
m al num ber of triangles. G iven the set of node connec-
tivitiesK ;j, one can easily construct the netw ork w ith the
largest possible num ber of triangles. O ne starts by con—
necting the largest hub node to other nodes In the order
of decreasing connectivities. In the second round of this
algorithm one selects the rem aining neighbors of the sec—
ond largest hub in the order of decreasing connectivity.
T he process continues round by round until neighbors
of all nodes are speci ed. W hen a node reaches its de—
sired connectivity it w illbe sin ply skipped during later
rounds of this algorithm . One can show that the net-
W Ogk generated by this algorithm has the an allest value
of Ko, N Ko;K1)Ko K; jand the largest num ber
of triangles am ong all networks w ith a given set of node

connectivities. In case of the Intemet such network has
63;884 triangles Just below the N™2* = 64;702 speci-

ed by is correlation pro le. These numbers of trian—
glks are an order ofm agnitude below the naive estin ate
N K K 1)i=6 ’ 690;000 traditionally used as a nor—
m alization factor in the form ula for the clustering coe -
cient of a netw ork [_l-§‘] Henoe, based on their de nition
even the loopiest netw ork w ith the sam e node connectiv—
ities as the Intemet has a clustering coe cient of only
0.09! For the \native" correlation pro J of the Intemet
Eqg. :14' predicts the m axin al num ber of triangles close to
24;000, which sets the observed Jevel of clustering (6584
triangles) around 27% of itsm axin alvalue for this cor-
relation pro le.

In order to check if connectivity correlations visble n
the correlation pro ke of the intemet Fig.3) can fully
acoount for its num ber of triangles we generated an en-
sam ble of random netw orks that preserves not only con—
nectivities but also the correlation pro I ofthe com plex
network. To thisend weused am odi cation ofourm ain
local rew iring algorithm . There are two principal ways
In which this can be done. In the rst schem e, ram inis-
cent of generating a m icrocanonicalensem ble in statisti-
calphysics, one allow s only for those local rew iring steps
that strictly conserve the num berofedgesN K ;K 1) be-
tw een nodes w ith connectivitiesK ;K 1. T his is achieved
by constraining the selection of pairs of edges for the
rew iring step of Fjg.-'laI only to those connecting nodes
with connectivities K o;K 1, and K o;K Y. It is easy to
see that such a local rew iring step strictly conserves
N Ko;K1). In practice we softened random ization con-
straints by coarsegraining the logarithm of connectiv—
iy to halfdecade bins. Usihg this \m icrocanonical al-
gorithm " we generated an ensemble of networks wih
4132 75 loops. The fact that the num ber of loops in
the real Intemet (6584) is now signi cantly larger than
in these random networks, con m s the intuitive notion
that the Intemet is Indeed characterized by a signi cant
degree of clustering. W e have also found that this 60%
Increase in the level of clustering is equally soread over
the whole spectrum of connectivities.

A s is always the case w ith m icrocanonical algorithm s
one should worry if the above algorithm is ergodic. In
other words there is no guarantee that in this algorithm
the systam does not get trapped in a disconnected com —
ponent of the phase space. This is easily checked by
annea]jl:lg the netw ork using a canonicalM etropolis algo—
rithm {16]w ith an energy finction @rHam iltonian, which
Inourcasecanbede nedasH = ; , N Ko;K1)
N ®o;K1)PN K;K1),and sam plhg networksata -
nite tem perature T . Localm oves low ering the H am ilto—
nian are alw aysacospted, w hile those increasing tby H
are only acoepted w ith the probability exp ( H=T).As
Seen n F Jg::/! the above algorithm nicely extrapolatesbe-
tween the m icrocanonical algorithm for an allT and the
unrestricted local rew iring algorithm for large T. This
con m sthat ourm icrocanonicalalgorithm is indeed er—



godic.

A nother conceivable use of the M etropolis algorithm
describbed above is to generate an arti cialnetwork w ith
a given distrbution of connectivities pK ) and a given
correlation pro e R Kg;K1). To achieve this one rst
generates a seed network with a given pK ), eg. by the
stub reconnecting algorithm ofR ef. [’_5,:_2] Thisnetwork is

rst annealed using theM etropolisalgorithm w ith theen—
ergy functional punishing m ultiple connections between
nodes. The resulting network, containing no multiple
connections is subsequently annealed w ith another en-
ergy functional favoring the desired correlation pro I.
This results In an ensem ble of random netw orks w ith no
m ultiple connections betw een nodes and the desired cor-
relation pro le.

In summ ary we have proposed a general algorithm to
detect characteristic topological features in a given com —
plex network. In particular, we introduced the concept of
the correlation pro J, which allowed us to quantify dif-
ferences between di erent com plex networks even when
their connectivity distributions are sim ilar to each other.

Applied to the Intemet, this pro l identi es hierarchi-

cal features of its structure, and helps to account for the
level of clustering in this network.
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FIG .2. The average connectivity hK 1ix , of neighbors of
nodes wih connectivity Ko In the Intemet (squares) and
its typical random ized counterpart (circles). E rror bars in
muliple realizations of the random ized network are sm aller
than symbol sizes. The horizontal line is the analytical re—
sult KK 1ik , = const = HK 24=HK i’ 165 valid fr a random
netw ork ]1’1 which muliple edges between pairs of nodes are
allow ed {2]
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FIG. 3. Correlation pro e of the Intemet. The ratio
RE®ojK1) = N Ko;K1)=N:Ko;K1), where N Ko;K1) is
the totalnum ber of edges in the Intemet connecting pairs of
A utonom ous System s w ith connectivities Ky and K 1, while
N, Ko;K 1) isthe sam e quantity in the ensem ble of random —
ized versions of the Intemet, generated by the local rew iring
algorithm described in the text.
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FIG . 4. Statistical signi cance of correlations in the In-
temet. The Z-score of correlation pattems in the intemet
ZKoiK1)= (N Ko;K1) N Ko;K1))=N Ko;K1).Here

N r Ko;K1) is the standard deviation of N, K o;K 1) m ea—
sured In an ensem ble of 1000 random ized netw orks.
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FIG.5. The correlation pro ke R Ko;K1) of a network
w ith the sam e set of connectivities as the Intemet but w ith no
triangles. N ote the suppression of connectionsbetween di er-
ent hubs In favor of connections between hubs and nodes of
low connectivity.

3000

1000 —3°

300

25

1 3 10 30 100 300 1000 3000

K

FIG.6. The correlation pro e R Ko;K1) of a network
w ith the sam e set of connectivities as the Intemet but with
a very large num ber triangles (59144). N ote the tendency of
nodes w ith sin ilar connectivities to connect to each other.
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FIG .7. The number of loops as a function of tem perature
observed in an ensemble of random versions of the Intemet
generated b¥> the M etropolis algorithm w ith the energy func—
ton H =, o N KojKi) N:®oK)FN KoiKa).
Upper and lower triangles represent the standard deviation
within an ensem ble.



