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T he security of neural cryptography is investigated. A key-exchange protocolover a public channel
is studied where the parties exchanging secret m essages use m ultilayer neural networks which are
trained by their m utual output bits and synchronize to a tin e dependent secret key. T he weights
of the netw orks have integer valuesbetween L. Recently an algorithm for an eavesdropper w hich
could break the key was introduced by Sham ir et al. f_i]. W e show that the synchronization tin e

increases w ith L.? while the probability to
Hence for arge L we

nd a successfiil attacker decreases exponentially with L.
nd a secure key-exchange protocolw hich depends neither on num ber theory

nor on inective trapdoor finctions used in conventional cryptography.

T he ability to build a secure channel isone ofthem ost
challenging elds of research In m odem com m unication
['2:]. O ne of the fundam ental tasks of cryptography is to
generate a key-exchange protocol. Both partners start
w ith private keys and tranam it { using a public protocol
{ their encrypted private keys which, after som e trans-
form ations, Jleadsto a comm on secret key. A prototypical
protocol for the generation ofa com m on secret key is the
D i eHelman key exchange protocol ig].

A Nl known secure key-exchange protocols use one-w ay
functions, which are usually based on num ber theory and
In particular on the di culty in factorizing a product of
long prin e num bers i"_Z:;_j] Typically, N bits { the length
of the key { are tranam itted between the two partners
and transform ed by an in fctive function to the com m on
key. This function usually can be inverted by a secret
trapdoor. O ne ofthe findam entalquestions in the theory
of cryptography is  rstly whether it is possble to build
a secure cryptosystem which does not rely on num ber
theory, secondly, w hether one can tranam it less than N
bits and thirdly, w hether one can generate very long keys
vghjch can be directly used for one-tin e stream ciphers
gl.

In our recent paper if.'] we presented a novelprinciple
of a key-exchange protocolbased on a new phenom enon
which we observed for arti cial neural networks. The
protocol is based on the synchronization of feedforward
neural networks by mutual lkaming. Ik was shown by
sim ulations and by the analytical solution of the dynam —
ics that synchronization is faster than the leaming of a
naive attacker that is trying to reveal the weights of one
of the parties H,E] Ournew approach does not rely on
previous agream ent on public inform ation , and the only
secret of each one of the parties is the initial conditions
ofthe weights. T he protocol generates perm anently new
keys and can be generalized to include the scenario of
a key-exchange protocol am ong m ore than two partners
EJ:]. Hence, we suggest a sym m etric key-exchange proto—
colover a public channelwhich simpli esthe task ofkey
m anagem ent. The parties exchange a nite number of

bits lessthan N and can generate very long keys by fast
calculations. f_d]

T hisprotocol forthe given param eters in Ei] K =L-=
3) was recently shown to be breakable by an ensemble
of advanced Ipping attackers -'_EL] In such an ensamble,
there is a probability that a low percentage ofthe attack—
erswill nd the key. Som eone reading all the decrypted
m essages w ill determ ine the original plaintext from the
m essagew hich hasam eaning. T hisresul raisesthe ques-
tion of the existence of a secure key-exchange protocol
based on the synchronization of neural netw orks.

In this Letter we dem onstrate that the securiy of
our key-exchange protocolagainst the Ipping attack in—
creases as the synchronization tim e increases. T hem ech—
anism used to vary the synchronization tim e is the depth
of the weights, ie. the number of values for each com -
ponent of the synaptic weights. Them ain result in this
Letter is that wih increasing depth the probability of
an attacker nding the key decreases exponentially w ith
the depth . H ence we con ecture that a key-exchange pro—
toool exists in the lim it where the synchronization tim e
diverges. W e also present a vardiant ofour originalschem e
which Includes a pem utation ofa fraction ofthe weights.

In our original schem e each party of the secure chan-—
nel, A and B, is represented by a tw o-layered perceptron,
exem pli ed here by a parity m achine PM ) with K hid-
den unis. M ore precisely, the size of the Input isK N
and its com ponents are denoted by xx5; k= 1; 2; 5 K
and j= 1; =y N . For sin plicity, each input unit takes
binary values, xx5 = 1. TheK binary hidden units are
denoted by vi; v2; =% vx . Our architecture is charac—
terized by non-overlapping receptive elds (a tree), where
the weight from the th nput unit to the kth hidden unit
is denoted by w5, and the output bit O is the product
ofthe state ofthe hidden units. T he weights can take In—
teger valuesbounded by 1. Jj ie. wyy can take the values

L; L+ 1; =25 L.

The secret Infom ation of each of the parties is the
initial value for the 2K N weights, wi‘j and ij . The
parties do not know the initialweights ofthe other party
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w hich are used to construct the com m on secret key.
Each network is then trained with the output of its

partner. At each training step a new comm on public

nput vector (xy3) isneeded forboth parties. For a given

nput, the output is calculated in the ollow Ing tw o steps.

Tnthe rststep, the state oftheK hidden units,y = of

the two parties, are determ ined from the corresponding
elds

X
yi © = sign|[ Wij_B Xy ] (eh)
j=1
P sa-p
In the case ofzero eld, Wys Xxy = 0,A=B setsthe

hidden unitto 1= 1. In the next step the output O* 8 is

determ ined by the product of the hidden units, 0*™® =
™= 1Y$:B . The output bit of each party is tranan itted

to its partner. In the event of disagreem ent, O®* 6 OB,

the weights of the parties are updated according to the

fllow ing H ebbian leaming rule 4]

=B A =B

= W

. A=B A=B A
if O Vi >0 then w K

+ OA=B ij

A =B

i o3" 3> L thenwg,® =sign@y, )L @)

O nly weightsbelonging to hidden units which are in the
sam e state as their output unit are updated. Note that
from the know ledge of the output, the Intemal represen—
tation ofthe hidden units is not uniquely determ ined be—
cause there isa 2% ! ©1d degeneracy. A s a consequence,
an attacker cannot know which weight vectors are up—
dated according to equation (2). N evertheless, although
parties A and B do not have m ore inform ation than an
attacker, they still can synchronize.

T he synchronization tin e is nite even in the them o-
dynam ic lin i t_4;_5] ForK = L = 3, for instance, the
synchronization tin e t,, converges to / 400 for large
networks. This ocbservation was recently con med by
an analytical solution of the presented m odel E_S]. Sur-
prisingly, in the lim it of large N one needs to exchange
only a few hundred bits to cbtain agreem ent between 3N
com ponents. t_é,:_i]_:]

An attacker eavesdropping on the channel know s the
algorithm aswellas the actualm utualoutputs, hence he
know s In which tin e steps the weights are changed. In
addition, an attacker know s the nput xx; aswell. How —
ever, the attacker does not know the initial conditions
of the weights of the parties and as a consequence, even
for the synchronized state, the intemal representations
of the hidden units of the parties are hidden from the
attacker. As a result he does not know which are the
w elghts participating in the leaming step. N ote that for
random Inputs all 2 ! intemal representations appear
w ith equalprobability at any stage ofthe dynam icalpro-—
cess. T he strategy ofa naive attackerw hich hasthe sam e
architecture as the parties is de ned as ollow s :_fé] The

attacker tries to im itate the m oves of one of the parties,
A for nstance. T he attadker is trained using its intermal
representation, the nput vector and the output bit ofA,
and the training step is perform ed only if A m oves (dis-
agreem ent between the parties). Note that the trained
weights of a naive attacker are only weights belonging
to hidden units that are in agreem ent with 0% . Sinula—
tions as well as analytical solution of the dynam ics indi-
cate that the leaming tin e of a naive attacker is much
Ionger than the synchronization tin e [_4;_5] Hence our
key-exchange protocol is robust against a lJarge ensem ble
of naive attackers.

Recently, an e clent Ioping attack waspresented :_fi]
The strategy ofa ipping attacker, C isasollow s. In the
event of a disagreem ent between the parties, 0* 6 0B
and 0¢ = 0%, the attackerm oves as Hrthe naive attack
follow ing its intemalpresentation, the com m on Input and
O? . In the case where the partiesm ove but the attacker
does not agree with A, 0% 6 0% and 0 6 0?2, the
m ove consists of the ollow Ing two steps. In the  rst step
the attacker ips the sign of one of its K hidden units
w ithout alering the weights. T he selected hidden unit is
K ¢ wih them inim alabsolute local eld

Ko=min, (hS 9 3)

whereh{ isthe Iocal el on them th hidden unitsofthe
attacker (see eq. (1) orthe de nition ofthe local eld).
A fter Ipping one hidden unit the new output of the at—
tacker agrees w ith that of A . The laming step is then
perfom ed w ith the new intemal presentation and w ith
the strategy of the naive attacker. The Iping attack
is based on the strategy that a Ipping attacker devel-
ops som e sin ilarity w ith the parties. This sim ilarity can
be m easured by the fraction of equal weights which is
greater than 1=QL + 1), a result for a random attacker,
or by a positive overlap between the weights of C and
A E]. The m inIn al change in the weights which pre-
serves the already produced sim ilarity with A and which
is also consistent w ith the current input/output relation
ism ost probable by changing the weights of the hidden
units w ith the m inin al absolute local eld. Sinulations
as well as the analytical solution of the dynam ics of the
pping attackers|[18] indicate that there is a high prob—
ability that there is a succoessfill attacker am ong a few
dozen attackers. By a successful attacker we m ean an
attacker w ith a leaming tin e an aller than the synchro—
nization tin e between the parties. T his attackerachieves
the sam eweightsas for A before the synchronization pro—
cess term nates. In Fig. 1 the average synchronization
tin e, tyyv, as well as its standard deviation as a function
of L HrK = 3andN = 10° are presented. Results were
averaged over 1¢ di erent runs, where each run is
characterized by di erent iniialconditions forthe parties
and a di erent set of lnputs. Results indicate thﬁt_the
synchronization tin e increases as L?, orL < O ( N).



Thjs_sca]jng is consi t with the analytical so]utj@n_of
reft_la‘]wherebrL= N;ty/ N.ForL =0( N)
we observe In sin ulations a crossover to the scaling be—

haviort,y / N L. This crossover explains the deviation
oftay / L ; = 191< 2 (seeFig. 3), and furthem ore
is expected to ncreasewih N (see Fig. 4).
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FIG.1l. The average synchronization time, t.v, and its
standard deviationsasa function of L, ©orK = 3andN = 10°.
The regression  t for the dotted line is 501!,
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FIG .2. The fraction of successful ipping attackers, Priip,
as a finction of L. ©rK = 3; N = 10°. The regression t for
the dotted line is 14e °#! T

In Figure 2 the fraction of successfiil  Ipping attackers,
P¢1p, is presented as a function of L . In order to reduce

uctuations in our sin ulationswe de ne a successfulat—
tacker as one which has 0:98 fraction of correct values
for the weights at the synchronization tin e between the
parties. Fig. 2 indicates that the success rate drop%aei—
ponentially wih L. To conclude, for 1 L N
the synchronization tim e divergespolynom ially while the
probability of a successfil attacker drops exponentially.
Hence for large L our construction is robust against the

85andN > 2 40
ppihg attack is greater

Jpping attack P ractically, for L
the com plexity of an e ective
than 28°).

F inally we note that the plexity ofthe synchroniza—
tion process or1 L N isO @3N log® )). The
factor og N ) isa result of a typical scenario ofan expo—
nentialdecay ofthe overlap in the case ofdiscrete weights
B]. Hence, the com plexity for the generation of a large

com m on key,N ! 1 ,scalesasO (logN ) operations per

weight.
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FIG.3. The kaming tin e fOor a perceptron as a function
of L and N = 10°; 10°. The regression power-law t for
N = 10%; 10° is 12L'77;  17L'¥, respectively.

Let us com pare now the com plexiy of an exhaustive
attack with the com plxity of the Iping attack. For
each input/output pairthereare 4 possible con gurations
of the hidden units. Hence to cover allpossble training
processes over a period t one has to dealw ith an ensem —
ble of 4® scenarios. T he crucial question is the scaling of
the m Inim al necessary period ty with L which ensures a
convergence w ith the weights of party A . Since one of
the attackers am ong 4% has an identical series of inter—
nal representationsto party A, the problem is reduced to
calculating the weight vector of a single perceptron. The
lraming tim e asa function ofL for a perceptron attacker
K = 1 ispresented In Fig. 3, indicating that for large
N, t 17, as expected from sim ilar analytically sok—
able m odels E[Z_i] Hence the com plexiy of an exhaustive
attack scales exponentially w ith L2 whilke forthe jppig
attack the com plexiy is reduced to scale exponentially
only wih L.

In the follow ing we show that one can increase the
security of our key-exchange protocol by the follow ing
variant of our dynam ical rules. The new Ingredient is
a pem utation of a fraction £ of the weights, and the
protocol is de ned by the follow ing steps. In the case
w here the parties m ove, we assign for each hidden unit
a pem utation consisting of F = fN pairs. Each pair



consists ofa random selection oftwo indicesam ong N of
the trained hidden unit [14]. T he three pem utations for
the threehidden units which di er from step to step) are
part of the public protocol. In the case where a hidden
unit istrained we apply the assigned pem utation forthis
hidden unit. N ote that the pem utations is an ingredient
that prevents an attack where one m ay assign for each
weight (@m ong 3N ) a probability equalto one ofthe 2L +
1 possible values. D uring the dynam ics one m ay try to
sharpen thisprobability around one ofthe possbl values
@j]. T he pem utations are responsble for m ixing these
probabilities as a function of tim e.

Results indicate that there are two di erent scaling
behaviors or t,y (L) and Peyyp (L) as a function of the
totalnum ber of pem uted pairs, M , during the synchro—
nization process. As longasM < KN where 1,
the permm utations do not a ect the synchronization tin e,
tay L) = AL?; A 60 is independent of the pem uta—
tions (A increases slightly wih N and is asym ptotically
expected to scake w ith Jog N ) B)). This scaling behavior
can be observed for L < 3 N=(60f). Hence In order
to observe the scaling, ty+ 6017 over a decade ofL one
has to choose a large N and a very sanallF . In Fig. 4
the average synchronization tim e, t3,,, and its standard
deviations as a finction of I are presented for K = 3,
N = 10° andF = 0; 3 (humberofperm uted pairsis 3 per
hidden unit). An insigni cant deviation from the scaling
behavior is cbserved only forL 32. In the Inset ofF ig.
4, sin ilar results are presented rN = 10° with F = 3,
andN = 10 with F = 3 and 20. The deviation from the
scaling behavior is observ ra larger L aswe increase
N oraswedecreaseF (L < 3 N=(®0f)). W ealsom ea—
sured Peyyp L) L < 10 rN = 10%; 10° with F = 3 or
F = 0.W e realized that P ¢y, is independent of F and it
decreasesexponentially w ith L . T he perm utationsdo not
a ect the exponentialdrop, Pryy, / € 2*, where B ap-—
pearsto Increasew ith N . N ote that although the perm u—
tationsdonota ectf, andPgyyp, theaccumulateda ect
of the pemm utations over all the synchronization process
issigni cant. In the event that the Ipping attacker does
not use t_he perm utation, a dram atic drops in P ¢y, s ob—
served [_1;1!] The analysis of the scaEng behavior of t.y
and Pf1p In the second regime L > 3 N=(60f) isbe-
yond our com putational ability, where huge uctuations
are observed.

The scaling of Pr1jp, may be exam ined against other
classes of attacks Including a genetic attack, a m a prity
attack and a Jping attack where the weights of the se—
lected hidden unit aremodi ed to actually ip the sign
of the hidden unit b:]. O ur resuls indicate that all such
types of attacks are lesse cient than the ipping attack
presented. Hence, for allknown attacks neural cryptog—
raphy is secure in the Ilim it of large values of L.

W e thank Adi Sham ir for critical comm ents on the
m anuscript.
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FIG .4. The synchronization tin es, tyv, and their standard
deviations as a function of L ©rK = 3,N = 10° with F = 0
(4 )andF = 3 ( ).Theregression tfor2 L 25, dotted
line, is 573L%%?. Inset: tuy as a function of L, N = 10°,

F = 3 (dashed Iine),N = 10°F = 0; 3; 20 (4 ; ;+).
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