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M acro-and M icro-structure ofTrust N etworks

A challenging problem in the socialsciences is the characterization of the form ation

of\socialcapital" [1,2]. It is believed that societies with m ore socialcapitalare m ore

dem ocraticand econom ically developed than societieswith littlesocialcapital[2].However,

socialcapitalisa concepthard to quantify and m easurein a \real-word" context.Here,we

take advantage ofan existing \web oftrust" between users ofthe "Pretty-Good-Privacy"

(PGP)encryption algorithm [3,4]. The PGP algorithm isused in digitalcom m unication

to \sign" docum entsso thatthe recipientknowsforsure who the authoris. Ouranalysis

revealsthecoexistencein theweb oftrustofam acroscale-freestructurewith m icrostrongly-

connected cellsin a com plex network [6,7,8,9]. W e also show thatwhen thisnetwork is

intentionally attacked [10]the scale-free structure [5]rapidly disintegrates and that the

resulting network ispartitioned into a large num berofsm allstrongly-connected cellsthat

areresilientto theintentionalattack.

In digitalcom m unication,asin clandestineorganizations,thereisthedistinctpossibility

thatidentitieswillbeforged.Hence,thereistheneed to develop system sby which onecan

trustthatsom eoneiswho heclaim sto be.A possiblesolution isa centralized service that

certi�esusers;anotherisa self-organized system in which userscertify oneanother.In the

PGP web oftrust,a usercerti�esanotherby \signing" hispublicencryption key [3,4].For

such a decentralized solution to work,the system has to build socialcapital| i.e.,to add

m oresignatures| otherwiseitwillnotwork e�ciently.Hence,wesuggestthatthePGP web

oftrustisa socialnetwork forwhich one can m easure the form ation ofsocialcapitaland

also thestructureofthenetwork itself(Fig.1a).

W e calculate the in-and out-degree cum ulative distributions forthe web oftrust,and

�nd thatthisdistribution decaysasapowerlaw P(k)/ k
� � ,with exponents�in = 1:8� 0:2

and �out = 1:7� 0:2 (Fig.1b).W ealso �nd thatthenetwork isnota connected graph but

instead com prisesm anystrongly-connected clusterswith averywiderangeofsizes(from 2to

approxim ately 10,000 nodes).Thisfeatureofthenetwork enablesusto study itsstructure

in m ore detailby considering the properties ofeach cluster separately: W e m easure the

clustering coe�cientC| which quanti�esto which extend nodesadjacentto a given node

arealso adjacentto each other[6]| foreach oftheclustersin thenetwork and �nd thatit

rem ainsapproxim ately constant(Fig.1b).Thisresultisrathersurprising sinceC decreases
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rapidly with clustersizefora \pure" scale-freenetwork [5]ora random graph [6].

Thestrongly-connected clustersarecross-linked by m eansofafew high degreenodesthat

actas\hubs"(Fig.1c).Thehubsappeartobeorganized in ahierarchicalfashion givingrise

to the scale-free structure while the strongly-connected clustersgive rise to the large value

ofC.Thecoexistenceofthescale-freeconnectivity and thestrongly-connected clustershas

im plicationsforthevulnerability oftrustnetworks.Todem onstratethisassertion,weapply

to the largest cluster the attack m ethod proposed in Ref.[10]. As shown in Fig. 1d,we

�nd that: (i)The network isextrem ely fragile againstthe system atic rem ovalofthe m ost

connected nodes| duetothehighly skewed connectivity ofthehub super-structure;and (ii)

the \lower-level" strongly-connected structure rem ains essentially un-a�ected. These two

consequencesofthe structure ofthe web oftrusthave im plicationsregarding thepotential

recovery ofthenetwork afteran attack targetingthem ostconnected nodes.Indeed,because

the network stillcom priseslarge strongly-connected cellseven afterthe largestclusterhas

been broken,itwould bepossibleto quickly rebuild a largefraction oftheoriginalnetwork

by creating justa few links.

An im portantpointthatdoesnotescape ourattention isthatthere are plausible sim -

ilarities between the structure ofthe web oftrust we analyze here and the structure of

clandestine/secret organizations[11]. In clandestine organizationstrustisan essentialin-

gredient because each m em ber has has to be con�dent that her associates are not going

to betray her. M oreover,aswe found forthe web oftrust,clandestine organizationscom -

prisesm allstrongly-connected cellswhich arethen connected to oneanotherthrough a few

highly-connected individuals[11].
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FIG .1: G rowth and structureofthePG P web oftrust[4].Thelinksin thePG P data setreferto

thesignaturesofuserspublickeysby otherusers.a,Num berofpublickeysin two PG P databases

(\ftp://ftp.uit.no/pub/crypto/pgp/keys/pubring.pgp" and \http://dtype.org") and average path

length between those keys. W e �nd that the num ber ofsignatures increases exponentially while

the average path length increases linearly. These results can be interpreted as an increase in

the socialcapitalofthe PG P web oftrust because the num ber ofusers| i.e.,ofpublic keys|

connected e�ciently| i.e., only a few degrees of separation apart| is increasingly rapidly with

tim e. b,Cum ulative distribution ofin-and out-degrees for the PG P web oftrust. W e analyze

data recorded on July 2001 at \http://dtype.org",when the web com prised 191,548 individuals

and 286,290 directed linksbetween them .Thedata follow a powerlaw dependency with exponents

-1.8 forthe in-degree and -1.7 forthe out-degree.(Inset)Clustering coe�cientC forthe di�erent

strongly-connected clusters.Forcom parison,we also show the valuesofC for(i)the sm all-world

network m odelof[6],(ii) the scale-free network m odelof[5],and (iii) a random graph [6]. C is

approxim ately constantfortheweb oftrust,whilefor(ii)and (iii)itdecaysrapidlywith clustersize.

c,A strongly-connected cluster com prising 21 nodes. Thiscluster is strongly connected because

every nodeisreachablefrom any othernode.W hitelinesindicatebi-directionallinkswhileyellow

arrowsindicate uni-directionallinks. The red nodesindicate the two strongly-connected clusters

that would be left ifone rem oves the green node (the hub). d,Intentionalattack on the nodes

with the highest in-degree of(i) the largest strongly-connected cluster ofthe web oftrust and

(ii) a random graph with the sam e in-and out-degree distributions. Initially,both graphs have

9562 nodes with an average degree of5.80. As the fraction f ofnodes rem oved increases,the

cluster is split into sm aller com ponents: (Top) Relative size S ofthe largest strongly-connected

cluster. (Bottom ) Average size hsi ofthe other strongly-connected clusters. Note that for the

web oftrustthelargeststrongly-connected clusterbreaksdown fasterbutthattheotherstrongly-

connected clusters have average sizes that rem ain unchanged up to the totaldestruction ofthe

largeststrongly-connected cluster. Forthe random graph,the sm allclustersform ed by rem oving

nodesare alm ostallisolated nodes,which explainsthe slowerdecrease ofS and also theconstant

value ofhsi= 1.
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