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M acro—and M icro-structure of Trust N etw orks

A challenging problem In the social sciences is the characterization of the fom ation

of \social capital" [Ii, 2]. Tt is believed that societies with m ore social capital are m ore
dem ocratic and econom ically developed than societies w ith little socialcapital B]. H owever,
social capital is a conogpt hard to quantify and m easure in a \realword" context. Here, we
take advantage of an existing \web of trust" between users of the "P retty-G ood-P rivacy"
PGP) encryption algorithm [3,'4]. The PGP algorithm is used in digital com m unication
to \sign" docum ents so that the recipient know s for sure who the author is. O ur analysis
reveals the coexistence in the web oftrust ofa m acro scale—free structure w ith m icro strongly—
connected cells in a com plex network 6,77, '8,'9]. W e also show that when this network is
intentionally attacked [10] the scalefree structure [§] rapidly disihtegrates and that the
resulting network is partitioned into a large num ber of an all strongly-connected cells that
are resilient to the intentional attack.

In digital com m unication, as in clandestine organizations, there is the distinct possibility
that identities w illbe forged. H ence, there is the need to develop system s by which one can
trust that som eone iswho he clain s to be. A possibl solution is a centralized service that
certi es users; another is a selforganized system in which users certify one another. In the
PGP web oftrust, a user certi es another by \signing" his public encryption key B, 4]. For
such a decentralized solution to work, the system has to build social capit:al| ie., to add
m ore sjgnatures| otherw ise t w illnot work e ciently. Hence, we suggest that the PGP web
of trust is a social network for which one can m easure the form ation of social capial and
also the structure of the network itself ¢ ig. la).

W e calculate the in— and out-degree cum ulative distrbutions for the web of trust, and

nd that this distribution decaysasapowerlaw P (k) / k ,with exponents ;;, = 18 02
and o= 17 02 Fig.lb).W ealo nd that the network is not a connected graph but
Instead com prisesm any strongly-connected clustersw ith a very w ide range of sizes (from 2 to
approxin ately 10,000 nodes). T his feature of the network enables us to study its structure
In more detail by considering the properties of each cluster ssparately: W e m easure the
clustering coe cient C | which quanti es to which extend nodes ad-pcent to a given node
are also ad-pcent to each other £6]| for each of the clusters in the network and nd that it

rem ains approxin ately constant  ig. 1b). T his result is rather surprising sihoe C decreases
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rapidly w ith cluster size for a \pure" scale—free network [§]ora random graph [].

T he strongly-connected clusters are cross-linked by m eansofa few high degree nodesthat
act as \hubs"  ig.1c). T he hubs appear to be organized in a hierarchical fashion giving rise
to the scale-free structure whike the strongly-connected clusters give rise to the large value
ofC . The coexistence of the scale-free connectivity and the strongly-connected clusters has
In plications for the vulnerability of trust netw orks. To dem onstrate this assertion, we apply
to the largest cluster the attack m ethod proposed in Ref. [l0]. As shown i Fig. 1d, we

nd that: (i) The network is extrem ely fragike against the system atic rem oval of the m ost
connected nodes| due to the highly skewed connectivity ofthe hub super-structure; and (i)
the \lowerdevel" strongly-connected structure ram ains essentially un-a ected. These two
consequences of the structure of the web of trust have In plications regarding the potential
recovery ofthe netw ork after an attack targeting the m ost connected nodes. Indeed, because
the network still com prises large strongly-connected cells even after the largest cluster has
been broken, i would be possibl to quickly rbuild a large fraction of the origihal netw ork
by creating just a few links.

An in portant point that does not escape our attention is that there are plausble sin -
ilarties between the structure of the web of trust we analyze here and the structure of
clandestine/secret organizations [11]. In clandestine organizations trust is an essential in—
gredient because each m ember has has to be con dent that her associates are not going
to betray her. M oreover, as we found for the web of trust, clandestine organizations com —
prise an all strongly-connected cells w hich are then connected to one another through a few
highly-connected individuals fi1].
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FIG.1l: Growth and structure ofthePGP web oftrust EI]. T he links In the PGP data set refer to

the signatures of users public keys by otherusers. a, Num ber ofpublickeys In two PGP databases

length between those keys. W e nd that the num ber of signatures Increases exponentially whilke
the average path length increases lnearly. These results can be interpreted as an increase in
the social capital of the PGP web of trust because the num ber of users| ie., of public keys|

connected e c:ent’j_y| ie., only a f&w degrees of sgparation apart| is Increasingly rapidly w ih

tin e. b, Cumulative distrbbution of in—and out-degrees for the PGP web of trust. W e analyze

and 286,290 directed linksbetween them . The data follow a power law dependency w ith exponents
-1.8 for the in-degree and -1.7 for the out-degree. (Inset) C lustering coe cient C for the di erent

strongly-connected clusters. For com parison, we also show the values ofC for (i) the sn alkworld
netw ork m odel of [_6], (i) the scale—free network m odel of i_E')], and (il a random graph f_é]. C is
approxin ately constant fortheweb oftrust, whilk for (i) and (iii) it decays rapidly w ith cluster size.
c, A strongly-connected cluster com prising 21 nodes. T his cluster is strongly connected because
every node is reachabl from any othernode. W hite lines indicate bidirectional links w hile yellow

arrow s Indicate unidirectional links. T he red nodes indicate the two strongly-connected clusters
that would be lft if one ram oves the green node (the hub). d, Intentional attack on the nodes
w ith the highest in-degree of (i) the largest strongly-connected cluster of the web of trust and
(i1) a random graph w ih the sam e In— and out-degree distributions. Initially, both graphs have
9562 nodes w ith an average degree of 5.80. A s the fraction £ of nodes ram oved Increases, the
clister is split Into am aller com ponents: (Top) Relhtive size S of the largest strongly-connected
cluster. Bottom ) Average size hsi of the other strongly-connected clusters. Note that for the
web of trust the largest strongly-connected cluster breaks dow n faster but that the other strongly—
connected clusters have average sizes that rem ain unchanged up to the total destruction of the
largest strongly-connected cluster. For the random graph, the an all clusters form ed by rem oving
nodes are aln ost all isolated nodes, w hich explains the slower decrease of S and also the constant

valie of hsi= 1.
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