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E� cient Im m unization Strategies for C om puter N etw orks and Populations
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W epresentan e�ectiveim m unization strategy forcom puternetworksand populationswith broad

and,in particular,scale-free degree distributions. The proposed strategy,acquaintance im m uniza-

tion, calls for the im m unization of random acquaintances of random nodes (individuals). The

strategy requires no knowledge ofthe node degrees or any other globalknowledge,as do targeted

im m unization strategies. W e study analytically the criticalthreshold for com plete im m unization.

W e also study the strategy with respect to the SIR (susceptible-infected-rem oved) epidem iologi-

calm odel. W e show that the im m unization threshold is dram atically reduced with the suggested

strategy,forallstudied cases.

PACS num bers:02.50.Cw,02.10.O x,89.20.H h,64.60.A k

It is wellestablished that random im m unization re-
quires im m unizing a very large fraction ofa com puter
network,orpopulation,in orderto arrestepidem icsthat
spread upon contactbetween infected nodes(orindivid-
uals)[1,2,3,4,5,6,7].M any diseasesrequire80% -100%
im m unization (forexam ple,M easlesrequires95% ofthe
population to beim m unized [1]).Thesam eiscorrectfor
the Internet,where stopping com puter viruses requires
alm ost100% im m unization [5,6,7].O n the otherhand,
targeted im m unization ofthem osthighlyconnected indi-
viduals[1,5,8,9,10,11],whilee� ective,requiresglobal
inform ation aboutthe network in question,rendering it
im practicalin m any cases. Here,we develop a m athe-
m aticalm odeland propose an e� ective strategy,based
on the im m unization ofa sm allfraction ofrandom ac-

quaintancesofrandom ly selected nodes.In thisway,the
m osthighlyconnected nodesareim m unized,andthepro-
cesspreventsepidem icswith a sm all� niteim m unization
threshold and withoutrequiringspeci� cknowledgeofthe
network.

Socialnetworksareknown to possessabroad distribu-
tion ofthenum beroflinks(contacts),k,em anatingfrom
anode(an individual)[12,13,14].Exam plesaretheweb
ofsexualcontacts[15],m ovie-actornetworks,science ci-
tationsand cooperation networks[16,17]etc.Com puter
networks,both physical(such as the Internet [18]) and
logical(such astheW W W [19],and e-m ail[20]and trust
networks[21])are also known to posseswide,scale-free,
distributions. Studiesofpercolation on broad-scalenet-
worksshow thata largefraction fc ofthe nodesneed to
be rem oved (im m unized)before the integrity ofthe net-
work iscom prom ised.Thisisparticularly trueforscale-
freenetworks,P (k)= ck�� (k � m ),where2< � < 3|
thecaseofm ostknown networks[12,13,14]| wherethe
percolation threshold fc ! 1,and the network rem ains
connected (contagious)even afterrem ovalofm ostofits
nodes[6]. In otherwords,with a random im m unization
strategy alm ost allofthe nodes need to be im m unized

�
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beforean epidem ic isarrested (seeFig.1).
W hen the m ost highly connected nodes are targeted

� rst, rem ovalof just a sm allfraction of the nodes re-
sults in the network’s disintegration [5, 10, 11]. This
has led to the suggestion of targeted im m unization of
the HUBs(the m osthighly connected nodesin the net-
work) [8,22]. However,this approach requires a com -
plete,oratleastfairly good knowledge ofthe degree of
each nodein thenetwork.Such globalinform ation often
proveshard to gather,and m ay noteven bewell-de� ned
(asin socialnetworks,where the num berofsocialrela-
tionsdependson subjective judging).The acquaintance
im m unization strategy proposed herein worksatlow im -
m unization rates,f,and obviatestheneed forglobalin-
form ation.
In our approach, we choose a random fraction p of

the N nodes and look for a random acquaintance with
whom they are in contact (thus,the strategy is purely
local,requiring m inim alinform ation aboutrandom ly se-
lected nodes and their im m ediate environs ). The ac-
quaintances,ratherthan theoriginally chosen nodes,are
the onesim m unized. The fraction p m ay be largerthan
1[23],foranodem ightbequeried m orethan once,on av-
erage,whilethefraction ofnodesim m unized f isalways
lessthan orequalto 1.
Supposeweapply theacquaintancestrategy on a ran-

dom fraction p ofthe network. The criticalfractions,
pc and fc,needed to stop the epidem ic can be analyt-
ically calculated. In each event, the probability that
a node with k contacts is selected for im m unization is
kP (k)=(N hki) [6, 10], where hki =

P

k
kP (k) denotes

theaveragedegreeofnodesin thenetwork.Thisquanti-
� estheknown factthatrandom ly selected acquaintances
possessm orelinksthan random ly selected nodes[24,25].
Supposewefollow som ebranch,starting from a random
link ofthe spanning cluster. In som e layer,l,we have
nl(k)nodesofdegreek.In thenextlayer(l+ 1)each of
those nodeshask � 1 new neighbors(excluding the one
through which wearrived).Letusdenotetheeventthat
anodeofdegreek issusceptibletothedisease(notim m u-
nized)by sk.To � nd outthenum berofnodes,nl+ 1(k0),
ofdegreek0thataresusceptible,wem ultiply thenum ber
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oflinks going out ofthe lth layer by the probability of
reaching a node ofdegree k0 by following a link from a
susceptible node,p(k0jk;sk). Then,we m ultiply by the
probability thatthisnode isalso susceptible given both
the node and the neighbor’s degrees,and the fact that
theneighborisalso susceptible,p(sk0jk0;k;sk).Sincebe-
low and at the criticalpercolation threshold loops are
irrelevant[6],onecan ignorethem .Therefore,

nl+ 1(k
0)=

X

k

nl(k)(k� 1)p(k
0
jk;sk)p(sk0jk

0
;k;sk):(1)

By using Bayes’rule:

p(k0jk;sk)=
p(skjk;k0)p(k0jk)

p(skjk)
: (2)

Assum ing that the network is uncorrelated (no degree-
degree correlations),the probability ofreaching a node
with degree k0 via a link,�(k0)� p(k0jk)= k0P (k0)=hki,
isindependentofk.
A random site(ofdegreek)isselected in each step with

probability 1=N . The probability ofbeing redirected to
a speci� c acquaintance is 1=k. Thus, the probability
that the acquaintance is not selected in one particular
attem pt,is (1 � 1=N k),and in allN p vaccination at-
tem pts,itis

�p(k)�

�

1�
1

N k

� N p

� e
�p=k

: (3)

Ifthe neighbor’sdegree isnotknown,the probability is
�p � h�p(k)i,wherethe average(and allaverageshence-
forth) is taken with respect to the probability distribu-
tion �(k).The probability thata node with degreek0 is
susceptibleisp(sk0jk0)= hexp(� p=k)ik

0

,ifnootherinfor-
m ation existson itsneighbors.Ifthedegreeofoneneigh-
borisknown to be k0:p(skjk;k0)= e�p=k

0

� he�p=k ik�1 .
Since the factthata neighborwith known degree isim -
m unized doesnotprovideany furtherinform ation about
a node’s probability of im m unization, it follows that
p(skjk;k0) = p(skjk;k0;sk0). Using the above equations
oneobtains:

p(k0jk;sk)=
�(k0)e�p=k

0

he�p=k i
: (4)

Substituting theseresultsin (1)yields:

nl+ 1(k
0)= �

k
0
�2

p �(k0)e�p=k
0
X

k

nl(k)(k � 1)e�p=k : (5)

Since the sum in (5)doesnotdepend on k0,itleads to
the stable distribution ofdegree in a layer l: nl(k) =
al�

k�2
p �(k)e�p=k ,forsom e al. Substituting thisinto (5)

yields:

nl+ 1(k
0)= nl(k

0)
X

k

�(k)(k � 1)�k�2p e
�2p=k

: (6)
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FIG .1: Criticalprobability,fc,asafunction of�in scale-free

networks (with m = 1),for the random im m unization (top

curve and open circles),acquaintance im m unization (m iddle

curve and top fullcircles) and double acquaintance im m u-

nization (bottom curve and bottom full circles) strategies.

Curves represent analyticalresults (an approxim ate one for

double-acquaintance),while data pointsrepresentsim ulation

data,for a population N = 10
6
[D ue to the population’s �-

nite size,fc < 1 forrandom im m unization even when �< 3].

Squaresare for random (open)and acquaintance im m uniza-

tion (full) ofassortatively m ixed networks (where links be-

tween sitesofdegree k1 and k2(> k1)are rejected with prob-

ability 0:7

�

1�
k1

k2

�

).

Therefore,ifthesum islargerthan 1 thebranching pro-
cesswillcontinueforever(thepercolatingphase),whileif
itissm allerthan 1 im m unization issub-criticaland the
epidem ic isarrested.Thus,weobtain a relation forpc:

X

k

P (k)k(k � 1)

hki
�
k�2
pc

e
�2p c=k = 1 : (7)

The fraction of im m unized nodes is easily obtained
from the fraction ofnodeswhich arenotsusceptible,

fc = 1�
X

k

P (k)p(skjk)= 1�
X

k

P (k)�kpc ; (8)

where P (k) is the regular distribution,and pc is found
num erically using Eq.(7).
A related im m unization strategy calls for the im m u-

nization ofacquaintancesreferred to by atleastn nodes.
(Above,wespecialized to n = 1.) Thethreshold islower
the larger n is,and m ay justify,under certain circum -
stances,thissom ewhatm oreinvolved protocol.
The acquaintance im m unization strategy is e� ective

for any broad-scale distributed network. Here we give
exam plesforscale-freeand bim odaldistributions,which
are com m on in m any naturalnetworks. W e also give
an exam ple of an assortatively m ixed network (where
high degree nodes tend to connectto otherhigh degree
nodes[26]).W ealsodiscussthee� ectivenessofthestrat-
egy in conjunction with the SIR epidem iologicalm odel.
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FIG .2: Criticalconcentration,fc,for the bim odaldistri-

bution (of two G aussians) as a function of d, the distance

between the m odes. The �rstG aussian is centered at k = 3

and the second one atk = d+ 3 with height5% ofthe �rst.

Both have variance 2 (solid lines)or8 (dashed lines). Top 2

lines are for random im m unization. The bottom 2 lines are

for acquaintance im m unization. Allcurves are analytically

derived from Eqs.(8)and (7).Very sim ilarresultshavebeen

obtained for bim odaldistributions oftwo Poissonians. Note

thatalso forthe case d = 0,i.e. a single G aussian,the value

offc reducesconsiderably dueto theacquaintanceim m uniza-

tion strategy.Thusthe strategy givesim proved perform ance

even forrelatively narrow distributions[27].

In Fig. 1, we show the im m unization threshold fc

needed to stop an epidem icin networkswith 2< � < 3:5
(thiscoversallknown cases).Plotted are curvesforthe
(ine� cient)random strategy,and the strategy advanced
here, for the cases of n = 1 and 2. Note that while
fc = 1 for networkswith 2 < � < 3 (e.g. the Internet)
it decreases dram atically to values fc � 0:25 with the
suggested strategy. The � gure also showsthe strategy’s
e� ectivenessin caseofassortatively m ixed networks[26],
i.e.,in caseswhere p(k0jk) does depend on k,and high
degreenodestend to connectto otherhigh degreenodes,
which isthe caseform any realnetworks.
Fig.2 gives sim ilarresults for a bim odaldistribution

(consisting oftwo G aussians,where high degree nodes
are rare com pared to low degree ones). This distribu-
tion is also believed to exist for som e socialnetworks,
in particular,for som e networks ofsexualcontacts. In
Fig.3 geographicale� ects,where nodestend to connect
to geographically adjacentones[35],are also taken into
account. The im provem ent gained by the use of the
acquaintance im m unization strategy is evident in both
cases,asseen in Figs.2 and 3.
The above considerationshold iffullim m unization is

required. Thatis,given a static network structure,one
wishesto stop any epidem ic orviruspropagation.How-
ever,m ostrealviruseshave a � nite infection rate,and,
therefore,a � nite probability ofinfecting a neighbor of
an infected node. The SIR m odel, widely studied by
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FIG .3:Thefraction ofthepopulation infected in theendem ic

state, Pinf, as a function of f, the im m unized fraction of

the population, for a scale-free network em bedded in a 2d

geographicalspace (see [35]). The solid linesare forrandom

(top)and acquaintance(bottom )im m unization fora network

with �= 2:8 and thedashed linesareforthesam ecaseswith

�= 4.In allcasesN = 10
6
and m = 4.In both cases(�= 2:8

and 4) the acquaintance im m unization strategy provides a

considerable im provem ent over random im m unization. The

high values for fc stem from the fact that the network is

very wellconnected with m = 4,which wastaken in orderto

approach a regularsquare lattice at�! 1

epidem iologists [28,29,30],assum es that nodes can be
susceptible,infected,orrem oved (i.e.recovered and im -
m unized againstfurther infection or otherwise rem oved
from the network). This epidem iologicalm odelcan be
m apped to a bond percolation m odel,wheretheconcen-
tration ofbonds,q= 1� e�r� ,whereristhetransm issi-
bility ofthevirus(infection rateovera link)and � isthe
infection tim e. To � nd the e� ect ofthe strategy,given
this� niteinfection probability,therighthand sideofEq.
(1)should be m ultiplied by q,giving:

X

k

P (k)k(k� 1)

hki
�
k�2
pc

e
�2p c=k = q

�1
: (9)

instead ofEq. (7). Results for di� erent infection rates
and scale-free networks with � = 2:5 and � = 3:5 are
shown in Fig.4.Ascan beseen in the� gure,in thelim it
�r ! 1 thism odelleadsto the fullim m unization case
ofFig.1. For lower values ofr,the proposed strategy
stillgivessim ilar,oreven larger,decrease in the im m u-
nization threshold.
Various im m unization strategies have been proposed,

m ainly forthecaseofan already spread disease,and are
based on tracingthechain ofinfection towardsthesuper-
spreaders ofthe disease [2]. This approach is di� erent
from ourproposed approach,sinceitism ainly aim ed at
stopping an epidem icaftertheoutbreak began.Itisalso
applicable for cases where no im m unization exists and
only treatm entfor already infected individuals is possi-
ble.O urapproach,on the otherhand,can be used even
before the epidem ic starts spreading,since it does not
requireany knowledgeofthe chain ofinfection.
In practice, any population im m unization strategy
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FIG .4: Criticalconcentration,fc,vs r,the infection rate,

fortheSIR m odelwith � = 1.Thesolid linesareforrandom

(top)and acquaintance im m unization (bottom )forscale-free

networkswith �= 2:5.The dashed linesare for�= 3:5 (top

{ random ,bottom { acquaintance im m unization).The circles

represent sim ulation results for acquaintance im m unization

forscale-free networkswith �= 2:5.

m ust take into account issues of attem pted m anipula-
tion.W e would expectthe suggested strategy to be less
sensitive to m anipulations than targeted im m unization
strategies. This is due to its dependence on acquain-
tancereports,ratherthan on self-estim atesofnum berof
contacts.Since a node’sreported contactspose a direct

threat to the node (and relations), we anticipate that
m anipulationswould be lessfrequent. Furtherm ore,we
would suggest adding som e random ness to the process:
forexam ple,reported acquaintancesarenotim m unized,
with som e sm allprobability (sm aller than the random
epidem icthreshold),whilerandom ly selected individuals
areim m unized directly,with som e low probability.This
willhavea sm allim pacton the e� ciency,while enhanc-
ing privacy and rendering m anipulationslesspractical.

In conclusion,wehaveproposed a novele� cientstrat-
egy for im m unization, requiring no knowledge of the
nodes’ degrees or any other globalinform ation. This
strategy ise� cientfornetworksofany broad-degreedis-
tribution and allows for a low threshold of im m uniza-
tion,even where random im m unization requiresthe en-
tirepopulation to beim m unized.W ehavepresented an-
alyticalresults for the criticalim m unization fraction in
both a staticm odeland the kineticSIR m odel.

Asa � nalrem ark,we note thatourapproach m ay be
relevantto othernetworks,such asecologicalnetworksof
predator-prey[31,32],m etabolicnetworks[33],networks
ofcellularproteins[34],and terroristnetworks.Forter-
roristnetworks,our� ndingssuggestthatan e� cientway
todisintegratethenetwork,istofocusm oreon rem oving
individualswhose nam e isobtained from anotherm em -
berofthe network.
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