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W epresent an e ective In m unization strategy for com puter netw orks and populationsw ith broad
and, in particular, scale—free degree distributions. T he proposed strategy, acquaintance im m uniza—

tion, calls for the inmunization of random acquaintances of random nodes (ndividuals).

The

strategy requires no know ledge of the node degrees or any other global know ledge, as do targeted
Inmunization strategies. W e study analytically the critical threshold for com plete inm unization.
W e also study the strategy with respect to the SIR (susceptible—infected-rem oved) epidem ologi-
calm odel. W e show that the inmunization threshold is dram atically reduced w ith the suggested

strateqgy, for all studied cases.

PACS numbers: 02.50Cw, 02.100x,8920Hh, 64.60Ak

Tt is well established that random inmunization re—
quires Inmunizing a very large fraction of a com puter
netw ork, or population, in order to arrest epidem ics that
sporead upon contact between infected nodes (or individ—

uals) fi,4,3,4,9,8,1]. M any diseases require 80% -100%
Inmunization (for exam ple, M easles requires 95% ofthe

population to be inm unized t_J:]) . The sam e is correct or
the Intemet, where stopping com puter viruses requires
aln ost 100% in m unization [5 .6 -’/Z] O n the other hand,
targeted m m unization ofthem osthighly connected indi-
viduals {L, 8,18,9,110,111], whil e ective, requires global
Infom ation about the network in question, rendering it
In practical n m any cases. Here, we develop a m athe-
m atical m odel and propose an e ective strategy, based
on the Immunization of a an all fraction of random ac—
quaintances of random ly selected nodes. In this way, the
m ost highly connected nodesare in m unized, and the pro-
cess prevents epidem icsw ith a small nite inm unization
threshold and w ithout requiring speci cknow ledge ofthe
network.

Socialnetw orks are know n to possess a broad distribu-
tion ofthe num ber of links (oontacts) k, em anating from
anode (@n :IndJVJdual) flz .}3 24] Exam plsare theweb
of sexual contacts ﬂl5 m ovie-actor netw orks, science ci-
tations and cooperation netw orks [lé :lj etc. C om puter
netw orks, both physical (such as the Intemet [18]) and
logical (such astheW W W {19], and em ail QO] and trust
netw orks fZ]J]) are also known to posses w ide, scale-free,
distrdbutions. Studies of percolation on broad-scale net-
works show that a large fraction f. of the nodes need to
be ram oved (in m unized) before the Integrity of the net—
work is com prom ised. T his is particularly true for scale—
freenetworks,P k)= ck ( m),where2< < 3|
the case ofm ost know n netw orks @Zj,:_if», ::I-é'] | w here the
percolation threshold f. ! 1, and the network rem ains
connected (contagious) even after rem ovalofm ost of its
nodes '_ ]. In other words, w ith a random im m unization
strategy aln ost all of the nodes need to be Inmunized
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before an epidem i is arrested (see Fig.il).

W hen the m ost highly connected nodes are targeted

rst, rem oval of just a an all fraction of the nodes re—
sults in the network’s disintegration [§, 10, 13]. This
has led to the suggestion of targeted inmunization of
the HUB s (the m ost highly connected nodes in the net—
work) t_é, :_2-2:]. However, this approach requires a com —
plte, or at least 2irly good know ledge of the degree of
each node in the network. Such global inform ation often
proves hard to gather, and m ay not even be welkde ned
(as in social netw orks, where the num ber of social rela—
tions depends on sub fective judging). T he acquaintance
In m unization strategy proposed herein works at low in —
m unization rates, £, and obviates the need for global n—
form ation.

In our approach, we choose a random fraction p of
the N nodes and look for a random acquaintance w ith
whom they are in contact (thus, the strategy is purely
Jocal, requiring m Inin al inform ation about random X se—
Jlected nodes and their Inm ediate environs ). The ac—
quaintances, rather than the origihally chosen nodes, are
the ones mmunized. T he fraction p m ay be larger than
1 [_2-1_’:], fora nodem ight be queried m ore than once, on av—
erage, while the fraction ofnodes In m unized f isalways
¥ss than orequalto 1.

Suppose we apply the acquaintance strategy on a ran-—
dom fraction p of the network. The critical fractions,
pe and f., needed to stop the epidem ic can be analyt-
ically calculated. In each event, the probability that
a node w ith k contacts is selected Inmunization is
kP (k)= Hki) fo, 0], where ki = | kP (k) denotes
the average degree of nodes In the network. T his quanti-

es the known fact that random ly selected aoquamtanoes
possessm ore links than random ly selected nodes t24 .'25]
Suppose we ollow som e branch, starting from a random
link of the spanning cluster. In som e layer, 1, we have
ni (k) nodes of degree k. In the next layer (1+ 1) each of
those nodeshask 1 new neighbors (excliding the one
through which we arrived) . Let us denote the event that
anode ofdegreek is susceptible to the disease (not Inm u-
nized) by sy . To nd out the num ber ofnodes, n4 1 (ko),
of degree k° that are susceptible, wem ultiply the num ber


http://arxiv.org/abs/cond-mat/0207387v3

of links going out of the lth layer by the probability of
reaching a node of degree k° by Hllow ing a link from a
susoeptible node, p k%k;sc). Then, we multiply by the
probability that this node is also susogptible given both
the node and the neighbor’s degrees, and the fact that
the neighbor is also susceptible, p (sko j{o;k;sk ). Since be—
Iow and at the critical percolation threshold loops are

irrelevant E_é], one can ignore them . T herefore,
X
nik) &k 1)p&'kisop e k%kise) @ (1)

0
ny 1 k") =
k

By using Bayes’ rule:

;kO 0
b & %; ) = p sk ki;kp k k) . 2)
p(sx k)

A ssum Ing that the network is uncorrelated (o degree—
degree correlations), the probability of reaching a node
wih degree k® via a Iink, % p&%k)= k%P k%=hki,
is independent ofk.

A random site (ofdegreek) is selected in each step w ith
probability 1=N . T he probability of being redirected to
a speci ¢ acguaintance is 1=k. Thus, the probabiliy
that the acguaintance is not selected In one particular
attempt, is (1 1=N k), and in all N p vaccination at-
tem pts, it is

N p
ePx . @)

1 1

If the neighbor’s degree is not known, the probability is

p hyp k)i, where the average (and all averages hence—
forth) is taken w ith respect to the probability distribu-
tion (k). T he probability that a node w ith degree k° is
susceptble isp (500 k%) = hexp ( p=k)i*’, ifno other nor-
m ation existson isneighbors. Ifthe degree ofone neigh—
bor is known to be k% p (s k;k% = e Pk’ he Pk gk 1
Since the fact that a neighbor w ith known degree is in -
m unized does not provide any fiirther lnform ation about
a node’s probability of inmunization, it follows that
P k;k) = psk k;k%se0). Using the above equations
one obtains:

K%e P’
04, . _ .
p(k :krsk) he p=k i . (4)

Substituting these results in @) yields:

k%e P’ e : ()

k

0 k% 2
nyi k)= P

ny k) k

Since the sum in @'5) does not depend on k% it leads to
the stable distribution of degree in a layer 1: n; (k) =
a g 2 k)e P, for som e a;. Substituting this into @)
yields:

X

nu1 k% = n1k°) Kk 1) 5*e®* : @

FIG .1: Criticalprobability, f.,asa function of in scale-free

networks With m = 1), for the random Inmunization (top

curve and open circles), acquaintance in m unization @ iddle

curve and top full circles) and double acquaintance mmmu-—
nization (pottom curve and bottom fill circles) strategies.

Curves represent analytical results (an approxin ate one for
doubleacquaintance), while data points represent sim ulation

data, for a population N = 10° D ue to the population’s -
nite size, f. < 1 for random in munization even when < 3].

Squares are for random (open) and acquaintance im m uniza—
tion (full) of assortatively m ixed networks where links be—
tween sites of degree ki and k; (> ki) are reected w ith prob—
ability 057 1 % ).

T herefore, if the sum is Jarger than 1 the branching pro-
cess w il continue forever (the percolating phase), while if
it is an aller than 1 im m unization is sub-critical and the
epidem ic is arrested. T hus, we obtain a relation forp.:

X Prkk 1) ,,

) s feei =1 )

k

The fraction of inmunized nodes is easily obtained
from the fraction of nodes which are not susceptible,

X X
P klp(srk)=1

k k

fo=1 Pk S ®

where P (k) is the regular distrdbution, and p. is ound
num erically using Eq. U) .

A related Inmunization strategy calls for the Immu-—
nization of acquaintances referred to by at least n nodes.
Above, we specialized ton = 1.) The threshold is lower
the larger n is, and m ay justify, under certain circum —
stances, this som ew hat m ore involved protocol.

The acquaintance inmunization strategy is e ective
for any broad-scale distributed network. Here we give
exam ples for scale-free and bin odal distrdbutions, which
are common in many natural networks. W e also give
an exam ple of an assortatively m ixed network @where
high degree nodes tend to connect to other high degree
nodes t_2§']) .W ealsodiscussthee ectivenessofthe strat-
egy In conjinction w ith the SIR epidem ologicalm odel.
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FIG.2: Crtical concentration, f., for the bin odal distri-
bution (of two G aussians) as a function of d, the distance

between the m odes. The st Gaussian is centered at k = 3
and the second one at k = d+ 3 with height 5% ofthe mst.
Both have variance 2 (solid lines) or 8 (dashed lines). Top 2
lines are for random inmunization. The bottom 2 lines are
for acquaintance m im umzamon A 1l curves are analytically
derived from Egs. (8 ) and ﬁ) Very sin ilar results have been
obtained for bim odal distributions of two P oissonians. N ote
that also for the case d = 0, ie. a single G aussian, the value
of fc reduces considerably due to the acquaintance in m uniza-
tion strategy. T hus the strategy gives in proved perform ance
even for relatively narrow distrbutions R].

In Fig. -r_]:, we show the inmmunization threshold f.
needed to stop an epidem ic In networkswih 2< < 335
(this covers all known cases). P lotted are curves for the
(ine cient) random strategy, and the strategy advanced
here, for the cases of n = 1 and 2. Note that whike
f. = 1 ornetworkswith 2 < < 3 (eg. the Intemet)
it decreases dram atically to values f. 025 wih the
suggested strategy. The gure also show s the strategy’s
e ectiveness In case of assortatively m ixed netw orks :_[-2:6],
ie. In cases where p(k°j<) does depend on k, and high
degree nodes tend to connect to other high degree nodes,
which is the case form any realnetworks.

Fig. ::i gives sim ilar results for a bin odal distribution
(consisting of two G aussians, where high degree nodes
are rare com pared to low degree ones). This distrdbu—
tion is also believed to exist for som e social netw orks,
in particular, for som e netw orks of sexual contacts. In
Fig. -3 geographicale ects, where nodes tend to connect
to geographjca]Jy ad-pcent ones BS], are also taken into
account. The inprovem ent gained by the use of the
acquaintance mmumzat:on strategy is evident in both
cases, as seen in F igs. |2. and

T he above considerations ho]d if full In m unization is
required. That is, given a static network structure, one
w ishes to stop any epidem ic or virus propagation. H ow —
ever, m ost real viruses have a nite infection rate, and,
therefore, a nie probability of infecting a neighbor of
an infected node. The SIR model, widely studied by

FIG .3: T he fraction ofthe population infected in the endem ic
state, Pinr, as a function of £, the Inmunized fraction of
the population, or a scalefree network embedded In a 2d
geographical space (see BI]). The solid lines are for random
(top) and acquaintance (bottom ) im m unization for a netw ork
with = 28 and the dashed lines are for the sam e cases w ith
= 4, hallcasesN = 10° andm = 4. In both cases (=

and 4) the acquaintance Inm unization strategy provides a
considerable in provem ent over random Inm unization. The
high valies for f. stem from the fact that the network is
very well connected with m = 4, which was taken In order to
approach a reqular square latticeat ! 1

epidem iologists @-5_5, ,‘_Z-C:i', -'_3-g], assum es that nodes can be
susceptible, Infected, or rem oved (ie. recovered and in —
munized against further infection or otherw ise rem oved
from the network). This epidem Iological m odel can be
m apped to a bond percolation m odel, where the concen—
tration ofbonds,g= 1 e * ,where r isthe trangm issi-
bility ofthe virus (nfection rate overa link) and isthe
Infection tine. To nd the e ect of the strategy, given
this nite Infection probability, the right hand side ofEg.
{) should bemultiplied by g, giving:

X PRkk 1) ,,

o se =gt O

k

instead of Eq. (rj). Results for di erent infection rates
and scalefree networkswith = 25 and = 35 are
shown in Fjg.:ff.Ascan be seen In the gure, in the Iim it

r! 1 thismodel leads to the full Inm unization case
of Fig. 1. For lower values of r, the proposed strategy
still gives sin ilar, or even larger, decrease In the Inmu-—
nization threshold.

Various In m unization strategies have been proposed,
mahly for the case ofan already spread disease, and are
based on tracing the chain of infection tow ardsthe super-
soreaders of the disease -g]. This approach is di erent
from our proposed approach, sihce it ism ainly ained at
stopping an epidem ic after the outbreak began. It isalso
applicable for cases where no inmunization exists and
only treatm ent for already infected individuals is possi-
ble. O ur approach, on the other hand, can be used even
before the epidem ic starts spreading, since i does not
require any know ledge of the chain of infection.

In practice, any population imm unization strategy
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FIG .4: Crtical concentration, f., vs r, the infection rate,

forthe SIR modelwith = 1. The solid lines are for random
(top) and acquaintance in m unization (pottom ) for scale-free
networkswith = 2:5. The dashed linesare for = 35 (top
{ random , bottom { acquaintance in m unization).T he circles
represent sin ulation results for acquaintance in m unization
for scale-free networkswith = 235.

must take Into account issues of attem pted m anipula-
tion. W e would expect the suggested strategy to be less
sensitive to m anipulations than targeted imm unization
strategies. This is due to its dependence on acquain-—
tance reports, rather than on selfestim ates of num ber of
contacts. Since a node’s reported contacts pose a direct

threat to the node (and relations), we anticipate that
m anjpulations would be less frequent. Furthem ore, we
would suggest adding som e random ness to the process:
for exam ple, reported acquaintances are not In m unized,
wih som e an all probability (sm aller than the random
epidem ic threshold), whilk random Iy selected Individuals
are In m unized directly, w ith som e low probability. This
w illhave a an all In pact on the e ciency, while enhanc-
Ing privacy and rendering m anipulations less practical.

In conclision, we have proposed a novele cient strat—
egy for immunization, requiring no know ledge of the
nodes’ degrees or any other global nform ation. This
strategy ise cient for netw orks of any broad-degree dis-
tribution and allows for a low threshold of Immuniza—
tion, even where random inm unization requires the en—
tire population to be In m unized. W e have presented an—
alytical results for the critical inm unization fraction In
both a static m odeland the kinetic STR m odel.

Asa nalremark, we note that our approach m ay be
relevant to other netw orks, such as ecologicalnetw orks of
predatorprey 51:, E-j], m etabolic netw orks Liij], netw orks
of cellular proteins Eé_jl], and terrorist netw orks. For ter-
rorist networks, our ndingssuggestthatane cientway
to disintegrate the netw ork, is to focusm ore on rem oving
Individuals whose nam e is obtained from anotherm em —
ber of the network.
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