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W e study the spectral properties of a di�usion process taking place on the Internet network

focusing on the slowest decaying m odes. These m odes allow usto identify an underlying m odular

structure ofthe Internetroughly corresponding to individualcountries.Forinstance in the slowest

decaying m odethedi�usion currentowsfrom Russia towardsUS m ilitary sites.Thesetwo regions

thus constitute the extrem e edges of the Internet. Q uantitatively the m odular structure of the

Internet m anifests itselfin approxim ately 10 tim es larger participation ratio ofits slow decaying

m odescom pared to thenullm odel{ a random scale-freenetwork.W eproposeto usethefraction of

nodesparticipating in slow decayingm odesasageneralm easureofthem odularity ofanetwork.For

the100 slowestdecaying m odesoftheInternetwem easured thisfraction to bearound 30% .Finally

we suggest,that the degree ofisolation ofan individualm odule can be assessed by com paring its

participation in di�erent di�usion m odes. Using the proportionality ofresponse as a criterion we

�nd thatthe independentm odule approxim ation workswellforthe Internet.

PACS num bers:89.75.-k,89.20.H h,89.75.H c,05.40.Fb

Virtually any com plex system hasan underlying net-

work that de� nes the backbone of interactions am ong

itscom ponents. Exam plesofsuch networksinclude the

Internet and the W orld W ide W eb,m olecular networks

ofliving cells,food websin ecosystem s,etc. An im por-

tant question is whether nodes ofsuch a network can

be divided into sm aller sub-networks (m odules),which

interactwith each other relatively weakly [1]. Estim at-

ing the strength of inter-m odular interactions, localiz-

ing cruciallinksconnecting thesem odulesto each other,

and � nding pairsofm oduleswhich arethe m ostdistant

from each other is im portant for severalreasons. First

ofall,it servesas a test ofstability ofthe system with

respectto breaking itup into truly isolated com ponents.

Such a break-up would be undesirable in,for exam ple,

the Internet.Creation ofextra connectionsbetween the

m ostdistantm odulesin the network and reinforcem ent

ofcruciallinks is an e� cient way to increase its stabil-

ity.Secondly,by m easuringtherelativestrength ofinter-

and intra-m odularconnectionsone directly assessesthe

quality oftheindependentm oduleapproxim ation,which

m ay turn out to be im portant in m odeling the actual

dynam icsofa given com plex system .

In thiswork weexplorethem odularstructurepresent
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in the physicallayout ofthe Internet. To this end we

study an auxiliary di� usion processtaking place on this

network. The slowest m odes of di� usion, easily iden-

ti� able from the spectrum ofits transfer m atrix,allow

us to detect the weakly interacting m odules ofthe In-

ternet. These m odules turn out to roughly correspond

to individualcountriesorforlarge countriesto cultural

or geographicalregions within the country. O fcourse,

the di� usion process studied in this work does not de-

scribetherealdynam icsoftheinform ation  ow overthe

Internet. However,the detected m odular features play

an im portantrole in any localdynam icalprocesstaking

placeon thisnetwork including the realInternettra� c.

Analysis of spectralproperties of a sim ilar di� usion

process lies at the heart of the popular search engine

www.google.com [2]. Its variants have also been ap-

plied tosocialnetworks(thecorrespondenceanalysis)[3],

random and sm all-world networks(theLaplaceequation

analysis)[4],arti� cialscale-free networks,[5,6]and the

com m unity structureofthe W orld W ide W eb [7].

In thisworkweexplorethephysicallayoutoftheInter-

neton acoarse-grainedleveloftheso-called Autonom ous

System s (AS), which are large groups of routers and

servers belonging to one organization such as a univer-

sity or a business enterprise (e.g. an Internet Service

Provider).Tothisend weusetheJanuary3,2000dataset

when theInternetconsistedof6474Autonom ousSystem s

exchanginginform ationvia12572undirectedlinks[8].As

expected forthe Internet,any pairofAutonom ousSys-

tem sisconnected to each otherby atleastone path,so
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thattopologically the network consistsofjustone large

cluster. The di� usion processwe analyze here describes

thedynam icsofa largenum berofrandom walkersm ov-

ing on the network at discrete tim e steps. Statistical

propertiesofreturnsto the origin ofsuch random walks

have recently been used to m easure the e� ective dim en-

sionality ofseveralcom plex networks[10].Ateach tim e-

step every walkerm ovesfrom itscurrentnode to one of

the neighboring nodes along a random ly selected link.

The averagedynam icsofthisprocessisdescribed by

�i(t+ 1) =
X

j

Tij �j(t) ; (1)

where�i(t)istheexpectation valueofthenum berofran-

dom walkersatsiteiand tim et.Theelem entsTij ofthe

transferm atrix areequalto 1=K j forneighboring nodes

iand j and zero otherwise.Here K j isthe connectivity

(thenum berofim m ediateneighbors)ofthenodej from

which awalkerstepstothenodei.Notethat
P

i
Tij = 1,

so that the totalnum ber ofwalkers is conserved at all

tim es. Eq.(1) can also be rewritten as a discrete tim e

di� usion equation �i(t+ 1)� �i(t) =
P

j
(Tij� �ij)�j(t).

Hence the di� usion m atrix D is related to the transfer

m atrix T sim ply as

D = T � 1 : (2)

Astim eadvancesthedistribution ofrandom walkersap-

proachesa steady state�i(1 )in which thedi� usion cur-

rent owingfrom anodeitoanodejisexactly balanced

by that  owing from j to i. This is satis� ed when the

averagenum berofwalkers�i(1 )on every nodeiispro-

portionalto itsconnectivity K i.

The relaxation of any initialdistribution ofrandom

walkers am ong nodes, �i(0), towards the steady state

con� guration �i(1 )isdeterm ined by the spectralprop-

erties of the m atrix T [11] (or alternatively D ). For

instance, the steady state con� guration �i(1 ) itself is

proportionalto the principaleigenvector �
(1)

i ofT cor-

responding to its largest eigenvalue �(1) = 1,which is

unique forsingle com ponentnetworkssuch asthe Inter-

net. The rem aining eigenvectors �(�) describe the de-

cay ofthe initialcon� guration towardsthe steady state

with acharacteristicdecay tim e�(�) related tothecorre-

sponding eigenvalue�(�) through exp(� 1=�(�))= j�(�)j.

Note that in general there exist both non-oscillatory

(�(�) ’ 1) and oscillatory (�(�) ’ � 1) slowly decaying

m odes.

Them odularity ofa given com plex network re ectsit-

selfin statisticalproperties ofits di� usion eigenvectors

�
(�)

i .O nesuch property istheParticipation Ratio (PR),

which quanti� es the e� ective num ber ofnodes partici-

pating in a given eigenvector with a signi� cant weight.

In the Internet the com ponents ofthe principaleigen-

vector�
(1)

i / �i(1 )/ K i aswellasthose ofotherslow

decaying m odes are broadly distributed (scale-free)[12]

and assuch tend to belocalized on justa few highly con-

nected nodes. In this case participation ratios are best

calculated using the norm alized eigenvector

c
(�)

i = �
(�)

i =K i (3)

ofoutgoingcurrents owing from nodeialongeach ofits

links. M ore form ally c
(�)

i is also the eigenvector ofthe

transposed transferm atrix T y with the sam e eigenvalue

�(�). For such a vector norm alized by
P

c2i = 1 the

participation ratio isde� ned as:P R =

�P N

i= 1
c4i

��1
.

In Fig.1 the participation ratio ofeigenvectors c
(�)

i

(top) and the eigenvalue density (i.e.the spectrum of

the m atrix)(bottom )isplotted asa function ofthe cor-

responding eigenvalue � 1 < �
(�)

i
< 1. The data forthe
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FIG .1:Theparticipation ratio PR (� ) (top,A)and theeigen-

value density (bottom , B) as a function of the eigenvalue

� 1 < �
(� )

< 1 m easured in theInternet(�lled circles)and in

itsrandom ized counterpart(open squares){ aRandom Scale-

Free Network (RSFN).The participation ratio was averaged

over �-bins ofsize 0.05 excluding eigenm odes �
(� )

= 0 [15],

and �
(1)

= 1. Notice that for j�j’ 1 participation ratios in

theInternetsigni�cantly exceed thosein an RSFN indicating

the m odularcharacterofthe form ernetwork.

Internet(� lled circles)isdisplayed togetherwith thedata

foritsrandom ized counterpart(open squares).Theran-

dom ization ofthe Internetwasperform ed in such a way

thatthe connectivity ofevery node isstrictly preserved

[13]. Itwasargued [13,14]thatsuch a network consti-

tutes a proper nullm odelofa given com plex network.

Since this random network has the sam e scale-free dis-

tribution ofconnectivitiesasthe Internet[12]itwillbe

referred to asa Random Scale-FreeNetwork (RSFN).

Com paring the data for the Internet and an RSFN

we note that while the density ofstates is rather sim -

ilar in these two networks (Fig. 1 B ), the participa-

tion ratio ofthe slowly decaying m odes (especially for

the non-oscillatory ones with � close to 1) is m arkedly

higher in the Internet than in an RSFN (Fig.1 A).In

these non-oscillatory m odes the di� usion current  ows

from relatively isolated regions(m odules)along the few

linksconnecting them to the restofthe network. Iffor

such a m odule these links would be hypothetically cut



3

one by one,the corresponding eigenvalue would gradu-

ally increase towards unity,�(�) ! 1,while the eigen-

vector would becom e m ore and m ore localized on the

m odule. W hen � nally the m odule iscom pletely discon-

nected from the network the eigenvectorhasevolved to

the steady state solution on the m odule,which has the

participation ratio equal to its size. Thus the PR of

slowly decaying eigenm odes serves as a good quantita-

tive estim ate ofthe size ofm odules in the network. In

an RSFN these m odules are sm allconsisting ofjust a

handfulofnodesthataccidentally happen to be loosely

connected to the restofthe network. The factthatthe

participation ratiosofslow decaying m odeson theInter-

netsigni� cantly exceed thosein an RSFN indicatesthat

the corresponding m odules are realand not accidental.

Theaverageparticipation ratioofslowly decayingm odes

can be quanti� ed by
P

�
PR(�)j�(�)jk=

P

�
j�(�)jk. For

5 � k � 10 thisaveragechangesonly slowly in both the

Internetand an RSFN and equalsapproxim ately 60 and

5,respectively. A rough estim ate forthe num berofdif-

ferentm odulesisgiven by thenum berofslowly decaying

non-oscillatory statesin Fig.1 A thathave a participa-

tion ratio signi� cantly exceeding that ofan RSFN.For

the Internetthe num berisaround 100. The sum ofthe

participation ratios for these � rst 100 m odes,� 5400 ,

isa rough estim ate ofthe totalnum berofnodesin the

m odularpartofthe network. Thisshould be com pared

to thesam esum being approxim ately equalto 520 in an

RSFN.Ifone takes specialcare to avoid double count-

ing nodesthatappearm ore than once am ong the setof

P R (�) nodeswith thelargestjc
(�)

i jtaken foreach eigen-

m ode 1 < �� 100,thisnum bergetsreduced to � 1800.

Thustheoverallm odularity oftheInternetnetwork isat

least1800=6500’ 30% .

To determ inetheorganizingprinciplebehind theseIn-

ternetm odulesin Fig.2weplottheoutgoingcurrentc
(2)

i

in theslowestdecaying di� usion m ode(�(2) = 0:9626)as

a function ofthe AS num ber (note that som e AS num -

bers are not yet in use). Autonom ous System s known

to be located in Russia are m arked with a circle. The

PR for this eigenm ode is 107,while the totalnum ber

ofRussian AS in our dataset is 174. In Fig.2 one can

seethatalm ostallthe Autonom ousSystem sthatsignif-

icantly participate in thism ode (large positive c
(2)

i )are

Russian.W ehavechecked thatthefew exceptionstothis

rule are in fact Autonom ous System s closely related to

Russia.Thusin theslowestdecaying m ode thedi� usion

current owsfrom a m odulethatm ay be identi� ed with

RussiatowardstherestoftheInternet.Curiouslyenough

thesetofAutonom ousSystem sfurthestaway from Rus-

sia (the m ost negative c
(2)

i ) are located in the US and

belong to the US M ilitary. This possible legacy ofthe

cold warm akesRussia and theUS M ilitary the extrem e

edges ofthe Internet. Perform ing a sim ilar analysisfor

other slowly decaying m odes we get a sim ilar picture,

justwith otherpairsofcountriesbeing pulled out. For

the Internet the m odules thus correspond to individual
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FIG .2: Com ponents c
(2)

i of the slowest decaying di�usion

m ode in the Internet (eigenvalue �
(2)

= 0:9626) as a func-

tion ofthe AS num ber. The AS known to be geographically

located in Russia are m arked with circles. The scale ofthe

negative part of the y-axis is increased for clarity. O ut of

100 Autonom ousSystem swith them ostnegativecom ponents

c
(2)

i ,those 23 for which we were able to �nd the description

are associated with the US M ilitary.

countries,or for large countries { to organizationalor

geographicalfeatureswithin the country.

It is interesting to note that these country-m odules

cannotbedetected using thespectralanalysisofthead-

jacency m atrix ofthe network [5,6,9]. The elem ents

ofthism atrix,closely related to T ,are equalto 1 fora

pairofneighboring nodes and 0 otherwise. The largest

eigenvectorsoftheadjacency m atrix areknown to belo-

calized prim arilyon thehighestconnected hubsand their

neighbors[5,6]. However,unlike in the case ofT ,this

undesirable localization cannot be properly elim inated

sim ply by dividing the com ponents ofthe eigenvectors

by the connectivity K i. Hence eigenvectorsofthe adja-

cency m atrix do not properly re ect the country-based

m odularstructureuncovered in thiswork.

Having established thatthe Internetis indeed m odu-

lar we now address the question ofhow good these in-

dividualm odulesare. To thisend we com pare di� erent

eigenm odes c
(�)

i to each other. Although the prim ary

feature in a slowly decaying eigenm ode c
(�)

i
is the  ow

between a dom inant pair of country-m odules (such as

between Russia and theUS M ilitary in c
(2)

i ),otherm od-

ules m ay also participate in it but to a sm aller extent.

This gives rise to a � ne structure within slow decaying

m odes that is not captured by the participation ratio.

The hallm ark ofa good m odule is that even though it

participatesin di� erent eigenm odes� to a di� erent ex-

tent, the relative distribution of �-currents within the

m odule stays approxim ately the sam e. In other words

itentersdi� erenteigenm odesasjustone degree offree-

dom . In this case the ratio c
(�)

i =c
(�)

j is approxim ately

independentofthe eigenm ode � forany pairofnodesi

and j within the m odule. Thisisequivalentto the con-

dition that for any two di� erent eigenm odes � and �,
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c
(�)

i =c
(�)

i = const forevery nodeibelonging to thegiven

m odule. In Fig.3 we plot the outgoing currents in the

two slowest decaying non-oscillatory eigenm odes { c
(2)

i ,

and c
(3)

i
{ asa function ofeach other.Sim ilarplotscan

bem adeforotherpairsofslow decayingeigenm odes.The

−0.05 0 0.05 0.1 0.15 0.2
−0.05

0

0.05

0.1

0.15

0.2

components of the second e.v.: c
i

(2)

c
o

m
p

o
n

e
n

ts
 o

f 
th

e
 t

h
ir
d

 e
.v

. 
: 

c i(3
)

All
RU 
FR 
US 

−6 −4 −2 0

x 10
−3

−10

−5

0

5
x 10

−3

All
KR 
US 

FIG .3: The Internet clustering: Coordinate ofthe i-th AS

in this plot are its com ponents (c
(2)

i ;c
(3)

i ) in the two slowest

decaying non-oscillatory di�usion m odes. The colorcode re-

vealsthegeographicallocation oftheAS:Russia-red squares,

France - green circles, USA - blue crosses, K orea - orange

triangles). Note the straight lines corresponding to good

country-m odules.

principalfeaturein thiskind ofplotisa starlike shape,

where di� erentraysofthe starcorrespond to individual

country-m odules. Thistype ofplotism ore powerfulin

identifying individualm odulesthan theparticipation ra-

tio alone. Indeed, in Fig.3 one can easily detect not

only the m ostexcited m odules like Russia,France,and

US (red squares,green circles,and bluecrosses),butalso

less excited ones like K orea (orange triangles). W e be-

lievethattheidea ofm easuring thequality ofindividual

m odules by how proportionally their nodes participate

in di� erentslowly decaying m odes,can be easily gener-

alized to otherdynam icalprocessestaking place on the

network such ase.g. spin dynam ics,vibrationalm odes,

etc.

Finally,we would like to point out another interest-

ing feature ofFig.1.Both the density ofstatesand the

participation ratio are nearly sym m etric around � = 0

forboth theInternetand an RSFN.Thisnearsym m etry

indicates that both these networks are alm ostbipartite

[16], a feature also observed in citation networks, but

notin m etabolic networks[10]. In fact,a m ore detailed

analysis shows that while alm ost every slow oscillatory

m ode (�(osc) ’ � 1)isrelated to the corresponding non-

oscillatory m odewith �’ j�(osc)j,thereverseisnottrue

as there are roughly 30% m ore m odes near � = 1 than

near � = � 1. Those country-m odules that are present

in both the oscillatory and non-oscillatory parts ofthe

spectrum are internally alm ost bipartite. The sim plest

bipartite graph isa tree and thisseem sto be the dom i-

nantstructurewithin the Internetm odules.

In sum m a,wehavedem onstrated how a di� usion pro-

cess taking place on the Internet network allows one

to extract inform ation about its m odules and extrem e

edges. Form any \real-world" com plex networksthe lo-

calcontextofanode(in term softhelinkagepattern)re-

 ects,or,perhaps,even determ inesthe im portance and

function ofthe given node. Forinstance,in biology one

can successfully assign putative functionsto unclassi� ed

proteinsbased on the function oftheirinteraction part-

ners[17]. In generalthe di� usion processintroduced in

this work can be seen as a system atic way to explore

the locallinkage structure ofa network beyond justthe

nearestneighbors. The detection ofthe m odular struc-

tureofa network isjustonepossibleapplication ofsuch

a process[2,10].
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